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1. Introduction
This document discusses additional information about the CEM-SiteMinder integration that is not covered in the CEM Integration Guide. This includes:
· An overview of the SiteMinder Architecture and how the CEM SiteMinder plug-in fits into this Architecture.
· More information on what a custom agent is and why the CEM plug-in is a custom agent
· A review of the Policy Server  - Web Agent interaction
· Tools and techniques to debug SiteMinder-CEM Integration problems.

· TIM Siteminder Settings

2. SiteMinder Architecture
The diagram shows how the SiteMinder web agent (in CEM’s case, the TIM) is in the middle of the Single-Sign On process:

1) It intercepts the request to access the protected resource.
2) Works with policy server to see if user should be authenticated and authorized.

3) Speeds up access by caching information about previous user access to the resource.

4) Can act as a “form server” to store and display certain pages (such as change password.)

5) Serve as one of the cookie domains used for single-sign on access.
6) Log the result of user transactions if enabled.

7) Performs other functions (such as acting as a reverse proxy) that are beyond the scope of this document.

The policy server is the director of the SSO process and provides the following
Features:

1) Read and in some cases write information to user directories/databases, and policy data/web agent key store repositories.

2) Provides policy server management, authentication, authorization, accounting, and health monitoring services.
3) Logs the results of all services (if enabled)

The Web server is where the protected resource(s) reside that need to be accessed by users.

The TESS is where the CEM Siteminder plug-in (web agent) is configured.

[image: image1.emf]TIM

SiteMinder Policy Servers

SiteMinder 

Custom Agent

TESS

CA SiteMinder 

Web Access 

Manager 

Plug-in 

Configuration

Protected 

Resource

Policy 

Store

User 

Store

Key 

Store

Data  Center DMZ


3. Guiding Principles
1. Make sure that your SiteMinder SDK version is the same version as the policy server. (Both of these should be current as possible.) This will reduce unexpected problems.
2. The User Identifer for Siteminder is UserName and the Session Identifier is SessionID. If the Plug-In is enabled, this will translate to the correct Siteminder variables (SMUSER, SMSESSION).
3. The Shared Secret\Agent Name\Agent Version (4.x) needs to be written the same on the policy server and in the CEM Siteminder plug-in screen.
4. One can use an interim session identifier to point to a location query URL.

5. Changing the TIM Siteminder settings (see below) can positively and negatively impact (such as packet loss) CEM Siteminder Plug-in (Web Agent) performance.

6. Certain earlier CEM releases had issues in Siteminder. Please check the CEM release notes to see if you need to upgrade your release.
4. What Is a Custom Agent?
SiteMinder supports a variety of different general web agents. (Application and Federation Agents are beyond the scope of this document.)
	Agent Type
	Comment

	Traditional
	Based on the original SiteMinder Architecture (Older versions of IIS, Apache, and Domino servers)

	Framework
	Uses a different architecture (Later versions of IIS, Apache, and Sun One servers)

	Custom
	Uses an older (SiteMinder 4.x) “shared secret” approach that is initiated using the SiteMinder SDK. Used when there isn’t an explicit Web Agent for an application.


Since a traditional and a framework agent isn’t available for CEM, a custom agent (the SiteMinder plug-in) is used instead.
5. SiteMinder Policy Server- Web Agent Interaction

The following is a high-level summary of the policy server – web agent interaction steps:
1. User makes request to access a protected resource.
2. Web Agent intercepts the request and begins a conversation with the policy server asking three questions
3. Question 1: IS THE RESOURCE PROTECTED? 

a. If the answer is No, then proceed to step 7
b. If the answer is Yes, then proceed to Step 4.

4. User is challenged for credentials.
5. Question 2: IS THE USER AUTHENTICATED BY THE POLICY SERVER?

a. If the answer is Yes, then proceed step to Step 6.
b. If the answer is No, then access is denied

6. Question 3: IS THE USER AUTHORIZED BY THE POLICY SERVER?
a. If the answer is YES, then proceed to Step 7.

b. If the answer is No, then access is denied

       7. The protected resource is displayed in the browser.
  Siteminder may use a variety of different APIs  to perform the above:
	API
	Function

	Agent
	Perform a custom agent session.

	Authentication
	Perform custom authentication schemes.

	Authorization
	Perform custom authorization schemes

	Directory
	Used to create a custom namespace


For the Agent API, some of the following calls are used: (In order)
	API Call
	Function

	SM_AgentApi_GetConfig
	Initialize agent configuration (If using central host configuration.)

	SM_AgentApi_Init
	Create TCP connections for custom agents.

	SetAgentAPISetDefaultAgentId
	To pass the agent name (if using central host configuration)

	Sm_AgentApi_DoManagement
	Send Agent Information to Policy Server and to periodically perform Ccommand Updates.

	Sm_AgentApi_IsProtected
	Perform “Is Protected” Query (Question 1)

	Sm_AgentApi_Login
	Authenticates User (Question 2)

	Sm_AgentApi_Authorize
	Authorizes Users (Question 3)

	Sm_AgentApi_Audit
	Logs Transactions (Optional)

	Sm_AgentApi_Logout
	Un-authenticates User (Logout)

	Sm_AgentApi_UnInit
	Closes TCP connections for custom agents.


6. TIM SiteMinder Settings
Under the TIM System Setup for Configure TIM Settings, you will find the following 

SiteMinder Settings. These settings usually don’t need to be change.
	TIM Setting
	Default Value
	Function

	SiteMinder/AgentMinLifetimeInSeconds
	60
	If the agent exits sooner than this, Tim does not restart the agent immediately. (See AgentRestartDelayInSeconds), in case there is in a bug in the agent or the SDK

	SiteMinder/AgentRestartDelayInSeconds
	60
	How long Tim waits before restarting the agent if it ran for less than a certain time  (Also see AgeMinLifeTimeInSeconds)

	SiteMinder/RetryInSeconds
	60
	When the Policy Server times out, Tim waits this long before making any additional requests.

	SiteMinder/TimeoutInSeconds
	5
	Specifies how long to wait for the Policy Server to respond. This is the value passed to the SiteMinder SDK

	SiteMinder/TimeoutOffsetInMs
	100
	When doing its own timeout, the Tim subtracts this value from SiteMinder/TimeoutInSeconds so that it can tell a timeout from other errors.

	SiteMinder/Trace
	0
	Enabling (1) /Disabling Tracing (0)  (unless parameter tracing is enabled in the TIM log.)


7. Debugging  SiteMinder-CEM Integration

To resolve Siteminder-CEM issues, consider the following guidelines:
1. Determine where in the Siteminder Policy Server- Web Server interaction cycle 
a. Where was the last communication from?
b. What was the last API call/function performed?

c. What was the web agent user-visible behavior?

2. Turn on full debugging on appropriate logs
3. Use Siteminder Profiler, OneViewMonitor, Smpolicysrv publish/stats, Introscope Siteminder Manager, Siteminder Test Tool, and other tools to gain further insight into Siteminder-CEM integration issues.
4. Use the messages in the TIM SiteMinder Agent log to determine what task the CEM Siteminder plug-in last performed.

5. Common errors include:

a. Incorrect configuration settings on the policy server side. (4.x box not checked off – resulting in bad handshake errors, custom type incorrect, etc.)
b. Incorrect configuration settings on the CEM Admin GUI side (such as policy server, web agent, etc.)

c. Shared Secret/Agent name do not match on both the policy server and CEM side

d. Not synchronizing CEM monitors

Etcetera
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