Gateway Migration Utility (GMU) Examples


1. Setup and Documentation
This document outlines the steps to use GMU to migrate out a particular folder from dev to INT.  


Get REST Management (restman)  documentation
· You should have the following documentation files:
[image: ]

Get Gateway Migration Utility (GMU) files
· Download the "GatewayMigrationUtility-1.0.00.zip" and unzip.
· Contents should look like this:
[image: ]





[bookmark: _GoBack]Publish Gateway REST Management Service
IMPORTANT:  You must publish this on all source and destination servers that you want to control with restman or GMU.  If for example, you forget to publish is internal service to the destination server then you will see an error like this one:  "Migrate in failed: Internal Server Error Service Not Found.  The request may have been sent to an invalid URL, or intended for an unsupported operation."
· Log into gateway as admin
· From "Home" tab or the "tasks" menu select "Publish Internal Service"
· Select "Gateway REST Management Service" from dropdown
· You should now see this service in your list of published services
[image: ]

Access REST Management (restman) Service
· Verify you have access, try the examples in the "Getting Started.pdf"
· For example, to list all services on my gateway:
· https://83gateway1.l7tech.com:8443/restman/1.0/services
· For example, to list all folders on my gateway:
· https://83gateway1.l7tech.com:8443/restman/1.0/services
· GMU sits on top of restman, so this is a great way to verify your hostname, port, path, user and password are all correct before scripting in GMU. 
Setup GMU connection parameter (arg) files

Set up argument files which are essentially needed for each environment (source and destination):

· Create a folder called "argfiles" on the machine where you will run GMU.
· Create the source argument file named "source.args.txt"
· Input the following into the source file:

host=83gateway1.l7tech.com
username=admin
plaintextPassword=7layer
port=8443
trustHostname
trustCertificate

· Save file


· Now create the destination argument file named "dest.args.txt"

host=83gateway2.l7tech.com
username=admin
plaintextPassword=7layer
port=8443
trustHostname
trustCertificate

· save file 








2. Browse contents of source gateway (i.e. gateway1)

To Browse the source gateway to find all policies and folders within the gateway, use the following command:

GatewayMigrationUtility.bat browse -z argfiles/source.args.txt -r –showIds

You should see output:
[image: ]

Note for the following example we will move this folder "TestFolder" and all policies under it (gmutest) from gateway1 to gateway2.  Here is what gateway1 folder structure looks like now:
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3. Migrate Out "TestFolder" from source gateway (i.e. gateway1)

Find the folder that you want to move (i.e. "TestFolder" for this example) and use the following command to migrate out this to a file located within the argfiles directory:

GatewayMigrationUtility.bat migrateOut -z argfiles/source.args.txt --plaintextEncryptionPassphrase 7layer --folderName TestFolder -d argfiles/GMU-Source-all.xml

The migrateOut file will be located within the argfiles directory within the GMU-Source-all.xml file.  View this file now.  All of the necessary xml structures for each of the policies under the folder “GMU-Source”, will be within GMU-Source-all.xml.


[image: ]
Note you can see in the red boxes that the TestFolder, the admin account and the gmutest policy are all listed to be migrated.  The admin account is included since it is a dependency because the gmutest policy happens to specify the admin account is required for authentication.
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Test Migrate In "TestFolder" and dependencies to dest gateway (i.e. gateway2)

Now we want to test out the migrateIn command to the destination.  IMPORTANT:  This command simply checks to see if the migrateIn function can work correctly by specifying --test at the end of the command.

First, setting up the correct arguments to use, for migrating the folder over to the destination gateway is the following:

GatewayMigrationUtility.bat migrateIn -z argfiles/dest.args.txt --plaintextEncryptionPassphrase 7layer -b argfiles/GMU-Source-all.xml --results argfiles/result-GMU-Source-all.xml --test

Here is more explanation on the above command:
migrateIn:
argument file = dest.args.txt
--plaintextEncryptedPassphrase 7layer
-b (bundle) - Which is the output file that you created in using the -d (destination) file designation in your mirgateOut argument. (example = argfiles/GMU-Source-all.xml)
--results argfiles/result-GMU-Source-all.xml
--test – used to test the migrateIn command.






If successful you should see a message like this:

[image: ]

(Note it says "Test migrate")




Migrate In "TestFolder" and dependencies to dest gateway (i.e. gateway2)

Once the test is successful we can then run the actual migrateIn command without the “test” argument.

GatewayMigrationUtility.bat migrateIn -z argfiles/dest.args.txt --plaintextEncryptionPassphrase 7layer -b argfiles/GMU-Source-all.xml --results argfiles/result-GMU-Source-all.xml

[image: ]

(Note it does not say "Test Migrate" but "Migrate" since this was not a --test)



Verify that dest gateway (i.e. gateway2) now has "TestFolder" contents

Go to the destination gateway policy manager and refresh (if already signed in)…Check to see if the new folder and policies are located there…And then check to see if the dependencies are there as well.





4. Update a single policy

Get ID of policy to Migrate

First make an obvious change to your "gmutest" policy on gateway1!

[image: ]

We know our policy is in "TestFolder" so we will run this command to see everything and it will give us the opportunity to cut/paste the policy it for the "gmutest" policy so we can later migrate just that updated policy:

GatewayMigrationUtility.bat migrateOut -z argfiles/source.args.txt --plaintextEncryptionPassphrase 7layer --folderName TestFolder -d argfiles/GMU-Source-all.xml

Next open the "GMU-Source-all.xml" file and find the policy id for the "gmutest" policy and copy it for later use.  

[image: ]



Migrate Out only the "gmutest" policy (using id)

The previous command migrated out everything for the folder.  We need to run migrate out again and specify just the id of the "gmutest" in order to complete this example.

GatewayMigrationUtility.bat migrateOut -z argfiles/source.args.txt --plaintextEncryptionPassphrase 7layer --service ec49be5e770e4c279b3db760fb399adf -d argfiles/GMU-Source-serviceName-ec49be5e770e4c279b3db760fb399adf.xml

Note the extremely explicit filename to update this service/policy with that id.  This isn't required.

Manage Mappings before Migrating In 

Before you can migrate into the destination gateway you must change the mappings elements within the exported bundle.  This allows the changes to take place and tell the destination gateway that we want to update the destination service/policy.  In short this is done by specifying "-t SERVICE -a update" at the end of the command:

GatewayMigrationUtility.bat manageMappings -b argfiles/GMU-Source-serviceName-ec49be5e770e4c279b3db760fb399adf.xml -t SERVICE -a update

Other notes as follow:
-b - bundle location from your migrateOut - argfiles/GMU-Source-serviceName- ec49be5e770e4c279b3db760fb399adf.xml 
-t - Mapping to edit's type.[ASSERTION_ACCESS, CASSANDRA_CONFIGURATION, CLUSTER_PROPERTY,
                                               CUSTOM_KEY_VALUE_STORE, EMAIL_LISTENER,
                                               ENCAPSULATED_ASSERTION, FIREWALL_RULE, FOLDER,
                                               GENERIC, GROUP, HTTP_CONFIGURATION,
                                               ID_PROVIDER_CONFIG, INTERFACE_TAG, JDBC_CONNECTION,
                                               JMS_ENDPOINT, POLICY, POLICY_ALIAS, RBAC_ROLE,
                                               RESOURCE_ENTRY, REVOCATION_CHECK_POLICY,
                                               SAMPLE_MESSAGE, SECURE_PASSWORD, SECURITY_ZONE,
                                               SERVICE, SERVICE_ALIAS, SITEMINDER_CONFIGURATION,
                                               SSG_ACTIVE_CONNECTOR, SSG_CONNECTOR, SSG_KEY_ENTRY,
                                               TRUSTED_CERT, USER]

-a - Mapping action: [New, Update, Existing, ForceNew,Delete, Ignore, NewOrExisting, NewOrUpdate, DeleteOrIgnore]



This corrects the mapping to state that the action (-a) of Update should take place here.  Where I want to update the service (-t).

C:\gmu>GatewayMigrationUtility.bat manageMappings -b argfiles/GMU-Source-serviceName-ec49be5e770e4c279b3db760fb399adf.xml -t SERVICE -a update
Running..
Updated mappings value:
<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<l7:Mapping xmlns:l7="http://ns.l7tech.com/2010/04/gateway-management" action="NewOrUpdate" srcId="ec49be5e770e4c279b3db760fb399adf" srcUri="https://83gateway1.l7tech.com:8443/restman/1.0/services/ec4
9be5e770e4c279b3db760fb399adf" type="SERVICE">
    <l7:Properties>
        <l7:Property key="FailOnNew">
            <l7:BooleanValue>true</l7:BooleanValue>
        </l7:Property>
    </l7:Properties>
</l7:Mapping>

C:\gmu>




Migrate In updates to dest gateway (i.e. gateway 2)

Now that the proper mappings are in place you can now migrateIn the updated service that we migrated out with the following command:

GatewayMigrationUtility.bat migrateIn -b argfiles/GMU-Source-serviceName-ec49be5e770e4c279b3db760fb399adf.xml -z argfiles/dest.args.txt --plaintextEncryptionPassphrase 7layer --results argfiles/result-service-update.xml


[image: ]

 

Verify updates to dest gateway (i.e. gateway2)

Log into the dest gateway  or  if already logged in right click on server name and select "refresh".  You should see the updated policy:

[image: ]
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