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Glossary

CA formerly Computer Associates — now CA Technologies
CM ControlMinder (formerly Access Control)
ENTM Enterprise Manager

EP Endpoint (server)

B JumpBox

MS Microsoft Corporation

MSADS Microsoft Active Directory Server / Services
MSssQL Microsoft SQL/Server

OEM Original Equipment Manufacturer

oIT ObservelT

(6N Operating System

RIA Rapid Implementation Architecture

RIG Rapid Implementation Guide

SAM Shared Account Manager (formerly PUPM)
UNAB UNIX Authentication Broker

W2K3 Windows 2003

W2K8 Windows 2008
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Introduction

CA ControlMinder Premium Edition provides an extensive range of features and functions that may be
used to provide a complete access control enterprise security solution, or may be used separately to
provide a subset of the overall enterprise security.

This document presents a straight-line implementation guide that may be used to configure a separate
Microsoft Windows NT server as a JumpBox (JB) for use in the CA ControlMinder Shared Account
Management (SAM) security model.

The implementation consists of configuring a stand-alone Microsoft Windows 2008 server to act as the
SAM JB and creating an application based on the server configuration that may be distributed to users to
provide a convenient connection for JB access.

The JB configuration involves enabling and licensing Microsoft Terminal Services, enabling single sign-on
for Microsoft Terminal Server connections, configuring the CA ControlMinder Enterprise Manager
(ENTM) to support Integrated Windows Authentication, installing and configuring CA Session Recording
agent, and installing CA ControlMinder to provide server-centric protection for the CA Session Recording
components. CA Session Recording is an OEM implementation of ObservelT's leading session
management and recording solution that is seamlessly integrated into CA ControlMinder Shared
Account Management.

Please note that, as currently configured, the SAM JB is only supported to be hosted on a Microsoft
Windows 2008 server.

CA Technologies, 2014 6
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Background

CA ControlMinder Shared Account Management (SAM) is a function that provides password
management functions for service accounts.

In the simplest form, SAM is a password vaulting facility that securely manages highly encoded endpoint
passwords, and provides various methods of securely delivering those passwords to the user for direct
input, or through an automatic connection model whereby the user never has direct access to the
password.

SAM also provides a means to automatically change application passwords for ODBC, JDBC, Scheduled
Tasks and command line enabled applications.

Finally, SAM supports an integration point with Observe IT to provide video-like recording and replay of
endpoint activities through either Microsoft Remote Desktop Protocol (RDP), web interfaces for Oracle
or Microsoft SQL/Server or the PuTTY SSH application.

In order to use the automatic endpoint connection features of SAM, it is necessary to have access to a
system that has the required support utilities available. The following table presents the automatic
connection type and required components. Please note that the list in the table is current as of the time
of this document but may change as new endpoints are supported.

Table 1 — Automatic Logon Access List

Connection Type Required Components ‘
Windows Microsoft RDP

UNIX PuTTY (SSH, TELNET)

MS SQL Server Microsoft SQL Management Studio

ORACLE Web Microsoft Internet Explorer

FTP FTP application (ftp.exe)

Juniper NetScreen Microsoft Internet Explorer

Nokia IPSO Microsoft Internet Explorer

Reflection Reflection application (Rx.exe) — X-11 server

The primary advantage of using a SAM JB is that all of the components listed in the table may be
installed in one location instead of being installed and maintained on several hundred individual desktop
or notebook systems. Similarly, only one installation of the CA Session Recording agent is required to be
installed, so that reduces administrative overhead, as well.

CA Technologies, 2014 7
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Architecture

The architecture of the SAM environment with the JB in play is shown in Figure 1, below. In this figure
we have the ENTM, the JB and representative endpoints.

Application Servers

Application Interaction

User Interactior > »

A

SAM JumpBox Server

ENTM WebUI
Interaction

ObservelT
Session Recording

«

MS sQL Server ENTM Server
ObservelT Server

Figure 1 — SAM JumpBox Overview

In the standard SAM model, the user connects to the ENTM Server using a web browser, such as
Microsoft Internet Explorer, Mozilla Firefox or Google Chrome. If the user is simply checking out an
account password then the password is displayed in the user’s browser, or written to the clipboard for
non-viewable pasting into an application. If the user is using one of the automatic connection models
listed in Table 1 then an Active-X control is executed in the user’s local browser that loads the target
application and enters the relevant credentials transparently to the user. As mentioned previously, this
model requires each of the desired target applications to be present on the user’s computer, and this
increases overhead and may lead to security exposures since the user is typically sitting outside of an
enterprise firewall.

In the SAM JB model, everything works exactly the same as the standard model with the only exception
being that all of the components are collocated and execute on the SAM JumpBox Server. The user
reaches the SAM JB using RDP with Integrated Windows Authentication and from that point forward it
appears that the each application is running locally on the user’s computer when in fact each application
is running on the SAM JB directly. And since all of these items are collocated it is possible to put the
SAM JB behind an enterprise firewall, thus increasing security for otherwise exposed application
components.

CA Technologies, 2014 8
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Getting Started

First, a few notes...

e This guide is not a replacement for the CA ControlMinder official documentation.

e Itis expected that the implementer of this the CA ControlMinder SAM JumpBox has a working
knowledge of Microsoft Windows NT operating system and of the CA ControlMinder ENTM and
SAM functionality.

e It alsois required that that the customer be licensed for CA ControlMinder, CA Session
Recording, Microsoft Remote Desktop Services, and any other licensing required by other third-
party software.

e The guide does not provide the implementation steps for CA ControlMinder or CA Session
Recording. Itis expected that those are implemented and functional prior to beginning this
implementation.

e |tis expected that the SAM JumpBox, the end user systems and CA ControlMinder ENTM are all
configured to use the same Microsoft Active Directory structure. This is required to enable the
single sign-on functionality described below.

e The SAM JumpBox as shown is implemented on Microsoft Windows 2008 R2.

CA Technologies, 2014
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Configure MS Windows Remote Desktop Services

You will use MS Windows Remote Desktop Services for the implementation of JumpBox.

This chapter provides step by step instruction to install, configure and license the necessary

components.

Please refer to the vendor documentation for any additional details or tuning and sizing information.

Log in to the server as a member of the Domain Admins group.

Start the Windows Server Manager
Navigate to Roles.

Click Add Roles.

Click Next.

[, Server Manager H[=] B3

File Action View Help

e |#mE ]

B
& Features [“iﬁ
¥ [3® Diagnostics

i Configuration l_,;i

23 storage

Wiews the health of the roles installed on your server and add or remowe roles and Features.

~) Roles Summary 2 Roles summary Help

2 Rales: 0 of 17 installed i Add Roles

s Remove Roles

4 [+ |74 Last Refresh: Today at 6:45 A Corfigure refresh

Add Roles Wizard

]
=t Before You Begi
2lore You Begin
L ?

This wizard helps you install roles on this server. You determine which roles to install based on the tasks you
wank this server ko perform, such as sharing documents or hosting a Web site.

Server Roles

Corfirmation Before you continue, verify that:

Progress + The Administrator account has a strong password
— « Metwark settings, such as static IP addresses, are configured
« The Iatest security updates from Windows Update are installed

If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, click Next.

™ Skip this page by default

<orevious || Mest» | mstal Cancel
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rd

Select Remote Desktop Services and click | SE&S

next ri Select Server Roles

Before You Begin

Select ane or more roles to inskall an this server.

Roles: Description:
- — B
Remate Desktop Services [] Active Directory Certificate Services (Lol Bisalibaly Falieas, (il
Terminal Services, pravides
Role Services [ Active Directory Domain Services technalogies that enable users ko

i [] Active Directory Federation Services access Windows-based programs that

onrirmatian [] Active Directary Lightweight Directory Services are installed on an RD Session Host
Progress [] Active Directary Rights Management Services server or ta access the full tindows
el [ application Server desktop. With Remote Deskkap

Services, Users can access an RD
[ DHCP server Session Host server o virtual machine
[ oms Server From within your corporats netwark or
[[] Fax Server from the Internet,

[] File Services

[ Hyperv

[] Wetwork Policy and Access Services

[] Print and Document Services

[ web Server (II5)
[ Windows Deployment Services
[] Windows Server Updats Services

More about server roles

<provious || mext> | el | canal |

rd

Click Next. Add Rales
= .
! * Remote Desktop Services

Before You Begin Introduction to Remote Desktop Services

Server Roles Remots Deskbop Services, Formerly Terminal Services, providss technologies that enable users ko access
windows-based programs that are installed on an RD Session Host server, access the full Windows desktop of
an RD Session Host server, or access  virtual machine. With Remote Deskkop Services, Users can access an RD
Session Host server or virtual machin from within your corporate network o From the Internet.

Role Services

Carifirmation Things to Note

. i To allow remote connections for administrative purposes only, you do not have to install Remote Deskiop
HELIET Session Host. Instead, ensure that the Remate Deskbop setting is enabled.

Results

Additional Information

Overview of Remoke Deskkop Services

<previos |[ mewt» | e Cancel
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S

Select Remote Desktop Session Host.

If you do not already have Remote
Desktop Licensing installed on another
server you can install that on the same
machine or other machine.

Add Roles Yizard

=
! Select Role Services

Before You Begin
Server Roles

Remate Deskbop Services

Application Compatibiity

Authentication Method

Licensing Mode

Select the role services to install For Remote Desktop Services:

Rols services:

[v] Remaote Deskhop Session Host
B[] Remote Desktop Virtualization Host
[] core Services
[] Rematersy

[] Remate Deskkop Connection Broker
[] Remote Deskkop Gateway

Description:

Remote Deskkop Licensing (RO
Licensing), Formerky T5 Licensing,
manages the Remote Desktop
Services client access licenses (RDS
CALs) that are required to connect to
an RO Session Host server. You can
use RD Licensing to inskall, issue, and
track the availability of RDS CALS.

W LS [ Remote Desktop Web Access
client: Experierice
RD Licensing Canfiguration
Conflrmation
Progress

Results

More about role services

<Erev|nus| Mext = I Install |

cancal |

Click Next.

=
! * Uninstall and Reinstall Applications for Compatibility

Before You Begin It is recommended that you install Remaote Deskkop Session Host before you install any applications that you

—— want to make available ko users.
Remote Desldop Services IF you install Remote Desktop Session Host on a cormputer that already has applications installed, some of
the existing applications may et werk cerrextly in @ mulkiple user envirenment. Uninstaling and then
reinstaling the affected applications may resalve these issues.

Role Services

Some applications require minor setup modifications to run correctly on an RD Session Host server,

Authentication Method

Licensing Mode

User Groups

Client Experience

RD Licensing Configuration
Conifitmatian
Prograss

Results

More about instaling applications on an RD Session Host server

<previos |[ mewt» | e Cancel
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Select if you want to use Network Layer
Authentication and click Next.

Add Roles

rd

=
‘ * Specify Authentication Method for Remote Desktop Session Host

Befare You Begin Hetwork Level Authentication is a new authentication method that enhances security by providing user

authentication earlier in the connection process when a dlient connects to an RD Session Host server, With
Metwork Level Authentication, user authentication occurs before a full Remote Deskbop connection ta the RD
Session Host server is established,

Server Roles
Remate Deskbop Services

Role Services
Specify whether Network Level Authentication is requirsd.

Application Compatibiity

¥ Require Network Level Authentication

Only computers that are running both a version of Windows and a version of the Remote Deskkop
Connection cliet that supports Netwark Level Authentication can connect to this RD Session Host server,
IF you are remotely comnected ko this server, snsure that your computer supports Network Level
Authentication ko snabls reconnection ko this server.

Licensing Made

User Groups

Client Experience

RO Licansing Configuration Do not require Metwork Level Authentication

Computers that are running any version of the Remote Desktop Connection dient can connect to this RD

Confirmation Session Host server,

Select your licensing method and click
next.

Progress 44/ This option Isless secure than when Network Level Authentication is used because user
s authentication occurs later in the connection process.
More shauk Network Level Authentication and supported clients
<provious || mext> | el | canal |
Add Roles rd

Specify Licensing Mode

Before You Begin The Remote Deskkop licensing made determines the type of Remate Deskiop Services dient access licenses
Server Roles (RDS CALs) that 3 license server will issue to clients thak connect ko this RD Session Host server,

Remote Desltop Services Specify the Remote Desktop licensing mode that you want this RD Session Host server to use.

Role Services " Configurs later

Application Cornpatibility Remind me to use the Remote Desktop Session Host Configuration tool or Group Palicy to configure the

authentication Method licensing mode within the next 120 days.

" Per Device

User Groups

An RDS Per Device CAL must be available for each device that connects to this RD Session Host server,

Client Experience * Per User

RD Licensing Configuration AN RDS Per User CAL must be available for each user that connects to this RD Session Host server,

Confirmation

Progress ) The licensing mode that vou specify must match the RDS CALS that are available from your Remots
Desktop license server,

Results

[More about the Remots Deskkop licensing mode:

< Previous Hext = Install Cancel
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Add the group that contains the CA
ControlMinder Shared Account
Management Users.

Click Next.

Add Roles
=

izard

Select User Groups Allowed Access To This RD Session Host Server

Befare You Begin Add the users or user groups that can conneck to this RD Session Host server, These users and user groups

will be added to the local Remote Deskiop Users group, The Administrators group is added by default and
cannok be removed.

Server Roles
Remate Deskbop Services

Role Services Users or User Groups:

Application Compatibiity

Authentication Method =i FORWARDINCICA CM Users

Licensing Mode

Client Experience

RD Licensing Configuration
Confirmation
Progress

Results

More shout the Remote Deskkop Users qroup

<previos | mext> | el | canal |

The listed client experience features are
not required by the CA ControlMinder
SAM JumpBox. Click next to continue.

Add Roles Wizard

Configure Client Experience

Before ou Begin ‘fou can configure the RD Session Host server so that users connecting ko a remote desktop session can use:
Server Roles Functionality similar to that provided by Windows 7,

Remote Deskiop Services
1. Providing this functionality requires additional system and bandwidth resources and may affect the
RoleServices scalabilty of the RD Session Host server.

Application Compatibiity
Authentication Method Select the Functionality that you want to provide. Additional functionality can be canfigured by using the

Remote Deskkap Session Host Configuration tool.

Licensing Mode

User Groups

(i) Selecting audio and video playback or deskiop composition will install the Desktop Experience
~ feature on the RD Session Hosk server.

RD Licensing Configuration

Confirmation I™ audio and video playback

Prograss ™ Audio recording redirection

Results I Desktop compasition (provides the user intstfacs elements of Windows Asra)

(7) IF a selection is dimmed, = Group Policy setting is currently bsing applisd to the computer that
prevents that Functionality from being configured. For more information, ses Group Folicy
Settings and Confiquring the Client Experince.

More about configuring the ciient experisnce

<previos |[ mewt» | e Cancel
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Click Next.

Add Roles Yizard

r
i T* Configure Discovery Scope for RD Licensing

Before You Begin The discovery scope for a Remote Deskiop license server is used by RD Session Host servers o adtomatically
cerver Roles discaver the ficense server. This does not apply ko RD Session Host servers running 'Windows Server 2005 R2
and applies only ko those running Wwindows Server 2008, Windows Server 2003, or Windows 2000,

Bl Bt S 1. Microsoft recommends that you do not configure a discovery scope For the license server, Instead, you
Role Services ~ should use the Remate Desktop Session Host Configuration tool ko spedify a license server For the RD
Session Host server to use,

Application Compatibility
Authentication Method
HEEncatan Pzt I™ Configure a discovery scops For this license server
Licensing Made

g . This werkaraup

User Graups R Session Host servers in the same waorkaroup can discover this license server.

Client Experience

% This domain
RD Session Host servers in the same domain can discaver this license server, To configure this scope,

e this computer must be & member of a domain, and you must be laaged on as & domain administratar.
Progress ' The forest
Results RD Session Hast servers from multiple damains in the same forest can discover this license server, Ta

configure this scope, this computer must be a member of a domain, and you must be logged on as an
enterprise administrator.

Select a location for the RD Licensing database:

IC:\Wlnduws\systemﬁz\LServEr

More about license server discovery:

<provious || mext> | el | canal |

Click Install.

Add Roles Wizard

= , . .
i Confirm Installation Selections

Before You Begin
Ta install the Following roles, rols services, or Featurss, click Install
Server Roles

1 warning, 2 informational messages below
Remate Deskbop Services

Role Services 1) This server must be restarted after the installation completes.
Application Cormpatibility ~) Remote Desktop Services
Authentication Method Remote Desktop Session Host
Licensing Mode You may need to reinstall existing applications.
IE Enhanced Security Configuration will be turned off,
User Groups -
Authentication method : Renuirs Network Level Authentication
Client Experience Licensing made : Per user
B e T Sl Groups allowed access © Administrators, FORWARDINCICA CM Users
Audio and video playback : Disabled
Audia recording redivsction : Disabled
Frogress Desktop composition : Disabled
RD Licensing
Rl Hosilabilty ¢ This demain
Database path : Criwindowslsystem32|LServer
Brint, l, or save this information

cprevioss | wews | [ mstal | cancel
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Restart your server.

Add Roles Yizard

ES}' Installation Results

Befare You Begin

One ar more of the following roles, role services, or Features require you ko restart:
Server Roles
! 1 warning message belaw

flemate Deskbop Services

Role Services #) Remote Desktop Services /1 Restart Pending

#pplication Compatibiity i

‘fou must restart this server bo finish the installation process.
Authentication Method

Licensing Made

User Groups

Client Experience

RD Licensing Configuration

Confirmation

Progress

Print, e-mail, or save the installation report

= Previous | fiext = | Close I Cancel |
. . 8 RD Licensing Manager [_ O[]
Start Remote Desktop Licensing Manager | ‘s
Configuration from Start/Administrative
o) Allservers License Version and Type [ ticense Program | Total Licenses | Available [1ssued [ Expiry Dat
1 = 01 C1Windows 2000 Server - Bult-in T5 Per Devic...  Bult-n Unlirited Uniiniited Never
Tools/Remote Desktop Services e sorves Bt
C1 Reparts
J | il |
. . %5 RD Licensing Manager [_[5]x]
Right Click on the server and select T
Activate Server. ]
) o Al servers [ License version and Type [ ticense Program | Total Licenses | Avalable [1ssued [ Expiry Dat
| = 1 windows 2000 Server - Bult-n TS Per Devic,..  Bult-n Uniiviced Unlimited Never
2 Wi Refresh
IR Review Configurati
Instal Licenses
Activate Server
Advanced »
Create Report L3
Delete Reports...
IMznage Licenses
Properties
Help
“ | ol | ol

CA Technologies, 2014
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Click Next.

ate Server Wizard

€

Welcome to the Aclivate Server
Wizard

To zecurely install licenses, the Remote Deskiop license
server must first be activated with Microzoft

Alter license server activation has completed successfully, you
will be able to install and issue licenses.

It a RD Session Host or RD Virtualization Host server (it
applicable] cannot locate an activated license server with
appropriate licenses installed before the grace period expires,
it will stop accepting connections from unlicensed clients

Mare sbout activating a Bemote Desktop license server

< Back I Next > I

Cancel |

Select the connection method and click
Next.

Activate Server Wizard [ x|

Connection Method

Select the most appropriate connection method.

p
-

Ll

The connection method selected for icense server activation wil also be used to contact
the Miciosoft Clearinghouse when licenzes are installed

To change the connection method after activation, go to the Connection Method tab of
the license server's Properties dialog box.

Connection method:

Desciiption:

Requirements:

This iz the recommended method. The license server will
autamatically exchange the required information with the
Microsoft Cleannghouse over the Internst.

The computer must be able to connect to the Internet by
using & Secure Sockets Layer [S5L] connection.

< Back I Next > I Cancel

CA Technologies, 2014
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Provide your company information. pchivat ey eriHizand

Company Information 4
Provide the requested company infarmation. - -

Enter your name, company hame, and country/region infoimation.

Thiz information is required to proceed.

First name: ||

Last name:

|
Company: I
|

Country ar FRegion:

Nare and company information iz used only by Microsaft ta help you if you need
assistance. Country/Fegion is required to comply with United States export restrictions.
For more information. see Bemate Desktop License Management and vour Privacy.

< Back I Mext > I Cancel |

Provide your contact information and Activate Server Wizard

C”Ck Next Company Information
Enter thiz optiohal information.

o

E-mai: [

Organizational unit;

City:

State/province:

|
Company address: ’
|
|
|

Pastal code:

Microsoft support professionals ta help pou if pou need assistance. For more

o If provided, the optional information entered on this page will only be used by
| |
S information, see Remote Desktop License Management and vour Privacy.

< Back I Mext » I Cancel
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Click Next to start the Install Licenses Activate Server Wizard
Wizard.

Completing the Activate Server
Wizard

‘Y'ou have completed the Activate Server Wizard.

M

Status:

The license server has been successfully activated.
To install icenses, click Mest.

To postpone license installation, clear the Start Instal
Licenses Wizard now check box, and then click Finish,

¥ Start Install Licenses Wizard now

< Back I Mext > I Cancel |

Click Next.
Welcome to the Install Licenses
Wizard

0

Thiz wizard will install icenses onto pour Femote Deskiop
] license server.

You will need vour license purchase information (for
erample, retail license codes or volume license agreement
number] to complete this wizard

License server settings
Activated for: CAlne.

Connection method:  Automatic connection

License program License Pack [Retal Purchase)

To change the connection method, click Cancel, and then go
to the Connection Method tab of the license server's
Properties dialog bow,

More about instaling licenses.

< Back I Mext » I Cancel
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Click Next. Activate Server Wizard

License Program f
Chooge the appropriate license pragram, *

Ewery client connecting to a Remate Desktop Session Host or Remote Desktop
Wirtualization Host server [if applicable) must have a valid RDS CAL, TS CAL ar VDI
license. Select the license program through which you have purchased your licenses.

License program

Dezcription: This is a license purchased in preset guantities through a
retail store or other reseller. The package may be labeled
"Microsoft \windows Client License Pack"

Farmat and location: The license code from the License Pack will be required.
The license code iz a sequence of five sets of five
alphanumeric characters.

Sample: |1AZB3 |1AZE3 |1AZB3 14263 14263

Werify that pour license information iz gimilar to the sample before continuing.

< Back I MNext > I Cancel |

Add a license and click Next.

License Code (4
Enter the license code found in your product packaging. P a

Type in the license code for each license vou have puichased, and then click Add after
entering each license code. The format far the license code is & etz of § alphanumeric
digits.

License code:

fl [ | Add

License codes entered:

Lizense Code | Status | Product Tppe
Pending “Windows Server 200§

2| | |
Edit | Delete

< Back I Nest > I Cancel
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Click Finish. Activate Server Wizard [X]

Completing the Install Licenses
Wizard

You have succesfully completed the Install Licenses ‘Wizard.

! Installed:
20°Windows Server 2008 or Windows Server 2008 R2
: Per User client access licenges installed

[Terminal Server or Remote Desktop Session Haost
server]

4 | i

The requested licenses have been successfully installed.

< Back I Firish I Carce| |

I [=] B3

Your RD Licensing Manger should be
activated now and there should be a

All servers License Version and Total Licenses Available
. . . 5 Cg WIN2KEPRODOL E r
valid license displayed 5 Vi 2o s - 80t | indows S 200 or W S 2000 2+l T3 or O3 L s el Purchase 20
* ) Windows Server 2008 or Windc
B e

| K1 | |

Start Remote Desktop Session Host
Configuration from Start/Administrative L L N ESITE N |

TOO|S/Rem0te Desktop SerViceS. ﬁiggg;;%ié?n for Remote Desktop Session Host ser=|

ou ean use Remote Desktap Session Host Configuration to configure settings for new ¢ | | < Create New Connection

=) Licensing Diagnosis

connections, and delste connections. You can corfigure seltings on a per-connection be @ Refrosh
. . ol @l Refrest
Double click Remote Desktop license -
& Connect to Remote Deskbop Session Host Server
servers. Connections Ve Y
Connection Name___| Connection Type | Transport | Encigplion |
&ERDP-Tep Miciesalt RDF 7.1 tep Client Compatidle @ rer

Edit settings

General

] Delete temporary folders on ext Yes

72 Use temporaty folders per session Yes

7] Restrict each user o a single session Ves

74 User logon made Allow 2l connections
Licensing

7 Remote Desktop lizensing mode Per User

= Remate Desktop license servers Mot specified

RD Connection Broker

72| Member of farm in RD Connection Broker o

RD IP Virtualization

X TR | K1
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Click Add.

" General Licensing | RD Connection Broker | RD IPVirtuaI\zannnI

Remate Deskiop licensing mode

€ Mot specified
© PerDevice
& Per User

— Remote Desklop licensze servers

The Remate Desktop Session Host server will send requests for RDS CALs

to the specified license servers in the order in which the license servers are
listed.

Specified licenze servers:

ave Up |
fmye Dovr |

Add.. Remove
oK. I Cancel | Lpply |

Add license server/servers available in
your organization and click OK.

Select a license server from the list of known license servers, or type in the name or IP address of a license server, and then click
Add. Only lacal license server and SCP registered license servers are shown as Known license servers

Note that in MS Remote Desktop Session

. K li g
Host and Session server are on the same TronneReR A
[Local] win2k8prod0 forwardine. ca
computer.

Specified license servers:

rod0 fonwarding. ca

Addy Move lp |
<Hemove fawe Dovwn |

License server name or IP address:

| fodd>

Lancel |

At this point, the Microsoft Remote Desktop Session host is now configured and licensed.
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If you use the same user name and password to log in to your computer and to the MS Remote Desktop
Session then you can enable single sign-on that will allow you to log into the JB without an additional

authentication challenge.

Single Sign-On is enabled through a Domain Group Policy.

installed as an administrator.

Log on to your machine where Group
. . =i Fle  Action Wew Window Help _|&|x
Policy Management Console is YR

|, Group Palicy Management forwardinc.ca
= % :;;e;:r:;xamm'ca Linked Group Palicy Objects | Group Policy Inheritance | Delegation
Start Group Policy Management & 5 forwardne.ca Link Oider = [ GPO
" " i/ Defaulk Domain Policy 1 i/ Dietauik Diomain Palicy
Console - "gpmc.msc". o Fozinglers 2 o5k Aoaminglsers
_i ChA CM SAK
| Domain Controllers
. Domaindccess
| Groups{ 120K}
7 out
7| peapls
| Service Accounts
_ Users(250K)
=t Group Policy Objects
5 WMI Filters
] Starter GPOs
{2 Sites
569 Group Policy Modeling
4 Group Palicy Results
N — | |
[ \
Use can modify an existing group New GPO E
policy or create a new one. We will N
creatt'a a hew .Group Pollcy.narpes |TerminalSewicesssul
TerminalServicesSSO and link it at the
domain level. Source Starter GPO:
I[none] j
ak I Cahicel |
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Right click on the policy and select LB Group Policy Management BIEIE]
d' =L Flle Action  Wiew Window Help | . ] o |

Edit. o N EENER I N
{ Group Policy Management

E—a A FZrest:yrurwarqdmc.ca

forwardinc.ca

Linked Group Policy Objects | Group Policy |nheritance | Delegation

ca Link Order = [ GFO
w Default Domain Policy 1 (s Diefault Diomain Palicy
s RoamingUsers 2 ik Roamingllsers

?
] TerminalServicesSsO 3 = TeminalServicesS50
= Arcot

CA CM 5AM B3
Damain Contrallers -
Damainfccess :;

Groups{ 120K}
5 out
/| people
. Service Accounts
2 Users(250K)
- Group Policy Objects
7 WMI Filkers
] Starter GPOs
7 sites

§i Group Policy Modeling

& Group Palicy Results

FEHEHEEEBEB

Navigate to "Computer
Configuration\Policies\Administrative T
Templates\System\Credentials b st mtmonbsietin SN Lo

e
::;;:::‘r“ Al Disiegating Defouit Credertinks bict configured o
H n * - I Allow Dislegating Fresh Credentials Mot configured No
Delegation" and select and double o it ot v
H “ H @ et Communication Manageman 31 Aboss Savad Crodusvins wth NTLM-0rky Secoss Authwrvication Mot configured o
click “Allow Delegating Default § g e | o et i M
H ” Kerberas i| Dery Dislagating Saved Credentisls ot eonfigured o
Credentials s
T e

et Asmorce
o
emavae Sorage ocess
sapts

Sever Henores

tuadoun Optirs

Stem Restore

3 [ Mocthedoting snd Cgrastcs
st Pt Mo Srvees B o )
4 L3 Extarded A Standad

sating)
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Select “Enabled”,

Click Show next to add servers to the
list.

Allow Delegating Default Credentials Properties

Setting | Explainl Comment

E Allow Delegating Default Credentials

= Mot Configured
{* Enabled
" Disabled

Shiow. ..

¥ Concatenate 05 defaults with input abovve

Add zervers to the list:

Supported on: At least Windows Vista

Prewious Setting | Mest Setting

o |

Cancel | Apply |

Add your JumpBox server to the list.
User TERMSRV\servername format.

Click OK.

Show Contents

Add servers to the list:

Ok

TERMSEY Awin2k Bprod fonwardine. ca

Cancel

Add

Uis

Remave
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Click OK to accept the changes.

Allow Delegating Default Credentials Properties

Setting | Explainl Comment

E Allow Delegating Default Credentials

= Mot Configured
{* Enabled
" Disabled

Add zervers to the list:

¥ Concatenate 05 defaults with input abovve

Supported on: At least Windows Vista

Prewious Setting | Mest Setting |

o |

If the server you are connecting to
cannot be authenticated via Kerberos
or SSL certificate, Single Sign-On will
not work. You can circumvent this
restriction by enabling "Allow Default
Credentials with NTLM-only Server
Authentication" policy, which is less
secure. (NTLM-only Server
Authentication is less secure
compared to using Certificates or
Kerberos.)

s Palicy Management Editar
A

acton vew Hep

s ) | ? e

v

= I Computer Corlguastion

Softuers Settings

Terminals eSS0 [ADS FORWARDIVC CA] Pokty

el Credertiols with,

[-[o[x]

Follow the same steps to enable
"Allow Default Credentials with NTLM-
only Server Authentication" as for
“Allow Delegating Default
Credentials”. If you want to enable this
option.

Fls fcton View Hep

s ) | ? e

v

= I Computer Corlguastion
Polies
Softuers Settings
inds Settrgs

9 serergts)

Terminals eSS0 [ADS FORWARDIVC CA] Pokty

kit atvs Tawclates: Poky defiaions (ALOS s

o\

NTLM only Server ™
pa—— -
cinttos Tewlots: oty demons ACee s, || oo propstes s i b
e F— § i s oy S it ek gan "
ot Aok ndows it ot conigres ~
frrte - ot configred "
[rr— T pcysting sppecto et eonfowed o
Dence Izl s e et 5 Mot eonfiured "
Disk 1 Gt ;:'_o:w ecample: Temnsl 1 Dy Dlegating Sved Crecentis Mot configured ")
vk Gutas
Cstrnted CoM o e s oy st
P
bt Radeacton
o Py
omet Communicaton Mansganent
cest g o0 Windows).
o s disabls or do not configurs by
terberas ity paiky settra, dlegations
Locale Services of defaut isks 5 ot amulw
Logon By
et Logon Note that “allow Delsgarrg Defak
HIFS Flesystem Er:u- ntigls” poRCy sgrbes when
ofomarcs ot Pared i
[r—— ] et i
1 L] E .gnde: Standard
s ceertc)
[ Grovp Policy Management tear o

Credentials

Diplay Frapertes

g o

e e e B

o ot ;”:ﬁ e el ] s Delegating Soved Credentiss Wk confiured No

ot

s e

oo .m.*;:::m;“,,

o olcy o thal you use e first kgong

s P —

Kerberas of defaut k ks ot permited

Locake SHrvices o aryy maching,

NIFS Fiasystem e

T et

CA Technologies, 2014

CA ControlMinder Rapid Implementation Guide — SAM JumpBox —1_3.docx

26




CA ControlMinder Rapid Implementation Guide — SAM JumpBox

technologies

Navigate to Group Policy Management
and go to the policy you
created/modified and validate the
policy scope applies to users of
ControlMinder SAM. The scope is
“Authenticated Users” by default for a
new policy.

" Group Policy Management

d Fie Acien vew Window Help

Navigate to Details tab validate that it
is enabled.

18] ]
BTN
h Group Pokcy Mansgement TerminalServicesSS0
5 A Forest: Forwerdrc.ca | £ [ 8o |
5 @ Domans etails | Seltings | Delegaion
=) 53 forwardinc.ca Links
a1/ Defauk Domen Faicy gl a1 i ction o cs =
The folowing shes, domaing, and Ol: are rked o s GPO
Locaion =~ [ Enicsced [ Lirk Enstled| Pah T
Fatowsdnees, W0 Yes )
© & Domanccess
B 5 GropsiaK)
E i ool
# 3] poople
& sevice accounts
Security Filtering
The setings inthis wsers,
oill Group Palcy Modelng Name = I
Group Pelcy Resits [ sT—TT—
Ak Renors | ; |
‘WMI Filtering
Thiz GPO is rked 1o the lolowing WM filer
[<rcnes =l 0=
' Group Policy Management Lol
S File  Action Yiew Window Hep | =12
*=#m]d] |
L, Group Policy Management

E A\ Forest: Formardinc.ca
= (5 Domains
E 53 Forwardin,ca
5/ Default Domain Policy
i Roaminglsers
] TerminalServicesS50
2 Arcat
A M sAM
Domain Cortrollers
DomanAccess
Groups{120K}
out
people
Service Accounts

Users(Z50K)
=} Group Policy Ghiscts
5 WL Fiters
] Starter GPOs
[ Sites
5 Group Policy Modeling
& Group Policy Results

TerminalServices 330

"Scope Detalk | Setings | Delegation |

Domain: Fonwardinc.ca

Owner Domakn Admins (FORWARDINCAD omain Adimins)
Created 1420/2014 557:26 FM

Modiied 1/20/2014 557:28 PM

User version 04010 (sysvol)

Computer version 04D}, 3 (spsval)

Urique 1D (775363806709 45734286 573CACIETER}
GPO Status e — |
Comment:

Navigate to Settings and click show all.
Validate that the settings are correct.

" Group Policy Management

d Fie Acien vew Window Help

=181
N I I
e ok araginent TerminalServicesSS0
5 £ Forest: Forwerdne.ca .
5 @ Domans Scope | Dot Seltings | Delegaton |
& '"'.“D':("WK‘D"H - TerminalSenvicesSS0 A
= Rombtar Dala colecled on 1/21/2014 13241 FM e all_|
il —_— Computer Configuration (Enabled)
® 5 chcMsan e "
% " Domain Controlkrs [udiiinibe)Fsmplass) 5
® & Domaintccass Fol fies) reieved
o Systom/Credentials Delegation bide
& G people Policy Setting Comment
B £ Service dccounts lows Dtz Credeniss vith NTLM-oriy Ensbled
% il Users{ZsK) Server Autheriic sion
® 3 Group Palcy Cbjects
Al serveestathe .
=y W Fkers i .
B G st PO TERMSRY fuir2xBorcd! fonedine ca
@ [ St
B Group Pocy Modei Consatenals 0 defauts wih inpu sbove Enabed
1 Group Polcy Resuts Policy Setting Comment
Alow Delegaiig Defauk Craderiiats Enatled
Al sevves o the st 1o
TERMSRwirdkBpred! fomeardne e
Consalanale DS defauls wih input shova Enabled
User Configuration (Enabled) hide
No sefings defned

The new Group Policy is applied during the next policy refresh interval or when the computer is

rebooted.
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Configure The Enterprise Management Server For Integrated Windows
Authentication

By default, users log into CA ControlMinder Enterprise Management by providing their account
credentials in the login page. If the ENTM user datastore is embedded then the credentials are
maintained in the ENTM internal repository. If the user datastore is Microsoft Active Directory then the
credentials are maintained in AD.

If you specified to use AD as the user store then you may configure the Enterprise Management Server
to support Integrated Windows Authentication (IWA) which will enable login to the CA ControlMinder
Enterprise Management Web Ul using the user’s domain account credentials from the user’s current
Windows session.

If you wish the configure the integrated MS AD authentication follow “Configuring the Enterprise
Management Server for Integrated Windows Authentication” document ID TEC583462 knowledge base
article available on support.ca.com.

Search for TEC583462 on support.ca.com to find the document.

CA Technologies, 2014 28
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Create A Remote App For CM ENTM

RemoteApp enables you to make programs that are accessed remotely through Remote Desktop
Services appear as if they are running on the end user's local computer. These programs are referred to
as RemoteApp programs. Instead of being presented to the user in the desktop of the Remote Desktop
Session Host (RD Session Host) server, the RemoteApp program is integrated with the client's desktop.
The RemoteApp program runs in its own resizable window, can be dragged between multiple monitors,

and has its own entry in the taskbar.

G

technologies

CA ControlMinder web interface can be configured as a RemoteApp on the JumpBox server so the end
user can easily access the SAM functionality.

Follow the steps detailed below to create a RemoteApp.

Connect to the JumpBox server.

Applications are configured as
RemoteApp using the TS RemoteApp
Manager tool.

This can be accessed either from the
Start -> All Programs -> Terminal
Services -> TS Remote App Manager
or by running remoteprograms.msc in
a Run dialog or at a command
prompt.

4P RemoteApp Manager
Fle Action Wiew Help

[_[O[x]

@ o EE

| Actions

RemoteApp Manager

RemoteApp Manager (Local

4 Cornect ta Computsr

51 Add RemoteApp Programs

RemoteApp programs are programs that are accessed thiough Remote Desktop, and appear as if
{ they are running on the dient’s local computer. Before you can make a RemoteApp program
@™ available to users, you must add it ko the Re moteApp Programs list.
Overview

RD Session Host Server Settings Change

) Clients will connect to
winkipradiLforwardinc.ca

J/ Users can only start listed Rematefpp

programs on initial connection

(Recommended)
RD Gateway Settings Change

(@) Clients will use RD Gateway settings defined
by their domain's Group Policy.

Digital Signature Settings Change

A\ M digital certificate is configured, (Using a
digital certificate may improve security)

RDP Settings Change

(@) Clients will connect with custor RDP settings,

Distribution with RD Web Access

&\ The TSWeb Access Computers group is
empty. Remotefpp programs may be
unavailable to users. Learn more

& The Remotefipp Programs list is emply,

(@) A remate desktop connection for this server is
notvisible in RD Web Access. Change

@ More about using RD Web Access

Other Distribution Options

Select 2 RemateApp program and choose an
option below,

B Create rdp File

B create Windows Installer Package

@ More about distribution options

RemoteApp Programs

MName Fath

R Web Acc. | Arguments |

E] RD Session Host Server Settings
E] RD Gateway Settings
£ pigital Signature Settings
5 Export RemoteApp Settings
255 mport Remotedpp Settings
E Refresh
view »

H rep
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Click “Add RemoteApp Program”.
This will open RemoteApp Wizard.

Click Next to continue.

RemoteApp Wizard | x|

Welcome to the RemoteApp
Wizard

This wizard helps vou add programs to the Remotedpp
Programs list on this RD Session Host server, After
programs are on the list, vou can display them in RD
‘Web Access, or package them For diskribution,

Befare wou run this wizard, ensure that:

-You are logged on as the administrator for the server
that will host the Remotedpp programs,

- The hiost server is running at least Windows Server
2008,

To continue, dlick MNext,

< Back I Mext = I Cancel |

Browse for the internet browser you RemoteApp Wizard
want to use. Choose programs to add to the RemoteApp Programs list
. . Select the programs that wou want ko add ko the RemoteApp Programs lisk, You
We will be using MS Internet Explorer can also configure individual RemokeApp properties, such as the icon ko display,
for the purpose of this guide.
Marme | ;I
] :_“J Rermate Deskkop Licensing Manager
D'\J‘ Resource Monitor
O ;:i Security Configuration \Wizard
O'cal selang
(=% Storage Explorer
] L-‘:.'; Syskem Configuration
(&% 5ystem Information
] E windows Memory Diagnostic
[0 & windows Pawershel
[ & windows Powershell (x86)
| E Windows PowerShel Modules
147 windows Update
O E,_ wordPad .
-
Select All | Select None | Properties. .. | Browse. .. |
< Back I fdexk = | Cancel |
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Click Properties...

RemoteApp Wizard | x|

Choose programs to add to the RemoteApp Programs list
Select the programs that wou want to add to the RemoteApp Progrars lisk, ¥au
can also configure individual Remotespp properties, such as the icon to display,

Marne |

1% resaurce Manitor

] i—a Security Configuration Wizard
(] I'.'ﬂ| Selang

Df Storage Explorer

] ‘E;'J' System Configuration

D!_?_!,' System Information

(1= windows Memoary Diagnostic
(] & windows Powershell

] & windows Powershell (xG6)
[0 £8 windows PowerShell Modules
£7 windows Update

& wordpad

(S fievplore, eve

®OO

Select Al Seleck None Browse. ..

-

< Back | Mext = |

Cancel |

Provide a program name. The
program name that will appear to
users.

Specify the CM ENTM URL in the
“Always use the following command-
line arguments”.

This means that this RemoteApp will
start CM ENTM Ul in MS Internet
Explorer.

Click OK.

ﬁ Remotespp Properties

Properties I User dssignment |

-’,:‘J Remotefpp program name:
=T
| M_SaM_LUI|
Location:

| C:\Program FilesiInternet Explareriiexplore exe

Alias:

| iexplare

¥ Remaotedpp pragram is available through RD Web Access

Erowse. .. |

—Command-line atguments
™ Do nat allow command-line arguments
¢ allaw any command-line arguments

&+ Always use the Following command-line arguments:

https: ffacmanager : 18443 iamfac

Change Icon... |

o ]

Cancel |
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Click Next.

RemoteApp Wizard | x|

Choose programs to add to the RemoteApp Programs list
Select the programs that wou want to add to the RemoteApp Progrars lisk, ¥au
can also configure individual Remotespp properties, such as the icon to display,

Marne | ﬂ
1% resaurce Manitor

] fﬂ Security Configuration Wizard
(] I'.'E|| Selang

] __L’ Storage Explorer

] ‘E;'J' System Configuration

D!_?_!,' System Information

(1= windows Memoary Diagnostic
(] & windows Powershell

] & windows Powershell (xG6)
[0 £8 windows PowerShell Modules
[ % windows Update

0 wardrad

oM sam U

Select Al Select Mone Froperties, Browse, ..

-

< Back | Mext = | Cancel |

Review the settings and click Finish if
they are correct.

RemoteApp Wizard [ |

Review Settings
Review the settings that vou have chosen, You can go back to change these
settings or dlick Finish to complete this wizard,

Adding 1 program ﬂ
Program list:

CM_SAM_LI
Path: C:\Program Files\Internet Exploreriisxplore, exe
Rermotedpp program is available through RD Web Access: Yes
Allow command-line arguments: Only: "https: /facmanager!: 18443 iam/ac”

" o

< Back I Fimish I

Cancel |
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The new RemoteApp will appear in
the list.

Right click on the application and
select “Create Windows Installer
Package.”

Note: You can also generate an .rdp
file and distribute that to the end
users.

#FRemoteApp Manager [_olx]
File  Acion view Help

@ |m

[ Actions

RemoteApp Manager
( RemoteApp programs are programs that are accessed through Remote Desktop, and appear as if bbb bl Sl ol -

they are running on the client s local compule. Before ou can make a Remoledpp progiam e
N i available to users, you must add it to the RemateApp Programs list. %3 Connect to Compurer

4dd Remateiipp Programs

&
- £ RDSession Host Server Settings
Overview
B roGateway Settings
Distribution with RD Web Access 2
A\ The TS Web Access Computers group is
empty. RemoteApp programs may be
unavailable to users, Learn mare

RD Session Host Server Settings Change Digtal Signature Settings

(@) Clients will connect to
winZkdprodiL.fanwardinc.ca

/" Users can only start listed Remotefpp
programs on initial connection
(Recormmended)

2 Export RemotedAnn Settings
8 Import Remotenpp Settings
/Bl Rematefpp programs are visible in RD Web|
Aeeess. ) refresh
. A remote desktop connection for this server is
RD Gateway Settings Change nat visible in RD Web &ccess, Change
() Clients will use RD Gateway settings defined - Help
by their dorain's Group Policy, @ More about using RD Web Access

Vien 3

Digital Signature Settings Change CM_SAM_UL -
% No digital certificate is configured. (Using a Other Distribution Options £ Properties
- Select a Remotefpp program and choose an
digital certificate rmay improve secutity.

option below. @ Showin RD Weh Access
RDF Settings Change Create .rdp File 4 .
(&) Clients will connectwith custom RDP settings Create Windows Installer Package & ridein RO Web Access

@ Mare shout distribution options 8 Create rdoFie

E] create windows Installer Package

RemoteApp Programs A || K remove
a Help

Click Next to start the wizard.

RemoteApp Wizard

Welcome to the RemoteApp
Wizard

This wizard helps vou package Remotefpp programs
as Microsoft Windows Installer . msi) packages for
distribution by using Group Policy, By using this wizard,
waou can:

- Choose the location to save the .msi packages.

- Configure connection and authentication settings.
- Choose the location of program icons.

- Choose whether the Remoteapp program should
take over client file extensions.

Befare wou run this wizard, ensure that:

- Yfou are logged on as the administrator for the server
that will host the Remotedpp programs,

- The host server is running at least Windows Server
2008,

To continue, dlick Next,

< Back I Mext = I

Cancel
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Select the location to save the
package to and click Next.

RemoteApp Wizard | x|

Specify Package Settings
Yol can specify the location to save the packages, and configure RemateApp
connection and authentication sektings,

Enter the location to save the packages:

:\Prograri Files ged Programs Browse. .. |

—RD Session Host server setkings

Server: winzkSprad0l . forwardine.ca

Part: 33689 Change... |

—RD Gateway setkings

RD Gakeway server settings will be automatically detected.,

Change... |

—Certificate settings
Mo files will be signed by a certificate.

Change... |

< Back I Mext = I Cancel |

Select if the program shortcut will be
located on the Desktop or under the
Start Menu.

The configuration on the screenshot
will create a shortcut under CA
Shared Account Management.

Click Next to continue.

RemoteApp Wizard [ |

Configure Distribution Package

Yol can specify how the program package is viewed and installed on clisnt
computers,

- Shorkcut icons

Select where the shortout icons will appear on client computers,

[ Desktop

[v Start menu Folder: | Ca Shared Account Management

Exanple: Remate OFfice

r Take over client extensions

Taking over client extensions allows clients ko easily open local files with programs that
are installed on the RD Session Hosk server,

Oy use this option when clients do not have locally installed versions of the programs
installed on their computers.,

[™ Associate disnt extensions for this program with the RemoteApp program

< Back I Mext = I Cancel
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Review the settings and click Finish.

RemoteApp Wizard | x|

Review Settings

Review the settings that vou have chosen. You can go back to change these
settings or dlick Finish to complete this wizard,

Adding 1 program ﬂ
Generating output files in:

C:\Program FilesiPackaged Programs

- Creating Windows Installer Files

Program list;

M _5AM_LIT
Path: Ci\Progran Files\Internet Explareriisxplare. exe
Remotedpp program is available through RD Web Access: Yes
Allow command-line argurments: Only: "htps: /facmanager L 18443 iam/ac”

" o

< Back I Fimish I Cancel |

MS Installer Package will be created.

I Packaged Programs

T = Comuter = 05 (C: = Program s~ Packaged Progioms - ‘Search Packaged Programs. (o)
€
N okl =~[E 9
— Tioe e I

3| s [ ———

i Tnstaler Packsge Sor: 10848
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Distribute and install this package on & Internet Explorer
the end user workstation using the & Internet Explorer (54-bit)
software distribution tool of your | IEI Windows Contacts
choice or manually. { & Windows Update

. Accessories
The RemoteApp will be available | Administrative Tools
under Start Menu after installation. . CA Shared Account Management

£ o sam Ul

If you configured your MS Terminal |} Extras and Upgrades
Server for single sign on and [ 4 Maintenance
ControlMinder for integrated MS | Microsoft SQL Server 2008
Windows authentication then the [k Startup

. VMware

RemoteApp will start CM user
interface on the JumpBox and log you
in automatically. [

. Windows PowerShell 1.0

=
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Install Session Recording Agent

You need to install CA Session Recording agent software on the JumpBox if you require recording of the

privileged session.

Run either the Setup.exe file or the
ObservelT.Agent.msi file, from the
ObservelTAgent subdirectory that was
created when you extracted the

i'é" ObservelTAgent M= E2

Welcome to the ObservelTAgent Setup Wizard A

|
"

installation files.
Use “Run As Administrator” option.

The ObservelT Agent Setup Wizard
screen opens.

The installer will guide you through the steps required to install Dbservel TAgent on wour computer.

WARMIMG: Thiz computer program iz protected by copyright law and international treaties.
Unauthonzed duplication or distribution of this program, or any portion of it, may result in severe civil
aor criminal penaltiez, and will be prozecuted to the maximum extent pozssible under the law.

Cancel | < Black | Mext » I

Provide the url of the Session
Recording server.

i'é‘u ObservelTAgent =

Server Configuration A

Flease enter the server URL. Faor example: servername: 4884
[Change servername to the name or [P of the Observel T Application Server]

Mate: Part number is 4884 by default, but that can be changed in 115 Manager.

Server

acmanager] forvardine. ca: 4684]

Cancel < Back | Ment » I
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i’.% ObservelTAgent [CIC]

Installing Observel TAgent A
,.._:_‘\

Obszervel TAgent is being installed

Pleaze wai...
Cancel I < Back | ezt > |
Click Close to finish the installation. i1 ObservelTAgent =[O x]
Installation Complete A

=6

Observel TAgent has been successiully installed.

Click "Close™ to exit.

Flease use Windows Update to check for any critical updates to the .MET Framework.

Cancel < Back

You will see a blue icon

L&)

on your taskbar that indicates that the
session recording is running.

All the sessions on this computer are
being recorded from now on.

This is the default configuration.

. 551 AM
A @ [Pl s \2j20/2013 =
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Sta rt CM E NTM a nd Verlfy that a ” the £ CA ControlMinder Enterprise Management - Windows Internet Explorer
@_" =[G s famansgers 150, 0 ] 42| K| ca e contravinder enterpice . X I_I

sessions on the JumpBox are being
reco rd ed . CA ControlMinder Enterprise Management o | out) e i W

Recorded Sessions

Home

Navigate to Recorded Sessions. World view

Policy Management

View Recorded Sessions

@ Hostname contains [ ——
€ UserID or LoginD contains [
© Activity log contains |

Date Range:

Privileged Accounts

Search for the hostname of your G
JumpBox. Recorded Sessions

Users and Groups.

LRI AR IR AR AR AR ]

System

et 3 [Months
Fom  [2m00013 | [2202013

Copyright ® 2013 CA. All Rights Reserved.
About CA ControlMinder

G
Se | ect YO ur JU m p BOX' @A @ | hiipiffacmanagert 18080, O ¥ | |42 | X| 3 cacontrolMinder Enterprise .

CA ControlMinder Enterprise Management
& cmadmin | ) localhost(DMS @ localhost) | @ Help

Recorded Sessions

Users and Groups
System

Home +

World View +

Policy Management +| Search Hostname

Privileged Accounts +

Reports & ‘Selecl ‘Hame ‘Hu;lname Type ‘

Recorded Sessions = @ ‘wmzkspRoDul ‘Winduwg \
e
L3

Cancel

Copyright © 2013 CA. All Rights Reserved.
About CA ControlMinder

€5 Ca ControlMinder Enterprise Management dows Internet Explorer

Verify that all the sessions initiated OV o s e 53| i

after the installation of the agent are

CA ControlMinder

being recorded 2 cmadmin | (L localhost(DMS @ localhost) | @ Help
Home +
woridlviem * View Recorded Sessions
Policy Management +
R T + || Hostname WIN2K8PRODO1
Reports @
e s + Date Duration| Login UserID |Hostname Client | Slides Video
Users and Groups | |3|12/20/2013 ;gg m " | forwardinc .ca\cmadmin | n/a ¥ WINZKBPRODOL|DBL |73 =Y
System + .
ObservelTAgent =]
Notification Area Icons =3
ObservelT Agent64bit ]
Server Manager =)
Start menu = =
Intemnat Explorer Enhancad Security Configuration is not enabled - Windows Inter... =]
CA ControlMinder Enterprise Management - Windows Intemet Explorer  (4) =]
ObservelT Session Player - Windows Internet Explorer =]
Program Manager (2} =3
« | _>IJ
Copyright © 2013 CA. Al Rights Reserved.
About CA ControlMinder
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Change The Recording Behavior

The default recording scope is that all the seasons on the JumpBox are being recorded. This means that
if you start a session using the previously defined RemoteApp then both ControlMinder Ul and the
session started from by SAM using the login application will be recorded. It does not matter if the login
applications are using VBS scripts that initiate the recording or not; the session is still being recorded.
You can use standard VBS scripts and do not need to use the CA Session Recording -enhanced recording
VBS scripts.

If you do not want to record everything that is happening on the JB then you can change the recording
behavior to record only the sessions that are started from ControlMinder Ul using login applications. In
this case you will need to use the VBS scripts for the login applications that initiate the recording using
the session recording API.

To change the recording behaviors follow these steps.

Connect to the session recording

console. Logl n

‘When legging on as a domain user, please enter your
credentials in the format of: "domainiusername”.

When legging on as a local Observell user, please use:
“username”.

User Name |ad min

Password I technologies

———

Welcome, ObservelT. Authentication\Admin [ Sign Out] This Demo version will expire in 321 Days. Observell home - Shars idea - Help

Record and Replay

technologies Windows & Unix Sessions

Go to Configuration tab.

Server Diary User Diary DBA Activity

Configuration Search Reports

Activities

Activities
Activity View
Applications
Inventory Server [ACMANAGER1 =] Sever stastics Print this information
Period Start Date End Date
@iast [t [Months  +] ¢ [Jan <|[167=][2014 T [van ~|[24 ][2014 &
Fiter by loginiuser [-All- =
Latest Sessions 1-130f18 1
ACMANAGERT  cmadmi Session Duration Login User Server Client Slides  Video
'WINZKEPRODO. cmadmi 112312014
Quick Help E 1:51PM- 1:54 PM cmadmin nfa [ ACMANAGER1  DULPEO1-WT 8
N E 1:34PM-1:35PM cmadmin nfa [ ACMANAGER1  DULPEO1-WT 5 @
Installation Guide:
12212014
User Guide 349 PM - 3:50 P cmadmin nfa F ACMAMAGER1 DULPEO1-WT 22 =
Confi ation Guid
onfiguration Guide Z14PM-316 PU cmadmin nfa F ACMAMAGER1 DULPEO1-WT 15 =
1:22PM-122PM  cmadmin na F ACHANAGER1  DULPED1-WT 6 =
112112014
E 447 PM-612PM cmadmin nfa [ ACMANAGER1  DULPEO1-WT 407 @
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Welcome, ObservelT Authentication\Admin [ Sion Out

Select Server Policies.

technologies

Senver Diary UserDiary

Console Users

Console Users
Console Users
Identification

Serve
Server Grouj
1-10f1
Server Pol
Name

[@] Admin

Reports
Reports

security

Identity Theft Detection
L]

This Demo version will expire in 321 Days. Observell home - Share idea - Help

Record and Replay

Windows & Unix Sessions

LYY Configuration Search Reports Threat Detection

Add AD Group

Create Date  Delele

10i27/2008

Permissions  Role

Admin

Authentication
ObservelT Authentication

Welcome, ObservelT.Authentication\Admin [ Sion Out

The MS Windows agents are placed
by default into “Default Windows-
based Policy”

technologies

Server Diary User Diary

Senver Policies

Console Users
Server Policy Templates
Identification

This Demo version will expire in 321 Days. Observell home - Share idea - Help

Record and Replay

Windows & Unix Sessions

1-4014
Name
IF Default Windows-based Policy
FF Default Metadata Only Policy
Identity Theft Detection
8 Default Unix-based Policy
Mes
Ticket Integration

License

Create | [Windows-based computers policies |

F Default Recording Disabled Policy

PLIVEL A Configuration Search Reports | Threat Detection | About
1
Install Parameter ( 2 ) View
00000000-0000-0008-0000-000000000000 Servers (2)  Copy
00000000-0000-0008=0000-30000000000 Copy
00000000-0000-0008-0000-000000000002 s Copy
00000000-0000-0008-0006-300000000002 Severs(0)  Copv

Welcome, ObservelT. Authentication\Admin [ Sign Out

This policy is configured to record all
sessions.

technologies

Server Diary User Diary

Server Policies

Console Users
Server Policy Template
Identification

Senvers Backlo Sewver Policy Templates |

Server Policies Name

Linked Servers

Record and Replay
Windows & Unix Sessions

DBA Activity ‘Configuration Search Reports

Cancel

[Default Windows-based Policy

Security [ System Policy
Enable recording
Enable Identity Theft Detection

Enable 4P|

Alert:
Identity Theft Detection

Messages
Show tray icon

Restrictto ROP

Ticket Integration

e i B B W

17 [l activity on this machine is recol [ Default
Grayscale Sewver Compression |~

s =l
o=l

License
SMITP Settin Enable hotkeys
Monitor Log Enable key logging
LDAP Setiin Enable recording notification (2 )
DB Information Setimage format
Archive Setsession timeout (minutes)
Saved Setkeyboard frequency
. [— Offiine Policy

Emiteg Enable

Restrict to max number of items

A

1000 =
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You need to move JB Server to
“Default Recording Disabled Policy” to
record only the session initiated over
API.

Note that “Enable API” is checked for
this policy.

Click on “Linked Servers” to allocate
the servers to this policy.

‘Welcome, ObservelT.Authentication\Admin [ Sign Out]

technologies

e U
dentification

erv

enver Groups
Server Policies
Security
Alerts & Events
Idenity Theft Detection

LDAP Settings
DB Information
Archive

Latest Sessions

This Demeo version will expire in 321 Days. Qbservell home - Share idea - Help

Record and Replay

Windows & Unix Sessions

About

Server Diary User Diary pLEIVE VAN Configuration Search Reports | Threat Detection
Server Policies
Server Policy Template
Backto Server Policy Templates | Linked
Name [Default Recording Disabled Policy
[ System Policy

Enable recording

Enable Identity Theft Detection
Enable API

Show tray icon

Restrictto RDP

Enable hotkeys

Enable key logging

Enable recording notification (2 )
Setimage format

Set session timeout (minutes)

oaaxm@anon

17 [All activity on this machine is recoi [T Derault

Grayscale Senver Compression =
15 -
Low B

Setkeyboard frequency

[—Offiine Policy
Enable [m}
Resfrictto max number of ftems 1000 =

T i Policy

Click “Add Servers”

Welcome, ObservelT.Authentication\Admin [ Sian Qut ]

technologies

Console U:
Identification

Serv

Server Groups

Server Policies
Security

Alerts & Even

Identity Theft Detection

Server Diary User Diary

Server Policies

DBA Activity

This Demo version will expire in 321 Days. Qbservell home - Share idea - Help

Record and Replay

Windows & Unix Sessions

Configuration Search Reports

F Default Recording Disabled Policy - Servers

Backlo Server Policy Templates
1-0010

Server Name Version

Threat Detection

Add Servers Add Servers from Group.

1
Status
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Select your JB Server and click ”Add (_ Observell - Server List - Windows Internet Explorer
[
Checked Servers”. 8)
Add Servers to Group !
Note: Only Windows servers can join this policy.
Default Recording Disabled Policy Search | Go |
1-20of2 1
Server Mame Version Monitor Status
F WIN2KBPRODO1 5683 Active
Il F ACMANAGERA1 5.6.83 Active
Check All - Clear All
Add Checked Servers | | Close
Selected
-]
Done [ [ [ [ | € mnternet | Protected Mode: On v [mw00% - 4
YOur JumpBoX Will nOW be recording ‘Welcome, ObservelT.Authentication\Admin [ Sign Out

This Demao version will expire in 321 Days. Obssrvell homs - Share idea - Help

only the sessions initiated through
API. These are the sessions started by fechmolegtes
the recording VBS auto login scripts.

Server Diary User Diary DBA Activity ‘Configuration Search Reperts Threat Detection

Server Policies
Console Users

F Default Recording Disabled Policy - Servers
Identification

Back to Server Policy Templates

Add Servers Add Servers from Group

1-10f1
SEIVELRoRCicS Server Name Version Status

Date
F WIN2KBPRODO1 5683 Active

112112014

Security

Alerts & Events
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Install ControlMinder Endpoint Software On The JumpBox
You can use ControlMinder Endpoint software to protect the JumpBox.
This will allow you to protect the processes of CA Session Recording agent from being terminated.

You must be a member of the local Administrators group to perform the installation of ControlMinder
Endpoint components.

The following example leverages a graphical user interface (GUI) to install the endpoint software. Silent

installation is available to facilitate unattended installation. Refer to the Implementation Guide for
additional information.

Locate the

PRODUCTEXPLORERX86.EXE

|| PE_DLLPROC.DLL

FI16{2013 5:1

opPM Application extension

52 KB

architecture. From the Components
folder of the Product Explorer, select
CA ControlMinder for Windows (64-

Bit x64)Click the Install button.

7/16{2013 4:3220
. . ] Open
executable. RIght-C'ICk the eXeCutable || PRODUCTEXPLORER%S6, EXE. MANIFEST Fl16)2013 4 5 Run as administrator 1EB
A 2 |README_ENUI FlE2013 4 i 10KE
and choose Run as administrator to - hel e
start the installation. sendto i’
Copy
Create shorbout
1E/2013 4:34 PM Date created: 7/16/2013 4:34 FM
120 KB Properties
ThIS example assumes that the CA ControlMinder 12.8 Product Explorer [_ =] x]
. - . lease select a component to install or search by title repeatsi:
endpoint is a 64-bit Intel/AMD Flenea selest 2 compenentio it (oreeat) I

=53 A ControlMinder 12,8 Products
[=}- =4 Components
i [ CA ControlMinder Far Windows (32-Bit)

(=] - conirolving
L@ A Contraliind
- sDK

~Companent Information:

Install Status: This component is nat vet installed.

bitepe vy ca.com
Praraquisites: Mone.
Copyright {c) 2013
CA International

CA ControlMinder is an active, comprehensive security software solution for apen systems, tied

All rights reserved. dynamically to the operating system.

Uninstall

Exit

System Requirements

Select the language for the
installation and click the OK button.

CA ControlMinder - Installshield Wizard

1

Cancel

CA Technologies, 2014
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es

If prompted to install Microsoft Visual
C++ Redistributable libraries, click the
Install button.

CA ControlMinder - Installshield Wizard

- Ca ControlMinder requires the Following items to be installed on your computer, Click
Install ko begin instaling these requirements.

Skatus | Requirement

Pending Microsoft Yisual C4++ 2005 Redistributable (x86)
Pending Microsoft Visual C++ 2005 Redistributable (x64)

Instal I Cancel

Click the Next button to proceed with
the ControlMinder endpoint software
installation.

i CA ControlMinder

Introduction

This Wizard will inskall CA ControlMinder,

A strangly recommends that wau exit all other prograrms
before starting this installation,

< Back I Mexk = I Cancel
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Read the License Agreement as you
use the scrollbar to advance through
the document.

Click the radial button noting | accept
the terms of the License Agreement.

Click the Next button.

i‘é‘l CA ControlMinder =]
License Agreement "
Scroll down and read the Agreement . -u

¥ ¥
by authorized representatives of both partles

Select the ["l accept the terms of the License Agreement”] radio button,
and then click on the "Next" hutton to accept the terms and conditions of
this Agreement as set forth above and proceed with the installation
process.

Select the [" do HOT accept the terms of the License Agreement”] radio
hutton and then click on the "Cancel™ button to halt the installation
process. ZI

¥ 1 accept the terms of the License Agreement

™ 1do MOT accept the terms of the License Agreement

Instalshield

Help | < Back I Mext = I Cancel |

Provide customer information.

Click the Next button.

i CA ControlMinder [ []
Customer Information s
Enter your information -u

User Mame:

Iforwardinc

Qrganizakion

Ifowardinc

Install this application Far:

& Anyone who uses this computer {all users)

¢~ Only for me (Forwardine)

Instalshield

Help | < Back | Mext = I Cancel
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Select the installation directory and {id CA ControlMinder [0 =]
the components to be installed. Select Features
Add “PUPM Integration” and "Report Select the Features vou want to install m..

Agent” out of those no selected by
default.

- Feature Description

=

(=3 - | Advanced Palicy Management Client Lets you configure the computer
X - Stack Owverflow Protection (STOR) to send scheduled snapshot of
= the database ko the Report
PUPM Integration SErvEr,

Policy Model Subscriber

= | Task Delegation

X
4

Click the Next button.

X
4

W o-
o

This Feature requires OKE on
wour hard drive. Ithas 0af 1
subfeatures selected. The
subfeatures require OKE on waur
hard drive,

Install to:

Ci\Program FilesyCAlAccessContraly Change. .. |

Instalshield

Help | Space | < Back I Mext = I Cancel |

If you do not plan to use i CA ControlMinder [_To[=]

ControlMinder reporting functionality select Features
and audit event CO”eCtion' do not Select the Features vou want ta instal m
install the Report Agent component.

- Feature Description
The PUPM Agent configures the
local computer Far Privileged User

Task Delegation

Advanced Policy Management Client
Stack Overflow Protection (STOP) Password Management (PLEM),
PLIPM Inteqgration 5o that yaou can discover and

1
Policy Model Subscriber manage privileged accounts and
Report Agent applications on the computer,

Click the Next button.

This Feature requires 1KB on
wour hard drive.

Install to:

Ci\Program FilesyCAlAccessContraly Change. .. |

Instalshield

Help Space < Back I Mext = I Cancel |
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Provide the names of the
ControlMinder administrators.

Identify the servers from which the
ControlMinder administrators are
allowed to manage the endpoint.
Typically, this is the endpoint itself
and possibly the Distribution Server
and/or the ENTM Server. For the
latter Security Group and/or firewall
rules may be required.

The user installing ControlMinder is
added by default as a ControlMinder
administrator.

DO NOT REMOVE THIS USER!!

If this user is removed then the
installation will fail!

This user can be removed after the
installation has completed.

In the example screenshot, cmadmin
was added by default as the installer,
and Administrator was manually
added. Provide DNS domain names to
add to the hostname when identifying
the endpoint.

Click the Next button.

iié'u CA ControlMinder M=

Administrator and Host Information

Define administrators and administration te

G

rrminals

Add Remove

r— Define one or more CA ControlMinder administrators

FORWARDIMC cmadmin
WINZKSPRODO1Administrator

r— Define one or more hosts from which the us

Add Remove

ers listed above will administer CA ContralMinder —

winZkSproddl forwardingca

 Enter DNS domain names that CA ControlMinder will add to host names

forwardinc.ca

Add | Remove

Instalshield

Help |

I Mext = I

< Back, Cancel

Unless there is a specific need to do
otherwise, accept the default of
selecting the radial button for Yes to
Support users and groups from
primary stores. This allows
ControlMinder to recognize users
from the native environment.

Click the Next button.

i& CA ControlMinder
Users and Groups

Retrieve Windows data

I [ 3

Suppott users and groups From primary stores?

e ‘fes

= Mo

[™ Import users

r Impoark groups

™| Conmect wsers b their default groups
[~ Change owner of imporbed dats bo;

™| Irnpart from domain:

= Import Windows users' and groups’ data ke ©F ControlMinder database?

Inistallshield

Help |

| Mext = I

< Back Cancel
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Click the radial button for Yes to use
Secure Socket Layer (SSL)
communication.

Leave the Use Symmetric key
encryption checkbox checked.

Note that SSL is enabled by default on
CM ENTM server.

Click the Next button.

i CA ControlMinder

S5L Commwunication

Use Secure Socket Laver (S5L) communication

Do you want ControlMinder ko use Secure Socket Laver (S5L) cammunication?

" Mo

& Yes

W Use Swmmetric key encryption

Instalshield

< Back | Mest = | Cancel |

Specify the certificate to use for SSL
communication.

The example in the screenshot uses a
default root certificate to create a
self-signed certificate.

A consideration is whether or not to
use a certificate generated by the
Certificate Authority employed by
your organization.

Click the Next button.

i CA ControlMinder

Certificate Settings

Choose Certificate Settings

In order For 551 communication ko work properly, CA ControlMinder needs a server certificate
and a rook certificate,

(¢ Generate CA ControlMinder certificate

& Use default root certificate

" Specify rook certificate

™ se existing installed certificate

Instalshield

Help |

< Back Mext = Cancel
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Provide the password of the
certificate’s private key.

Click the Next button.

i CA ControlMinder

Change Certificate Settings

—I Set Server Private key password

Password: I...."n

Canfirm: I""“"l

—1 Change certificate settings
Certificate Subject Mame:

Icn=win2k8pr0d01 [forwardine.ca

Certificate Serial:

 [EEETETETEEE!

Certificate expiration time (mmfddiy

used for symmetric encryption. 256bit
AES Is the default and preferred
method. Other methods are available
for backward capability.

The example uses the default
encryption key. Typically, the
organization specifies a unique
encryption key. When symmetric
encryption is used, the same key must
be used between all endpoints and
servers.

Encryption settings

Select Encryption methad and Encryption key

Jizfaiss
Inistall5hield
Help | < Back Mext = | Cancel |
Select the encryption method to be i CA ControlMinder [_ o]

G

Select the encryplion method yvou want CA ControlMinder to use:

= Default (= 128bit AES
= DES = 192hit AES
(™ 3DES {* Z5ghit AES

—1 Change the default encryption key

Mew encryption kew:

Confirm new encryption key:

Instalshield

Help |

< Back

Mext = I

Cancel
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Provide the hostname of the
Distribution Server.

All communication between the
endpoint and the ENTM Server flows
through the Distribution Server.

The endpoint must be able to resolve
the hostname of the Distribution
Server.

Click the Next button.

i CA ControlMinder
Advanced Policy Management Client

Configure advanced policy management client

G

Specify advanced Policy Management Server hast name:

acmanager . forwardine, cal

Inistall5hield
Help | < Back | Mext = | Cancel |
Specify when the Report Agent sends i CA ControlMinder
snapshots Of the end pOint'S Report Agent Configuration
ControlMinder database to the ENTM Specify Report Agent ssttings m
Server (via the Distribution Server).
The snapshot data are used for Belzt Repe Sl
reporting purposes. = [+ Man v Tue v wed v Thu |+ Fri v Sak
Click the Next button.
Time: IDD j 8 IDD j
Inistall5hield
Help | < Back | Mext = I Cancel
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Specify the Distribution Server that
the endpoint will use for Message
Queue (Tibco) communication.

Use the same hostname as specified
for Advanced Policy Management.

Provide the communication password
that was specified during the
installation of Enterprise
Management.

Click the Next button.

i CA ControlMinder

Distribution Server Configuration

Specify Distribution Server settings

G

Define one or more distribution server names

Add | Remaove |

acmanagerl.forwarding, ca

[V Use Secure communication

Server Park; |?243

Communication key

Specify key:

Confirm key:

Instalshield

< Back

Help |

Mest = | Cancel |

Review the installation parameters
and click the Next button.

i CA ControlMinder
Review Settings

Review settings before copying files

I =1 B3

G

Toinstall with the Following settings, click Mext.

User Information:
Mame: forwarding
Carnpany: Fowarding
Selected Features:
Task Celegation
Repork Agenk
Audit Routing
PUPM Integration
Advanced Policy Management Client
Ciestination Folder:
Ci\Program Files\CAlAccessControly

| »

Instalshield

Help |

< Back

| Mext = I

Cancel
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Click the Install button.

i CA ControlMinder

Ready to Install CA ControlMinder
The wizard is ready to begin installation, m“

Click Install bo begin the installation,

If wou want ko review or change any of vour installation settings, click Back, Click Cancel to
exit the wizard,

Instalshield

< Back, | Instal I Cancel |

After the installation has completed,
click the Finish button.

{if CA ControlMinder [>]
Install Complete
Setup has finished installing CA ControlMinder.

To exit setup, click Finish,

Legal Matice: CA ContralMinder 12.8 may use JBoss Application
Server v.4.2,3 and JBoss Mative v.2.0.6, which are licensed under
the Lesser General Public License (LGPL). Copies of JBoss
Application Server v .4.2.3, JBoss Mative v.2.0.6 and the LGPL are
provided by a separate installation, Use of JBoss Application
Server v.4.2.3 and JBoss Mative v.2.0.6 is subject to the terms of
the LGFL as set Forth in such installation,

InstaliShield

The installation may require a reboot
to load ControlMinder kernel drivers.

Click the Yes button to reboot now or
click the No button to manually
reboot at a later time.

i'é‘n CA ControlMinder Installer Information

‘o must reskark your syskem For the configuration
changes made to CA ControlMinder to take effect. Click
— ‘fes ko restart now or Mo if you plan to reskart later.

es Mo |
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Protect The Session Recording Agent

You may use ControlMinder endpoint software to protect the session recording agent from being
terminated.

The policy below creates a resource in the PROCESS class. This will protect all the processes with the
name starting “rcd” and started form the session recording agent directory from being killed.

The policy allows only the SYSTEM user (the operating system itself) to kill the processes.
The other users can only stop the processes with winlogon.exe process.

Note that in the sample commands shown below, the software is installed on drive C: under Program
Files. If another installation location is selected then modify the commands accordingly.

editres PROCESS ("C:\Program Files\ObserveIT\ObserveITAgent\Bin\rcd*.exe")
defaccess (none) audit(all) owner (nobody) ;

authorize PROCESS ("C:\Program Files\ObserveIT\ObserveITAgent\Bin\rcd*.exe") xuid('NT
AUTHORITY\SYSTEM') access(all);

authorize PROCESS ("C:\Program Files\ObserveIT\ObserveITAgent\Bin\rcd*.exe™) uid(*)
access (all) via(pgm(C:\Windows\system32\winlogon.exe)) ;

This policy can be applied locally on the JB using ControlMinder selang command line interface.

The policy can also be distributed using ControlMinder user interface through Advanced Policy
Management.
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