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Glossary 

CA  formerly Computer Associates – now CA Technologies 
CM  ControlMinder (formerly Access Control) 
ENTM  Enterprise Manager 
EP  Endpoint (server) 
JB  JumpBox 
MS  Microsoft Corporation 
MSADS  Microsoft Active Directory Server / Services 
MSSQL  Microsoft SQL/Server 
OEM  Original Equipment Manufacturer 
OIT  ObserveIT 
OS  Operating System 
RIA  Rapid Implementation Architecture 
RIG  Rapid Implementation Guide 
SAM  Shared Account Manager (formerly PUPM) 
UNAB  UNIX Authentication Broker 
W2K3  Windows 2003 
W2K8  Windows 2008 
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Introduction 

CA ControlMinder Premium Edition provides an extensive range of features and functions that may be 
used to provide a complete access control enterprise security solution, or may be used separately to 
provide a subset of the overall enterprise security. 

This document presents a straight-line implementation guide that may be used to configure a separate 
Microsoft Windows NT server as a JumpBox (JB) for use in the CA ControlMinder Shared Account 
Management (SAM) security model. 

The implementation consists of configuring a stand-alone Microsoft Windows 2008 server to act as the 
SAM JB and creating an application based on the server configuration that may be distributed to users to 
provide a convenient connection for JB access. 

The JB configuration involves enabling and licensing Microsoft Terminal Services, enabling single sign-on 
for Microsoft Terminal Server connections, configuring the CA ControlMinder Enterprise Manager 
(ENTM) to support Integrated Windows Authentication, installing and configuring CA Session Recording 
agent, and installing CA ControlMinder to provide server-centric protection for the CA Session Recording 
components. CA Session Recording is an OEM implementation of ObserveIT's leading session 
management and recording solution that is seamlessly integrated into CA ControlMinder Shared 
Account Management. 

Please note that, as currently configured, the SAM JB is only supported to be hosted on a Microsoft 
Windows 2008 server. 
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Background 

CA ControlMinder Shared Account Management (SAM) is a function that provides password 
management functions for service accounts. 

In the simplest form, SAM is a password vaulting facility that securely manages highly encoded endpoint 
passwords, and provides various methods of securely delivering those passwords to the user for direct 
input, or through an automatic connection model whereby the user never has direct access to the 
password. 

SAM also provides a means to automatically change application passwords for ODBC, JDBC, Scheduled 
Tasks and command line enabled applications. 

Finally, SAM supports an integration point with Observe IT to provide video-like recording and replay of 
endpoint activities through either Microsoft Remote Desktop Protocol (RDP), web interfaces for Oracle 
or Microsoft SQL/Server or the PuTTY SSH application. 

In order to use the automatic endpoint connection features of SAM, it is necessary to have access to a 
system that has the required support utilities available.  The following table presents the automatic 
connection type and required components.  Please note that the list in the table is current as of the time 
of this document but may change as new endpoints are supported. 

 

Table 1 – Automatic Logon Access List 

Connection Type Required Components 

Windows Microsoft RDP 

UNIX PuTTY (SSH, TELNET) 

MS SQL Server Microsoft SQL Management Studio 

ORACLE Web Microsoft Internet Explorer 

FTP FTP application (ftp.exe) 

Juniper NetScreen Microsoft Internet Explorer 

Nokia IPSO Microsoft Internet Explorer 

Reflection Reflection application (Rx.exe) – X-11 server 

 

 

The primary advantage of using a SAM JB is that all of the components listed in the table may be 
installed in one location instead of being installed and maintained on several hundred individual desktop 
or notebook systems.  Similarly, only one installation of the CA Session Recording agent is required to be 
installed, so that reduces administrative overhead, as well. 



CA ControlMinder Rapid Implementation Guide – SAM JumpBox  

 

CA Technologies, 2014  8 
CA ControlMinder Rapid Implementation Guide – SAM JumpBox – 1_3.docx 

Architecture 

The architecture of the SAM environment with the JB in play is shown in Figure 1, below.  In this figure 
we have the ENTM, the JB and representative endpoints. 

SAM JumpBox Server
SAM JumpBox Server

Application Interaction

ENTM Server

User Interaction

ENTM WebUI
Interaction

MS SQL Server
ObserveIT Server

ObserveIT
Session Recording

Application Servers

 

Figure 1 – SAM JumpBox Overview 

 

In the standard SAM model, the user connects to the ENTM Server using a web browser, such as 
Microsoft Internet Explorer, Mozilla Firefox or Google Chrome.  If the user is simply checking out an 
account password then the password is displayed in the user’s browser, or written to the clipboard for 
non-viewable pasting into an application.  If the user is using one of the automatic connection models 
listed in Table 1 then an Active-X control is executed in the user’s local browser that loads the target 
application and enters the relevant credentials transparently to the user.  As mentioned previously, this 
model requires each of the desired target applications to be present on the user’s computer, and this 
increases overhead and may lead to security exposures since the user is typically sitting outside of an 
enterprise firewall. 

In the SAM JB model, everything works exactly the same as the standard model with the only exception 
being that all of the components are collocated and execute on the SAM JumpBox Server.  The user 
reaches the SAM JB using RDP with Integrated Windows Authentication and from that point forward it 
appears that the each application is running locally on the user’s computer when in fact each application 
is running on the SAM JB directly.  And since all of these items are collocated it is possible to put the 
SAM JB behind an enterprise firewall, thus increasing security for otherwise exposed application 
components. 
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Getting Started 

First, a few notes… 

 

 This guide is not a replacement for the CA ControlMinder official documentation. 

 It is expected that the implementer of this the CA ControlMinder SAM JumpBox has a working 
knowledge of Microsoft Windows NT operating system and of the CA ControlMinder ENTM and 
SAM functionality. 

 It also is required that that the customer be licensed for CA ControlMinder, CA Session 
Recording, Microsoft Remote Desktop Services, and any other licensing required by other third-
party software. 

 The guide does not provide the implementation steps for CA ControlMinder or CA Session 
Recording.  It is expected that those are implemented and functional prior to beginning this 
implementation. 

 It is expected that the SAM JumpBox, the end user systems and CA ControlMinder ENTM are all 
configured to use the same Microsoft Active Directory structure.  This is required to enable the 
single sign-on functionality described below. 

 The SAM JumpBox as shown is implemented on Microsoft Windows 2008 R2. 
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Configure MS Windows Remote Desktop Services 

You will use MS Windows Remote Desktop Services for the implementation of JumpBox. 

This chapter provides step by step instruction to install, configure and license the necessary 
components. 

Please refer to the vendor documentation for any additional details or tuning and sizing information. 

Log in to the server as a member of the Domain Admins group. 

 

Start the Windows Server Manager 

Navigate to Roles. 

Click Add Roles. 

 

Click Next. 
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Select Remote Desktop Services and click 
next. 

 

Click Next. 
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Select Remote Desktop Session Host. 

If you do not already have Remote 
Desktop Licensing installed on another 
server you can install that on the same 
machine or other machine. 

 

Click Next. 
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Select if you want to use Network Layer 
Authentication and click Next. 

 

Select your licensing method and click 
next. 
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Add the group that contains the CA 
ControlMinder Shared Account 
Management Users. 

Click Next. 

 

The listed client experience features are 
not required by the CA ControlMinder 
SAM JumpBox. Click next to continue. 
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Click Next. 

 

Click Install. 
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Restart your server. 

 

Start Remote Desktop Licensing Manager 
Configuration from Start/Administrative 
Tools/Remote Desktop Services 

 

Right Click on the server and select 
Activate Server. 
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Click Next. 

 

Select the connection method and click 
Next. 
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Provide your company information. 

 

Provide your contact information and 
click Next. 
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Click Next to start the Install Licenses 
Wizard. 

 

Click Next. 
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Click Next. 

 

Add a license and click Next. 
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Click Finish. 

 

Your RD Licensing Manger should be 
activated now and there should be a 
valid license displayed. 

 

Start Remote Desktop Session Host 
Configuration from Start/Administrative 
Tools/Remote Desktop Services. 

Double click Remote Desktop license 
servers. 
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Click Add. 

 

Add license server/servers available in 
your organization and click OK. 

Note that in MS Remote Desktop Session 
Host and Session server are on the same 
computer. 

 

 

At this point, the Microsoft Remote Desktop Session host is now configured and licensed. 
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Enable Single Sign-On For Terminal Server Connections 

If you use the same user name and password to log in to your computer and to the MS Remote Desktop 
Session then you can enable single sign-on that will allow you to log into the JB without an additional 
authentication challenge. 

Single Sign-On is enabled through a Domain Group Policy. 

 

Log on to your machine where Group 
Policy Management Console is 
installed as an administrator.  

Start Group Policy Management 
Console - "gpmc.msc".  

 

Use can modify an existing group 
policy or create a new one. We will 
create a new Group Policy names 
TerminalServicesSSO and link it at the 
domain level. 
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Right click on the policy and select 
Edit. 

 

Navigate to "Computer 
Configuration\Policies\Administrative 
Templates\System\Credentials 
Delegation" and select and double 
click “Allow Delegating Default 
Credentials”  
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Select “Enabled”, 

Click Show next to add servers to the 
list. 

 

Add your JumpBox server to the list.  

User TERMSRV\servername format. 

Click OK. 
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Click OK to accept the changes. 

 

If the server you are connecting to 
cannot be authenticated via Kerberos 
or SSL certificate, Single Sign-On will 
not work. You can circumvent this 
restriction by enabling "Allow Default 
Credentials with NTLM-only Server 
Authentication" policy, which is less 
secure. (NTLM-only Server 
Authentication is less secure 
compared to using Certificates or 
Kerberos.)  

Follow the same steps to enable 
"Allow Default Credentials with NTLM-
only Server Authentication" as for 
“Allow Delegating Default 
Credentials”. If you want to enable this 
option. 
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Navigate to Group Policy Management 
and go to the policy you 
created/modified and validate the 
policy scope applies to users of 
ControlMinder SAM. The scope is 
“Authenticated Users” by default for a 
new policy.  

 

Navigate to Details tab validate that it 
is enabled. 

 

Navigate to Settings and click show all. 
Validate that the settings are correct. 

 

 

The new Group Policy is applied during the next policy refresh interval or when the computer is 
rebooted. 
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Configure The Enterprise Management Server For Integrated Windows 
Authentication 

By default, users log into CA ControlMinder Enterprise Management by providing their account 
credentials in the login page.  If the ENTM user datastore is embedded then the credentials are 
maintained in the ENTM internal repository.  If the user datastore is Microsoft Active Directory then the 
credentials are maintained in AD. 

If you specified to use AD as the user store then you may configure the Enterprise Management Server 
to support Integrated Windows Authentication (IWA) which will enable login to the CA ControlMinder 
Enterprise Management Web UI using the user’s domain account credentials from the user’s current 
Windows session. 

If you wish the configure the integrated MS AD authentication follow “Configuring the Enterprise 
Management Server for Integrated Windows Authentication” document ID TEC583462 knowledge base 
article available on support.ca.com. 

Search for TEC583462 on support.ca.com to find the document. 

http://support.ca.com/
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Create A Remote App For CM ENTM 

RemoteApp enables you to make programs that are accessed remotely through Remote Desktop 
Services appear as if they are running on the end user's local computer. These programs are referred to 
as RemoteApp programs. Instead of being presented to the user in the desktop of the Remote Desktop 
Session Host (RD Session Host) server, the RemoteApp program is integrated with the client's desktop. 
The RemoteApp program runs in its own resizable window, can be dragged between multiple monitors, 
and has its own entry in the taskbar. 

CA ControlMinder web interface can be configured as a RemoteApp on the JumpBox server so the end 
user can easily access the SAM functionality. 

Follow the steps detailed below to create a RemoteApp. 

Connect to the JumpBox server. 

Applications are configured as 
RemoteApp using the TS RemoteApp 
Manager tool. 

This can be accessed either from the 
Start -> All Programs -> Terminal 
Services -> TS Remote App Manager 
or by running remoteprograms.msc in 
a Run dialog or at a command 
prompt. 
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Click “Add RemoteApp Program”. 

This will open RemoteApp Wizard. 

Click Next to continue. 

 

Browse for the internet browser you 
want to use. 

We will be using MS Internet Explorer 
for the purpose of this guide. 
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Click Properties… 

 

Provide a program name. The 
program name that will appear to 
users. 

Specify the CM ENTM URL in the 
“Always use the following command-
line arguments”. 

This means that this RemoteApp will 
start CM ENTM UI in MS Internet 
Explorer. 

Click OK. 
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Click Next. 

 

Review the settings and click Finish if 
they are correct. 
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The new RemoteApp will appear in 
the list. 

Right click on the application and 
select “Create Windows Installer 
Package.” 

Note: You can also generate an .rdp 
file and distribute that to the end 
users.  

 

Click Next to start the wizard. 
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Select the location to save the 
package to and click Next. 

 

Select if the program shortcut will be 
located on the Desktop or under the 
Start Menu. 

The configuration on the screenshot 
will create a shortcut under CA 
Shared Account Management. 

Click Next to continue. 
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Review the settings and click Finish. 

 

MS Installer Package will be created.  
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Distribute and install this package on 
the end user workstation using the 
software distribution tool of your 
choice or manually. 

The RemoteApp will be available 
under Start Menu after installation.  

If you configured your MS Terminal 
Server for single sign on and 
ControlMinder for integrated MS 
Windows authentication then the 
RemoteApp will start CM user 
interface on the JumpBox and log you 
in automatically.  

 

  

 



CA ControlMinder Rapid Implementation Guide – SAM JumpBox  

 

CA Technologies, 2014  37 
CA ControlMinder Rapid Implementation Guide – SAM JumpBox – 1_3.docx 

Install Session Recording Agent 

You need to install CA Session Recording agent software on the JumpBox if you require recording of the 
privileged session.  

Run either the Setup.exe file or the 
ObserveIT.Agent.msi file, from the 
ObserveITAgent subdirectory that was 
created when you extracted the 
installation files. 

Use “Run As Administrator” option. 

The ObserveIT Agent Setup Wizard 
screen opens. 

 

 

Provide the url of the Session 
Recording server. 
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Click Close to finish the installation. 

 

You will see a blue icon  

 

on your taskbar that indicates that the 
session recording is running. 

All the sessions on this computer are 
being recorded from now on. 

This is the default configuration. 
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Start CM ENTM and verify that all the 
sessions on the JumpBox are being 
recorded. 

Navigate to Recorded Sessions. 

Search for the hostname of your 
JumpBox.  

 

 

Select your JumpBox. 

 

Verify that all the sessions initiated 
after the installation of the agent are 
being recorded. 
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Change The Recording Behavior 

The default recording scope is that all the seasons on the JumpBox are being recorded.  This means that 
if you start a session using the previously defined RemoteApp then both ControlMinder UI and the 
session started from by SAM using the login application will be recorded.  It does not matter if the login 
applications are using VBS scripts that initiate the recording or not; the session is still being recorded.  
You can use standard VBS scripts and do not need to use the CA Session Recording -enhanced recording 
VBS scripts. 

If you do not want to record everything that is happening on the JB then you can change the recording 
behavior to record only the sessions that are started from ControlMinder UI using login applications. In 
this case you will need to use the VBS scripts for the login applications that initiate the recording using 
the session recording API. 

To change the recording behaviors follow these steps. 

 

Connect to the session recording 
console. 

 

Go to Configuration tab. 
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Select Server Policies. 

 

The MS Windows agents are placed 
by default into “Default Windows-
based Policy” 

 

This policy is configured to record all 
sessions. 
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You need to move JB Server to 
“Default Recording Disabled Policy” to 
record only the session initiated over 
API. 

Note that “Enable API” is checked for 
this policy. 

Click on “Linked Servers” to allocate 
the servers to this policy. 

 

Click “Add Servers” 
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Select your JB Server and click “Add 
Checked Servers”. 

 

Your JumpBox will now be recording 
only the sessions initiated through 
API. These are the sessions started by 
the recording VBS auto login scripts. 
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Install ControlMinder Endpoint Software On The JumpBox 

You can use ControlMinder Endpoint software to protect the JumpBox. 

This will allow you to protect the processes of CA Session Recording agent from being terminated.  

You must be a member of the local Administrators group to perform the installation of ControlMinder 
Endpoint components. 

The following example leverages a graphical user interface (GUI) to install the endpoint software.  Silent 
installation is available to facilitate unattended installation.  Refer to the Implementation Guide for 
additional information. 

 

Locate the 
PRODUCTEXPLORERX86.EXE 
executable.  Right-click the executable 
and choose Run as administrator to 
start the installation. 

 

 

This example assumes that the 
endpoint is a 64-bit Intel/AMD 
architecture.  From the Components 
folder of the Product Explorer, select 
CA ControlMinder for Windows (64-
Bit x64)Click the Install button. 

 

Select the language for the 
installation and click the OK button. 

 



CA ControlMinder Rapid Implementation Guide – SAM JumpBox  

 

CA Technologies, 2014  45 
CA ControlMinder Rapid Implementation Guide – SAM JumpBox – 1_3.docx 

If prompted to install Microsoft Visual 
C++ Redistributable libraries, click the 
Install button. 

 

Click the Next button to proceed with 
the ControlMinder endpoint software 
installation. 
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Read the License Agreement as you 
use the scrollbar to advance through 
the document. 

 

Click the radial button noting I accept 
the terms of the License Agreement. 

 

Click the Next button. 

 

Provide customer information. 

Click the Next button. 
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Select the installation directory and 
the components to be installed. 

Add “PUPM Integration” and “Report 
Agent” out of those no selected by 
default. 

Click the Next button. 

 

If you do not plan to use  
ControlMinder reporting functionality 
and audit event collection, do not 
install the Report Agent component. 

Click the Next button. 
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Provide the names of the 
ControlMinder administrators. 

Identify the servers from which the 
ControlMinder administrators are 
allowed to manage the endpoint.  
Typically, this is the endpoint itself 
and possibly the Distribution Server 
and/or the ENTM Server.  For the 
latter Security Group and/or firewall 
rules may be required. 

The user installing ControlMinder is 
added by default as a ControlMinder 
administrator. 

DO NOT REMOVE THIS USER!! 

If this user is removed then the 
installation will fail! 

This user can be removed after the 
installation has completed. 

In the example screenshot, cmadmin 
was added by default as the installer, 
and Administrator was manually 
added. Provide DNS domain names to 
add to the hostname when identifying 
the endpoint. 

Click the Next button. 

 

Unless there is a specific need to do 
otherwise, accept the default of 
selecting the radial button for Yes to 
Support users and groups from 
primary stores.  This allows 
ControlMinder to recognize users 
from the native environment. 

Click the Next button. 
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Click the radial button for Yes to use 
Secure Socket Layer (SSL) 
communication. 

Leave the Use Symmetric key 
encryption checkbox checked. 

Note that SSL is enabled by default on 
CM ENTM server. 

Click the Next button. 

 

Specify the certificate to use for SSL 
communication. 

The example in the screenshot uses a 
default root certificate to create a 
self-signed certificate. 

A consideration is whether or not to 
use a certificate generated by the 
Certificate Authority employed by 
your organization. 

Click the Next button. 
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Provide the password of the 
certificate’s private key. 

Click the Next button. 

 

Select the encryption method to be 
used for symmetric encryption. 256bit 
AES Is the default and preferred 
method. Other methods are available 
for backward capability. 

The example uses the default 
encryption key.  Typically, the 
organization specifies a unique 
encryption key.  When symmetric 
encryption is used, the same key must 
be used between all endpoints and 
servers. 
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Provide the hostname of the 
Distribution Server. 

All communication between the 
endpoint and the ENTM Server flows 
through the Distribution Server. 

The endpoint must be able to resolve 
the hostname of the Distribution 
Server. 

Click the Next button. 

 

Specify when the Report Agent sends 
snapshots of the endpoint’s 
ControlMinder database to the ENTM 
Server (via the Distribution Server). 

The snapshot data are used for 
reporting purposes. 

Click the Next button. 
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Specify the Distribution Server that 
the endpoint will use for Message 
Queue (Tibco) communication. 

Use the same hostname as specified 
for Advanced Policy Management. 

Provide the communication password 
that was specified during the 
installation of Enterprise 
Management. 

Click the Next button. 

 

 

Review the installation parameters 
and click the Next button. 
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Click the Install button. 

 

After the installation has completed, 
click the Finish button. 

 

The installation may require a reboot 
to load ControlMinder kernel drivers. 

Click the Yes button to reboot now or 
click the No button to manually 
reboot at a later time. 
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Protect The Session Recording Agent 

You may use ControlMinder endpoint software to protect the session recording agent from being 
terminated. 

The policy below creates a resource in the PROCESS class. This will protect all the processes with the 
name starting “rcd” and started form the session recording agent directory from being killed. 

The policy allows only the SYSTEM user (the operating system itself) to kill the processes. 

The other users can only stop the processes with winlogon.exe process. 

Note that in the sample commands shown below, the software is installed on drive C: under Program 
Files.  If another installation location is selected then modify the commands accordingly. 

 

editres PROCESS ("C:\Program Files\ObserveIT\ObserveITAgent\Bin\rcd*.exe") 

defaccess(none) audit(all) owner(nobody); 

 

authorize PROCESS ("C:\Program Files\ObserveIT\ObserveITAgent\Bin\rcd*.exe") xuid('NT 

AUTHORITY\SYSTEM') access(all); 

 

authorize PROCESS ("C:\Program Files\ObserveIT\ObserveITAgent\Bin\rcd*.exe") uid(*) 

access(all) via(pgm(C:\Windows\system32\winlogon.exe)); 

 

This policy can be applied locally on the JB using ControlMinder selang command line interface. 

The policy can also be distributed using ControlMinder user interface through Advanced Policy 
Management.  


