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Disclaimer

Certain information in this presentation may outline CA’s general productdirection. This presentation shall notserve to (i) affect the rights and/or obligations of
CA orits licensees under any existing or future license agreement or services agreementrelatingto any CA software product; or (i1))amend any product
documentation or specificationsfor any CA software product. This presentationis based on currentinformation and resource allocations as of August1, 2017
andis subject to change or withdrawal by CA at any time without notice. The development, release and timing of any features or functionality
described in this presentation remain at CA’'s sole discretion.

Notwithstanding anythingin this presentation to the contrary, upon the general availability of any future CA productrelease referencedinthis presentation, CA
may make suchrelease available to newlicensees inthe form of a regularly scheduled major productrelease. Suchrelease may be made availabletolicensees
of the product who are active subscribersto CA maintenance and support, on 3 when and if-available basis. The information inthis presentation is notdeemedto

be incorporated into any contract.

Copyright © 2017 CA. All rights reserved. All trademarks, trade names, service marks andlogosreferenced herein belongto theirrespective companies.

THIS PRESENTATION IS FOR YOUR INFORMATIONAL PURPOSES ONLY. CA assumes noresponsibility for the accuracy or completeness ofthe
information. TO THE EXTENT PERMITTED BY APPLICABLE LAW, CA PROVIDES THIS DOCUMENT “AS IS™ WITHOUT WARRANTY OF ANY KIND,
INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR
NONINFRINGEMENT. In no event will CA be liable forany loss ordamage, directorindirect, in connection with this presentation, including, without limitation,
lost profits, lostinvestment, business interruption, goodwill, or lost data, even if CA is expressly advisedin advance of the possibility of such damages.

Copyright © 2018 CA. All rights reserved.



Highlights and focus

Make improvements to:

« OPS UX: easier to deploy and maintain

« DEV UX: new and improved policy tools

* Performance: throughput and stability

Copyright © 2018 CA. All rights reserve d. 4



Operational



New Docker container
Flexible, easier to manage container in in CA AP| Gateway 9.3

« Scriptable install & deployment = speedofdeployment
» Upgrade using standard tools = integration with existing CVCD pipeline
= Enable deployment to PaaS environments « useindustry standard tools to deploy, scale & monitor d O C k Q r
= Flexible deployment model = potential broad environment support, single form factor
Capability Appliance Form Factors Container Form Factor
Installation and upgrade Gateway configuration tools, patcher, OS updates, vmware tools DEPLOY
Backup and restore backup/restore scripts, user interaction with 0OS DEPLOY
Appliance configurations NIC expansion, listen ports, firewallrules ENVIRONMENT CONFIG

OPENSHIFT
Database MySQL or Derby included and supported ENVIRONMENT CONFIG

technologes
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Migration enhancements

e M 3 b ath : ml rate ./GatewayMigrationUtility.sh manageMappings -b bundle.xml -t
p y p g service -srcPath /folderA/folderB/testService -targetPath

between environments /folderA/folderB/folderC/fooService -f resultMappings.xml
using service name and

path

® map by URI add|t|0na| ./GatewayMigrationUtility.sh manageMappings -b bundle.xml -t

service -srcRoutingUri /testService —targetRoutingUri /fooService

migration by Service UR| -f resultMappings.xml

Copyright © 2018 CA. All rights reserved. 7



Additional Operational Improvements

3" party product support matrix:
* |IBM MQ8

« MySQL 5.7

« CASSO 12.7

Platform Modernization
e AMI built for HVM
 ESXIi: support for virtual hardware 10,11

Copyright © 2018 CA. All rights reserve d. 3




Developer lools



Productivity enhancements in CA APl Gateway 9.3
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LDAP Write , -

Fi” gap in Gateway LDAP :LDAPCnnnectur:' Tacoma AD E
i n te rope ra bi I ity ON:* uid=${uid},ou=Users,dc=tacoma,dc=com

Changetype:* Modify E
" Attributes and Values:
Attribute Value Add
— supports same LDAP e Sluserpass
providers as Gateway
supports for authentication

Avoid need to use multiple

tools single use case e e

[ |
} MOKEN  Canco

a

ted oty
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CA Single Sign On (SSO) support for JWT

® o Authenticate Against CA Single Sign-On Properties : (Available in SSO 12.8)

CA Single Sign-On Variable Prefix: * <ireminder

Credenials = Gateway authenticate to SSO

Use Last Credentials

O specify Credentals using JW'T token type

Supported Credential Types
Username Password

X.509 Certificate Centificite CN or DN — can be constructed on the
Gateway (from another token
2 Create SSO Token | type) |n pOIICy

Use SSO Token from Context Variable:

— can be passed In from

G Cince requesting application

ted oty
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Additional Functional Extensions

JSON Schema v4

— support for v4 keywords and validation
— errors returned via failure code to policy

Improved JSON Path

— consistent, repeatable results for ordering
— support compression

Copyright © 2018 CA. All rights reserve d.
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Performance




New Circuit Breaker Assertion

Don’'t attempt to do something that you know hasn't been working ...

Problem: an unresponsive or slow backend service can degrade the performance of all services on a Gateway

Solution: fail fast, and don't attempt to do something that you know hasn’'t been working

‘[Wijrap a protected function call in a circuit breaker object, which monitors for failures. Once the failures reach a certain
threshold, the circuit breaker trips, and all further calls to the circuit breaker return with an error, without the protected call being

made at all.”

— Martin Fowler

Improve performance by avoiding unresponsive or slow backend services
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Circuit Breaker
“¥ Require HTTP Basic Credentials Laten Cy based

v &) Apply Circuit Breaker

% Request: Apply XSL Transformation ® aIIOWS the Gateway to

‘é Request: Protect Against SQL Attacks [URL Query String + Body]

& Request: Protect Against Code Injection [URL Path + URL Query String] b6 » -
B i back off” while the slow

€ Route via HTTP to http://server.com System recovers
i S Policy based
e = e * gives administrators

e T = Indication that something is

Custom Event Tracker ID

««  not working right

ted oty
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Improved performance for existing systems

Continue to improve overall performance of Gateway, based
on customer scenarios

* Syslog performance bottlenecks
 MQ Native, JMS throughput improvements

* OS-level changes to improve overall performance

Copyright © 2018 CA. All rights reserve d. 17



Getting to 9.3



Accelerated Upgrade Process

A different way to upgrade the Gateway

pre-9.3 9.3 Gateway

pu oy

startup 9.3 Gateway (keep existing running)

aTn copy data from old Gateway, import info new
—xn

config to upgrade new data on new Gateway

ﬁlb startup new Gateway, shut down old

saves time and effort!

Copyright © 2018 CA. All rights reserved. 19



More Frequent Updates

"Normal” release cycle:

9.3 Gateway Gateway-next

e
_— s TF

Features, enhancements, bug fixes, architectural changes

Customer Resistance:

— Gateway releases can be long (often greater than 6 months)
— Scope of fixes can be widespread, introduce lots of changes

— changes in default behavior, regressions

Copyright © 2018 CA. All rights reserved. 20



More Frequent Updates

Cumulative Releases:

Bugs,
enhancements

9.3 Gateway Gateway-next

1

‘ —.—.—.—> | 7
Larger fixes and architectural changes —l

Benefits:

— Users get higher quality fixes and enhancements to their
Immediate 1ssues faster

— smaller scope == minimal impact on upgrade

Copyright © 2018 CA. All rights reserved. 21



Influencing our roadmap

CustomerValidation

. Submit your ideas on communities.ca.com . Located at validate.ca.com
. Vote & comment on ideas that are important to . Register to participate in:
you

. Live Demos/End-of-Sprint Reviews
«  CAProduct Management reviews ideas and : | |
updates status as they move through the lifecycle . Private Members Only Online Community

. “Currently Planned” idea status indicates . Product alpha and beta functionality validation.
Inclusion in Agile Backlog or Product Roadmap

Copyright © 2018 CA. All rights reserved. 22



Aaron Flint

Senior Principal Product Manager
aaron.flint@ca.com
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Thank You.



