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Pre-requisite: You should have created the APM EEM application using the APM safex scripts available from the
Introscope EM\examples\authentication and have the LDAP server connection details.

NOTE: This scenario is when using EEM application group not a LDAP group, however the process would be the same.

1. Forthis exercise | created 3 LDAP users:
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2. Loginto EEM > APM application using EilamAdmin
3. Configure EEM with LDAP: Go to Configure >EEM Server > Global Users / Global Groups and configure EEM with
LDAP. You need to enter here the LDAP connection details:
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4. Click Manage ldentifies, Click Go, verify that LDAP users have beenloaded in EEM
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5. Click Groups, click the icon to create a “New application Group”, name it “MyCEMUser”
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6. Grant permissions to users.

For “cemul” LDAP user, to be part of everything, we will use this user to validate that policies are working.
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And cemu2 and cem3, to be part to our new custom group:
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At this point, only “cemul” will be able to login to CEM Ul. If cemu2 or cemu3 tries to connect depending on the
Internet Browser they will get either a blank page or a 303 Page Forbidden error message. Here the status when

connecting using cemul
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7. 1 would like to restrict cemu2 and cem3 to only be able to access ECLPS specific Business Application:

Go to EEM Ul, click “Manage Access Policies”

a) Click on “Business Applications”, click on the icon to create a new Policy % , select type="Application Group”, click
search ldentities, click “Search”, move “MyCEMUser” group to the selected identies box.
Add “ECLPS” as a new resource
Set Action="write”
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b) Click on “Business Services” (NOTE: this is a requirement for the Business application to work) ”, click on the icon to

create a new Policy E , select type="Application Group”, click search Identities, click “Search”, move “MyCEMUser”
group to the selected identies box.

Add “ECLPS” as a new resource
Tick all actions
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8. Connect using cemu2.
Results: Only “Administration” tab will be available and only “ECLPS” Business Services and Business application
are available to the user.
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We can extend further the permissions:
c) Allow the users access to the “CEM > Incidents” page:

Go back to EEM > APM application using EiamAdmin
Select “Manage Access Policies”

Click on “Incidents”, click on the icon to create a new Policy , select type="Application Group”, , click
search Identities, click “Search”, move “MyCEMUser” group to the selected identies box.
Leave resources as it is, finally tick “Write” action
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Check the results:

The new CEM tab will be available and still the user will only be able to see “ECLPS” business application.



/= CA Customer Experience Manager - Microsoft Internet Explorer provided by CA = 5[

@?}' I@, http:HIUdvmameDS.:a.cum:SDElp’ww|y,icemp’tEssp’app,l’biz,itranSIaPerfUrmanceRepUrt‘htm\?pAppsId=0&pTranSEtGmupld=D&uT\meframe=Tuday&pUsErGrUupId=D&pLﬂ 4| X

File Edit ‘iew Faworites Tools Help

<7 Favorites | 95 €A CAHomepage G CA Printers €3 CAQMS €2 CASmart €A CA Time €2 CA Travel @ cabet € CANet Partal €1 Corparate Escalation 3 ExpenselT €3 GIS G GIS Deskbop Management @ IS Helpdesk

(& Knowledgs Library Visw-pag... | @ Wily Technology - Enginesrin. . | [2] Labs on Demand (& A Customer Experience... X i v B ¢ ) v Page v Safety v Todk+ @@=

CA Introscope 2 cemu? cemu? (Log Out) @ Help

CEM

Service Level Management | Incident Management

@ Status report showing business services, including success rate observed J SLA, average time observed £ SLA, and Six Sigma related statistics, sorted by success rate observed in ascending order Mare

Transaction SLA | User 5LA | Correlational LA | Transaction Trend | User Trend | Business WValue

Business Application:  Business Service:  User Group Titne Frarme Wiew:

A x [anz [ =] [Today =] [rerormance ~] PDF Email PDF  Save or Schedule Report

rvice SLA Report

SLA Legtus OModerate Status @ Critical Status

Mothing found to display.

Copyright @012 CA Technologies, Inc. All fights resenved About

-

’_ ’_ ,_ ,_ ,_ ,_ |8 Local intranet ,‘;;]_'l RLLR g

c) Extend permissions further to Reports:

Click on “Reports”, click on the icon to create a new Policy , select type="Group”, click search Identities,
click “Search”, move “MyCEMUser” group to the selected identies box.

Leave “Resources” as it is, finally tick “Write” action
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