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Section 1: Initial Steps
A Summary for Those Who Don’t Have Time 


If you don’t have the time to read the entire document, here is a summary:
This document summarizes the client responsibilities needed to be completed for successful CEM deployments. These responsibilities include the following:
1) Assign the correct people to complete each task.
2) Ensure these tasks are completed on time and according to specifications.
3) Create and maintain a roadmap on where the application monitoring is going.
This should include the following:

· Which applications will CEM monitor today? 6 months from now? 1 year? 

· Which metrics will be used to measure application success? (transaction and component specifications).
· What changes in these metrics will determine ongoing application success?  (For example reducing response time by 10% in a 3 month period.)
· Assign a CEM Point of Contact who can set this roadmap and a liaison with application owners, operations, product management, etc. This can be done with existing positions.
4) Having a clear understanding from the start of some key questions (such as who owns CEM) early on, problems later in the engagement will be avoided.
5) Knowing the application (flows, transactions, loads, and gaps) will speed up successful and effective application monitoring.

Do note that the information presented in this document should be seen as a guideline only.
Introduction

There is an art to successfully deploy, maintain, and enhance a CEM infrastructure at a site of any size.  This document shares the information based on the lessons learned from the many productive CEM deployments. Do note that the information presented in this document should be seen as a guideline only. Each project will have their own scope, length, and roles depending on complexity of the project, type of integration employed, number of applications, project resources, number of environments to deploy CEM etc.
Before Deployment: Some Key Questions to Ponder


Even before starting to do the project planning, there are some key questions to answer. 
Answering these questions does the following:
1) Clarifies ownership and other CEM responsibilities. 
2) Sets a clear direction on application monitoring and on measuring application success.
            Resolving these issues early will save headaches later in the project.

      3)   Creates an understanding of application pain points and gaps.
Who Owns CEM?

    This is not always an easy question to answer because what “owns” means is a source of confusion and content. This may include the following:
· Financial (Cost of software, updates, use of professional services, training, etc.)
· System Administration (Software installs and updates)
· Network Administration (CEM connection to network)

· Transaction Recording and Configuration 
· Monitoring (Monitors events, escalates if issues occurs)
· Business Analysis (Analyzing CEM incidents, reviewing SLA compliance and  performance/quality results, Conduct trending analysis)

· Vision (Applications that CEM monitors, Create roadmap)
· Architecture (Capacity planning, infrastructure, scalability. etc)
Here are some questions to ask that may help you determine the answer:

· Who determines which web applications get monitored?

· Who is called if a CEM appliance is unavailable?
· Who owns the applications that CEM monitors?

· Who summarizes and distributes the data from CEM?

· Who oversees when CEM hardware/software upgrades takes place?

Who Supports CEM?

This is somewhat similar to the last question because “support” may have a variety of meanings. This may include the following:
· System Administration (Software installs and updates)

· Transaction Recording and Configuration 

· Monitor (Monitors events, escalates if issues occurs)

· Network Administration (CEM connection to network)

· Creating synthetic transactions (with Wily Transaction Generator)

      Here are some questions to ask that may help you determine the answer:
· Who performs CEM upgrades and migrations?
· Who creates CEM access accounts?
· Who checks CEM logs?
· Who performs CEM backups/restores?

· Who is called if the CEM appliance is unavailable?

· Who creates synthetic transactions?

Where are we going with CEM? (Roadmap)

Successful application monitoring by CEM means:
· The application can accurately and completely be monitored by CEM.
· There is a clear direction of what application success means today, 6 months from   

       now, etc.
· The application pain points are known and documented.
· All candidate applications that could be monitored by CEM are identified.
Crucial to application monitoring success is creating and maintaining a roadmap that shows the following:

· Define the “AS-IS” (current) and “TO-BE” (future/ideal)  application monitoring and CEM

      environments.
· Document the steps it will take to get there.
· Document the reasons why the “TO-BE” environment features are important.

· Include CEM/monitoring hardware/software upgrades 
· Discuss CEM features/customizations that may be added over time (such as custom reporting, evidence collection, event management, SNMP integration)
· Organizational and resource changes needed to monitor/administer CEM over time.

· Monitoring and Escalation workflow changes over time that will impact the CEM and 
       application monitoring infrastructure.

· Standards and industry best practices that need to be complied with.
Here are some questions to ask to may help you create the roadmap:

· Which applications will CEM monitor today? 6 months from now? 1 year?
· What gaps in application monitoring are missing today? Can CEM be customized to meet

       this need through CA/Wily Professional Services or through some other means?
· Are changes to the monitoring and escalating workflow needed? What are the steps 
       needed to implement these changes?
· Are there organizational and resources changes needed that will impact application

       monitoring/CEM?
· What upgrades in the application monitoring/CEM systems are planned in the next 
     number of months?
· What additional features of application monitoring/CEM systems could be enabled/or

      customized by CA Wily Professional services at a later date?
· Are there standard and industry standards that are not currently supported that should be

      considered at a future date?
What are the Application Pain Points?

Each application has one or more “pain points” which CEM/Introscope can be used to diagnose and resolve. Identifying and then resolving pain points will increase application success level and the usefulness of CEM. 

The typical application pain points are the following:

· Slow or Fast Response time
· High or Low Throughput
· User Group-specific issues

· Problems meeting SLA compliance.
· Problems meeting Six Sigma compliance.
Here are some questions to ask to may help you in identifying pain points:
· What application issues do users complain about?
· Are problems more evident during peak times?

· If you have synthetic transactions, are they indicating any application issues?
· If you have Introscope, are they indicating any application issues?
Roles and Responsibilities


Successful CEM deployments typically comprise of multiple roles. These roles may change depending on the size of the company, corporate policies, organizational setup, resources available, number of applications, and number of environments to deploy CEM. (Some other roles such as data center manager, change management coordinator, application developers are not included below.) Note in some cases the roles do not exist but the responsibilities are still performed.
	Role
	Responsibility

	Project Sponsor
	· Coordinates getting project and financial approval.
· Participates in project planning.
· Serves as project champion.
· Serves as primary customer project issue point of resolution.

	Project Manager
	· Manages project day to day activities.
· Provides status and budget updates.
· Manages scope, change control, and acceptance process.

· Manages project start and closeout processes.

· Develops and implements communication plan.
· Reviews and responds to Solution Architecture Specification.

	Application Owner
	· Provides requirements and application knowledge during interviews.
· Provides input to CA Wily requirements gathering questionnaires.
· Participates in CEM application definition process.
· Validates CEM defects and reports.

	Operations
	· Learns operational knowledge from CA Wily Technology staff.

· Performs CEM operational responsibility.
· Monitors CEM appliance.
· Serves as escalation point for application problems.
· Approves CEM appliances location in the data center.

	Security
	· Configures HTTPS for CEM (get and convert keys).
· Reviews security requirements for CEM.
· Approves CEM Appliance deployment from a security perspective.

	CEM Administrator
	· Coordinates pre-deployment steps until completion.
· Learns administration and operations knowledge from CA Wily Technology staff.

· Performs CEM administration and operation responsibilities.

	Systems Administrator
	· Performs system administration tasks associated with CEM. (Such as appliance setup.)

	Network Administrator
	· Provides network infrastructure configuration.
· Attends all meetings where network infrastructure is discussed.

· Answers all network infrastructure questions.

	Database Administrator
	· Provides custom report requirements.
· Runs custom reports.

· Distribute custom reports to appropriate parties.


Section 2: Engagement Overview
Project Phases and Tasks
The following are the major phases for most CEM engagements. The length and presence of these activities are dependent on the offering selected and the engagement requirements.
	Phase
	Tasks

	1. Project Setup and Initiation
	· Gather initial customer requirements.

	2. Architecture & Design
	· Hold kick-off meetings.
· Further gather requirements.

	3. CEM Installation & Hardware Setup
	· Connect CEM to network.
· Verify traffic between Web server and TIM.

	4. CEM Configuration – Part 1
	· Setup CEM administrator’s accounts.
· Configure HTTPS settings.
· Define domain and network settings.

	5. Business Process Definition
	· Define business transactions.
· Record transaction signatures.

	6. CEM Configuration – Part 2
	· Configure user group information.
· Setup canned reports.
· Analyze defect data.

	7. Advanced Topics
	· Setup mail gateways.
· Setup evidence collection and event

Management.

	8. Software Integration
	· Integrate CEM with ITIL software.
· Integrate CEM with Introscope.
· Integrate CEM with other software.

	9. Wrap-Up
	· Review project deliverables.


Phase 1: Project Setup and Initiation
Tasks

· Complete Solution Overview and Order Form.
· Complete SAP NetWeaver Checklist (Quick Start).
· Conduct Pre-Installation Conference Call.
Responsibilities

The following are the responsibilities and typical roles during this phase:
	Responsibility
	Role(s)

	Oversees the project is making appropriate progress.
	Executive Champion (Project Sponsor), Project Manager

	Communicate project overview to various groups.
	Executive Champion (Project Sponsor)

	Manages project day from day responsibilities.


	Project Manager

	Make sure that the tasks are completed according to schedule.


	Project Manager

	Make sure someone check the quality and accuracy of the data included in the forms
	Project Manager

	Make sure that all needed attendees can make the pre-installation conference call.
	Project Manager

	Identify the persons to be interviewed for application definition.


	Application Owner

	Complete CA/Wily Forms
	Application Owner

	Provide input to CA/Wily forms
	Operations, Security, CEM Administrator, Network Administrator, Database Administrator

	Attend conference call
	Operations, Security, CEM Administrator, Network Administrator, Database Administrator

	Make sure the data provided in the forms is meaningful and accurate.
	CEM Administrator


Guidelines
· Build awareness about the CEM Project throughout the company. Set realistic expectations on what CEM can and cannot do.
· Take the time to completely and accurately capture the various CEM requirements.
· Quality and accuracy of information in CEM Forms are important.

· Identifying the right people to provide information for the forms in a timely fashion is crucial for project success.
Phase 2: Architecture & Design

Tasks
· Hold meeting with project sponsor.
· Conduct kick-off session

· Identify Target SAP work streams and landscapes (Quick Start offering)
· Review network infrastructure configuration

· Conducts interviews for selected business processes.

· Review user and user groups

· Determine reporting requirements

· Architect CEM Deployment 

· Identify Education Requirements

· Review POC Migration

· Create Solution Architecture Specification (SAS)

· Review SAS with Client

Responsibilities

These are the client responsibilities during this phase:

	Responsibility
	Role(s)

	Hold Meeting with CEM Staff


	Executive Champion (Project Sponsor)

	Review SAS with Wily staff.
	Executive Champion (Project Sponsor)

	Manages project day from day responsibilities.


	Project Manager

	Make sure that the tasks are completed according to schedule.


	Project Manager

	Schedule Application Definition interviews


	Project Manager



	Conduct Application Definition Questionnaire presentation


	Project Manager

	Conduct Application Definition Questionnaire interviews.


	Application Owner

	Ensure that user and reporting requirements captured.


	Project Manager

	Complete Enterprise Deployment Questionnaire


	Application Owner, Security

	Revise CEM Solution Overview and Order Form


	Application Owner



	Identify SAP workstreams and landscapes


	Application Owner

	Provide user and user groups


	Application Owner

	Complete customs report questionnaire/Provide Reporting Requirements

	Application Owner, Operations, Database Administrator, Reports

	Identify education requirements
	Application Owner, Operations, CEM Administrator

	Review SAS with Wily staff.
	Application Owner, CEM Administrator, Project Manager, System Administrator

	Provide users and user groups
	Operations

	Make sure that forms and requirements provided are accurate and meaningful


	CEM Administrator

	Provide network infrastructure configuration


	Network Administrator

	Attend all meetings where network infrastructure is discussed 
	Network Administrator

	Answer all network infrastructure questions.
	Network Administrator


Guidelines

· Quality and accuracy of information is important.

· Don’t forget to include education requirements.

Phase 3: CEM Installation & Hardware Setup

Tasks

· CEM Installation and Hardware Setup

· Establish communication between TIM and TESS.

· Verify communication between TIM and TESS

· Perform Test and Verification Activities
Responsibilities

These are the client responsibilities during this phase:

	Responsibility
	Role

	Ensure that finance and people resources are available for CEM deployment.
	Executive Champion (Project Sponsor)

	Ensure CEM Appliance is setup.
	Project Manager

	Ensure license is purchased.
	Project Manager

	Communicate progress to Project Sponsor and Application Owners
	Project Manager

	Coordinate CEM setup
	Application Owner



	Assist in CEM appliance setup.
	Operations



	Coordinate CEM setup


	Security, CEM Administrator, System Administrator

	Establish communication between TIM and TESS
	CEM Administrator, Network Administrator

	Verify communication between TIM and TESS

Perform Test and Verification Activities
	CEM Administrator, Network Administrator


Guidelines

· Check CEM and networking guide.

· Make sure SPAN port or TAP is actually capturing all web traffic.

· Make sure that load balancer or proxies are identified.

Phase 4: CEM Configuration – Part 1

Tasks
· Setup Administrators and Operators

· Change CEM Account 

· Define Domain and Network settings

· Configure HTTPS Setup for CEM

Responsibilities

These are the client responsibilities during this phase:

	Responsibility
	Role

	Make sure resources and funding are available for CEM deployment
	Executive Champion (Project Sponsor)

	Ensure CEM appliance is configured.

Communicate progress to application owners
	Project Manager



	Decide CEM Administrators and Operators.
	Application Owner, Operations

	Configure HTTPS for CEM (get and convert keys)
	Security



	Configure CEM Administrators and Operators.
	CEM Administrator

	Change CEM Account
	CEM Administrator

	Define Domain & Network settings
	CEM Administrator

	Configure HTTPS for CEM (get and convert keys)
	Systems Administrator



	Define Domain & Network settings
	Network Administrator


Guidelines
· Get the web server/load balancer private keys converted to PEM format will speed up the implementation process.

Phase 5: Business Process Definition

Tasks
· Define Business Process

· Define Application

· Define Session ID

· Define Business Process

· Record Transaction Signatures

· Promote Transaction Signatures

· Define Business Transactions

· Define Business Transaction Components

· Enable Business Transaction Components

· Perform Verification Tests for all Business Transactions

Responsibilities

These are the client responsibilities during this phase:

	Responsibility
	Role

	Oversees project progress.
	Executive Champion (Project Sponsor)

	Make sure resources and funding are available for CEM deployment
	Executive Champion (Project Sponsor)

	Ensures CEM Application definitions are configured accurately.
	Executive Champion (Project Sponsor)

	Ensures application definitions are cleanly and accurately defined.
	Application Owner



	Provide resources to aid the application definition process (what uniquely identifies a transaction)
	Application Owner

	Provide resources to assist in verification test.
	Application Owner

	Assist in resolving any CEM-related issues.
	Operations, Security, System Administrator, Database Administrator

	Configure and Verify CEM Transaction definitions
	CEM Administrator

	Assist in resolving any CEM-related network issues. (such as recording, TIM and TESS communications)
	Network Administrator




Guidelines
· Make sure that transaction definitions do capture all steps and components.
· Avoid wildcards if needed.

· Knowing the flow of the application will make it easier to define the transaction in CEM.

Phase 6: CEM Configuration – Part 2

Tasks
· Setup User Group Definitions

· Validate User Group Definitions

· Review Transaction Data

· Examine Data and Modify Data for Defects

· Map Defect Settings to Business Requirements

· Canned Reports Setup

Responsibilities

These are the client responsibilities during this phase:

	Responsibility
	Role

	Oversees project progress.
	Executive Champion (Project Sponsor)

	Make sure resources and funding are available for CEM deployment
	Executive Champion (Project Sponsor)

	Ensures user group definitions are completed and correct.
	Project Manager

	Ensures canned reports are setup according to requirements.
	Project Manager

	Reviews defects and change as needed.
	Project Manager

	Sets transaction and component specifications as needed. 
	Project Manager



	Reviews validity of defects and specification settings.
	Application Owner

	Reviews validity of canned reports
	Application Owner

	Work to resolve incidents.

Be notified if critical incidents occur.
	Operations



	Assist in resolving any CEM-related issues. (Such as recording TIM and TESS communications.)
	Security, System Administrator, Network Administrator, Database Administrator


	Checks TESS and TIM logs for errors.
	CEM Administrator

	Checks defects are not backing up.
	CEM Administrator

	Checks user groups/user definitions are correct and complete.
	CEM Administrator


Guidelines
· In CEM 4.0 and higher, user groups can be created based on IP subnet, URL, query parameter, or HTTP parameter.
Phase 7: Advanced Topics

Tasks:

· Create Custom Reports

· Configure Mail Gateway for SMTP and SNMP

· User and User Group Management

· LDAP Integration

· Gather Evidence Collection

· Enable SNMP Integration
Responsibilities

These are the client responsibilities during this phase:

	Responsibility
	Role

	Oversees project progress.
	Executive Champion (Project Sponsor)

	Make sure resources and funding are available for CEM deployment.
	Executive Champion (Project Sponsor)

	Ensures canned reports are complete and correct.
	Project Manager

	Ensures SMTP/SNMP messages are complete and correct.
	Project Manager

	Ensures evidence collection output are complete and correct.
	Project Manager

	Ensures user groups are complete and correct.
	Project Manager



	Reviews validity of canned reports.
	Application Owner

	Reviews validity of SMTP/SNMP messages.
	Application Owner

	Reviews evidence collection output.
	Application Owner

	Reviews validity of user groups.
	Application Owner

	Resolves any mail-related issues.
	Operations

	Resolves any LDAP issues.
	Operations

	Reviews evidence collection output.
	Operations

	Assist in resolving any CEM-related issues
	Security, System Administrator, Network Administrator, Database Administrator

	Checks canned reports are being created and distributed.
	CEM Administrator

	Check LDAP attributes added to CEM.
	CEM Administrator

	Check SMTP/SNMP messages are being sent.
	CEM Administrator

	Ensures the network monitoring systems successfully receives SNMP messages.
	Network Administrator



	Runs custom reports.
	Database Administrator




Guidelines
· Complete the Custom Reports Questionnaire to gather the custom reports requirements.
Phase 8: Software Integration

Tasks
· Integrate CEM  with SiteMinder
· Integrate CEM with Introscope

· Integrate CEM with Service Desk

· Incident Management Software Integration

· Service Level Management Software Integration

· Configuration Management Software Integration
· System Integration
Responsibilities

These are the client responsibilities during this phase:

	Responsibility
	Role

	Oversees project progress.
	Executive Champion (Project Sponsor)

	Make sure resources and funding are available for CEM deployment.
	Executive Champion (Project Sponsor)

	Seamlessly integrate all products with CEM.
	Project Manager, Application Owner



	Integrate with seamlessly with 

SiteMinder, Introscope, and Service 

      Desk, Incident Management, Service 

      Level Management, and Configuration    

      Management.
	Operations, Security, CEM Administrator, Systems Administrator, Network Administrator, Database Administrator




Guidelines
· Make sure that Introscope version is  7.1p8 or higher.

Phase 9: Wrap-Up

Tasks
· Business Process Rollout Review

· Finalize Deliverables

· Conduct Rollout Review Session

Responsibilities

These are the client responsibilities during this phase:

	Responsibility
	Role

	· Communicate project completion.

· Plan future phases.
	Executive Champion (Project Sponsor)

	· Ensure that CEM documentation and knowledge transfer takes place.

· Ensure that the correct people attend the wrap-up and knowledge transfer meetings.
	Project Manager



	· Participate in the wrap-up and knowledge transfer meetings.
	Application Owner, Operations, Security, CEM Administrator, System Administrator, Network Administrator, Database Administrator



	· Ensure that have all skills to perform CEM Administrator Responsibilities
	CEM Administrator


Guidelines

· CEM Administrators should read the administrative responsibilities that are documented in the CEM Administrators Guide.
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