
Enable Secure Sockets Layer (SSL) in Apache Tomcat 
The instructions in this section only apply to implementations that use the Apache Tomcat application server. For other servers, see your vendor‘s documentation. 
SSL (Secure Sockets Layer) is a protocol for transmitting data between nodes. It uses a cryptographic method to protect data from unauthorized access that is based upon two keys: a public key that is known to everyone and a private (secret) key known only to the message recipient. When HTTP is used in conjunction with SSL, it is referred to as "HTTPS". 
When SSL is enabled on the application service, all data moving between client applications (such as a web browser or Open Workbench) are encrypted prior to sending and decrypted before receiving. Without SSL encryption, an authorized entity could read the data and steal sensitive information such as user names and passwords.

How to Create Keystore Files 
For testing purposes, use the private key included with CA Clarity PPM. Before you place your system into production, create a keystore file for your private key and distribute the file to all application servers. 
If you have a keystore file created using a process other than the one outlined here, you can still use the keystore file with CA Clarity PPM. 
Do the following to create a keystore file and distribute it to all application servers: 
1. Generate a public and private key pair. 
2. Obtain a certified certificate. 
3. Import the reply from the certificate authority and replace your self-signed certificate with a chain of certificates. 
4. Distribute the file to all application servers. 

Create Certificate Signing Requests 
For production systems, you should replace the test certificate with a real, certified certificate. To obtain a certified certificate, create a certificate signing request (CSR) and send it to a certificate authority who generates a real certificate that authenticates your public key. 
Use the Java command "keytool" to create the CSR. The required Java parameters are defined in the following procedure. 
Note: For complete information on parameters for this Java command, see the Sun web site. 
To create a CSR 
1. On the CA Clarity application server, open a command prompt, and issue the following command: 

keytool -certreq -keystore /<clarity home>/config/.keystore -keyalg RSA -file CA Clarity PPM.csr 
2. Define the following: 

-certreq 
This option generates a certificate signing request (CSR). 
keystore 
Specifies the path and filename of the keystore file. By default the keystore is named ".keystore" and is located in the <clarity home>/config/ directory.
keyalg 
This specifies algorithm to use when generating the key pair (RSA in this example). 
file 
This is the name (caclarityppm.csr) of the generated certificate request file. 
3. Using your web browser, go to your certificate authority‘s website, and provide the contents of the CSR file you generated using the process specified by your certificate authority. 

Your CSR is provided to you by your certificate authority. 
4. Copy the contents of the new certificate into a file on the CA Clarity application server (for example, caclarityppm.cer). 

Note: Your private key remains unaffected. 
Install Certificate Signing Requests 
Import the reply from the certificate authority and replace your self-signed certificate with a chain of certificates. At the bottom of the chain is the certificate issued by the certificate authority that authenticates your public key. The next certificate in the chain is one that authenticates the certificate authority's public key. 
Use the following procedure to create a keystore file that contains your private key which is paired with the signed certificate from your certificate authority. 
To install the CSR 
1. Open the CA Clarity application server, open a command prompt, and issue the following command: 

keytool -import -keystore /<clarity home>/config/.keystore -keyalg RSA -file CA Clarity PPM.cer -trustcacerts 
Note: You may need to import your certificate authority‘s root intermediate certificate into your keystore file before you import your certificate. For more information, see your certificate authority documentation. 
2. Enter the keystore password and press Enter. 
3. Enter "yes". 

Set the Keystore File Location and Password 
Repeat these steps for each server in the cluster. 
To set or change the location of the keystore file or the keystore password 
1. Log into the CA Clarity System Administration. 

The Overview page appears. 
2. Click the Properties icon for the server you want to change. 

The Server: Properties page appears. 
3. Click the Security tab from the toolbar. 

The security Server: Properties page appears.
Complete the following fields: 
SSL Keystore 
Enter the location of the keystore file. If you leave this field empty, the default value of "<clarity home>/config/.keystore" is used. 
SSL Password 
Enter the keystore password (the default value is "keystore"). 
Confirm Password 
Enter the keystore password again. 
5. Click Save. 

Your changes are saved. 
6. Stop and restart all services: 
a. Select All Services from the Home menu. 

The All Services page appears. 
b. Click the Select All icon to select all services, and click Stop. 

The services are stopped. 
c. Click the Select All icon to select all services, and click Start. 

The services are restarted.





Create Private Keys 
The Java command "keytool" is used to generate a public and private key pair. The required Java parameters are defined in the following procedure. For complete information on parameters for this Java command, see the Sun web site. 
If you have a keystore file created using another process, you can also use the file with CA Clarity PPM. 
To create a private key 
1. Open the CA Clarity application server, open a command prompt, and generate a public and private key pair by issuing the following command: 

keytool -genkey -keystore /<clarity home>/config/.keystore -keyalg RSA -storepass keystore 
2. Define the following: 

-genkey 
This option generates a keystore if one does not already exist. The keystore contains the public and dummy public key.

keystore 
Specifies the path and filename of the keystore file. By default the keystore is named ".keystore" and is located in the /<clarity home>/config/ directory. 
keyalg 
This specifies algorithm to use when generating the key pair (RSA in this example). 
storepass 
The password used to protect the keystore (which must be at least 6 characters). This password is provided to all commands that access the keystore. 
3. When prompted, enter the appropriate information about your organization. 
4. Press Enter when prompted to enter the key password (the key password and the keystore password must be the same). 

The private key is created. 
Enable SSL


Enable SSL for CA Clarity PPM Servers 
Complete this procedure for all servers for which you want to enable SSL. 
To enable SSL for the CA Clarity PPM server 
1. Log in to CA Clarity System Administration. 

The Overview page appears. 
2. Select Servers from the Home menu. 

The Servers page appears. 
3. Select the name of the server you want to configure. 

The Server: Properties page appears. 
4. Click the Application tab on the toolbar. 

The application Server: Properties page appears. 
5. In the Application Instance section that corresponds to the desired server, do the following: 

HTTP Enabled 
Clear the check box. 
HTTPS Enabled 
Select the check box. 
HTTPS Port 
Enter the port to use for the HTTPS traffic


HTTPS Entry URL 
Enter the HTTPS URL (including the port). 
Example: 
https://clarity.mycompany.com:8443 
6. Click Save. 

Your changes are saved. 
7. Stop and restart the application services: 

a. Select All Services from the Home menu. 

The All Services page appears. 
b. Select each service you want to stop, and click Stop. 

The services are stopped. 
c. Select each service you want to restart, and click Start. 

The services are restarted. 
Enable SSL for Password-protected Pages 
You can enable SSL for only those pages that contain user passwords. With this configuration, users are automatically redirected between secure and insecure pages in the application. This is done by enabling HTTP and HTTPS at the same time. 
With this configuration, both ports on the UNIX operating systems must be greater than 1024. 
To enable SSL for password-protected pages 
1. Log in to CA Clarity System Administration. 

The Overview page appears. 
2. Click Servers from the Home menu. 

The Servers page appears. 
3. Click the Properties icon for the server that you want to configure. 

The Server: Properties page appears. 
4. Click the Application tab on the toolbar. 

The application Server: Properties page appears. 
5. In the Application Instance section that corresponds to the desired server, complete the following fields: 

HTTP Enabled 
Select the check box.
HTTPS Enabled 
Select the check box. 
HTTPS Port 
Enter the port to use for HTTPS traffic. 
Important! For UNIX, the HTTP and HTTPS port numbers must be greater than 1024. 
HTTP Entry URL 
Enter the HTTP URL (including port) 
Example: 
http://clarity.mycompany.com:8080 
HTTPS Entry URL 
Enter the HTTPS URL (including port). 
Example: 
https://clarity.mycompany.com:8443 
6. Configure additional servers as needed. 

7. Stop and restart each application service: 
a. Click the Services tab. 

The Server: Services page appears. 
b. Select each service you want to stop, and click Stop. 

The services are stopped. 
c. Select each service you want to restart, and click Start. 

The services are restarted.

Configure CA Clarity PPM to Work with SSL Off-loaders 
When SSL is enabled on the application service, data moving between client applications are encrypted prior to sending and decrypted before receiving. This encryption can cause slower performance. 
If an external SSL off-loader such as a load balancer or a reverse proxy is used, the SSL off-loader encrypts HTTP traffic for CA Clarity PPM and communicates with the client using HTTPS. This setup can provide performance improvement but requires some configuration in both the off-loader device and in CA Clarity PPM. 
If you use an SSL off-loader, make sure that the device has a URL rewriting function and that the function is enabled. 
To configure CA Clarity PPM to work with an SSL off-loader 
1. Log into CA Clarity System Administration. 

The Overview page appears. 
2. Click Servers from the Home menu. 

The Servers page appears. 
3. Click the Properties icon for the server that you want to configure. 

The Server: Properties page appears. 
4. Click the Application tab on the toolbar. 

The application Server: Properties page appears. 
5. For each application instance other than the CA Clarity application server instance, complete the following settings: 

HTTP Enabled 
Indicates that HTTP will be used to communicate. Select the check box. 
HTTP Entry URL 
Indicates the URL to use for traffic between CA Clarity PPM and a client. When using an SSL off-loader, the off-loader becomes the front end to CA Clarity PPM similar to the way a load balancer is the front end in a multiple-server environment. Because the SSL off-loader URL is secure, enter an HTTPS URL in this field using the following format: https://<hostname>:CA Portal. 
HTTPS Enabled 
This check box does not apply when you are using an SSL off-loader. Clear this check box. 


6. Click Save. 


