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Step 1: Download and install EEM: APM_EEM_9060.zip

Etn Embedded Entitlements Manager - InstallShield Wizard

~

Extracting Files .
The contents of this package are being extracted,
y e

Please wait while the Installshield Wizard extracts the files needed boinstall Ca
Embedded Entitlements Manager on wour computer. This may take a Fews moments,

Reading contents of package. ..

|

InstallEhield

< Back Mexk = Cancel



mailto:Morse06@ca.com

CA Embedded Entitlements Manager |

Welcome to the InstallShield Wizard for CA

G Embedded Entitlement: Manager

The InstallShield wizard will install Cé Embedded Entitlementz
tanager on your computer. To continue, click Mesxt.

Cancel |

< Back |

CA Embedded Entitlements Manager Ed |
Licenze Agreement
IMPORTANT - PLEASE READ CAREFULLY! .

THIS PRODUCT MAY COMTAIM SOFTWARE PROVIDED BY THIRD PARTIES WHO REQUIRE AGREEMEMNT TO
ADDITIONAL TERMS AND COMDITIONS PRIOR TO INSTALLATION OF THIS PRODUCT. THESE ADDITIOMAL TERMS
&RE PRESEMTED BELOYW AFTER THE Ca EMD USER LICEMSE AGREEMEMT.

Contributor has been advized of the pozzibility of such damages. ;I

9. Accepting ‘W aranty or Additional Liability, *while redistributing

the ‘whork ar Derivative Works thereof, vou may choose o offer, and
charge a fee for, acceptance of suppart, warranty, indemity, ar

ather liability obligations and/or rights consistent with thiz License.
Howewver, in accepting such obligations, ¥au may act anly an ¥aur o
behalf and on vour zole rezponzibility, not on behalf of any other
Cantributar, and anly if ¥'ou agree to indemnify, defend, and haold each
Contributor harmless for ary liability incured by, or claims asserted
againzt, such Contributor by reason of your accepting any such warranty
or additional liability.

EMD OF TERMS &WD COMNDITIONS j

Do wou accept all the terms of the preceding licenze agreements? Ta install CA Embedded E nhitlerments Manager, vou must
read and accept the license agreements prezented above.  Yiou must scroll to the bottorn of the window before you will be

able to accept the agreements.

ccept the terms in the license agreements

i+ {3
™ | do not accept the terms in the licenze agreements.
¢ Back | Mest » I Cancel




CA Embedded Entitlements Manager |

Choose Destination Location

Select folder where Setup will install files. m

Setup will install Ca Embedded Entitlementz M anager in the following folder.

To inztall ko this folder, click Mest. Toinstall to a different folder, click Browse and select
another falder.

A ACaASharedComponentshEmbedded LAk Browse... |

|' D estination Faolder

|mztallShield

< Back ” MHewt > I Cancel |

Enter the EiamAdmin password=@dmin123
CA Embedded Entitlements Manager |
Install iz now setting up the CA Embedded Entitlements

Manager. m

Pleaze zpecify the Eiam Admin passwaord

Eiamddmin pazswond: [
Confirm paszword: [ve]
[rstallShigld

< Back || Mewxt = I Cancel




CA Embedded Entitlements Manager

Choose Java Home

Select folder where Java iz installed. m

Fleaze enter the location of the Java Home. You may tupe a folder name or click the
Browse button to locate Java Home.

II::"-.P'ngram Filezh)avahjdkl.6.0_12

Browse. .. I

IrtallS hield

Shlp | < Eack | ,HEHt> ......... ._| I:ar":e' |
CA Embedded Entitlements Manager |

CA Embedded Entitlements Manager Installation
G Complete

Setup haz finizhed instaling C& Embedded Entitlements
Manager on wour computer.

Cancel

% Back | {

Step 2: Registering APM applications in CA EEM, page 75
Use an administrator account
Add C:\Program Files\CA\SharedComponents\iTechnology to your PATH environment variable.

Run the following command:
safex.exe -h localhost -u EiamAdmin -p @dmin123 -f
C:\Introscope9.0.6.0\examples\authentication\eem.register.app.xml



#%10.130.113.86 - Remote Desktop

Eile  Edit  Wier

w  Fgvaotites  Tools  Help

@Back - ) - T | search |F[T,-Folders |1 @ X 9 H

Address IE] CiIntroscope?, 0.6, Mexamplesiauthentication

Folders

X

=5 Introscope9.0.6.0

=]
{23 bin

BT cem

B3 config

BT data

{7 deploy

B docs

) examples

-3 authentication

[H-{[5) datahase

{5 installer

[#-{) MOMonitorForwebsphe
[#-{.7) PowerPackForOracleDs
[#-{) PowerPackForsharePair
=) PowerPackForsiteMinde
[H-{5) PowerPackForWas _Dist
[E
£
£
£
£

H-{C5) PowerPackForieblogici—
-5 PowerPackForteblogic
£-{.5) PowerPackFortebSer
#-{7) PowerPackForwebsphe
+-{C7) PowerPackFarwebsphe
El Scripts

-0 SMMPCallectarFarSitemi
H-{C5) SOAExtensionForOSE
H-{.5) SOAExtensionForTibcoE
H-{.5) SOAExtensionForTibcoE
F-{7) SOAExkensionForebi
1-{07) SOAExtensionFortyebM
H-{C5) SOAExtensionFortyPSal
H-{C SO&PerformanceManag
H-{C53 SPMonitarForSharePoinl

5 ext
{7 Flatfiles

<

]-C5) SYSYIEW
-
| »

Mame <

eem, remave ,glol
Eem, unregisker ¢
realms.eem. xml

A

e

1= realms.ldap.xml
Edapm.piz

|Tyne: ¥ML Docurnent Date Modified: 172011 3:25 AM Size: 10.5 KB

# Startl | @

-]

C:z“\Introscope? 6 .Bvexamplessauthentication>zafex.exe —h localhost —u Eianﬂdmin!
—p Bdmini23 :xIntroscope? . B.6 _Bvexamplessauthenticationseem_register.app.xn
Setting back end to "localhost™

Setting locale to “en_us"

Detected EEM Server on host:

[localhost]

MOK: Successfully Authenticated

‘OK: action[Register] performed on ApplicationInstance name[APM] with label[APM]
0K: action[Detachl] from ApplicationInstance lahell]

0K: action[Attachl] with ApplicationInstance lahellAPM]

OK: action[Add]
OK: action[Add]
OK: action[Add]
OK: action[Add]
0K: action[Add]
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OK: action[Add]
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action[fdd]
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Settings capture comprehensiv
0K: action[Add] performed on object[Policyl namel-Policies~System Administrative

Settings writel

OK: actionlAdd]
OK: actionlAdd]
0K: actionlAddl

sensitive datal

OK: action[Add]
1

OK: actionlAddl
and writel

OK: actionlAddl
permissions ]
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writel
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ohject [Folder] na
ohject [UserGroupl
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ohject[UserGroupl
object [UserGroupl

obhject [UserGroupl
object [UserGroupl
object[User] name
object[User] name
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object[User] name
ohject[User] name
object [Folicyl na
object [Policyl na
object[Policy]l nai
object[Policy]l nal
object[Policy]l nal
object[Policy]l nal
object[Policy]l na
object[Policy]l nai
e defect details

ohject[Folicyl

name [+Policies-Report

me [-APM]
name [-Adnin ]
name [-Guest ]
name [#CEM System Administrator]
name [#CEM Configuration Administel

name [#CEM Analyst]
name [-GEM Inciden
[-APM guest ]
L[-APN cemadmin ]
[-APH-admnin]
[/APM-cenconfigadmin]
[7APM cenanalyst]
[APH-cemincanalyst]
me [/Policies-Domain Admin]
me [-Pol es/Domain Guest]
me [/Policies/8erver Adminl
me [+Policies/WebhService allowl
me [#Policies/UserGroup writel
me [#Policies/System Security Setti

Analyst]

me [#Policies/System Configuration

me [#Policies/System Configuration

itel

ohject[Folicyl
ohject[Folicyl

object[Policyl
object[Policyl
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object[Policyl

0K: action[Detachl] from Applicationlnstance

ohjects

Added[311

name[~PoliciessIncident
name[~Policies/Business

name [#Policies/Business
name [#Policies/Business
name [#Policies/Business

name [#Policies-Business

writel
Service

Service
Service
Service

Application

name [#Policies/Access Policy all pep

lahe1[APH]

Modified[B1
Removed[B1
Skipped[@1

ohjects
ohjects
ohjects
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Step 3: Verify application.

[T 1154 am

Connect to the EEM Ul: http://<EEM HostName>:5250/spin/eiam/eiam.csp

ation:

- Marne:

G

Copyright @ 2010 CaA, All rights reserved,

Application
User Name

= ‘APM’

Password = @dmin123

= ‘EilamAdmin’



Click the Manage Access Policies Tab. You will have the default APM policy listed on the left

€. CA Embedded Entitlements Manager

Backend: localhost Application: APM Welcome: EiamAdmin {Log Qut)

Home l Manage Identities l Manage Access Policies l Manage Reports l Configure

T Policies P Calendars F Permission Check

Search Policies E
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¥ Show policies matching narme

Narne: |

[T Show policies matching identity

[T show policies matching resource

= hccess Policies -
i Access Palicy

L Business Application

= Business Service

= Dorain

= Incident

=¥ Feport

= Server

= Svstern Administrative Settings
= Svystem Configuration Settings
= Svystem Security Settings

= lserGroun LI

TS lh{w_h e e

Step 4: Configure EEM with LDAP.
NOTE: For configuring EEM to any external LDAP login as EilamAdmin

Go to Configure > Global Users/ Global Groups
Select “Reference from an external directory”

NOTE: Contact your LDAP administrator to obtain the Base DN and the User DN information.

The below screenshot showing EEM being configured successfully with External LDAP.
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File Edit Wiew Favorites Tools  Help ‘ ?
QBack = ) - [=] [2] .fb | ) Search < Favorites 42 | ehd e
Address I@ https: fflocalhost: 5250/ spin/eiamfifr_eiam.csp j Go ‘ Links **

(2. CA Embedded Entitternents Manager

Backend: localhost Application: APM Welcome: EiamAdmin

Home I Manage Identities l Manage Access Policies l Manage Reports ] Configure Help | Abo

b Applications » Folders F Session ¥ EEM Server

EEM Server EEM Server Configuration
Global Users / Global Groups

EiarnAdrnin Password

Password Policies

Cached Events

Configure SAF Location " Stare in internal datastore
Export Application & Reference from an external directory
PassTicket Canfiguration " Reference from C# SiteMinder

Artifact Authentication 4 Type: IMlcrnsnft Active Directory ;I

Host: |sanrellac Port: ISBQ

Base DN: |DC=sanreUlacU,DC=ca,DC=com

User DN: ICN=Admin\stratur,CN=Users,DC=sanreDlacUJDC=ca,DC=cUm

Confirm Password: I

I use Transport Layer Security (TLS) ™ Include Unmapped attributes
™ cache Global Users Cache update time: |1440 (minutes)

Password:

¥ Retrieve Exchange Groups as Global User Groups

Statusr A - LE 0 e 0 o3 _l_l
< |

a ’_ ’_ ’_’_E g Local intranet
ﬁﬁtart J @ & J 1.2 Window, ., v| B 2 window... ~| 3 Introscope ... | ¥ Introscope ... | 4] comnect to ... | @ CA Embed... J J J J IE B155 AM




Step 5: Add the users from the LDAP (here the LDAP is Microsoft Active Directory) to the Application Specific Groups
that were created while registering the APM application —in step 2 above.

a) Go to Manage ldentities Tab > Users
Select the users individually that are required to be part of the application group, for example “ad01”

NOTE: Make sure that you are logged in as “EiamAdmin” into the application “APM” while performing the below step.
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CA. CA Embedded Entitlements Manager

Backend: localhost Application: APM Welcome: EiamAdmin {Log Out) Updated: W

Home Manage Identities ] Manage Access Policies ] Manage Reports I Configure Help | Abo

v Users P Groups

Search Users E3| User

& Global Users

attribute: [User Mame = Folder: /Users

Operatur:m Name: adoi

vass [
™ Application User Details [ Add Application User Details ]

™ show empty folders
[ Glohal User Details

Users

4 General
= ZUsers =
= arphanad Users First Name: ad0l Middle Name: Last Name:
= AaPM Display Name: adol
Iﬂguast
=3 Users Alias: Address:
el Job Title:
%Admlnlstratnr Company:
CM=Microsoft B
Corporation,L=Redmond,S=Washington,C=11% Department: City:
Bucs Office: State:
Internet Guest Account [ Work Phone: Postal Code:
krbtat Fax: Country:
&L aunch 118 Process Accouni_lﬂ Mobile: Mail stop:
'I L Home phone: Email address:
J Description: -
4| | B
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b) Click onthe “Add Application User Details” button.
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Backend: localhost Application: APM Welcome: EiamAdmin {Log Out)

Updated:
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T Users ) Groups

Search Users F User
& Global Users
Attribute: | User Mame | Folder: /users
Name: 3401
Operator:ILIKE vl 2
Value: I [~ LPM
" Application User Details
7 shaow empty folders
Attributes
Users .
= Users -
E" [ Orphansd Ussrs i Application Group Membership
= EM Available User Groups Selected User Groups
guest -
= Admin $
& \sers CEM Analyst
adUl. . CEM Configuration Administrator %
%ndmlnlstrator CEM Incident Analyst
CM=Micrasoft CEM System Administrator
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%Internet Guest Account | ‘ﬁ
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c) Select the Groups the user should be belonging to: for example | selected all groups
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CA. CA Embedded Entitlements Manager

Backend: localhost Application: APM Welcome:
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Help | abo
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Search Users E3l User
* Global Users
attribute: [User Mame = Folder: /lisers
Name:
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Users P
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EM Available User Groups Selected User Groups
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d) Save this information, click on the “Save” button.
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=
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e) Collapse the “User Details” and “Global User Details” section:
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j CA Embedded Entitlernents Manager - Microsoft Internet Explorer
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Search Users F User

& Global Users

attribute: [User Marne | Folder: /Users

Mame:
Operator:ILIKE vl adol
value: I— [x “APM" : User Details

" Application User Details

™ Show empty folders F Global User Details
- .
Users [~ Extended User Group Membership

4
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You can confirm that the user now belong to the appropriate groups
Step 6: Configure Introscope Enterprise Manger to connect to EEM
Stop the Enterprise Manger if it is running.

Locate the example file
<EnterpriseManagerHome>\examples\authentication\realms.eem.xml

Edit the realms.eem.xml file with a text editor and enter the correct password



#'%10.130.113.86 - Remote Desktop -8 x|

examples’ authentication’realms.eem.xml * HEER

il Edit Search Wew Tools Macros Configure  Window  Help
NEHBsRE e =E ey 4R T H| e .

realms.eem.xml * | - X

<txm]l version="1 0" encoding="UTF-8" =tandalone="yes"7:
<realms ®Zmln=s z=i="http: - swuw.w3 org-2001-¥HISchema-instance" version="0.1" ==1i noNanespaceSchemalocation="realm=0.1. ==d":
¢realm descriptor="EEH Realm" id="EEH" active="trus":

-

¢l—— Set the hostname of the EEM server ——:
¢l— Thi= property is optional —»
¢l—— Default is localhost ——»

¢property name="host":»
<valuerlocalhost< value>

{Sproperty s

¢l— Set the name of the EEM application to attach to —3»

¢l—— Thi=s property is required unless the "enableiuthorization" property is false ——:>
¢l-— and the usersz and groups are global ——>

¢property name="appname" >
<valuerAPH< value>

{Sproperty

¢l—— Set the user name to connect to the EEM server —>
¢l-— Thi=z property i=z optional ——>

¢l—— Default iz Eiamddmin ——>

<property namne="usernames" >
<valusrEianddnind valus>

{Sproperty

¢l—— Set to true if the passvord is plain text ——3

¢l—— If plainTeztPasswords iz s=et to true, the Enterprise Manager overwrites this file, ——3
¢l—— encrypting the password and setting plainTexztPasswords to false —:>

¢l—— Thi= property is required —»

¢property namnse="plainTexztPassvords":
<valuertrus</values

<sproperty:
¢l—— Set the password to connect to the EEM server —:>
¢l—— Thi= property is required —»
{property nane="password":
¥on e - EEEETNRR < o e
<sproperty:
¢l—— Enable authorization in the EEM server ——»
¢l— If ==t to fal=se. the EEH server is used for authentication only —»
¢l—— Thi=s property 1s optional —»
¢l=—— Default is trus ——»

¢property name="enablehuthorization':>
<valusrtrus<-valus>
{Sproperty s

</realm: -
Jilfva =21m= LlJ
lﬁytes selected ‘ 36 | 20 Read W 'M ISVT ’E m
Bistart| | (2 @ | 5 Ciintroscopes.0.6.01... | B8 <iwinbows\system. ., | £ ch Embecded Entitem. ., |[BD Textpad - ChvIntros... | | B |[DEEE zoeem

In case the EEM installation is on a different machine than the Introscope EM, also edit the <host> property above.

<property name="host">
<value>LODVMEEMSERVER.ca.com</value>
</property>

Copy the realms.eem.xml file to the <Enterprise ManagerHo me>\config directory.
Rename the existing realms.xml to realms.xml.backup
Rename the realms.eem.xml to realms.xml

Restart Enterprise Manager

Step 7: Launch the Introscope Workstation Webstart by connecting to:
http://<Introscope EM hostname>:8081/workstation

Provide the credentials of the LDAP user who is part of the application group.
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CA Wily Introscope’

CA WMLy Introscopel® YWersion 9.0.6.0
Copyright (20 2011 CA
Al Rights Feserved.
Releaze 9.0 6.0 (Build 112542

Select a host and port for your
Introscope Enterprise Manager
cohnection:

Hast:|LODAPM2K3X32ALAD ca.com | |

Port: |5|:u:|1 | -

User Marme: |adI:I1 |v|

PESSWDr’d:|-IIIl|||-II |

IQ:unneu:tI | Set Defaults | | Exit |
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ICopyrlgh‘t () 2011 CA. Al Rights Reserved.
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Connection successful

In the EM_HOME\logs\IntroscopeEnterpriseManager.log:

2/16/11 07:12:43.251 AM EST [INFO] [btpool0-4] [Manager.EemRealm] "EEM" realm attached to application "APM" in EEM server at "localhost"
using external directory

Successive logins will have the following in the EM Log:

2/16/11 07:42:30.517 AM EST [INFO] [PO:main Mailman 3] [Manager] User "ad01" logged in successfully from host "No de=Workstation_11,
Address=LODAPM2K3X32WLAO.ca.com/10.130.113.86:3216, Type=socket"

Note: The hostname would differ as per your configuration in the EM log.

For more information refer to the wyapm security guide




