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March 23, 2016
To:  CA Single Sign-On (formerly named CA SiteMinder®) Customers
From:  The CA Single Sign-On Product Team
Subject:  Intended Future Public Security Vulnerability Announcement
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Attention CA Single Sign-On (formerly SiteMinder) customers, as stated in the proactive notification sent on March 22, 2016, CA published a new security notice on March 23, 2016 that addresses a high-risk vulnerability with CA Single Sign-On Agents. The CVE identifiers are CVE-2015-6853 and CVE-2015-6854. See the security notice below for further information.

CA20160323-01 Security Notice for Single Sign-On Web Agents
http://www.ca.com/us/support/ca-support-online/product-content/news/vulnerability-alerts/vulnerability-alerts---view-all.aspx

A parallel notice, from Bishop Fox, is published here:
http://www.bishopfox.com/news/2016/03/ca-single-sign-on-unspecified-high-risk-vulnerability/ 

The affected and unaffected Single Sign-On Agent releases are below:
	Web Agents
	Affected Agents
	Unaffected Agents

	CA Single Sign-On (formerly SiteMinder) Web Agents (Except Domino Web Agents)
	· R6
· R12 SP3 CR12 and prior
· R12 SP3J CR1.1 and prior
· R12.5 CR4 and prior

	
· R12 SP3 CR13 and later
· R12 SP3J CR1.2 
· R12.5 CR5 and later
· R12.51
· R12.52

	CA Single Sign-On (formerly SiteMinder) Domino web agent
	· R6
· R12 SP3 CR12 and prior
· R12 SP3J CR1.1 and prior
· R12.5 CR4 and prior
· R12.51 CR3 and prior
· R12.52 SP1 CR2 and prior
	
· R12 SP3 CR13 and later
· R12 SP3J CR1.2
· R12.5 CR5 and later
· R12.51 CR4 and later
· R12.52 SP1 CR3 and later
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