Download or Log Levels

DIAGNOSTIC LOGS:
go to Configuration  Diagnostics/Diagnostics Logs  Download page
· Tomcat Logs – 
· Click View recent entries to open a dialog showing recent unfiltered log entries.
· [bookmark: _GoBack]Click Download to save the "catalina.out" log file for this appliance 

This will show all entries for Credential Management related actions (ie Password rotation, end-node automated login actions

· CA PAM as SAML RP Log Level - This option should be used with the aid of CA PAM Support Team Member.

These log shows recent RP entries about user login

· SAML IdP Log Level - This option should be used with the aid of CA PAM Support Team Member. 

These log shows recent IdP entries about user login

· System Log Configuration File – This option should be used with the aid of CA PAM Support Team Member, file is encrypted.
· “choose file” button to allow access to add code to specify which logs to retrieve
· “Download” button to be used with the aid of CA PAM Support Team Member. If Support asks for System Log Files, use the button in this panel to download them. 

All core actions are being collected
The session logs are NOT included in the system logs
The tomcat logs are included in the system logs, as are the SAML RP and IdP, and the SPFD logs.

· SPFD Logs -  captures logs of the service provider daemon for this appliance

· CA Remote Engineer Zip File - captures log files, configuration files, and other information about your appliance

· Analytics Logs (Thread Analytics Logs) – Not applicable unless you have deployed Thread Analytics.


go to Configuration  Diagnostics/Performance Graphs page
· Performance Graphs – CA PAM activity can be graphed for the following dimensions by clicking Turn graphing on. Graphics take about twenty minutes or so to be displayed.
Shows:
· CPU Utilization
· Outgoing Network Activity DD/MM/YYYY
· Incoming Network Activity DD/MM/YYYY

go to Configuration  Diagnostics/System  Download page
· System Diagnostic – 
The System Diagnostic tool gathers information on specified CA PAM file versions. The tool provides a listing of filenames, showing the dates they were modified and their file versions. 

To run the system diagnostic, follow these steps:
1. Obtain a configuration file from CA Technologies Support.
2. Save the file in a location accessible to the CA Privileged Access Manager appliance.
3. Click Choose File to access the “configuration" file.
4. Click Run System Diagnostic.
5. Follow any further instructions from CA Technologies Support.

· System Monitor – 

The System Monitor tool provides encrypted output of system diagnostics information.

DIAGNOSTIC LOG LEVELS:
go to Configuration  Diagnostics/Diagnostics Logs  Log Levels page
· Tomcat Log Level – Default is “Warning”, change to ”Info” for more detailed credential management logs for password view/verify/update, and so on. Do this only temporarily while investigating a problem. On a busy PAM instance the log rate can be quite high at just “Info” mode. A higher log level is rarely needed/useful.
· SAML RP Log Level – Normal (default)/Verbose
· SAML IdP Log Level – Normal (default)/Verbose
· Web Services Log Level – This controls Web Service logs written to a file that is not available for individual download and only included in the system log files. Only set to Debug while looking into a problem that can be reproduced easily. Set back to Warning or Error once done. Collect the system logs afterwards for review by support. The debug logging is very intensive and will impact performance and disk usage while set.

· LDAP Sync Log Level – This panel is to be used with the aid of CA PAM Support Team Member. Otherwise, the Current Log Level should always be set to "Normal".

· Applet Log Level – This panel is to be used to increase log entries on the client side when applets are used, such as the SSH or RDP access methods. The entries go into logs.log in the PAM client install folder or the Java console log for a browser session.

· Applet Debugging – [RP: don’t know of any use for this, can’t find any code that would use it]

go to Configuration  Diagnostics/Diagnostics Logs  System -> Modes page
· AACTRL Debug Mode – Increases logging for cluster-related messages, part of the system log files. Use this mode only with the aid of CA Support.
· Maintenance Mode – blocks non-Admin users from logging in to device
· Cluster Tuning Mode – Cluster Tuning Mode allows you to alter default settings for a cluster, such as the frequency of replication. If enabled, the settings are found on the Cluster Tuning tab of the Clustering Configuration page. Certain of those settings should only be changed in consultation with CA Support. See Set Up a Cluster for more information about clustering, and Cluster Tuning for specifics about these settings.
· Remote CA PAM Debugging Services – allows CA Support access to SSH to this appliance for troubleshooting once a debug patch is installed
· Prod – (ALWAYS off unless needed)
· DEV – (recommended to stay ON)
· if problem happens can you get to appliance
· at least turn on before any Patch/Upgrade


go to Configuration  Clustering  View Cluster Logs
· Cluster Log – This is to be used for Cluster Traffic logs

go to Credentials  Manage Targets/Proxies  <Proxy Client>  Get Logs
· Proxy Log – this is to be used for Proxy interaction diagnostics

go to Credentials  Manage A2A/Clients  <A2A Client>  Get Logs
· A2A log – this is to be used for A2A connection on the A2A device

LOG SETTINGS:
go to Configuration  Logs/Automatic Log Purge page
Use the automatic log purge feature to schedule the ongoing emailing and purging of session logs. All session log messages are purged at the scheduled time.

go to Configuration  Logs/External Log Server page
		enter appropriate values for access to post session logs to an external MySQL database
· Receives -> Session logs
		
go to Configuration  Logs/Manual Log Purge  Manual Log Purge page 
Save to file - The session log entries are saved to a file, up to and including the specified date.
		Purge - The session log is purged, up to and including the specified date 
		Purge All – ALL session logs entries are purged
· Only the Session logs are purged

go to Configuration  Logs/Session Recording page
		enter appropriate values to save Recording to external source

go to Configuration  Logs/Syslog page
		enter appropriate values to post session logs to external source
· Splunk Receives all Syslog entries


