TECH TIP:  PAM/Citrix Integration
Overview
There are two ways that you may wish to integrate PAM and Citrix.  First, you may want to install the PAM Client in Citrix, and use it to connect to PAM.  Second, you may wish to configure PAM to connect to Citrix Xenapp, in order to launch the programs that have been published there.  This document will demonstrate both of these options.

Install the PAM Client
There are a couple of servers that make up the Citrix environment.  The PAM Client, and any application you wish to run from Citrix, must be installed on the Xenapp server.  Login to this server using RDP and install the PAM Client, by downloading it from PAM and installing it as you would on any other Windows server.  It can be in any folder.  You just have to make sure that the users who will be running the PAM Client have full access to the folder where it is installed.  This is necessary, because the PAM Client checks for updates each time it runs.



Publish the PaM Client 
In order for a program to be run from Citrix you must publish it from Citrix Studio.  This program is found on the Delivery Control server.  Login to this server, using RDP, and run Citrix Studio.  Add the PAM Client as an application.  Once you  have done this you will be able to see, and run, the PAM Client from Citrix.
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Launch PAM Client
After publishing the PAM Client in Citrix Studio, login to the Citrix Storefront.  Make a browser connection to the Delivery Control server, using a url similar to this:  https://<your ip or fqdn>/Citrix/StoreWeb/.  Login and go to the Apps page.  You should see the PAM Client.  Click the icon to launch it.

Domain Credentials
In the test environment, the corporate network credentials were used.  In your deployment you may choose to do something different.  However you configure your Citrix environment those users who will be launching the PAM client will require permissions that allow them write access to the PAM Client folder.

Accessing Citrix from PAM
[bookmark: _GoBack]Connecting to Citrix from PAM is very straightforward.  For the Delivery Control and Xenapp servers you just need to create devices and select the RDP Access method for both.  To connect to the Storefront you will need a TCP service for the Citrix/StoreWeb.  Add this service to the Delivery Control device add create the appropriate Policies for both devices.  Your access page will then look something like what is shown here.
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