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[bookmark: _Toc476729735]1 - Ldap/AD - UIM security setup

The UIM LDAP & Active Directory interface can sometimes be tricky to customize correctly, and in some cases, result in the UMP being not accessible for a period.  

The risk exists that during setup we point to a wrong branch or OU in the LDAP directory.  Thus, the hub will receive too much groups to evaluate during each Ldap refresh interval (hard coded 15 minutes’ interval) and in the worst case you could receive timeout messages (in hub.log) with as result that no Ldap user can logon anymore in that interval.

You can check very quickly if your setup parameters are defined correctly.  Follow the LDP.EXE test in the next chapter/section.  

Note: for this "timeout message" problem we recommend that you have always some emergency users defined in UIM Security.  In case of Ldap interface failures your operations staff can still logon into UMP to follow up the console.
Note: even if your quick test is ok, verify section hub.cfg for some important parameters that you could change the defaults.



[bookmark: _Toc476729736]1.1 Verify your setup

You can check if your setup is correct:

· launch Microsoft utility LDP.EXE

[image: ]

Initially the screen is empty on both sides.  First you need a connection to your ldap server:

[image: ]

· Select: Connection - Connect

[image: ]

And enter your Active Directory server. You will see logging information in the right portion of the GUI.





· Select: Connection - Bind

[image: ]

Here you enter your Active Directory login information.

· Select: View - Tree

[image: ]


In the tree fields, you can already enter the "Group Container" value that you entered in the Hub - Settings - LDAP configuration:

Or you can take the value also from the hub.cfg file parameter "base=".

[image: ]

As a result it will show you the results of this query in a tree view:

[image: ]

In this example, we customized our "baseDN" in such way that we only return 2 groups.  

If you have here a return of a lot of groups (more than 50), you have to consider to implement/evaluate one of the examples that will follow.

If you enter a more generic search parameter in LDP, you can see the whole Active Directory structure and by selecting an OU go deeper in details:

[image: ]



In the second parameter of our Hub - Ldap settings: "User Container" we must point to the DN where the interface can find all users.  But here the interface will only perform selective searches when somebody does a logon. This means that this can be a DN where you have a lot of users defined.

Note1: In this search example, we assume that you did use the default hub.cfg parameters for filter_group and filter_user. 
Note2: do not change Hub - Security parameters in a production environment because this could result in users that cannot logon anymore.  You can always test on an unused hub, like each hub is doing his own security check.
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1.2Ldap basic search keywords

These additional ldap search keywords are added here because they can be used in the hub.cfg "filter_group" parameter. See example 1.

1. = (EQUAL TO)
This LDAP argument means a certain attribute must be equal to a certain value to be true. For example, if you want to find all objects that have the first name of John, you would use:
(givenName=John)
This would return all objects that have the first name of John. Parentheses are included to emphasize the beginning and end of the LDAP statement.
1. & (logical AND)
You use this syntax when you have more than one condition, and you want all conditions in the series to be true. For example, if you want to find all of the people that have the first name of John and live in Dallas, you would use:
(&(givenName=John)(l=Dallas))
Notice that each argument is in its own set of parentheses. The entire LDAP statement must be encompassed in a main set of parentheses. The & operator means that each argument must be true for this filter to apply to your object in question.
1. ! (logical NOT)
This operator is used to exclude objects that have a certain attribute. Suppose you need to find all objects except those that have the first name of John. You would use the following statement:
(!givenName=John)
This statement would find all objects that do not have the first name of John. Notice that the ! operator goes directly in front of the argument and inside the argument's set of parentheses. Because there is only one argument in this statement, it is surrounded with parentheses for illustration.
1. * (wildcard)
You use the wildcard operator to represent a value that could be equal to anything. One such situation might be if you wanted to find all objects that have a value for title. You would then use:
(title=*)
This would return all objects that have the title attribute populated with a value. Another example might be if you know an object's first name starts with Jo. Then, you could use the following to find those:
(givenName=Jo*)
This would apply to all objects whose first name starts with Jo.
1. The following are more advanced examples of LDAP syntax:
4. You need a filter to find all objects that are in Dallas or Austin, and that have the first name of John. This would be:
4. (&(givenName=John)(|(l=Dallas)(l=Austin)))
4. You have received 9,548 events in the Application log, and you need to find all of the objects that are causing this logging event. In this case, you need to find all of the disabled users (msExchUserAccountControl=2) that do not have a value for msExchMasterAccountSID. This would be:
4. (&(msExchUserAccountControl=2)(!msExchMasterAccountSID=*))
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1.3 LDP.EXE

The Microsoft LDP utility is the ideal test tool to test our ldap definitions before entering them in UIM.

[image: ]

· Via Connect - Connect you can enter the Active Directories server name and connect. 

· Via Connect - Bind and your userid&password you complete the connection.

· Via View - Tree

[image: ]

Here you can enter a generic DN to check if you have a valid connection.

you obtain:

[image: ]

When you select a CN and search:

[image: ]
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In the filter field, you can use the basic search fields.  These filters cannot be replicated in the Hub ldap GUI, but can be used in the hub.cfg file (not documented) 

In the filter field, you can use the Ldap search keywords listed some pages back.

If you select subtree you will have the possibility to select a tree and go more in detail.

[image: ]

When you double click on an entry you receive the details in the right part of the screen.  There can you see if it's a group or a user entry.

Or if you right click on a group and select search:

[image: ]

You can search with filter: "(objectclass=group)" and receive only the details for the defined groups.

And there will be the big difference when defining the UIM - AD interface.  By playing with the Base DN and the filter we can limit the number of group/users the Hub will need to evaluate in the given Timeout seconds.

Everything depends how the Active Directory administrator is implementing your UIM security groups.  In the next 3 examples, we try to present 3 possibilities and how we can solve them by modifying the hub.cfg parameters (changing via Hub configure or changing via editing file: hub.cfg)
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1.4 HUB.CFG

There are some important parameters that you can change directly because they can influence the ldap interface behavior.

[bookmark: _Toc474500502][bookmark: _Toc476729740]1.4.1 Timeout

In <ldap><server> section:

      timeout = 60

If the timeout is too low, you can have only a partial, or even no return if the ldap response has some slowness. (default: 30)

[bookmark: _Toc474500503][bookmark: _Toc476729741]1.4.2 member_lookup_reverse

In <ldap><templates><Active Directory>

      member_lookup_reverse = no

The default is set to yes.  By setting it to no: this will prevent the hub from trying to list all the members of all the groups when it examines the groups.
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In Hub - Settings verify that you define an admin userid and password that has access to the ldap repository.
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In hub.cfg section: <ldap><templates><Active Directory>

   attr_usr_id = userPrincipalName

This attr_usr_id can be set to any ACtive Directory field that represent the userid. (example: userPrincipalName, mail or displayName)

This is that used to format the Ldap query:

filter_user = (&(objectClass=person)(|($attr_usr_id=$loginname)(sAMAccountName=$loginname)))
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1.4.5 format

In hub.cfg section: <ldap><templates><Active Directory>

format = $username

you can define in what format the userid will be used.

Note: default is:
format = $username@$domain
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1.5 Examples

We will present 3 possible Hub - Ldap security setups.

These examples are created and tested in a test ldap environment to simulate these 3 cases.

Note: don't make these important changes on your master hub in a production system.  But start with a test hub, and once the settings are confirmed to be matching in your environment you can implement these in production.
Tip: have ALWAYS some UIM userid's ready to be used in case your LDAP interface is not working.  These UIM userid's will have always access, even if your Active Directory is down.

Before making any change in your hub.cfg file, take a backup of this file so that you can always come back to a working hub configuration!!
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1.5.1 OU=Users with 4000 users and 1000 groups

If we have a simple ldap setup where the OU=Users has about 4000 users and in the same OU also about 1000 local groups.

In this large list, we have 2 groups:
- NIM_admin
- NIM_oper

[image: ]

"If" we would use (in LDP) 
- base DN: cn=Users,dc=bgbulab,dc=com
- Filter: (objectclass=group)

And select run, you see at the right portion of the screen passing all your 1000 groups. You DON't want that the hub must evaluate this huge list every 15 minutes (=hardcoded value).

If we make now a minor change in the Filter and use:
(&(objectCategory=group)  (cn=NIM_*))

[image: ]

In the right portion, we see that we have a correct hit that result in 2 groups:

[image: ]

If we want to translate this to UIM definitions:

- edit hub.cfg:

find section: <ldap><templates><Active Directory>

    filter_group = (&(objectCategory=group)  (cn=NIM_*))
    filter_user = (&(objectClass=person)(|($attr_usr_id=$loginname)(sAMAccountName=$loginname)))

find section: <ldap><server>

    base = dc=bgbulab,dc=com
    user_base = cn=Users,DC=bgbulab,DC=com

- restart hub

Note: before being active in your environment you must create the match between the UIM groups and your ldap groups:


- take IM - Security - Manage Access Control List

[image: ]

Select the first UIM group, here "administrator" and select: Set LDAP Group.

[image: ]

Do now the same for the UIM group: Operator

[image: ]

And at this point your environment (IM and UMP) should be ok to have logons validated in LDAP.

[bookmark: _Toc474500509][bookmark: _Toc476729747]
1.5.2 Separate OU for UIM

A simple case is that you receive a separate OU directly under your domain.  This OU contains 2 local groups: uimadmin and uimoper.

[image: ]

In this case we receive at the right part of the ldp screen the details of our 2 groups:

[image: ]

This means that we don't need to modify hub.cfg and take Hub config - settings:

[image: ]

Group: container: ou=UIM,dc=bgbulab,dc=com
User container: cn=Users,DC=bgbulab,DC=com

- restart hub

before being active in your environment you must create the match between the UIM groups and your ldap groups:










- take IM - Security - Manage Access Control List

[image: ]

Select UIM group: Administrator and select: Set LDAP group.  The popup will list all groups found.  Select there: uimadmin.

Do the same for Operator:

[image: ]

And you are ready to use your LDAP users in IM and UMP.
[bookmark: _Toc474500510][bookmark: _Toc476729748]1.5.3 multi-level OU structure

The most common setup will be that you have a sub OU for UIM with some local groups setup strictly for UIM.

- domain
   -  level0 OU
      - level1 OU
        - level2 OU
          - level3_uim OU
              - level3_uim_admin local group
              - level3_uim_oper local group

[image: ]

Via LDP we can try to find to most optimal query:  

[image: ]

Base Dn: OU=level3_uim,OU=level2,OU=level1,OU=level0,dc=bgbulab,dc=com
Filter: (objectClass=group)

At the right part of the LDP screen:

[image: ]

Like the filter is the default one used in hub.cfg, we don't need to change this config file (hub.cfg).

[image: ]

Group Container (DN):
 OU=level3_uim,OU=level2,OU=level1,OU=level0,dc=bgbulab,dc=com
User Container (DN):
 cn=Users,DC=bgbulab,DC=com
- restart hub

before being active in your environment you must create the match between the UIM groups and your ldap groups:

- take IM - Security - Manage Access Control List


[image: ]

Select UIM group: administrator and select: Set LDAP group.
Do the same for UIM group Operator:

[image: ]

You are now ready to use your LDAP userid's to logon to IM and UMP.
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Idap_search_s(ld, "0U=level3_uim,0U=level2,0U=levell,0U=levelD, dc=bgbulab,dc=com", 2,
Resuit <0>: {null)

(objectClass=group)”, attrList, 0, &msg)

Getting 2 entries:
>> Dn: CN=level3_uim_admin,0U=level3_uim,0
2> objeciClass: top; group;

1> cn: level3_uim_admin;
inguishedName: CN=level3_uim_admin,0U=level3_uim,0U=level2,0U=level1,0U=level0,DC=bgbulab,DC=com;
1> name: level3_uim_admin;

1> canonicalName: bgbulab.comflevel0flevell/level2/ievel3_ui
>> Dn: CN=level3_uim_oper,0U=level3_uim,0U=level2,0U=levell,0U=level0,D
2> objeciClass: top; group;

1> cn: level3_uim_oper;

1> distinguishedName: CN=level3_uim_oper.0U=level3_uim,OU=level2,0U=levell,0U=level0,DC=bgbulab,DC=co
1> name: level3_uim_oper;

1> canonicalName: bgbulab.com/level0flevellflevel2/level3_uimjlevel3_

evel2,0U=levell,0U=level0,DC=bgbulab,D

_oper;
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