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EXTSW01 (config)# monitor session 1 source interface fa0/2 
EXTSW01(config)# monitor session 1 source interface fa0/5 
EXTSW01(config)# monitor session 1 source interface fa0/9 
EXTSW01(config)# monitor session 1 destination interface gi1/2 
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Console> (enable) set span 0/2,0/5,0/9 1/2 create 
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EXTSW01(config)# monitor session 1 source interface fa0/2 
EXTSW01(config)# monitor session 1 source interface fa0/5 
EXTSW01(config)# monitor session 1 source interface fa0/9 
EXTSW01(config)# monitor session 1 destination interface gi1/2 
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EXTSW01(config)# monitor session 1 source interface fa1/4 
EXTSW01(config)# monitor session 1 source interface fa2/1 
EXTSW01(config)# monitor session 1 source interface fa2/7 
EXTSW01(config)# monitor session 1 destination interface gi2/4 
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EXTSW01(config)# monitor session 1 source interface fa1/2 
EXTSW01(config)# monitor session 1 source interface fa3/4 
EXTSW01(config)# monitor session 1 destination interface gi2/2 
�
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Console> (enable) set span 0/2,0/5,0/9 1/2 create 
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Console> (enable) set span  1/4,2/1,2/7 2/4 create 
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Console> (enable) set span 1/2,3/4 2/2 create 
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!  
Hostname SRVSW01  
 
! Defines L2 VLANS 2 and 17 
vlan 2, 17  
 
! Defines VLAN 100 as the RSPAN VLAN 
vlan 100  
 remote-span  
 
!  
! The monitor port requires no special configuration  
interface GigabitEthernet2/4 
 description NQCOL01MON  
 no ip address 
 
!  
! Defines L3 VLANS 2 and 17  
interface VLAN2  
 ip address 10.1.2.0 255.255.255.0 
!  
interface VLAN17 
 ip address 10.111.17.0 255.255.255.0 
 
! VACLs require that a corresponding SVI (L3 Interface) exists  
! It can remain unconfigured and administratively shutdown 
interface VLAN100  
 description RSPAN VLAN – Must exist for VACL on RSPAN VLAN  
 no ip address 
 shutdown  
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! The IP extended ACL that matches TCP traffic for the servers to be spanned  
ip access-list extended TCP-TRAFFIC  
 permit tcp ip any host 10.1.2.45 
 permit tcp ip host 10.1.2.45 any  
 permit tcp ip any host 10.111.17.10 
 permit tcp ip host 10.111.17.10 any 
 permit tcp ip any host 10.111.17.11 
 permit tcp ip host 10.111.17.11 any  
 
! Defines the VLAN access-map (VACL)  
Vlan access-map RSPAN-VACL 10  
 match ip address TCP-TRAFFIC  
 action forward  
 
! Maps the VACL to the RSPAN VLAN 
 vlan filter RSPAN-VACL vlan-list 100 
 
! Monitor Session 1 captures bidirectional traffic from  
! VLANs 2 and 17 to RSPAN VLAN 100 
monitor session 1 source vlan 2, 17 
monitor session 1 destination remote vlan 100 
 
! Monitor session 2 captures bidirectional traffic from 
! RSPAN VLAN 100 to interface gig2/4  
monitor session 2 source remote vlan 100 
monitor session 2 destination interface Gi2/4  
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�
#CatOS Configuration on Supervisor Engine:  
set system name SRVSW01  
!  
# Defines L2 VLANs 2 and 17 
set vlan 2, 17 
 
# Defines RSPAN VLAN 100 
set vlan 100 rspan name VLAN100 state active  
 
#Defines VACL TCP-TRAFFIC that matches TCP Traffic  
# For Citrix Load Balancer and Report Servers  
set security acl ip TCP-TRAFFIC permit tcp ip any host 10.1.2.45 
set security acl ip TCP-TRAFFIC permit tcp ip host 10.1.2.45 any  
set security acl ip TCP-TRAFFIC permit tcp ip any host 10.111.17.10 
set security acl ip TCP-TRAFFIC permit tcp ip host 10.111.17.10 any 
set security acl ip TCP-TRAFFIC permit tcp ip any host 10.111.17.11 
set security acl ip TCP-TRAFFIC permit tcp ip host 10.111.17.11 any  
 
# Commits the VACL to the hardware 
commit security acl TCP-TRAFFIC 
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#Maps the VACL to the RSPAN VLAN  
set security acl map TCP-TRAFFIC 100 
 
#Defines the RSPAN source as bidirectional traffic on VLANs 2 and 17 
set rspan source 2, 17 100 both multicast enable create  
 
#Defines the RSPAN destination as port 2/4  
set rspan destination 2/4 100 inpkts disable learning enable create  
 

 
! Cisco IOS configuration on MSFC2:  
!  
hostname SRVSW01 
 
!Defines L3 VLANs (SVIs) 2 and 17  
interface VLAN2  
 ip address 10.1.2.0 255.255.255.0 
 
!  
interface VLAN17 
 ip address 10.111.17.0 255.255.255.0 
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