[bookmark: _GoBack]KRB_AP_ERR_MODIFIED error
Link for very good steps and info: http://blogs.msdn.com/b/asiatech/archive/2011/10/26/iis-7-kerberos-authentication-failure-krb-ap-err-modified.aspx
Kerberos authentication works at first then stops working or never worked:   Siteminder throws 500 errors or client is continuously prompted for credentials – Packet trace revealed during Kerberos Auth error KRB_AP_ERR_MODIFIED occurred.
The Kerberos client received a KRB_AP_ERR_MODIFIED error from the server webserver2.myps.com. The target name used was HTTP/myweb.myps.com. This indicates that the target server failed to decrypt the ticket provided by the client. This can occur when the target server principal name (SPN) is registered on an account other than the account the target service is using. 
Possibilities:
· Duplicate Service Provider Names (SPN) – same SPN name registered with at least two accounts
· Client browser requested ticket for wrong SPN
· SPN set to unexpected account 
Simple setup to repro – four VMWARE machines: 
1. Win2008 Domain Controller
2. Win2008 IIS v7 webserver (WebAgent R12.51)
3. Win2008 SiteMinder Policy server R12.51
4. Windows 7 client
Effecting factures
1. Application pool run under the built in account: ApplicationPoolIdentity
2. IIS configuration: system.webServer/security/authentication/windowsAuthentication only have useKernelMode is set to true 
What happens:  Client Kerberos ticket is encrypted using "Kernel-mode Authentication" the ticket can no longer be read by the domain service account – result is the Kerberos error: KRB_AP_ERR_MODIFIED


What to do:
1. Change the Application pool user ID to run as the service account from the domain 
[image: ]
2. Need to be able to pass your domain credentials when running IIS site in Kernel Mode, you do this by adding  “useAppPoolCredentials=True” property  to the system.webServer/security/authentication/windowsAuthentication
a. Default Web Site select “Configuration Editor”
b. Select  “system.webServer/security/authentication/windowsAuthentication”
c. Set useAppPoolCredentials to true
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d. Restart the IIS server
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