Multi-tenancy for DNS Wild card

Scenario:

Multiple environments are being exposed through our gateway as entry to a DMZ or Internal environment. There are many different ways of accomplishing this, in this document we discuss how to create a multi-tenant experience via DNS names. This is done by using a wildcard certificate where the certificates are signed by the same Certificate Authority (CA) and have the right intermediaries in place and are routed appropriately via a Global policy. 

The gateway has the ability to allow multiple DNS names and certificates via a wild card certificate.  There are several things that are in play and there are a lot of different options here:

· Certificate: A wild card asterisk certificate that’s signed by the CA.  
· Network: The gateway will need to resolve to each name – You’ll need to set this up within your DNS server.  
· Global Policy: Create a Message-receive policy to accept the request and internally send the request directly to a dev or test service exposed on the gateway.

***Disclaimer*** 

This document shows how to create the entire use case on a single gateway with the gateway as a Certificate Authority (CA). In a typical environment, you would be leverage an external CA

Prerequisites: 
Setup your gateway with just one NIC card (eth0 for this document) or several depending on your use case.  If you need to make this as a per NIC card use case, you would need to set each NIC as the following if you wish:
· ETH0 – Management NIC 
· ETH1 – DEV environment - Make sure to set up the proper routing tables on the gateway to make this happen.
· ETH2 – TEST environment - Make sure to set up the proper routing tables on the gateway to make this happen.

Summary of Steps: 
· Set the gateway to allow certificates with an asterisk in it.  Cluster wide property. 
· Gateway Private key – SSL Certificate – will create a private key with *.ca.com as the alias.  
· Create the dev.ca.com and test.ca.com Private Keys
· Create a Federated Identity Provider with dev and test users
· Test
· Create a Global Policy for incoming requests
· Summary
Cluster Wide Property:

1. Navigate through the Cluster Wide Properties and find “io.httpsHostAllowWildcard”.

2. Set the value to true and click ok and close.
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Setup the private key for the gateway
1. Setup the private key for the gateway as *.ca.com: 
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a. Alias = *.ca.com
b. Subject DN = CN*.ca.com
c. Click Create.
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2. Click the new Private key that you just created and click Properties…
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a. Click the “Mark as Special Purpose” button and select “Make Default SSL Key”.

b. Click Ok
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*Make sure you select “To enable [OK], select this check box” button and then select ok.  

3. Log out of Policy Manager and restart the gateway.  

Once you log back in you should see your private key changed:
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Create 2 private keys for the dev and test environments.

Dev.ca.com
Test.ca.com

*Normal use cases, the customer would sign the private key with the CA (Certificate Authority), but within our environment, the gateway is the CA.  

1. Tasks > Manage Private Keys > Create
a. Alias: dev.ca.com Subject DN: *.sg92mag.gw > Create
b. Double-click newly created key > generate CSR > OK > choose a name and save > OK
c. Highlight key > sign cert > accept warning > select created .pem file > adjust “Subject DN” to test.ca.com > OK > choose a new name and save 
d. Double click key > Replace Certificate chain > Import from a file > Browse > select newly created .pem > “Certificate Name” should auto-populate to *.ca.com> Finish
*note: these steps make it so that the issuer = *.ca.com and the issued to = dev.ca.com

2. Do the same for test.ca.com 
At the end each private key should have properties as such: 
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Create a Federated Identity provider and create 2 users for dev and test. 
1. Right-click “Identity Providers” branch> Create Federated Identity Provider> Choose a name > Next > finish
2. Right-click the  new provider > Create User > User name: dev.ca.com  check “Define Additional Properties” > OK > Certificate tab > import > Import from Private Key’s Cert Chain > ‘dev.ca.com’ in Software DB
a. Find user in Identity provider and export certficiate
3. Do the same for test.ca.com
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[bookmark: _GoBack]TEST: 
** SOAP web service is used for simulation due to easier certificate injection into the request **
1. Create 2 services:
a. /dev/soap
b. /test/soap
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2. Within each policy, place 3 assertions into the service.

a. Require SSL with Client Certificate Authentication
b. Authenticate to the FIP
c. Return template Response – With a plain response of “Test for test” (test env) and “Test for Dev” (dev env)
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3. Test both services out by loading into SOAPUI.  
a. For the first test, point your SOAPUI request to the dev service and load up the p12 file for dev into the SOAPUI preferences.  
b. Send a request through to see if you get the response listed above.  
c. Do the same for test as well.  

Create a message-received Global Policy
1. Build a Global Policy / message-received policy, so that we can direct the incoming DNS Host URL’s to the correct set of policies. This will ensure that dev.ca.com gets directed to the /dev/soap policy and that test.ca.com get directed to the /test/soap policy.
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a. Name = demo
b. Policy Type = Global Policy Fragment
c. Policy Tag = message-received
d. Ok.

2. Create If-then-else policy logic using the “At least one” assertion and “All assertions must evaluate to true”.  
a. Within the All assertion you’ll need to setup your policy to compare values of the ${request.url.host}.  
b. For this use case, we’ll only set up the 2 environments.  
**error handling can be placed at the bottom, to catch everything else, outside of the 2 DNS hosts.**
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Summary:
Now /test${request.url.path}, will grab this value from the request and insert the /test into the resolved service.
If the hosts comparison assertion passes the next step is to resolve the incoming request to the 2 services that we created.  The assertion, resolve service, passes the incoming request to the correct service on the gateway so that it can then be processed correctly for the dev or test environments.  So, if the request comes in as such:

https://dev.ca.com:8443/soap

The Global policy will compare the dev.ca.com and then resolve the service to:

/dev/soap

And the same will happen with test:

https://test.ca.com:8443/soap

The service will get resolved to:

/test/soap
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