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Administrating

The following topics in this section describe how to use the Administration Console to configure
CA Risk Analytics:

= Getting Started with the Administration Console
= Quick Administration

= Configuring Administration Console Settings

= Working with Custom Roles

= Managing Server Instances

= Managing Model and Other Server Configurations
= Managing Global Configurations

= Managing Rules

= Managing Cases

= Managing Reports
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Getting Started with the Administration
Console

CA Risk Analytics Administration Console (referred to as "Administration Console" later in the
section) is a Web-based, operation and system management tool, which provides a consistent,
unified interface for managing all CA products.
This Console offers true multi-tenant architecture, which enables you to use a single instance of
Administration Console to administer multiple organizations or business units within an
enterprise. In this model, each organization or business unit can be set up individually with its
own configuration. On the other hand, the Administration Console also provides you with the
ability to inherit configuration data from the system level and build only specific configurations
for each organization.
This article provides information for setting up and managing CA Risk Analytics (referred to as RA
later in the section) by using the Administration Console. It introduces you to the Administration
Console interface and the supported administrator hierarchy. It covers the following topics:

= About the Administration Console

= Elements of Administration Console

= Supported Roles

= What are Custom Roles

= Summary of Administrative Privileges

= How to Access the Administration Console

= How to Change Password and Profile Information

= Security Recommendations While Using Administration Console

Note: The recommended desktop screen resolution for Administration Console is 1024 x 768.

About the Administration Console

The Administration Console is a Web-based, graphical user interface and is accessible from any
supported Web browser with network access to the console. This console enables you to manage
all deployed Risk Analytics instances, where an instance represents a Transaction Server or Case
Management Server that is available on a specified port.

You can use the Administration Console to manage the Case Management server, work with
cases, assign case roles, and complete other administrative operations and configuration tasks in
your purview, such as:

= Manage case administrators

= Manage cases
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= Manage case queues
= Generate reports
The tasks that you are authorized to perform are displayed on the Administration Console

through various tabs. These tasks are based on the user group (or role) that you belong to and the
administrative privileges that this role has.

Elements of Administration Console
A typical Administrative screen can be divided into the following elements:
= Header
= Main Menu
= Sub Menu
= Tasks
= Body

The following table describes the elements of the Administration Console.

Element Description

Header Displays the login information (administrator
name, current organization, the last login date,
and time).

You can use the links in the header to:

= Change the administrator profile
information (name, phone number, email
ID), current password, Date Time format,
Locale, and Time Zone. You can also specify
the organization that you want to use as a
preferred organization for all tasks that you
might perform in future.

= Log out from the Administration Console.

Main Menu Displays the main configuration and
management options available to the current
administrator.

Sub Menu Displays the options available for the Main
Menu item that you clicked.

Tasks Displays the tasks available for the Sub Menu
item that you clicked.

Body Displays the corresponding page for the selected
task.

Console Messages
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All the information, warning, and error messages that are generated in the course of using the
Administration Console are displayed under the Title area of the body page.

While the error messages are displayed in red, the messages indicating success are displayed in
blue.

Supported Roles

Roles enable you to specify which operations and privileges are assigned to a user or a set of users
who share similar responsibilities. When a user is assigned to a specific role, the set of functions
called tasks that are associated to that role become available to the user. As a result,
administrators can exercise fine-grained control on the tasks assigned to each user in the system.

The CA Risk Analytics Administration Console provides you the flexibility to set up your
administration hierarchy and assign rights to the administrators. You can create different levels of
administrators, each with varying degrees of access. You can also create administrators that can,
in turn, delegate administration tasks to other users.

The Administration Console supports the following types of roles:
= Users
= Administrative Roles

= Custom Roles

Users

Every end user of your online application system is referred to as a user in CA Risk Analytics
Administration Console. This user can either exist in your Lightweight Directory Access Protocol
(LDAP) repository or in the Arcot database.

If the user already exists in your LDAP system, then an administrator needs to map the LDAP
attributes to Arcot supported attributes. To enroll the users in the RA database, the administrator
must select the organization whose repository type is Arcot Database.

In RA, only the administrators who are assigned User Administrator role can work with users.
Other administrators (Master Administrator, Global Administrator, or Organization Administrator)
do not work with end users.

Administrative Roles

The Administration Console is shipped with an out-of-the-box administrative user called the
Master Administrator who can perform high-level configurations. Other than this role, you must
assign users to administrative roles to administer the RA system or to access your business data.
An administrative role typically comprises a set of privileges based on a job function profile and
the scope in which these permissions are applicable. The users with administrative privileges are
referred to as administrative users.

Administrating 15



Note: See Summary of Administrative Privileges for a comprehensive list of privileges available.
The Administration Console supports the following pre-defined administrative roles:

= Master Administrator

= Global Administrator

= Qrganization Administrator

= User Administrator

In addition, you can also create custom roles. RA is shipped with three pre-defined custom roles
that are required for Case Management:

= Queue Manager

= Customer Support Representative

= Fraud Analyst
Note: The administrators are also considered as users of the system.
The following figure depicts these administrative roles and the relationships between the
privileges available to these roles. The topics following the figure discuss the supported
administrator levels in details.
As can be seen in the figure, the hierarchical distribution of privileges does not allow the

administrators to access features beyond their fixed boundaries. Each level has a pre-defined
privilege or role.

Global Administrator

Fraud
Analyst

Master Administrator
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What is the Scope of an Administrative Role
The scope of an administrative role in RA consists of:
All the organizations that an administrator with a specific role can manage.

The privileges associated with the role.

Important Notes About Scope
While creating an administrative role, you must remember that:

= The scope of the Master Administrator is All Organizations, and this administrator manages all
existing and other organizations that will be created in the future.

= A role (Global Administrator, Organization Administrator, or User Administrator) can manage
their peers and the roles with lesser privileges, provided they have scope on the organization

to which the administrators belong to.

For example, a Global Administrator can manage other Global Administrators, Organization
Administrators and User Administrators. However, they cannot manage a Master Administrator.

= The scope of a Global Administrator role can be defined as All Organizations, in which case the
administrator can manage all existing as well as future organizations.

= An Organization Administrator or a User Administrator role can be limited to manage only
specific organizations.

Note: An Organization Administrator or a User Administrator role should not be defined with the
scope as All Organizations.

Master Administrator

The Master Administrator (MA) is the super user of the system, who has unrestricted access to
the whole system. The scope of an MA is All Organizations, as a result of which they can manage
all the existing organizations as well as those organizations that will be created by them or any
other administrator in the future.
The primary responsibilities of an MA are to:

= Bootstrap (or initialize) the system after installation.

= Configure the User Data Service (UDS) connection parameters.

= Configure the global settings for organizations and cache refresh settings for the
Administration Console.

= Configure custom locales.
= Set the Default Organization.

= Configure attributes for encryption.
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= Configure account types and email and telephone types.

= Enable authentication and authorization for Web services.

= Configure the Transaction Server communication parameters.

= Configure and manage Transaction Server and Case Management Server instances.
= Configure the Transaction Server protocol settings.

= Configure the default Card Issuer organization.

= Configure the default Transaction Acquirer organization.

= Configure the authentication mechanism for the Administration Console, Server components,
and other miscellaneous settings.

= Create and manage organizations, if required.

= Create and manage administrators of any role (Global, Organization, or User Administrator),
as required.

= Manage Custom Roles.
At the end of a successful deployment of Administration Console, you must log in for the first
time as an MA. A default password (master1234!) is assigned to the MA account (masteradmin).
Because the actions of an MA can affect the security of the entire system, you must change this
password after you log in to the console for the first time. You must also safeguard this password
and change it regularly.
To track and analyze data, an MA can not only generate a comprehensive report of all their
activities, but also generate a report for the activities of other administrators in the system. In

addition, they can also generate reports for all organizations and reports for all server
configurations.

Global Administrator
The Global Administrator (GA) is the second level in the administrative hierarchy. These
administrators can perform most of the tasks of an MA, except for the following:
= Bootstrapping the system
= Performing initial Administration Console configurations
= Setting the Default Organization
= Configuring custom locales
= Enabling authentication and authorization for Web services
= Configuring global attribute encryption set
= Configuring global email and telephone types

= Specifying server configurations
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= Managing custom roles
The main tasks of a GA are to:
= Create and manage other Global, Organization, or User Administrators, as required.
= Configure the authentication policy for the Administration Console.
= Configure cache refresh settings for the Administration Console.
= Configure the Card Issuer
= Configure the Transaction Acquirer.
= Create and manage organizations, as required.
Note: This includes editing the organization details.
= Create and manage users, as required.
= Configure global rules and scoring.
= Assign configurations.
= Configure Callouts.
To track and analyze the available information, GAs can generate and view all administrative
activities, configuration, and case management reports for the organizations under their

administrative purview. They can also view the reports for all the users and Organization
Administrators (OAs) and User Administrators (UAs) assigned to them.

Organization Administrator

The Organization Administrator (OA) is the third level in the administrative hierarchy. These
administrators can perform all tasks related to management of the organizations assigned to
them either by the MA or a GA and the users that belong to the organizations.
The main tasks of an OA are to:

= Create and manage other Organization or User Administrators, as required.

= Create and manage the users that belong to the organizations in their purview.

= Manage organizations in their purview.

= Refresh the cache of organizations in their purview.

= Configure the authentication policy for the organization.

= Manage (update) organization-specific configurations.

When you create an OA, you need to specify the scope of their administration. Unless you do so,
they cannot manage any organization.
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OAs can generate and view administrative activity, configuration, and transaction reports for the
organizations under their administrative purview. They can also view the reports for all the users
in the organizations under their purview and User Administrators assigned to them.

User Administrator

The User Administrator (UA) role is the lowest level in the administrative hierarchy. These
administrators can perform all tasks related to user management for the organizations assigned
to them either by the MA or a GA. These include:

= Create and manage users.

= Manage end user cases.

When you create a UA, you need to specify the scope of their administration. Unless you do so,
they cannot manage any organization.

UAs can generate and view user and UA activity reports for the organizations under their
administrative purview.

What are Custom Roles

As an MA, you can also create new administrative roles that inherit a subset of privileges from
one of the following pre-defined parent roles:

= Global Administrator

= QOrganization Administrator

= User Administrator
These roles are called custom roles, and are derived by disabling some of the default privileges
associated with the parent role. For example if you need to disable the "Organization Creation
Privilege" for a GA, then you can create a custom role by disabling this privilege.
If you create a custom role, then it becomes available as a role option when you create or update
an administrative account. In addition to creating custom roles, you can also update and delete

them.

In addition to the custom roles that you can create, RA is also shipped with three pre-defined
custom roles that are required for Case Management. These roles include:

= Queue Manager (QM): The QM role has the required privileges to supervise cases.

= Customer Support Representative (CSR): The CSR role has the required privileges to work on
cases and attend inbound calls from the end users, if required.

= Fraud Analyst (FA): The FA role has the required privileges to analyze cases to find hidden
trends and patterns.

See Working with Custom Roles for more information about working with these custom roles. See
Managing Cases for more information about Case Management roles.
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Summary of Administrative Privileges

The following table summarizes the privileges available to the three supported levels of
administrators using which you will create a custom role.
The column name acronyms used in the table are:

= Global Administrator --> GA

= QOrganization Administrator--> OA

= User Administrator --> UA

Privilege GA OA UA

Organization Management Privileges

See Managing Organizations for more information about the tasks related to these privileges.

Create Organization Y N N
Update Organization Y Y N
Update Organization Y Y N
Status

List Organizations Y Y Y
Retrieve Default Y Y Y
Organization

Delete Organization Y Y N
Decrypt Sensitive Y Y

Information

Account Type Management Privileges

See "How to Configure Account Types" for more information about the tasks related to these
privileges.

Create Account Type Y X

Update Account Type Y

Delete Account Type Y X X

Administrator Management Privileges

See Managing Administrators for more information about the tasks related to these privileges.

Create Administrator Y Y N
Update Administrator Y Y Y
Delete Administrator Y Y N

User Management Privileges

See Managing Users for more information about the tasks related to these privileges.

Create User Y Y Y
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Update User Y Y Y
Update User Status Y Y Y
List Users Y Y Y
List Users for Account Y Y Y
Get User Status Y Y Y
Set User Custom Y Y Y
Attributes

Search Users Y Y Y
Get User Profile Y Y Y
Get User Details Y Y Y
Get PAM Y Y Y
Set PAM Y Y Y
Delete User Y Y Y
User Account Management Privileges

Create User Account Y Y Y
Update User Account Y Y Y
List User Accounts Y Y Y
Retrieve User Account Y Y Y
Delete User Account Y Y Y
Cache Management Privileges

Refresh System Cache Y N

Refresh Organization Y Y

Cache

View Global Cache Y N N
Refresh Requests

View Organizational Y Y N
Cache Refresh Requests

Email and Telephone Type Privileges

Add Email/Telephone Y Y N
Types

Update Y Y N
Email/Telephone Types

List Email Types Y Y Y
List Telephone Types Y Y Y
Basic Authentication Privileges

Update Global Basic Y N N
Authentication Policy

Update Organization Y Y N

Basic Authentication
Policy
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Privilege GA OA UA

Encryption Privileges

Configure the Y Y N
Encryption Set Selected

at the Organization

Level

List Configured Y Y N
Attributes for
Encryption

Case Management Privileges

See Managing Cases for more information about the tasks related to these privileges.

Acquire Case Y Y Y

Acquire Next Case

Get Case Details

Get Transactions

Get Transaction Details

List Next Case

Manage Queues

Rebuild Queues

View Queue Status

Manage Inbound Calls

Analyze Transactions

Y
Y
Y
Y
Y
Update Case Y
Y
Y
Y
Y
Y
Y

<| <| <| <| <| <| <| <| <| <| <]| =<
<| <|=<|z|lzlz|<]|=<]|=<]|=<]|=<]|=<

Add User to Exception
List

Delete User from Y Y Y
Exception List

Search Cases Y Y N

RA Configurations

See Managing Global Configurations for more information about the tasks related to these
privileges.

Create Ruleset Y Y

Assign Ruleset Y Y

Assign Channel and Y N

Configure Default

Account Types

Manage Miscellaneous Y N N
Configurations (global

level)

Manage Miscellaneous Y Y N

Configurations
(organization level)
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Privilege GA OA UA

Model Configuration Y N N
(global level)

Model Configuration Y N N
(organization level)

Configure Risk Analytics Y Y N
Callouts

Migrate to Production Y Y

Card Issuer Mapping Y Y

Transaction Acquirer Y Y

Mapping

Configure Card Y N N
Numbers

Rule Management Privileges

See Managing Rules for more information about the tasks related to these privileges.

Evaluate Risk Y Y Y
List User Device Y Y Y
Associations

Delete User-Device Y Y Y
Associations

Manage List Dataand Y Y N
Category Mappings

Rules and Scoring Y Y N
Management

Post Evaluate Y Y Y

Other Privileges

Get QnA Attributes Y Y N
Get QnA Values Y Y Y
List Arcot Attributes Y Y N
List Repository Y Y N
Attributes

Perform QnA Y Y Y
Verification

Bulk Upload Y Y

View Bulk Upload Y Y

Requests

Get Location and Y Y Y

Connection Info

Report Privileges

See Managing Reports for more information about the tasks related to these privileges.

View My Activity ReportY Y Y
Y Y Y
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Privilege GA OA UA

View User Activity

Report

View User Creation Y Y Y
Report

View Organization Y Y N
Report

View Administrator Y Y Y
Activity Report

Risk Detail Activity Y Y Y
Report

View Advice Summary Y Y Y
Report

Device Summary ReportY Y N
View Exception User Y Y

Report

View Rules Y Y N
Configuration Report

View Rules Data Report Y Y N
and Category Mappings

Case Activity Report Y Y

Average Case Life Y Y

Report

False Positives Report Y Y Y
View Fraud Statistics Y Y Y
Report

Rule Effectiveness Y Y Y
Report

Reports Summary Y Y Y

How to Access the Administration Console

The default Master Administrator (MA) account is used to log in to Administration Console for the
first time. Use the following credentials to log in to the Administration Console:

= User Name: masteradmin
= Password: <password set during bootstrap>
To log into the console, follow these steps:

1. Open a Web browser window.
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2. Enter the URL to access Administration Console. The default Administration Console
address is:
http://<hostname>:<port_number>/arcotadmin/masteradminlogin.htm
In the preceding URL:

= Replace hostname and port respectively with the host name or the IP address of the
system where you have deployed Administration Console and the port at which the

console is listening.

= |f you change the default application context (arcotadmin), then you must replace it
with the new value.

The Master Administrator Login page appears.

3. In the Password field, enter the password that you set during bootstrap, and click Log In.
The landing page of Administration Console appears.

How to Change Password and Profile Information

You must change your Master Administrator password regularly to maintain high security, so that
unauthorized persons do not gain access to Administration Console by using the MA credentials.
Use the My Profile page to change your current password and your preferences that will be
reflected by default for all administrator-related and user-related tasks that you perform in
future.

To change your account password and profile information:
1. Ensure that you are logged in as the MA.

2. Click the MASTERADMIN link in the console header.
The My Profile page appears.

3. In the Change Password section, specify:
a. The Current Password.
b. The New Password.
c. The new password again in the Confirm Password field.
4. In the Administrator Preferences section, specify:
a. Whether you would like to Enable Preferred Organization.
This organization will be selected by default in the "Organization" field for all
administrator-related and user-related tasks that you perform from now on. For
example, when you search the administrators, by default they will be searched in

the preferred organization.

b. The Preferred Organization that will be selected by default in the "Organization"
field from now on.

Administrating 26



c. The preferred Date Time Format.
This Date Time Format will be shown from now on in all date-related fields, except
the report criteria page, user deactivate dialog box, and the administrator
credential lock section where you need to provide the date input.

d. The preferred Locale for your login of Administration Console.

e. The preferred Time Zone.
This Time Zone will be shown from now on in all the date-related fields in
Administration Console.
The default Time Zone is GMT.

5. Click Save.

Security Recommendations While Using Administration
Console

To protect RA from malicious attacks through a browser session, while using Administration
Console, ensure that you:

= Do not share browser session with other applications.

= Do not open any other site while working with the console.

= Enforce strict password restrictions for Administration Console.
= Always log out after using Administration Console.

= Close the browser window after the session is over.

= Assign proper roles to administrators according to the tasks they need to perform.
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Quick Administration

Now that you are familiar with the basic RA Administration Console concepts, this topic quickly
walks you through the steps for getting ready for administering your deployment. For this
purpose, it provides a quick overview for the following scenarios:

= For Simple Deployments

= For Complex Deployments

For Simple Deployments

The simplest implementation of RA typically provides adaptive authentication for a small user
base. It consists of all the RA components and Web applications installed on a single system. The
database can be on the same system where RA is installed, or on a different system.

The following table summarizes the typical characteristics of this deployment type.

Characteristic Details

Deployment Type Development, proof of concept, initial testing,
or initial pilot

Small to medium businesses (SMBs)

Regional deployment within an enterprise

Geographic Expanse Typically restricted to a single location

Deployment Requirements Ease of implementation and management

In case of small deployments, most of the default settings will work out-of-the-box. Because this
is a single-organization system, you can use the Default Organization, which is created
automatically, when you initialize the system instead of setting up a new organization. As a result,
you might not need OA accounts either. You, then, only need to create the required GA and UA
accounts.

The quick overview of the steps to set up and start managing strong authentication for your users
is:

1. Ensure that RA is installed and configured properly and that you have deployed the WAR
files for the Administration Console.

2. Log in to the Administration Console as MA and follow the steps in the Bootstrap wizard to
initialize the system.

3. The MA must create the first GA account(s).
4. As a GA, create the required GA, OA, and UA accounts.

5. As a GA or OA, configure the required RA rulesets and rules to meet your business
requirements.
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6. Create and deploy additional (custom) rules if the out-of-the-box rules do not match your
business requirements.

7. As a UA, create users in RA.

With this, your system is set for risk evaluation. You can now manage the system, rules, and
administrators and users.

For Complex Deployments

In larger enterprises, where the deployments are complex and high availability is a must, RA can
be implemented to provide adaptive authentication for the large user base, as well as for the
administrators who manage the system. In these deployments, RA components are installed on
different servers. This is done for security, performance, high availability, and to enable multiple
applications to use the adaptive-authentication capability.

Note: See Planning the Deployment for more information about this type of deployment.

The following table summarizes the typical characteristics of this deployment type.

Characteristic Details

Deployment Type Complex medium to large businesses
Enterprise deployments

Staging deployments

Geographic Expanse Distributed across the globe

Deployment Requirements Ease of implementation and management
Global availability

High availability

The quick overview of the steps to set up and start managing strong authentication for your users
is:

1. Ensure that RA is installed and configured properly and that you have deployed the WAR
files for the Administration Console.

2. Log in to the Administration Console as MA and follow the steps in the Bootstrap wizard to
initialize the system.

3. Configure the Administration Console settings, which include UDS settings, global
organization settings, Administration Console cache settings, and the basic
username-password authentication policy for logging in to the console.

4. Set up Transaction Server instances on different systems.

5. Configure the protocols that Administration Console, SDKs, and Web Services use to
communicate to Transaction Server.

6. Plan and create organizations. The organization architecture is flat and each organization
that you create can map to a business unit in your enterprise.
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10.

11.

12.

13.

14

. The MA must create the first GA account(s).

. If required, configure Secure Sockets Layer (SSL)-based communication between
Transaction Server and its clients.

. Plan and create the required custom roles, if any.
As a GA, create the required GA, OA, and UA accounts.

As a GA or OA, configure the appropriate rules and rulesets to meet your business
requirements, and assign these configurations.

Create and deploy additional (custom) rules if the out-of-the-box rules do not match your
business requirements.

If you are planning to extend the RA functionality by the use of callouts, then define and
configure the required configurations.

. As a UA, create users in RA.

With this, your system is set for risk evaluation. You can now manage the system, rules, and
administrators and users.
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Configuring Administration Console Settings

Before you configure any RA-specific settings, it is recommended for security purpose that you
configure the out-of-the-box settings for Administration Console. This article covers the following
topics:

= How to Create a Global Administrator Account

= How to Specify Basic Authentication Policy Settings

= How to Configure the Master Administrator Authentication Policy

= How to Change the Default Organization

= How to Update UDS Configurations

= How to Refresh the Cache

= How to Configure Custom Locales

= How to Configure Attribute Encryption

= How to Configure Web Services Authentication and Authorization

= QOther Miscellaneous Optional Tasks

How to Create a Global Administrator Account
To create a GA account:

1. Ensure that you are logged in with the required privileges and scope to create the
administrative user.

2. Activate the Users and Administrators tab.

3. Under the Manage Users and Administrators section, click the Create Administrator link
to display the Create Administrator page.

4. In the Administrator Details section, enter the details of the administrator. The following
table explains the fields on this page.

Input Description
User Name The unique user name for the administrator.
Organization The display name of the organization to which

the administrator belongs.

Note: This is not the organization that this
administrator will manage.

First Name The first name of the administrator.

Middle Name The middle name, if any, of the administrator.
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Input Description

(optional)

Last Name The last name of the administrator.

5. In the Email Address(es) section, enter the email address of the administrator for the email
types configured for the organization.

6. In the Telephone Number(s) section, enter the phone number to contact the administrator.

If multiple telephone types are configured, you must enter values for all the mandatory telephone
types.

7. In the Custom Attributes section, enter the Name and Value of any attributes you want to add,
such as office location.

8. Click Next to proceed.
The next page appears.
9. On this page:
Specify the role of the new administrator from the Role drop-down list.
= |n the Set Password section, set and confirm the password for the administrator.

= |n the Manages section, select the organizations that the administrator will have scope on,
and perform one of the following:

= Select the All Organizations option, if you want the administrator to manage all current
and future organizations in the system.
or

= Select the required organizations from the Available Organizations list and click the >
button to add these organization to the Selected Organizations list.

The Available Organizations list displays all the organizations that are available in the scope of
the administrator creating this new account. The Selected Organizations displays the list of
organizations that you have selected for the administrator to manage.

10. Click Create to save the changes, create the account, and activate it.

11. Communicate the new password to the administrator.

How to Specify Basic Authentication Policy Settings

Administrators logging in to Administration Console can be authenticated either by using the
Basic Authentication Policy, LDAP Authentication Policy, or WebFort User-Password mechanism.
The mechanism that will be used is determined by the option that you selected while creating the
organization:

= |f you select the Basic User Password option while creating an organization, then you can use
the default authentication policy, as discussed in "How to Configure the Basic Authentication
Password Policy" (for global level).
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= |f you select the LDAP User Password option, the password stored in LDAP is used by the
administrator to log in. The authentication policy is defined in the LDAP system.

= |f you select the WebFort User Password option, then ensure that Arcot WebFort 7.0 is
deployed and accessible.

Note: See the CA Arcot WebFort 7.0 documentation for detailed information to install and
configure WebFort in your environment.

Configuring Basic Authentication Policy

As the name implies, Basic Authentication method enables administrators to log in to the console
by using a user ID and the corresponding password.

You can use the Basic Authentication Policy page to strengthen the password policy by enforcing
restrictions, such as password length, allowed number of special characters, and the number of
failed login attempts allowed before locking the account.
To configure Basic Authentication policy for the Administration Console:

1. Ensure that you are logged in as the MA.

2. Activate the Services and Server Configurations tab.

3. Click the Administration Console option on the submenu of the tab.

4. Under the Authentication section on the side-bar menu, click the Basic Authentication
Policy link to display the corresponding page.

5. Specify the parameters explained in the following table in the Password Policy
Configuration section. All the parameters on this page are mandatory.

Parameter Default Value Description

Minimum Password Length 6 The minimum number of
characters that the password
must contain. You can set a
value between 6 and 32
characters.

Maximum Password Length 25 The maximum number of
characters that the password
can contain. You can set a value
between 6 and 32 characters.

Maximum Failed Attempts 5 The maximum consecutive
number of times an
administrator can specify the
password incorrectly, after
which the credential will be
locked. You can set a value
between 3 and 10.

Minimum Numeric Characters 1 The least number of numeric
characters (0 through 9) that
the password must contain. You
can set a value between 0 and
32 characters.
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Parameter Default Value

Maximum Password History 3

Description

The maximum number of

Count previously used passwords that
cannot be reused.
Validity Period 180 days The maximum number of days

for which a password is valid.

Allow Multi-Byte Characters

The following options are disabled if you select this check box.

Select this option if you want to
allow multi-byte characters in
the password.

Minimum Alphabetic Characters 4

The least number of alphabetic
characters (a-z and A-Z) that the
password must contain. You can
set a value between 0 and 32
characters.

Minimum Special Characters 1

The least number of Allowed
Special Characters that the
password must contain. You can
set a value between 0 and 32
characters.

Allowed Special Characters |@#S% & *()_+

(optional)

The list of special characters
that the password can contain.

6. Click Save to save the changes you made on this page.
7. Refresh all deployed Transaction Server instances.

See Refreshing the Cache for instructions on how to do this.

How to Configure the Master Administrator

Authentication Policy

By default, the Master Administrator follows the Basic Authentication method that enables them
to log in to the console by using a user ID and the corresponding password.

You can use the Master Administrator Authentication Policy page to strengthen the MA’s
password policy by enforcing restrictions, such as password length, allowed number of special
characters, and the number of failed login attempts allowed before locking the account.

To configure the MA authentication policy:
1. Ensure that you are logged in as the MA.

2. Activate the Services and Server Configurations tab.

3. Click the Administration Console option on the submenu of the tab.
Under the Authentication section on the side-bar menu, click the Master Administrator
Authentication Policy link to display the corresponding page.

4. Specify the parameters explained in the following table in the Password Policy
Configuration section. All the parameters on this page are mandatory.
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Parameter

Minimum Password Length

Default Value
6

Description

The minimum number of
characters that the password
must contain. You can set a
value between 6 and 32
characters.

Maximum Password Length

25

The maximum number of
characters that the password
can contain. You can set a value
between 6 and 32 characters.

Maximum Failed Attempts

The maximum consecutive
number of times an
administrator can specify the
password incorrectly, after
which the credential will be
locked. You can set a value
between 3 and 10.

Minimum Numeric Characters

The least number of numeric
characters (0 through 9) that
the password must contain. You
can set a value between 0 and
32 characters.

Maximum Password History
Count

The maximum number of
previously used passwords that
cannot be reused.

Validity Period

180 days

The maximum number of days
for which a password is valid.

Allow Multi-Byte Characters

The following options are disabled if you select this check box.

Select this option if you want to
allow multi-byte characters in
the password.

Minimum Alphabetic Characters 4

The least number of alphabetic
characters (a-z and A-Z) that the
password must contain. You can
set a value between 0 and 32
characters.

Minimum Special Characters

1

The least number of Allowed
Special Characters that the
password must contain. You can
set a value between 0 and 32
characters.

Allowed Special Characters

(optional)

|@#S%AR*()_+

The list of special characters
that the password can contain.

5. Click Save to save the changes you made on this page.

How to Chande the Default Organization

When you deploy Administration Console, an organization is created by default along with the
MA account. This default organization is referred to as Default Organization (DEFAULTORG).
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As a single-organization system, the Default Organization is useful because you do not need to
create any new organizations. You can configure the Default Organization settings, change its
Display Name, and then continue to use it for administering purposes. In the case of a
multi-organization system, however, you can rename the Display Name of the Default
Organization, configure its settings, or continue to use it as the default, or you can create a new
organization and set it as the Default Organization.

Note: Typically when you create administrators or enroll users without specifying their
organization, then they are created in the Default Organization.

To change your default organization:
1. Ensure that you are logged in as the MA.
2. Activate the Services and Server Configurations tab.
3. Click the Administration Console option on the submenu of the tab.

4. Under the UDS Configuration section on the side-bar menu, click the Set Default
Organization link to display the page.

5. Under Default Organization, select the organization that you want to set as the Default
Organization from the Organization Name list.

6. Click Save to save the changes you made on this page.

7. Refresh all deployed Transaction Server instances.
See Refreshing the Cache for instructions on how to do this.

How to Update UDS Confidurations

User Data Service (UDS) is a user virtualization layer that enables access to the third-party data
repositories (such as LDAP directory servers) that are already deployed by your organization. UDS
enables Transaction Server and Administration Console to seamlessly access your existing data
and leverage end-user information, without having to duplicate it in the standard SQL database
tables.

RA can access user data either from a relational database (RDBMS) or directly from an LDAP
server:

= If you are using a relational database, then you just need to seed the database with Arcot
schema as a part of the post-installation configurations.

= If you are using an LDAP directory server and you want Transaction Server, Case

Management Server, and Administration Console to seamlessly access it, then you must
deploy User Data Service as a part of the post-installation configurations.

How to Change the Default UDS Connectivity Configuration

To update the default UDS connectivity settings, you must use the UDS Connectivity Configuration
page.

To change the default UDS Connectivity configuration:
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1. Ensure that you are logged in as the MA.

2. Activate the Services and Server Configurations tab.

3. Click the Administration Console option on the submenu of the tab.

4. Under the System Configuration section on the side-bar menu, click the UDS Connectivity
Configuration link to display the page.

5. Specify the parameters, explained in the following table, on the page. All the enabled

parameters on this page are mandatory.

Parameter

Protocol

Default Value
TCP

Description

The protocol to connect to the
UDS service by using
Administration Console. The
available options are:

TCP: If you want to implement
unencrypted information
exchange between UDS and
Administration Console,
Transaction Server, and the RA
Database.

One-Way SSL: If you want to
implement SSL communication
between UDS and RA
components, and RA
components must present their
certificates when accessing
uDSs.

Two-Way SSL: If you want to
implement SSL communication
between UDS and RA
components, and both UDS and
RA components must present
their certificates during
information exchange.

Host

localhost

The IP address or host name
where the UDS service is
available.

Port

8080

The port at which the UDS
service is available.

Application Context Root

arcotuds

The application context that is
specified when UDS is deployed
on the application server.

Connection Timeout (in
milliseconds)

30000

Maximum time in milliseconds
before the UDS service is
considered unreachable.

Read Timeout (in milliseconds)

10000
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Parameter Default Value

Description

The maximum time in
milliseconds to wait for a
response from UDS.

Idle Timeout (in milliseconds) 30000

The time (in milliseconds) after
which an idle connection not
serving requests will be closed.

Server Root Certificate

The path to the Certificate
Authority (CA) certificate file of
the UDS server. The file must be
in PEM format.

Note: This field will not be
enabled if you selected the TCP
option in the Protocol field.

Client Certificate

The path to the CA certificate
file of Administration Console.
The file must be in PEM format.

Note: This field will not be
enabled if you selected the TCP
or One-Way SSL option in the
Protocol field.

Client Private Key

The location of the file that
contains the CA's private key.
The path can be an absolute
path or relative to
ARCOT_HOME.

Note: This field will not be
enabled if you selected the TCP
or One-Way SSL option in the
Protocol field.

Minimum Connections 4 The minimum number of
connections that will be created
between Transaction Server
and the UDS server.

Maximum Connections 32 The maximum number of

connections that can be created
between Transaction Server
and the UDS server.

6. Click Save to save the changes you made.

7. Refresh all deployed Transaction Server instances.

See Refreshing the Cache for instructions on how to do this.

How to Change the Default UDS Parameters

If you need to update the UDS parameters, you must use the UDS Configuration page.
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To change the default UDS parameters:
1. Ensure that you are logged in as the MA.

2. Activate the Services and Server Configurations tab.

3. Click the Administration Console option on the submenu of the tab.

4. Under the UDS Configuration section on the side-bar menu, click the UDS Configuration

link to display the page.

5. Specify the parameters, explained in the following table, on the page.

Parameter Default Value

Search Configuration

Description

Maximum Search Return Count 500

The maximum number of
records that will be returned for
all Search operations in
Administration Console.

LDAP Configuration

Note: These fields cannot be edited using Administration Console.

LDAP Connection Pool Initial NA

The initial number of

Size connections between UDS and
LDAP that will be created in the
pool.

LDAP Connection Pool NA The maximum number of

Maximum Size

connections allowed between
UDS and LDAP.

LDAP Connection Pool Preferred NA
Size

The preferred number of
connections between UDS and
LDAP.

LDAP Connection Pool Timeout NA

(in milliseconds)

The period for which UDS waits
for a response from LDAP, when
a new connection is requested.

Authentication and Authorization Token Validity Configuration

Purge Interval (in seconds) 3600

The maximum interval after
which an authentication token
is purged from the database, aft
er the token expires.

Validity Period (in seconds) 86400

The maximum period (default is
one day) after which an issued
authentication token expires.

6. Click Save to save the changes you made.
7. Refresh all deployed Transaction Server instances.

See Refreshing the Cache for instructions on how to do this.
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How to Refresh the Cache

Administration Console caches certain data, which serves frequently-accessed Console pages and
UDS data faster. Typically, organizations and roles are cached. RA maintains cached data at the
system level and at the organization level.
Data Cached at the System Level
The following data is cached at the system level:
= All system-level configurations
= UDS configuration and UDS connectivity
= |DAP connection pool details
= List of organizations
= Global key label
= Account type details
= Custom roles
= Global data
= Encryption sets
= |ocalization configuration
= Email and Telephone types

= Authentication and Authorization configuration

= Resources applicable to all organizations
Global account types that are applicable to all organizations

Data Cached at the Organization Level
The following data is cached at the organization level:
= Data that is applicable to individual organizations
Configurations that do not refer to global data, such as encryption set, localization

configuration, and email and telephone types

= Resources applicable to a set of organizations
Organization-specific account types

= Rules
Important! When you make data configuration changes that involve both system-level and
organization-level changes, the system cache is refreshed first, followed by the organization

cache. Any change in this order of cache refresh may result in inconsistent behavior.

Cache Refresh Order Example
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Account type details and global account types are cached at the system level. Whenever you
create a new account type, irrespective of whether it is global or organization-specific, you must
refresh the system cache. In addition, if the account type is organization-specific, you must
refresh the cache of all the organizations involved in the scope. For more information about
account types, see How to Configure Account Types.

How to Refresh the Administration Console Cache

If you have made any configuration changes, you must refresh the cache of the affected server
instances for the changes to take effect. RA now provides an Integrated Cache Refresh feature
that enables administrators to refresh the cache of all server instances from Administration
Console.

Note: The Master Administrator (MA) and Global Administrator (GA) can refresh the cache of
Administration Console and all instances of Transaction Server and Case Management Server. The

MA, GA, and Organization Administrator (OA) can refresh the cache of the organizations within
their scope.

To refresh the Administration Console cache:
1. Ensure that you are logged in as the MA.
2. Activate the Services and Server Configurations tab.
3. Click the Administration Console option on the submenu of the tab.

4. Under the System Configuration section on the side-bar menu, click the Refresh Cache
link to display the page.

5. Select one or both of the following:
= Select Refresh System Configuration to refresh the cache configuration of
Administration Console, User Data Service, and all Transaction Server and Case

Management Server instances.

= Select Refresh Organization Configuration to refresh the cache configuration of all
organizations in your purview.

6. Click OK.

7. Click OK in the confirmation dialog box that appears.
A message with a Request ID for the current cache refresh request is displayed.

Note: See When to Perform Server Refresh and Restart Tasks for at-a-glance information on tasks
after which you need to refresh the server cache.

How to View the Status of Cache Refresh Requests
You can view the status of a cache refresh request either by selecting a Request ID that was
generated for the cache refresh request or by selecting a specific status, such as In Progress,

Failure, Successful, or All.

To view the status of a cache refresh request:
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1. Ensure that you are logged in as the MA.
2. Activate the Services and Server Configurations tab.
3. Click the Administration Console option on the submenu of the tab.

4. Under the System Configuration section on the side-bar menu, click the Check Cache
Refresh Status link to display the page.

5. Enter a Request ID or select a Status and click Search to check the status of the cache
refresh request.
The cache refresh details are displayed. You can see the status of the cache refresh
operation for the different server instances.
The search result lists the following:
= The unique identifier of the cache refresh request
= QOrganizations that were affected by cache refresh request
= Time when the request was received

= The event type

= Transaction Server instances that were affected by cache refresh request. The
following table describes the Transaction Server instance details.

Parameter Description
Resource The RA resource that was refreshed. Possible
values are:

AdminConsole
For Administration Console and User Data
Service

Risk Analytics
For Transaction Server

Server Instance ID Specifies the unique identifier of the server
instance that was refreshed.

For Administration Console and User Data
Server, this value is fetched from the InstancelD
parameter set in arcotcommon.ini file.

For Transaction Server, it is the instance name
of Transaction Server. By default, it is a
combination of host name and a unique
identifier.

Server Instance Name Specifies the instance name of the Risk Analytics
component that was refreshed. Possible values
are:

Arcot Administration Console

User Data Service
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Parameter Description

Instance name of Transaction Server

Host Name Specifies the name of the system on which the

refreshed component is installed.

Status

Specifies the status of the cache refresh request.

How to Configure Custom Locales

RA supports localization, which is the process of adapting internationalized software for a region
or language of your choice, by adding locale-specific components and translating the text. You can
use the Localization Configuration page in Administration Console to configure the locales that RA
supports.

Before you configure the available locales, you can add additional locales that will appear in the
Available list for you to choose.

To configure a custom locale:

[EnY

Ensure that you are logged in as the MA.

. Activate the Services and Server Configurations tab.
. Click the Administration Console option on the submenu of the tab.

. Under the System Configuration section on the side-bar menu, click the Localization

Configuration link to display the page.

. In the Configure Supported Locales section, select the locales that you want to add from

the Available list, and use the > or < buttons to move them to the Selected list.
You can also click the >> or << buttons to move all locales to the desired lists.

. In the Configure Default Locale section, select the Default Locale from the drop-down list.

. In the Configure Default Date Time Format section, specify the Date Time Format you

want to use.

Move your cursor over the D icon to determine the Date Time Format that you want to
use.

Note: The Administrator can change the Locale and Date Time Format at the organization
level and also on the My Profile page.

. Click Save to save your changes.

. Refresh all deployed Transaction Server instances.

See Refreshing the Cache for instructions on how to do this.
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How to Configure Attribute Encryption

By default, RA stores the user-related data in plain format in the database tables that you seed
during installation. To encrypt this data, you need to use the Attribute Encryption Set
Configuration page and select the user attributes that you want to encrypt. See "Multi-Byte
Character and Encrypted Parameters" for the list of attributes that can be stored in an encrypted
format.

To ensure that user data is stored in database in encrypted format:

1.

Ensure that you are logged in as the MA.

. Activate the Services and Server Configurations tab.
. Click the Administration Console option on the submenu of the tab.

. Under the System Configuration section on the side-bar menu, click the Attribute

Encryption Configuration link to display the page.

Note: If you choose to encrypt the User Identifier attribute, all the following attributes
that help in uniquely identifying the user are also encrypted:

- User ID

- Account ID

- Account ID attributes

. In the Select Attribute(s) for Encryption section, select the attributes that you want to

encrypt from the Available Attributes for encryption list to the Attributes Selected for
encryption list.

Click the > or < buttons to move selected attributes to the desired list. You can also click
the >> or << buttons to move all attributes to the desired lists.

. In the Data Masking Configuration section, specify the parameters described in the

following table.

Note: Data masking is the process of hiding specific elements within the actual data string.
It ensures that sensitive data is replaced with some data other than the real one.

Parameter Description

Type Select an option from the drop-down list to Mas
k or Unmask the attributes configured for
encryption.

Start Length The number of characters to be masked or
unmasked from the start of the actual data
string.

End Length The number of characters to be masked or
unmasked from the end of the actual data
string.

Masking Character The character that will be used to mask (hide)

the actual data.

7. Click Save to save your changes.
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8. Refresh all deployed Transaction Server instances.

See Refreshing the Cache for instructions on how to do this.

Examples of Masking and Unmasking

If you want to mask a user name that has been configured for encryption, and the Start Length,
End Length, and Masking Character are 2, 2, and x, then the user name "mparker" is masked as
"xxarkxx".

If you want to unmask a user name that has been configured for encryption, and the Start Length,

End Length, and Masking Character are 2, 2, and x, then the user name "mparker" is unmasked as
"mpxxxer".

How to Configure Web Services Authentication and
Authorization

RA provides Web services to programmatically perform the operations that are supported by
Administration Console. You can secure these Web services calls by enabling authentication and
authorization. You can use Administration Console to select the Web services for which you want
to enable authentication and authorization.
To configure Web Services A&A:

1. Ensure that you are logged in as the MA.

2. Activate the Services and Server Configurations tab.

3. Click the Administration Console option on the submenu of the tab.

4. Under the Web Services section on the side-bar menu, click the Authentication and
Authorization link to display the page.

5. In the Web Services section, select and move the Web services from the Disabled list to
the Enabled list.
Click the > or < buttons to move selected Web services to the desired list. You can also
click the >> or << buttons to move all Web services to the desired lists.

6. Click Save to save your changes.

7. Refresh all deployed Transaction Server instances.
See Refreshing the Cache for instructions on how to do this.

Other Miscellaneous Optional Tasks

This section covers:
= How to Configure Account Types

= How to Configure Email and Telephone Types
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How to Configure Account Types

All RA users are identified in the system by a unique user name. RA supports the concept of an
account or account ID, which is an alternate ID to identify the user in addition to the user name. A
user can have none or one or more accounts or account IDs.
For example, consider a banking institution that uses the ID from the Customer Information File
(CIF), to identify the customer Robert Laurie. In addition, Robert uses his account number to
transact with the bank for his fixed deposits and a different account ID for online banking. So,
Robert has the following account IDs:

= User name: BNG02132457678

= Account ID for fixed deposits: 000203876544

= Account ID for online banking: rlaurie

An account type is an attribute that qualifies the account ID and provides additional context about
the usage of the account ID. An account ID uniquely identifies a user for the given account type.

For example, you can create an account type called FIXED_DEPOSITS for the 000203876544
account ID, and another account type called ONLINE_BANKING for the account ID rlaurie.

Now, Robert can log in to the system and can be identified by using any of the following:
= BNG02132457678
= FIXED_DEPOSITS/000203876544
= ONLINE_BANKING/rlaurie
You must first create an account type in Administration Console before you can create account
IDs. You can configure the account type to be available to specific organizations only or to all
organizations, including those that will be created in the future. At the organization level, each
organization can choose to support a set of account types.
Note: No two users in a given organization can have the same account ID for an account type. At
any given point of time, the following combinations are unique:
- Organization name, account type, and account ID
- Organization name, user name
Creating a New Account Type
To create a new account type:
1. Ensure that you are logged in as the MA.
2. Activate the Services and Server Configurations tab.

3. Click the Administration Console option on the submenu of the tab.

4. Under the UDS Configuration section on the side-bar menu, click the Configure Account
Type link to display the page.

5. (If this is the first account type you are adding) In the Add New Account Type section:
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a. Enter the Name of the account type.

b. Enter a Display Name for the account type.

c. If required, expand the Custom Attributes section by clicking the + sign and specify
the Name and Value of any custom attributes that you want to add for this
account type.

6. In the Assign to Organizations section:

= Select Apply to all Organizations if you want to use this account type for all existing
organizations and any organizations that might be created in future.

Note: Such accounts appear under Global Accounts on the Configure Account Type
page at the organization level.

or

= Select the organization to which you want to assign the account type from the
Available list and move it to the Selected list.

Note: The accounts assigned to specific organizations appear under
Organization-Specific Accounts on the Configure Account Type page at the

organization level.

Click the > or < buttons to move selected organizations to the desired list. You can also
click the >> or << buttons to move all organizations to the desired lists.

7. Click Create to create the account type.

8. Refresh all deployed Transaction Server instances.
See Refreshing the Cache for instructions on how to do this.

Updating an Account Type

To update an account type:
1. Select the account type from the Select Account Type drop-down list.
2. Modify the required fields, and click Update.

Note: Once you have created an account type, you cannot change the Name of the
account type.

3. Refresh all deployed Transaction Server instances.
See Refreshing the Cache for instructions on how to do this.

Deleting an Account Type

To delete an account type:
1. Select the account type from the Select Account Type drop-down list.
2. Click Delete.

Important! You cannot delete an account type if you have created user accounts for that
type.
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3. Refresh all deployed Transaction Server instances.
See Refreshing the Cache for instructions on how to do this.

How to Configure Email and Telephone Types
RA allows you to specify multiple email addresses and telephone numbers while creating users
and administrators. The MA can configure multiple email and telephone types at the global level,
which automatically become available to all organizations. The MA can also specify certain email
and telephone types as mandatory and others as optional. When you create users and
administrators in an organization, you will be prompted to enter values for the email and
telephone types that the MA has configured. You can choose to override the global configuration
by configuring different email and telephone types while creating organizations.

Note: Email and telephone type attributes configured at the organization level take precedence
over the values configured at the global level.

Email and Telephone Type Example

Assume that the MA has configured the following email and telephone types that all organizations
must use:

= (Mandatory) Email type: Work Email
= (Optional) Email type: Personal Email
= (Mandatory) Telephone type: Work Phone
= (Optional) Telephone type: Home Phone
Now, when a GA creates an administrator for an organization Org1 that uses the global
configuration, the GA must provide values for Work Email and Work Phone. The GA can add
additional email and telephone types, if required, but cannot delete the global configurations for
email and telephone types.
Configuring Email and Telephone Types
To configure multiple email and telephone types:
1. Ensure that you are logged in as the MA.
2. Activate the Services and Server Configurations tab.
3. Click the Administration Console option on the submenu of the tab.
Under the UDS Configuration section on the side-bar menu, click the Email/Telephone
Type Configuration link to display the page.
4. In the Configure Email Type section, specify:
= Priority of the Email Type if more than one Email Type has been configured. Use the
up and down icons to change the priority. Priority defines the order in which Email

Types are displayed on the screen when multiple Email Types have been configured.

= Type of email that you want to configure, for example, work or personal.
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= Display Name of the Email Type.
= Whether the Email Type is Mandatory.

For example, you can configure work email with a higher priority than your personal email
so that work email gets displayed first.

5. In the Configure Telephone Type section, specify:

= Priority of the Telephone Type if more than one Telephone Type has been configured.
Use the up and down icons to change the priority. Priority defines the order in which
Telephone Types are displayed on the screen when multiple Telephone Types have
been configured.

= Type of phone number that you want to configure, for example, home or work.

= Display Name of the Telephone Type.

= Whether the Telephone Type is Mandatory.

Note: You can add multiple Email and Telephone types by clicking the + icon.

6. Click Save to save your changes.

7. Refresh all deployed Transaction Server instances.
See Refreshing the Cache for instructions on how to do this.

Administrating 49



Working with Custom Roles

Risk Analytics is shipped with out-of-the-box roles that are associated with pre-defined privileges.
However, RA also provides you the capability to manipulate these pre-defined roles if:

= The default roles do not meet your organization’s requirements.
= You need to manage a role information that is different from the one provided by RA.

This article explores the ability to create and apply custom roles in RA, which are a major benefit.
This article guides you through the following topics:

= Understanding Custom Roles
= How to Create a Custom Role
= How to Update a Custom Role Information

= How to Delete a Custom Role

Understanding Custom Roles

As an MA, you can create new administrative roles that inherit a subset of privileges from one of
the following pre-defined parent roles, as discussed in Getting Started with the Administration
Console:

= Global Administrator

= Qrganization Administrator

= User Administrator
These roles are called custom roles, and are derived by disabling some of the default privileges
associated with the parent role. For example if you need to disable the privilege to create

organizations for a GA, then you can create a custom role by disabling this privilege, and assign
the same to the GA.

Things That You Should Know About Custom Roles

Only the MA can create custom roles.

A custom role can inherit the subset of privileges only from a single role. In other words, a custom
role cannot inherit privileges from two different roles.

For example, you cannot create a custom UA role that has privileges to manage users (UA
privilege) and create organizations (OA privilege.)

You cannot assign new privileges to a custom role, if the parent role does not have these
privileges.
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For example, if the pre-defined OA role does not have the privilege to create an organization,
then the custom role based on this OA role cannot have that privilege either.

When you create a custom role, a task representing one or more privileges will continue to be
visible, as long as at least one of the privileges is still available.

For example, the Search Organizations link will appear if the Update privilege is still available,
even though the Activate, Deactivate, and Delete privileges are disabled.

A new custom role is available to other instances of Administration Console only after you refresh
the Administration Console server cache.

Pre-Defined Custom Roles

In addition to the custom roles that you can create, RA has three pre-defined custom roles that
are required for Case Management. These roles include:

= QM: The Queue Manager role has the required privileges to supervise cases. This role is
derived from the default Organization Administrator role.

= CSR: The Customer Support Representative role has the required privileges to work on cases
and handle end-user calls. This role is derived from the default User Administrator role.

= FA: The Fraud Analyst role has the required privileges to analyze cases to find hidden trends
and patterns. This role is also derived from the default User Administrator role.

Note: See Managing Cases for detailed information about Case Management and the Queue
Manager, Customer Support Representative, and Fraud Analyst roles.

You can see these out-of-the-box custom roles on the Update Custom Role page.

How to Create a Custom Role

When you create a custom role, it becomes available as a role option when you create or update
an administrator. A new custom role is available only after refreshing the Transaction Server
cache.
To create a new role:

1. Ensure that you are logged in as the MA.

2. Activate the Users and Administrators tab.

3. Click the Manage Roles link on the submenu of the tab.

4. Under the Manage Roles section, click the Create Custom Role link. The Create Custom
Role page appears.

5. In the Role Details section, specify the following information:

= Role Name: The unique name to identify the new role. This name is used internally by
RA by authenticating and authorizing this new role.
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= Role Display Name: The descriptive name of the role that appears on all other
Administration Console pages and reports.

= Role Description: The useful information related to the role for later reference.
= Role Based On: The pre-existing role from which this custom role should be derived.
6. In the Set Privileges section, specify the roles that will not be available to the new role:
a. In the Available Privileges list, select all the privileges that you need to disable for
the custom role.
This list displays all the privileges available to the administrative role that you
selected in the Role Based On field.
b. Click the > button to move the selected privileges to the Unavailable Privileges list.

7. Click Create to create the custom role.

8. Refresh all deployed Transaction Server instances.
See Refreshing the Cache for instructions on how to do this.

How to Update a Custom Role Information

You can update custom roles by enabling or disabling the privileges available to the role.
To update a custom role you created:

1. Ensure that you are logged in as the MA.

2. Activate the Users and Administrators tab.

3. Click the Manage Roles link on the submenu of the tab.

4. Under the Manage Roles section, click the Update Custom Role link.
The Update Custom Role page appears.

5. Select the Role Name that you want to update.

6. In the Role Details section, change the Role Display Name and Role Description, if
required.

7. In the Set Privileges section, if required, specify the list of privileges that will not be
available to the role:

a. In the Available Privileges list, select all the privileges that you need to disable for
the new role.
This list displays all the privileges available to the administrative role that you
selected in the Role Based On field.

b. Click the > button to move the selected privileges to the Unavailable Privileges list.

8. In the Set Privileges section, if required, specify the list of privileges that will be available
to the role:
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a. In the Unavailable Privileges list, select the privileges that you want to enable for
the new role.
This list displays all the privileges that are not available to the administrative role
that you selected in the Role Based On field.

b. Click the < button to move the selected privileges to the Available Privileges list.
9. Click Update to update the Custom role definition.

10. Refresh all deployed RA Server instances.
See Refreshing the Cache for instructions on how to do this.

How to Delete a Custom Role

Important! If you need to delete a custom role that is currently assigned to an administrator, then
you must first change the role of all administrators who have been assigned this role by using the
Update Administrator page and then follow the instructions in this topic.
To delete a custom role you created:

1. Ensure that you are logged in as the MA.

2. Ensure that no active administrator is assigned this role.

3. Activate the Users and Administrators tab.

4. Click the Manage Roles link on the submenu of the tab.

5. Under the Manage Roles section, click the Delete Custom Role link.
The Delete Custom Role page appears.

6. In the Role Details section, select the custom role that you need to delete from the Role
Name list.

7. Click Delete to delete the selected custom role.

8. Refresh all deployed Transaction Server instances.
See Refreshing the Cache for instructions on how to do this.
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Managing Server Instances

As a Master Administrator, you will need to manage a Transaction Server instance locally.
However, before you can manage a server instance, you must configure the connectivity
parameters to connect to the instance. For more information about this, see How to Configure
Server Connectivity.

Only after you configure the connectivity parameters, you can manage the Transaction Server
instance. The tasks for managing an instance include:

= How to Configure Server Connectivity

= How to Create Trust Stores

= How to Configure Communication Protocols for Server Instances
= How to Refresh a Server Instance

= How to Update Server Instance Configurations

= How to Shut Down a Server Instance

= How to Restart a Server Instance

Note: Shutting Down a Server Instance can also be performed by using system tools, as discussed
in Tools for Administrators.

How to Configure Server Connectivity

RA comprises two server components:
= Transaction Server, which is the core engine for risk evaluations.

= Case Management Server, which is responsible for building, prioritizing, and dispatching cases
to administrators according to the Queue definitions.

The following table lists the four sections on the Risk Analytics Connectivity page and describes
the components that you can connect using each section.

Configuration Section Description

Risk Analytics Transaction Server Management Used by Administration Console to connect to

Connectivity the Transaction Server Management port. For
example, cache refresh and shutdown requests
to Transaction Server.

Case Management Server Management Used by Administration Console to connect to

Connectivity the Case Management Server Management
port. For example, cache refresh and shutdown
requests to Transaction Server.

Risk Analytics Administration Connectivity
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Configuration Section

Description

Used by Administration Console to connect to
the Transaction Server Administration web
service port. For example, the Rules and Scoring
Management screen and Model Configuration
screen.

Case Management Server Connectivity

Used by Administration Console to connect to
the Case Management Server instance. For
example, to issue Queue rebuild requests and to
fetch the next case in the Queue.

For Transaction Server Management

You must use the Risk Analytics Transaction Server Management Connectivity section to configure
the connection settings that will be used by Administration Console to connect to your

Transaction Server Management instance.

To specify the connectivity parameters used by Administration Console to connect to the

Transaction Server Management instance:

1. Ensure that you are logged in as the MA.

2. Activate the Services and Server Configurations tab.

3. Click the Risk Analytics link on the submenu of the tab.

4. If not already displayed, click the Risk Analytics Connectivity link in the tasks pane to

display the corresponding page.

5. Use the information in the following table to configure the RA connectivity parameters.

Field

Server

Description

Enter the IP address or host name of the system
where you installed the required Transaction
Server Management instance.

Note: Ensure that the system where Transaction
Server is installed is accessible by its hostname
on the network.

Server Management Port

Enter the port on which the Risk Evaluation
service is exposed.

Transport

Specify the transport mode (TCP or SSL) for the
following components to connect to the
specified Transaction Server Management
instance:

Server Management Web Services

Administration Web Services

Transaction Web Services
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Field

Description

Authentication Native

Server CA Root Certificate Browse to and upload the server CA root

certificate.

Note: This server certificate must be in PEM
format.

Client Certificate-Key Pair in PKCS#12 Browse to and upload the PKCS#12 Store that

contains the client certificate and the private
key.

Client PKCS#12 Password Enter the password for the client’s PKCS#12

Store.

6. Click Save to save the configurations that you have set.

For Case Management Server Management

You must use the Case Management Server Management Connectivity section to configure the
connection settings that will be used by Administration Console to connect to your Case
Management Server Management instance.

To specify the connectivity parameters used by Administration Console to connect to the Case
Management Server Management instance:

1.

Ensure that you are logged in as the MA.

. Activate the Services and Server Configurations tab.
. Click the Risk Analytics link on the submenu of the tab.

. If not already displayed, click the Risk Analytics Connectivity link in the tasks pane to

display the corresponding page.

. Use the information in the following table to configure the Case Management Server

connectivity parameters.

Field Description

Server Enter the IP address or host name of the system
where you installed the required Case
Management Server Management instance.

Server Management Port Enter the port on which the Case Management
service is exposed.

Transport Specify the transport mode (TCP or SSL) for the

corresponding component to connect to the
specified Case Management Server
Management instance:

Server Management Web Services

Administration Web Services
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Field Description

Transaction Web Services

Authentication Native

Server CA Root Certificate Browse to and upload the server CA root
certificate.

Note: This server certificate must be in PEM
format.

Client Certificate-Key Pair in PKCS#12 Browse to and upload the PKCS#12 Store that
contains the client certificate and the private
key.

Client PKCS#12 Password Enter the password for the client’s PKCS#12
Store.

6. Click Save to save the configurations that you have set.

For Risk Analytics Administration
You must use the Risk Analytics Administration Connectivity section to configure the connection
settings that will be used by Administration Console to connect to your Transaction Server

Administration instance.

To specify the connectivity parameters used by Administration Console to connect to the
Transaction Server Administration instance:

1. Ensure that you are logged in as the MA.
2. Activate the Services and Server Configurations tab.
3. Click the Risk Analytics link on the submenu of the tab.

4. If not already displayed, click the Risk Analytics Connectivity link in the tasks pane to
display the corresponding page.

5. Use the information in the following table to configure the RA connectivity parameters.

Field Description

Server Enter the IP address or host name of the system
where you installed the required Transaction
Server Administration instance.

Note: Ensure that the system where Transaction
Server is installed is accessible by its hostname
on the network.

Server Management Port Enter the port on which the Risk Evaluation
service is exposed.

Transport Specify the transport mode (TCP or SSL) for the
following components to connect to the
specified Transaction Server Administration
instance:
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Field

Description

Server Management Web Services
Administration Web Services
Transaction Web Services

Authentication Native

Server CA Root Certificate

Browse to and upload the server CA root
certificate.

Note: This server certificate must be in PEM
format.

Client Certificate-Key Pair in PKCS#12

Browse to and upload the PKCS#12 Store that
contains the client certificate and the private
key.

Client PKCS#12 Password

Enter the password for the client’s PKCS#12
Store.

6. Click Save to save the configurations that you have set.

For Case Management Server

You must use the Case Management Server Connectivity section to configure the connection
settings that will be used by Administration Console to connect to your Case Management Server

instance.

To specify the connectivity parameters used by Administration Console to connect to the Case

Management Server instance:

1. Ensure that you are logged in as the MA.

2. Activate the Services and Server Configurations tab.

3. Click the Risk Analytics link on the submenu of the tab.

4. If not already displayed, click the Risk Analytics Connectivity link in the tasks pane to

display the corresponding page.

5. Use the information in the following table to configure the Case Management Server

connectivity parameters.

Field
Host

Description

Enter the IP address or host name of the system
where you installed the Case Management
Server instance.

Note: Ensure that the system where Case
Management Server is installed is accessible by
its hostname on the network.

Backup Host
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Field Description

If installed, enter the IP address of the system
where the backup Case Management Server
instance is available.

Important! You must configure this Backup Host
parameter before you start the backup Case
Management Server.

Port Enter the port on which the Case Management
service is exposed.

Transport Specify the transport mode (TCP or SSL) for the
corresponding component to connect to the
specified Case Management instance:

Server Management Web Services
Administration Web Services

Transaction Web Services

Authentication Native

Server CA Root Certificate Browse to and upload the server CA root
certificate.

Note: This server certificate must be in PEM
format.

Client Certificate-Key Pair in PKCS#12 Browse to and upload the PKCS#12 Store that
contains the client certificate and the private
key.

Client PKCS#12 Password Enter the password for the client’s PKCS#12
Store.

6. Click Save to save the configurations that you have set.

How to Create Trust Stores

You can create a trust store to authenticate RA components (that include Administration Console
and Java SDKs) or other clients to a Transaction Server instance during SSL-based
communications. A trust store contains a set of CA root certificates trusted by Transaction Server
and the Case Management Server instances.

You can use the Trusted Certificate Authorities page to create trust stores and to add new root
certificates to your trust stores.

Follow these steps:
1. Ensure that you are logged in as the MA.

2. Activate the Services and Server Configurations tab in the main menu, and ensure that
the Risk Analytics tab in the submenu is active.
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3. Under the System Configuration section, click the Trusted Certificate Authorities link to
display the Trusted Certificate Authorities page.

4. In the Name field, enter the name for the new trust store that you want to create.

5. Click the corresponding Browse buttons to upload one or more root certificates of the
trusted CAs. You can click Add More to display additional fields for uploading certificates.

6. Click Save when you finish uploading all certificates.

How to Configure Communication Protocols for Server
Instances

The Protocol Configuration page allows you to configure protocols for the Transaction Server
instance or the Case Management Server instance.

By selecting the Transaction Server instance from the drop-down list, you can configure the
protocols that Administration Console, SDKs, and Web Services use to communicate with your
Transaction Server instance for authentication and administration purposes. In addition to the
port on which the server listens to each of these enabled components, you can also specify the
transport security mechanism (TCP or SSL). In case you specify this mechanism as SSL, then you
must also specify the valid and trusted client component’s certificate and private key that are
required for establishing a secure connection.

The following table explains the protocols that you see in the List of Protocols table for the
Transaction Server instance and lists their default port numbers.

Protocol Default Port Number Description

Native (TCP) 7680 This is the protocol to enable
communication between the
Transaction Server instance and
the RA Java SDKs, which include
Risk Evaluation and Issuance
(deprecated).

Note: The Web service interface
is available for Issuance as part
of the user management Web
Service Definition Language
(wsDL).

Administration Web Service 7777 This is the protocol for
communication between
Transaction Server and
Administration Web services.

Transaction Server listens to the
Administration Web service
calls on this port.

Note: These calls do not include
the RA Issuance (deprecated) or
Risk Evaluation calls.

Transaction Web Service 7778
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Protocol

Default Port Number

Description

This protocol is used by the Risk
Evaluation and the Issuance
(deprecated) Web services to
connect to the Transaction
Server instance. This protocol
receives Web services requests
that are sent by Authentication
and Issuance Web services.

Note: These calls do not include
the Administration service calls.

Native (SSL)

7681

This is a binary protocol to
enable SSL-based
communication between the
Transaction Server instance and
the RA Java SDKs, which include
Risk Evaluation and Issuance
(deprecated).

Server Management

7980

The arrfclient tool
communicates with the
Transaction Server instance for
server management activities
(graceful shutdown and server
cache refresh) by using this
protocol.

See Tools for Administrators for
detailed information about this
Administration Console tool.

ISO8583 Native (TCP)

7690

This is the protocol used by RA
to support transactions
originating from ATM or POS
channels. RA receives ATM or
POS transaction data over this
TCP port as an asynchronous
ISO 8583 message and returns
the Risk Advice as an ISO 8583
message.

Note: Transaction data for ATM
or POS channels is received as
ISO 8583 protocol messages
that might be compliant with
one of the following ISO 8583
versions or their variants:

ISO 8583:1987

ISO 8583:1993

Similarly, by selecting the Case Management Server instance from the drop-down list, you can
configure the protocols that Administration Console and the Case Management Server use to
communicate with your Transaction Server instance for authentication and administration
purposes. In addition to the port on which the server listens to each of these enabled
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components, you can also specify the transport security mechanism (TCP or SSL). In case you
specify this mechanism as SSL, then you must also specify the valid and trusted client
component’s certificate and private key that are required for establishing a secure connection.

The following table explains the protocols that you see in the List of Protocols table for the Case
Management Server instance and lists their default port numbers.

Protocol Default Port Number Description

Case Management Server 7779 This protocol is used by the

Case Management Server
modaule to listen to the Case
Management requests from the
Administration Console on the
specified port.

Case Management 7780 This is the protocol for
Administration communication with Case

Management Server for
administrative operations.

Case Management Transaction 7781 This protocol is used by the
Web Service Case Management Server

modaule to listen to the Case
Management Web service
requests received from external
clients on the specified port.

To configure Transaction Server and the Case Management Server network protocols:

. Ensure that you are logged in as the MA.

. Activate the Services and Server Configurations tab in the main menu, and ensure that

the Risk Analytics tab in the submenu is displayed.

. Under the Instance Configuration section, click the Protocol Configuration link to display

the Protocol Configuration page.

. Select the Transaction Server instance or Case Management Server instance from the

drop-down list.
The List of Protocols appears.

. In the List of Protocols table, click the link corresponding to the protocol that you want to

configure.
The corresponding Protocol page appears.

. Edit the fields on the page, as required. The following table explains these fields.

Column Action Description

Change Protocol Status Select this check box to enable the Action drop-

down list and change the status of the protocol.

Action

Select Enable to enable the required protocols.

Port

Enter the port number where the corresponding
service is available. Following are the default
port numbers for RA protocols:
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Column

Action Description

Native (TCP): 7680

Native (SSL): 7681

Administration Web Services: 7777
Transaction Web Services: 7778

Case Management Server: 7779

Case Management Administration: 7780

Case Management Transaction Web Service:
7781

Server Management: 7980

ISO8583 Native (TCP): 7690

Minimum Threads

Minimum number of threads processed on the
port.

Maximum Threads

Maximum number of threads processed on the
port.

Transport

Specify one of the following modes that are
supported for data transfer:

TCP: Transmission Control Protocol (TCP) mode
is the default mode that is supported by both RA
protocols. It sends data in the clear.

SSL: Secure Sockets Layer (SSL) provides higher
security for transactions, because it encrypts
and decrypts data that is transmitted.

Key in HSM

Enable this check box if the private key for the
SSL communication needs to be in the HSM
device. In this case, Transaction Server and Case
Management Server will find the private key
based on the certificate chain provided.

This check box is enabled only if you select SSL i
n "Transport".

Server Certificate Chain

Specify the certificate chain that is used by the
SSL transport security mode. Use the Browse bu
tton to upload the Server Certificate Chain.

Important! Ensure that the certificates in the
chain that you upload here follow the Leaf
certificate > Intermediate CA certificates > Root
certificate hierarchy. The certificate and the key
must be in PEM format.

Server Private Key

Use the Browse button to upload the Server
Private Key.
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Column

Action Description

Note: This field will be enabled only if you did
not select the Key in HSM check box.

Select Client Store

Select the trust store that contains the root
certificates of the trusted CAs.

See How to Create Trust Stores for more
information about configuring trust stores.

Channel-Header Configuration (Applicable only
to ISO 8583 ports)

Contains the channel and header information
required to parse incoming transactions for ATM
and POS channels.

7. Click Save after you complete the configurations on the page.

Configuring SSL Communication

By default, Administration Console uses Transmission Control Protocol (TCP) to communicate with
Transaction Server. However, TCP is vulnerable to spoofing and man-in-the-middle attacks. By
using Administration Console, you can configure SSL to ensure secure communication between

different components of RA.

If you have configured SSL for secure communication, you can see the corresponding entries in
the startup log files. The following table lists the log file entries when SSL is configured for
Transaction Server and Case Management Server protocols.

Protocol

Risk Analytics

Entry in Log File

Server Management

Started listener for [Server Management] [7980]
[SSL] [srvmgrwsprotocol]

Transaction Web Service

Started listener for [Risk Analytics Trans WS]
[7778] [SSL] [transwsprotocol]

Administration Web

Service

Started listener for [Risk Analytics Admin WS]
[7777] [SSL] [aradminwsprotocol]

Native (SSL)

Started listener for [Risk Analytics Native (SSL)]
[7681] [SSL] [RiskAnalytics]

Case Management Server

Case Management

Case Management Administration

Started listener for [Case Management Admin]
[7780] [SSL] [srvmgrwsprotocol]

Case Management

Case Management Server

Started listener for [Case Management Server]
[7779] [SSL] [RiskAnalyticsCaseManagement]

Case Management

Case Management Transaction Web Service

Started listener for [Case Management WS]
[7781] [SSL] [casewsprotocol]
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How to Refresh a Server Instance

You can refresh Transaction Server and the Case Management Server instances either through
Administration Console or by using the arrfclient tool. This topic covers the following:

= By Using Administration Console

= By Using the arrfclient Tool

By Using Administration Console

You can refresh specific Transaction Server and the Case Management Server instances by
selecting the instance on the Instance Management page.

Follow these steps:
1. Ensure that you are logged in as the MA.

2. Activate the Services and Server Configurations tab in the main menu, and ensure that
the Risk Analytics tab in the submenu is displayed.
Under the Instance Configuration section, click the Instance Management link to display
the page.
The following table describes the columns on the Instance Management page.

Column Description

Instance Name Name of Transaction Server or the Case
Management Server instance.

Last Startup Time The time the instance was last started.

Last Shut Down Time The time the instance was last shut down.

Last Refresh Time The time the instance was last refreshed.

Uptime The duration for which the instance has been
running.

Status The status of the instance.

Organization List To Refresh The list of organizations to refresh.

Choose Select in the drop-down list to select the
organizations that you want to refresh.

or

Select All in the drop-down list to refresh all
organizations.

System Cache Refresh Select this check box to refresh the system
cache.

3. In the Risk Analytics Instances section:

Select the instance of Transaction Server that you want to refresh.
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1. Select the organizations to refresh from the Organization List to Refresh drop-down list.
2. Select System Cache Refresh if you want to refresh the system cache configuration.
3. Click Refresh.

4. In the Case Management Instances section:

Select the instance of the Case Management Server that you want to refresh.
1. Select the organizations to refresh from the Organization List to Refresh drop-down list.
2. Select System Cache Refresh if you want to refresh the system cache configuration.

3. Click Refresh.

By Using the arrfclient Tool
You can use the arrfclient tool to refresh both Transaction Server and the Case Management
Server instances.

Before you run the arrfclient tool for Transaction Server as directed in the following topics, set the
Host and Port values in riskfortadminclient.ini. See Tools for Administrators for more information.

On Windows
Run the arrfclient tool to refresh the Transaction Server cache as follows:
1. Open the Command Prompt window.
2. Navigate to the following directory:
<install location>\Arcot Systems\bin\
3. Run the following command to refresh:
= Transaction Server instance:
arrfclient -cr
= Case Management Server instance:
arrfclient <host_name> <port_number> -cr
On UNIX-Based Platforms
Run the arrfclient tool to refresh the Transaction Server cache as follows:
1. Open the terminal window.
2. Navigate to the following directory:

<install location>/arcot/bin/
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3. Run the following command to refresh:
= Transaction Server instance:
arrfclient -cr
= Case Management Server instance:

arrfclient <host name> <port number> -cr

How to Update Server Instance Configurations

You can update the instance attributes, logging configurations, and database configurations for
the Transaction Server and Case Management Server instances.

Follow these steps:
1. Ensure that you are logged in as the MA.

2. Activate the Services and Server Configurations tab in the main menu, and ensure that
the Risk Analytics tab in the submenu is active.

3. Under the Instance Configuration section, click the Instance Management link to display
the page.

4. Click the link corresponding to the instance whose configuration you want to update.
The page to update the instance-specific configuration appears.

5. In the Instance Attributes section:

a. Select the check box to Change the Instance Name of your Transaction Server or
Case Management Server instance.

b. Specify name for the instance in the New Instance Name field.

6. In the Logging Configuration section, specify values as described in the following table.

Field Description

Transaction Log Directory The directory to store the transaction log files.
The path can be an absolute path or relative to
ARCOT_HOME.

Rollover After (in Bytes) The maximum number of bytes the log file can

contain. When the log files reach this size, a new
file with the specified name is created and the
old file is moved to the backup directory.

Transaction Log Backup Directory The backup directory to store the older
transaction log files. The path can be an
absolute path or relative to ARCOT_HOME.

Log Level The severity level of the logged entry. Fatal,
WARNING, INFO, and DETAIL are the supported
levels in decreasing order of severity.

Log Timestamps in GMT
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Field

Description
Select this option if you want to time stamp the
logged information using GMT.

RA enables you to either use the local time zone
or GMT to timestamp the logged information.

Enable Trace Logging

An additional logging flag that logs the Entering
and Exiting log for each function called during
processing. By default, this flag is disabled.
Enabling this flag logs huge amount of data for
debugging. You must not enable this flag in
production unless advised by CA Support.

7. In the Database Configurations section, specify values as described in the following table.

Field

Minimum Connections

Description

The minimum number of connections that will
be created between Transaction Server and the
database.

Maximum Connections

The maximum number of connections that can
be created between Transaction Server and the
database.

Increment Connections by

The value by which to increment the
connections when all database connections in
the pool are exhausted and used by the existing
threads, and if any of the threads requests for a
new database connection.

Monitor Thread Sleep Time (in Seconds)

The time interval after which the database
monitor thread polls the database to check if
the database is active and functional.

Monitor Thread Sleep Time in Fault Conditions
(in Seconds)

Same as Monitor Thread Sleep Time. But this
value is used only when the database monitor
thread detects any failure. This value must be
less than the Monitor Thread Sleep Time
because polling must be done at frequent
intervals in the case of any failure.

Log Query Details

When enabled, this option logs all the Oracle or
MS SQL database queries executed by the
Server. By default, this option is disabled and
must be enabled only when debugging is
required as in the case of Enable Trace Logging.

Monitor Database Connectivity

If this option is enabled, the Server creates the
database monitor thread. Else, database
monitoring is disabled.

Auto-Revert to Primary

When the connection to the primary database
fails, the Server falls back to the backup
database. If this option is enabled, the Server
automatically reverts to the primary database
when it is up and running.

8. Click Save to save your changes.
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9. Refresh or restart your server instance depending on the parameters that you have updated.

For instructions on how to do this, see How to Refresh a Server Instance and How to Restart a
Server Instance.

How to Shut Down a Server Instance

To shut down a Transaction Server or Case Management Server instance:
1. Ensure that you are logged in as the MA.

2. Activate the Services and Server Configurations tab in the main menu, and ensure that
the Risk Analytics tab in the submenu is displayed.

3. Under the Instance Configuration section, click the Instance Management link to display
the page.

4. Select a Transaction Server instance or a Case Management Server instance that you want
to shut down.

5. Click Shut Down to shut down the selected server instances.

Note: When a shutdown request is received by Transaction Server, all the ongoing transactions
are processed, and then the shutdown request is processed.

How to Restart a Server Instance

The following topics walk you through the steps for restarting the Transaction Server and the Case
Management Server instances.

On Windows

To start a server instance on Windows:
1. Login to the computer where the instance has stopped.
2. Click the Start button on the desktop.

3. Navigate to Settings > Control Panel > Administrative Tools > Services.

IS

. Torestart:

= Transaction Server instance: Double-click CA Risk Analytics Transaction Server from
the listed services.

= Case Management Server instance: Double-click CA Risk Analytics Case Management
Server from the listed services.

5. Click Start to start the service.

On UNIX-Based Platforms
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To start a server instance on UNIX-based platforms:
1. Log in to the computer where the instance must be started.
2. Navigate to the following directory:
<install location>/arcot/bin/

3. Run the following command to restart:

= Transaction Server instance:

./riskanalyticsserver start
= Case Management Server instance:

./casemanagementserver start
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Managing Model and Other Server
Configurations

This article covers the following topics:
= How to Update the Risk Analytics Predictive Model
= How to Configure the Default Card Issuer Organization
= How to Configure the Default Transaction Acquirer Organization

= How to Configure Default NBIN Mapping

How to Update the Risk Analytics Predictive Model

Risk Analytics offers an advanced fraud modeling capability. Based on the historical data, this
modelling capability can be built and created in Risk Analytics. By using the available transaction
data and system data, the model generates a score that describes the extent to which the model
suspects a transaction’s genuineness. This score typically ranges from 0 through 100, where the
higher the number, the greater the possibility of fraud. RA can be configured to send different
responses to your calling application based on this model score.

The model score is available as a part of the system parameters (as Score) while configuring
out-of-the-box rules. This score can be used in conjunction with other data elements to arrive at a
risk advice.

Configuring the Predictive Model

You can configure the URL and timeout parameters for the RA Predictive Model by using
Administration Console.

To configure the RA Predictive Model:
1. Ensure that you are logged in as a MA.
2. Activate the Services and Server Configurations tab.
3. Activate the Risk Analytics tab.
4. Under the Model Configuration section on the side-bar menu, click the Model
Configuration link.

The Model Configuration page appears.

5. In the Proposed Value column, specify the parameters as described in the following table.

Parameter Description
Predictive Model URL (primary) The primary URL of the RA Predictive Model.
Predictive Model URL (backup) The backup URL of the RA Predictive Model.

Connection Timeout (in milliseconds)

Administrating 71



Parameter

Description

The time for which RA tries to establish a
connection to the Model before timing out.

Read Timeout (in milliseconds)

The time in which Transaction Server expects a
response back from the Model.

Minimum Connections

The minimum number of connections in the
connection pool to connect to the Model Server.

Maximum Connections

The maximum number of connections in the
connection pool to connect to the Model Server.

Score Multiplication Factor (rational number
allowed)

The value by which the score returned by Model
is multiplied before being used for rule
evaluation.

Protocol Type

The protocol used by RA to communicate with
the Model.

Server Authentication SSL

If you want to configure SSL-based
communication between Transaction Server and
your Model, then you must select this option.

Callout Server Root Certificate

Click Browse to navigate to the location where
the Callout Server Root Certificate is located.
Callout Server Root Certificate must be in PEM
(Baseb4-encoded) format.

Note: If Server Authentication SSL is selected,
then you must specify the Callout Server Root
Certificate.

Client Authentication SSL

If you want to configure two-way SSL
connection between Transaction Server and
your Model, then you must select this option
and ensure that the Server Authentication SSL is
also selected.

If you want to configure one-way SSL connection
between Transaction Server and your model,
then you must not select this option. In this
case, you must ensure that the Server
Authentication SSL is selected.

If you do not want to configure any SSL-based
connection, then you must not select either this
option or the Server Authentication SSL option.

Risk Analytics Transaction Server Certificate and
Private Key

Click Browse to navigate to the location where
the Transaction Server Certificate and Private
Key are located. Transaction Server Certificate
and Private Key must be in PEM
(Baseb4-encoded) format.

Note: If Client Authentication SSL is selected,
then you must specify the RA Transaction Server
Certificate and Private Key.

6. Click Upload Model Configuration to save the changes.
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7. Refresh all deployed Transaction Server instances.

See Refreshing the Cache for instructions on how to do this.

How to Confidgure the Default Card Issuer Organization

The first six digits of the card number are known as the Issuer Identification Number (IIN) or Bank
Identification Number (BIN), and these digits identify the Card Issuer. During a transaction, RA
checks whether the BIN prefix of the card used in the transaction matches the configured Issuer
BIN prefixes for any organization. If a match is found, then the corresponding organization’s
active ruleset is used for rule evaluation. If no match is found, then the default Card Issuer
organization’s active ruleset is used for rule evaluation. The Master Administrator can configure
the default Card Issuer organization.

Follow these steps:
1. Ensure that you are logged in as a MA.
2. Activate the Services and Server Configurations tab.
3. Activate the Risk Analytics tab.
4. Under the Additional Configuration section on the side-bar menu, click the Default Card
Issuer Mapping link.
The Default Card Issuer Mapping page appears.

5. Select the Default Card Issuer Organization from the drop-down list.

6. Enter values for the fields, as described in the following table:

Field Description

Duration Maximum time period to consider for
transaction history. The duration is specified in
minutes or hours, depending on how it is
configured in the rule.

Note: Transaction history is defined as the list of
transactions for the same account (Card
Number or PAN) over ATM and POS channels in
reverse chronological sequence.

Threshold Amount Maximum limit on the transaction amount for a
card, defined in the organizations' base
currency.

Transaction Count Total number of transactions to consider for

transaction history.

7. Click Save to save your configuration changes.
8. Refresh all deployed Transaction Server instances.

See Refreshing the Cache for instructions on how to do this.
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How to Confidgure the Default Transaction Acquirer
Ordanization

An Institution Identification Code (IIC), also referred to as Acquirer ID, is assigned to each Acquirer
institution that participates in the global financial network. During a transaction, RA checks
whether the Acquirer ID of the Transaction Acquirer involved in the financial transaction matches
the configured Acquirer IDs for any organization. If a match is found, then the corresponding
organization’s active ruleset is used for rule evaluation. If no match is found, then the default
Transaction Acquirer organization’s active ruleset is used for rule evaluation. The Master
Administrator can configure the default Transaction Acquirer organization.

To configure the default Transaction Acquirer organization:

1. Ensure that you are logged in as a MA.

2. Activate the Services and Server Configurations tab.

3. Activate the Risk Analytics tab.

4. Under the Additional Configuration section on the side-bar menu, click the Default
Transaction Acquirer Mapping link.
The Default Transaction Acquirer Mapping page appears.

5. Select the Default Transaction Acquirer Organization from the drop-down list.

6. Click Save to save your configuration changes.

7. Refresh all deployed Transaction Server instances.
See Refreshing the Cache for instructions on how to do this.

How to Configure Default NBIN Mapping

National Bank Identification Number (NBIN) is used to identify banks in the context of Mobile
Remittances for routing transactions by Interbank Payment Service (IMPS). A 4-digit unique
identification number is assigned to the member banks participating in IMPS. The 4-digit NBIN
and 3-digit Mobile Account Selector (MAS) together make the 7-digit Mobile Money Identifier
(MMID), which is issued by the bank to customers availing IMPS.

During a transaction, RA checks whether the NBIN of the organization participating in the
transaction matches the configured NBIN for any organization. If a match is found, then the
corresponding organization’s active ruleset is used for rule evaluation. If no match is found, then
the default NBIN organization’s active ruleset is used for rule evaluation. The Master
Administrator can configure the default NBIN organization.
To configure the default NBIN organization:

1. Ensure that you are logged in as a MA.

2. Activate the Services and Server Configurations tab.

3. Activate the Risk Analytics tab.
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. Under the Additional Configuration section on the side-bar menu, click the Default NBIN
Mapping link.
The NBIN to Organization Mapping page appears.

. Select the Default NBIN Organization from the drop-down list.
. Click Save to save your configuration changes.

. Refresh all deployed Transaction Server instances.
See Refreshing the Cache for instructions on how to do this.
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Managing Global Configurations

RA configurations are of two types:

= System-level configurations: These configurations are applicable to all organizations, unless
overridden for a specific organization by configuring the same under the Organizations tab.
These configurations are made under the Services and Server Configurations tab, and any
changes made under this tab are available to all organizations.

= Organization-level configurations: These configurations are made to a specific organization,
but can be used by other organizations in the scope of the administrator who made these
changes. However, they are not automatically available; they need to be specifically applied to
other organizations. An example of this type of configuration is a Ruleset template created at
the global level. The rulesets can optionally be used as a starting point when creating a ruleset
for an organizations.

Notes on System- and Organization-Level Configurations
= Although system-level configurations are available to all organizations, they cannot be used
as-is at the organization level. For example, even if you configure a Untrusted IP Check rule at
the global level, individual organizations need to configure this rule either by copying from the
global rule.
= Although you can change the default rule configurations individually for every organization in
the system, most of the organizations might be using the same configuration settings
repeatedly. Also, setting rule configurations for individual organizations can be a cumbersome
task if a large number of organizations are configured. In this case, you might want to set the
global configurations for the rules so that Organization Administrators (OAs) do not need to
specify the same setting every time.
= The changes you make to the configuration globally or at the organization level are not
applied automatically. You need to refresh all server instances to apply these configuration
changes.
This article covers the following topics:

= How to Configure Global Settings

= How to Configure Organization-Level Settings

How to Configure Global Settings

To configure settings at global-level:

1. Ensure that you are logged in with the required privileges and scope to update the
organization.

2. Activate the Services and Server Configurations tab.
3. Click the Risk Analytics option on the submenu of the tab.

4. Configure the required setting.
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How to Configure Ordanization-Level Settings

The organization-specific configurations are similar to the global configurations, but navigation
paths to their task page are different. To access the task page for performing the
organization-specific configurations:

1. Ensure that you are logged in with the required privileges and scope to update the
organization.

2. Activate the Organizations tab.

3. Under the Manage Organizations section, click the Search Organization link to display the
Search Organization page.

4. Enter the complete or partial information of the organization you want to search and click

the Search button.
A list of organizations matching the search criteria appears.

5. Under the Organization column, click the <ORGANIZATION_NAME> link for the required
organization.
The Organization Information page appears.

6. Activate the Risk Engine tab.
The organization-specific configuration links are displayed in the tasks pane.

7. Configure the required setting.

Managing Ordanizations

Note: Most of the tasks in this article can be performed by a Global Administrator (GA) or an
Organization Administrator (OA) if they have the required scope to the organization.

In the Administration Console, an organization can either map to a complete enterprise (or a
company) or a specific division, department, or other entities within the enterprise. The
organization structure provided by Administration Console is flat. In other words, organizational
hierarchy (in the form of parent and child organizations) is not supported, and all organizations
are created at the same level as the Default Organization. For more information about Default
Organization, see "Setting the Default Organization".
The larger the enterprise, the more complex its organization structure. As a result, management
of organizations is a critical part of administration. The organization management operations
supported by RA include:

= How to Create and Activate an Organization

= How to Create an Org Family

= How to Search for an Organization

= How to Update an Organization

= How to Upload Users and User Accounts in Bulk to an Organization
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= How to View the Status of the Bulk Data Upload Request
= How to Refresh the Organization Cache

= How to Deactivate an Organization

= How to Activate an Organization

= How to Activate an Organization that is in Initial State

= How to Delete an Organization

Note: In addition to the preceding list of tasks related to organization management, OAs can also
manage organization-specific configurations.

How to Create and Activate an Ordanization
You can create an organization either in the RA repository or in your existing LDAP-based
directory server implementations, such as Microsoft Active Directory, SunOne Directory Server, or

CA Directory Server.

Note: In case of a small deployment, you can rename the Default Organization, instead of creating
a new organization.

Based on your implementation, this topic guides you through the procedure used for:
= How to Create an Organization in Arcot Repository
= How to Create an Organization in LDAP Repository

Privileges Required

To create and activate an organization, you must ensure that you have the appropriate privileges
to do so. Only MA and GAs with scope can create and activate all organizations.

How to Create an Organization in Arcot Repository
To create an organization in the Arcot repository:
1. Ensure that you are logged in with the required privileges to create the organization.
2. Activate the Organizations tab.

3. Under the Manage Organizations section, click the Create Organization link to display the
Create Organization page.

4. Enter the details of the organization, as discussed in the following table.

Field Description

Organization Information

Organization Name Enter the unique ID for the organization that
you want to create.
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Field

Description

NOTE: You have to specify this value to log in to
this organization, not the Display Name of the
organization.

Display Name Enter a unique descriptive name for the
organization.
NOTE: This name appears on all other
Administration Console pages and reports.
Description Provide a description for the administrators who

will manage this organization.

NOTE: You can provide additional details for
later reference for the organization by using this
field.

Administrator Authentication Mechanism

Select the mechanism that will be used to
authenticate administrators who belong to this
organization.

Administration Console supports the following
types of authentication mechanisms:

Basic User Password

This is the in-built authentication mechanism
provided by Administration Console. If you
select this option, then administrators can log in
to the console by specifying their user ID and
password.

LDAP User Password

This mechanism is applicable only for LDAP
organizations. The authentication policy is
defined in the LDAP directory service. If you
select this option, then administrators must use
the credentials stored in LDAP to log in to the
console.

WebFort User Password

This is the WebFort user name-password
authentication method. If you select this option,
then the administrator credentials are issued
and authenticated by the WebFort Server.

To use this mechanism, you must have CA Arcot
WebFort 7.0 installed and configured. Refer to
the CA Arcot WebFort 7.0 Installation and
Deployment Guide for detailed information
about how to deploy WebFort.

Key Label Configuration

RA enables you to use hardware- or software-based encryption of your sensitive data. You can
choose the encryption mode by using the arcotcommon.ini configuration file. For more
information, see "HSM Encryption Settings" in "Configuration Files and Options" in the CA Risk

Analytics Installation and Deployment Guide.
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Field Description

Irrespective of hardware or software encryption, all CA Arcot products use Global Key Label for
encrypting user and organization data.

If you are using hardware encryption, then this label serves only as a reference (or pointer) to the
actual 3DES key stored in the HSM device. In this case, the key label that you specify must match
the HSM key label. However, in the case of software-based encryption, this label acts as the key.

Use Global Key This option is selected by default. Deselect this
option if you want to override the Global Key
Label you specified in the bootstrap process and
specify a new key label that will be used for
encrypting organization-specific data.

Key Label If you deselected the Use Global Key option,
then specify the new key label that you want to
use for the organization.

Storage Type This option indicates whether the encryption
key is stored in the database (Software) or the
HSM (Hardware).

Localization Configuration

Use Global Configuration Select this option to use the localization
parameters that are configured at the global
level.

Date Time Format If you deselected the Use Global Configuration

option, then specify the Date Time format that
you want to use for this organization.

Preferred Locale If you deselected the Use Global Configuration
option, then select a preferred locale for this
organization.

User Data Location

Repository Type Select Arcot Database. By specifying this option,
the user and administrator details for the new
organization will be stored in the RDBMS
repository supported by RA.

Custom Attributes

Use this section to provide additional information specific to the organization you are creating.

Name Name of the custom attribute.

Value Value of the custom attribute.

From this release, risk evaluation on an incoming transaction is performed based on multiple
perspectives, such as Issuer, Acquirer, and Beneficiary. To achieve this, an organization-level flag
is used to determine whether the organization is an Issuer, Acquirer, or Beneficiary. To identify an
organization as an Acquirer, set the custom attribute SUPPORTED_PERSPECTIVES to 2.

An organization is identified as a Beneficiary organization if it has the IMPS channel associated
with it.

Note: If no attribute value is specified, the organization is considered an Issuer Organization. All
existing organizations are assumed to be Issuer organizations.

5. Click Next.
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The Select Attribute(s) for Encryption page appears.
6. In the Attribute(s) for Encryption section, do one of the following:

= Select Use Global Configuration if you want to use the global settings for your attribute
encryption set configuration.

= Select the attributes that you want to encrypt from the Available Attributes for Encryption
list and move them to the Attributes Selected for Encryption list.
Click the > or < buttons to move selected attributes to the desired list. You can also click the
>> or << buttons to move all attributes to the desired lists.
7. Click Next.
The Add Administrators page appears.

Note: This page is not displayed, if all the administrators currently present in the system have the
scope to manage all organizations.

8. From the Available Administrators list, select the administrators who will manage the
organization and click the > button to add the administrator to the Managing Administrators list.

The Available Administrators list displays all the administrators who can manage the new
organization.

Note: If some administrators have scope to manage all organizations in the system, then you will
not see the corresponding entries for those administrators in this list.

The Managing Administrators list displays the administrators that you have selected to manage
this organization.

9. Click Next to proceed.

The Configure Account Type page appears.

Note:

- This page is not displayed if you have not created any account types.

- Global account types will be selected by default.

10. In the Assign Account Types section, select account types from the Available list and click the
> button to move them to the Selected list.

11. Click Next to proceed.

The Configure Account Custom Attributes page appears.

Note: This page is not displayed if you did not select any account types on the previous page.
12. Provide Custom Attributes for your Account Type, and click Next.

The Configure Email/Telephone Type page appears.

13. Specify the mandatory and optional email address and telephone numbers the user must
provide.
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14. Click Skip to use the email and telephone types configured at the system level and move to
the next page, or click Save to save your changes.

The Activate Organization page appears.

15. Click Enable to activate the new organization.

A message box appears.

16. Click OK to complete the process.

Note: If you do not choose to activate the organization, the organization is created in Initial state.
You can activate the organization later. For instructions to do so, see "How to Activate an
Organization That is in Initial State ".

17. Refresh all deployed Transaction Server instances.

See Refreshing the Cache for instructions on how to do this.

Important! If you have configured the attribute encryption set, account types, and email and
telephone types while creating the organization, ensure that you refresh both the system

configuration and the organization cache. If you do not refresh the organization-level cache, the
system gets into an unrecoverable state.

How to Create an Organization in LDAP Repository

To support LDAP user directories, you must create an organization in Lightweight Directory Access
Protocol (LDAP) repository and then map the Arcot attributes with the LDAP attributes. To do so:

1. Ensure that you are logged in with the required privileges and scope to create the
organization.

2. Activate the Organizations tab.

3. Under the Manage Organizations section, click the Create Organization link to display the
Create Organization page.

4. Enter the details of the organization, as discussed in the following table.

Field Description

Organization Information

Organization Name Enter the unique ID for the organization that
you want to create.

NOTE: You can use Administration Console to
log in to this organization, by specifying this
value, not the Display Name of the organization.

Display Name Enter a unique descriptive name for the
organization.

NOTE: This name appears on all other
Administration Console pages and reports.

Description Provide a description for the administrators who
will manage this organization.
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Field

Description

NOTE: You can provide additional details for
later reference for the organization by using this
field.

Administrator Authentication Mechanism

Select the mechanism that will be used to
authenticate administrators who belong to this
organization.

Administration Console supports the following
two types of authentication mechanisms:

Basic User Password

This is the in-built authentication mechanism
provided by Administration Console. If you
select this option, then administrators can log in
to the console by specifying their ID and plain
text password.

LDAP User Password

This mechanism is applicable only for LDAP
organizations. The authentication policy is
defined in the LDAP directory service. If you
select this option, then administrators must use
the credentials stored in LDAP to log in to the
console.

WebFort User Password

This is the WebFort user name-password
authentication method. If you select this option,
then the administrator credentials are issued
and authenticated by WebFort Server.

To use this mechanism, you must have Arcot
WebFort 7.0 installed and configured. Refer to
the CA Arcot WebFort 7.0 Installation and
Deployment Guide for detailed information
about how to deploy WebFort.

Key Label Configuration

Use Global Key

This option is selected by default. Deselect this
option if you want to override the Global Key
Label you specified in the bootstrap process and
specify a new key label to encrypt
organization-specific data.

Key Label If you deselected the Use Global Key option,
then specify the new key label that you want to
use for the organization.

Storage Type This option indicates whether the encryption

key is stored in the database (Software) or the
HSM (Hardware).

Localization Configuration

Use Global Configuration

Select this option to use the localization
parameters that are configured at the global
level.

Date Time Format
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Field Description

If you deselected the Use Global Configuration
option, then specify the Date Time format that
you want to use for this organization.

Preferred Locale If you deselected the Use Global Configuration
option, then select a preferred locale for this
organization.

User Data Location

Repository Type Select Enterprise LDAP. By specifying this
option, the user details for the new organization
will be stored in the LDAP repository that you
will specify on the next page.

Custom Attributes

Name Name of the custom attribute.

Value Value of the custom attribute.

From this release, risk evaluation on an incoming transaction is performed based on multiple
perspectives, such as Issuer, Acquirer, and Beneficiary. To achieve this, an organization-level flag
is used to determine whether the organization is an Issuer, Acquirer, or Beneficiary. To identify an
organization as an Acquirer, set the custom attribute SUPPORTED_PERSPECTIVES to 2.

An organization is identified as a Beneficiary organization if it has the IMPS channel associated
with it.

Note: If no attribute value is specified, the organization is considered an Issuer Organization. All
existing organizations are assumed to be Issuer organizations.

5. Click Next.
The Create Organization page to collect the LDAP repository details appears.

6. Enter the details, described in the following table, to connect to the LDAP repository.

Field Description

Host Name Enter the host name of the system where the
LDAP repository is available.

Port Number Enter the port number on which the LDAP
repository service is listening.

Schema Name Specify the LDAP schema used by the LDAP
repository. This schema specifies the types of
objects that an LDAP repository can contain, and
specifies the mandatory and optional attributes
of each object type.

Typically, the schema name for Active Directory
is user and for SunOne Directory and CA
Directory Server, it is inetorgperson.

Base Distinguished Name Enter the base Distinguished Name of the LDAP
repository. This value indicates the starting node
in the LDAP hierarchy to search in the LDAP
repository.
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Field

Description

For example, to search or retrieve a user with a
DN of cn=rob laurie, ou=sunnyvale, o=arcot,
c=us, you must specify the base DN as the
following:

ou=sunnyvale, o=arcot, c=us
Note: Typically, this field is case sensitive and

searches all subnodes under the provided base
DN.

Redirect Schema Name

Specify the name of the schema that provides
the definition of the "member" attribute.

You can search for users in the LDAP repository
by using the Base DN defined for an
organization. But this search returns only the
users who belong to a specific Organization Unit
(OU). An LDAP administrator might want to
create a group of users who belong to different
Organization Units for controlling access to an
entire group, and might want to search for users
from different groups. When the administrator
creates groups, user node DNs are stored in a
"member" attribute within the group node. By
default, UDS does not allow search and DN
resolution based on attribute values.
Redirection enables you to search for users who
belong to different groups within LDAP, based
on specific attribute values for a particular node.

Typically, the redirect schema names are as
follows:

Active Directory: group
SunOne Directory: groupofuniquenames

CA Directory Server: groupOfUniqueNames

Connection Type

Select the type of connection that you want to
use between Administration Console and the
LDAP repository. Supported types are:

TCP

One-way SSL

Two-way SSL

Login Name

Enter the complete distinguished name of the
LDAP repository user who has the privilege to
log in to repository sever and manage the Base
Distinguished Name.

For example,

uid=gt,dc=arcot,dc=com
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Field

Login Password

Description

Enter the password of the user provided in the
Login Name.

Server Trusted Root Certificate

Enter the path for the trusted root certificate
who issued the SSL certificate to the LDAP serve
r by using the Browse button, if One-way SSL or
Two-way SSL: option is selected.

Client Key Store Path

Enter the path for the key store that contains
the client certificate and the corresponding key
by using the Browse button, if the Two-way SSL
option is selected.

Note: You must upload either PKCS#12 or JKS
key store type.

Client Key Store Password

Enter the password for the client key store, if
the Two-way SSL option is selected.

7. Click Next to proceed.

The page to map the repository attributes appears.

8. On this page:

Select an attribute from the Arcot Database Attributes list, then select the appropriate attribute
from the Enterprise LDAP Attributes list that needs to be mapped with the Arcot attribute, and

click Map.

Important! Mapping of the UserName attribute is compulsory. Ensure that you map the
UserName attribute to an LDAP attribute that uniquely identifies the user. If you are using Active
Directory, then map UserName to sAMAccountName. If you are using SunOne Directory Server,
then map UserName to uid. If you are using CA Directory Server, then map UserName to cn.

For Active Directory, you must map STATUS to userAccountControl.

= Repeat the process to map multiple attributes, until you finish mapping all the required

attributes.

Note: You do not need to map all the attributes in the Arcot Database Attributes list. You only

need to map the attributes that you will use.

The attributes that you have mapped will be moved to the Mapped Attributes list.

If required, you can unmap the attributes. If you want to unmap a single attribute at a time,
then select the attribute and click Unmap. However, if you want to clear the Mapped
Attribute list, then click Reset to unmap all the mapped attributes. You cannot unmap the
UserName attribute after you have activated the organization.

= |f you specified the Redirect Schema Name in the previous page, you must select the search
attribute from the Redirect Search Attribute list.

Typically, the attributes are as follows:
= Active Directory: member
= SunOne Directory: uniquemember

= CA Directory Server: uniqgueMember
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9. Click Next to proceed.
The Select Attribute(s) for Encryption page appears.
10. In the Attribute(s) for Encryption section, do one of the following:

= Select Use Global Configuration if you want to use the global settings for your attribute
encryption set configuration.

= Select the attributes that you want to encrypt from the Attributes Available for encryption
list and move them to the Attributes Selected for encryption list.
Click the > or < buttons to move selected attributes to the desired list. You can also click the
>> or << buttons to move all attributes to the desired lists.
11. Click Next.
The Add Administrators page appears.

Note: This page is not displayed, if all the administrators currently present in the system have the
scope to manage all organizations.

12. From the Available Administrators list, select the administrators who will manage the
organization and click the > button to add the administrator to the Managing Administrators list.

Note: Assigning organization to administrators can be done at any time by updating the scope of
existing administrators or by creating new administrators to manage the organization.

13. Click Next to proceed.
The Configure Account Type page appears.
Note: This page is not displayed if you have not created any account types.

14. In the Assign Account Types section, select account types from the Available list and click the
> button to move them to the Selected list.

15. Click Next to proceed.

The Configure Account Custom Attributes page appears.

Note: This page is not displayed if you did not select any account types on the previous page.

16. Provide Custom Attributes for your Account Type, and click Next.

The Activate Organization page appears.

Note: The UserName mapping cannot be changed or updated after the organization is activated.
17. Click Enable to activate the new organization.

The warning message appears.

18. Click OK to complete the process.

19. Refresh all deployed Transaction Server instances.
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See Refreshing the Cache for instructions on how to do this.
Important! If you have configured the attribute encryption set, account types, and email and
telephone types while creating the organization, ensure that you refresh both the system

configuration and the organization cache. If you do not refresh the organization-level cache, the
system gets into an unrecoverable state.

How to Create an Org Family

From this release, you can group organizations under a portfolio referred to as an Org Family. This
enables organizations to share list data and rules run across the family of organizations.

To create an Org Family, run the following statement:
INSERT INTO ARRFORGFAMILY (ORGNAME,ORGFAMILYNAME) VALUES(<ORGNAME>, <FAMILYNAME>);
Example:

INSERT INTO ARRFORGFAMILY (ORGNAME,ORGFAMILYNAME) VALUES('FAMILYORG1', 'FAMILY1l');
INSERT INTO ARRFORGFAMILY (ORGNAME,ORGFAMILYNAME) VALUES('FAMILYORG2', 'FAMILY1l');
COMMIT;

How to Search for an Organization
You can search for organizations by their display name and status. To search for the organization:

1. Ensure that you are logged in with the required privileges and scope to create the
organization.

2. Activate the Organizations tab.

3. Enter the partial or complete information of the required organization. You can select the
following options to broaden your search:

Note: In the Organization field, you must enter the partial or complete display name of
the organization and not the actual organization name.

4. Click Search to display the page with all the matches for the specified criteria.
Privileges Required
As long as you do not need to update, activate, or deactivate an organization, you do not need
privileges to search. However, you must have the scope over the organizations that you are

searching. For example, an OA can search for a target organization if that organization is in their
purview.

How to Update an Ordanization

By using Administration Console, you can update the following information for an organization:
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= QOrganization information that includes organization display name, description, and status,
the administrators that manage the organization, account types assigned to the organization,
email/telephone types configured, and attribute encryption set ("For Basic Organization
Configurations")

= RA-specific configurations for the organization that include credential profiles, authentication
policies, extensible configurations, and the assigned default configurations.

Privileges Required
To update an organization, you must ensure that you have the appropriate privileges and scope.

The MA can update all organizations. GAs and OAs can update the information for all
organizations in their scope.

For Basic Organization Configurations
To update the basic organization information:

1. Ensure that you are logged in with the required privileges and scope to update the
organization.

2. Activate the Organizations tab.

3. Enter the complete or partial information of the organization you want to search and click
the Search button.
A list of organizations matching the search criteria appears.

4. Under the Organization column, click the <ORGANIZATION_NAME> link for the required
organization.

The Organization Information page appears.

5. In the Organization Details section, edit the required fields (Display Name and
Description).

6. Edit the Administrator Authentication Mechanism, if required.
You can edit the authentication mechanism only if there no administrators exist for this
organization.
7. In the Localization Configuration section, you can do one of the following:
a. Choose to Use Global Configuration.
b. Edit the Date Time Format and Preferred Locale.
8. In the Custom Attributes section, edit the Name and Value fields, if required.

9. Click Next to proceed with additional configurations:

= |f the organization was created in the Arcot Repository, then do the following:

Administrating 89



a. On the Select Attribute(s) for Encryption page, Use Global Configuration if you
want to use the global settings for your attribute encryption set configuration, or
select the attributes that you want to encrypt from the Available Attributes for
Encryption list to the Attributes Selected for Encryption list, and click Next.

You cannot update attributes if users have already been created in the
organization.

b. On the Update Administrators page, update the administrators who will manage
the organization, and click Next.

c. On the Configure Account Type page, configure the account types by moving
them from the Available list to the Selected list and click Next.
You cannot deselect global account types.

d. On the Configure Account Custom Attributes page, add custom attributes for the
accounts and click Next.

e. On the Configure Email/Telephone Type page, configure the mandatory and
optional Email address and Telephone Type for the users, and click Save to
complete the process.

= |f the organization was created in the LDAP repository, then Edit Organization page
appears. To update the organization details:
a.Update the fields, as required, and click Next to display the page to edit the
Repository Attribute Mappings.
b. Except for the UserName mapping, you can edit the other mappings. Click Next to
display the Select Attribute(s) for Encryption page.
c. On the Select Attribute(s) for Encryption page, Use Global Configuration if you want
to use the global settings for your attribute encryption set configuration, or select the
attributes that you want to encrypt from the Available Attributes for Encryption list to
the Attributes Selected for encryption list, and click Next.
d. You cannot update the attributes if users have already been created in the
organization. In the case of LDAP, even a simple search operation for users in the LDAP
repository registers the users in the database. So, you cannot update the attributes if
you have searched for users in the LDAP repository.
e. On the Update Administrators page, update the administrators who will manage the
organization and click Next.
f. On the Configure Account Type page, configure the account types by moving them
from the Available list to the Selected list and click Update to save your changes and
complete the process.
You cannot deselect global account types.

10. Refresh all deployed Transaction Server instances.
See Refreshing the Cache for instructions on how to do this.

For Risk Analytics-Specific Configurations
To update the RA configurations of an organization:

1. Ensure that you are logged in with the required privileges and scope to update the
organization.

2. Activate the Organizations tab.
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3. Enter the complete or partial information of the organization you want to search and click
the Search button to display a list of organizations matching the search criteria.

4. Under the Organization column, click the <ORGANIZATION_NAME> link for the required
organization to display the Organization Information page appears.

5. Activate the Risk Engine tab to display the links for RA configurations in the task panel.

How to Upload Users and User Accounts in Bulk to an Ordanization
RA allows you to upload users and user accounts in bulk using the Administration Console. For
this purpose, you need a comma-separated value (CSV) input file that contains the information
for the multiple users and accounts that you want to upload.
Information Required for Uploading Users in Bulk
The first line in the CSV input file to upload users must be as follows:

#UserID, fName,mName, IName, status, pam, pamURL,EmailAddr, telephoneNumber, INFOLIST#

Important! The preceding first (template) line is always required. If you do not specify this line,
then the bulk user upload operation will fail.

Note the following when you create the csv input file to upload users:

= The csv file should have one header starting and ending with #. All the other field names
should be provided between these # symbols.

= Only the UserlD entry is mandatory. The other entries are optional.
= |f the user you are trying to upload already exists, the user details are updated.

= You can provide up to five email addresses and five telephone numbers. In this case, you must
specify the header, as follows:

#UserID, fName,mName, IName, status, pam, pamURL,EmailAddr, EMAIL.2,6EMAIL.3,EMAIL.4,E
MAIL.5, telephoneNumber, PHONE. 2, PHONE.3,PHONE.4,PHONE.5, INFOLIST#

The entries in the file are described in the following table

Entry Description

UserID The unique ID of the user.

fName The first name of the user.

mName The middle name of the user.

IName The last name of the user.

status The status of the user. Possible values are:
INITIAL
ACTIVE

pam The personal authentication message
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Entry Description

pamURL The URL where the user’s personal
authentication message image is available

EmailAddr The contact email ID of the user.

telephoneNumber The complete phone number of the user with

the international code. For example, US phone
numbers should start with 1.

INFOLIST Additional information about the user. Values
must be separated by semi-colons. For example:

age=25;favsport=cricket

A sample file, for example, can contain:

#UserID, fName, LIName, status,EmailAddr, telephoneNumber, PHONE.2, INFOLIST#
mparker,martin, parker,ACTIVE, mparker@ca.com,12345,9999,age=29; favsport=cricket
jhume, john, hume,ACTIVE, jhume@ca.com,3939292,203939393,age=32; favbook=fiction
fantony, francis,antony,ACTIVE, fantony@ca.com,130203,29888,age=25; favfood=pizza#

Information Required for Uploading User Accounts in Bulk
The first line in the CSV input file to upload user accounts must be as follows:

#UserID,accountType,accountID,status,accountIDAttributel,accountIDAttribute2,accou
ntIDAttribute3, customAttrl,customAttr2,customAttr3, customAttrd, customAttr5, customA
ttr6, customAttr7, customAttr8, customAttr9, customAttrlo#

Important! The preceding first (template) line is always required. If you do not specify this line,
then the bulk user account upload operation will fail.

Note the following when you create the csv input file to upload user accounts:

= Only the UserlD, accountType, and accountID entries are mandatory. The other entries are
optional.

= You must have created the user in the system.

= You must have created the account type and assigned it to the organization.
= You must have created custom attributes for the account type.

= You can provide up to 10 custom attributes for an account type.

The entries in the file are described in the following table.

Entry Description

UserlD The unique ID of the user.

accountType The account type associated with the accountlID.

accountlD The alternate ID of the user.

status The status of the account ID. Possible values are:
[0-9]: INITIAL
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Entry

Description
[10-19]: ACTIVE

[20-29]: INACTIVE

accountIDAttributel Attribute of the accountID.

You can provide up to a maximum of three
account ID attributes.

customAttrl Custom attribute for the user account.

Sample File Entry

A sample file, for example, can contain:

#UserID,accountType,accountID,status,accountIDAttributel,accountIDAttribute2,accou
ntIDAttribute3, customAttrl, customAttr2#

prush,ONLINE BANKING,0B ID1,10,login,password,image,chicago,music

jhume, SAVINGS,SA ID1,10,interest,deposit,check,florida,soccer

How to Upload Users and Accounts in Bulk

To upload multiple users and user accounts in the RA database:

. Ensure that you are logged in with the required privileges and scope to update the

organization.

. Activate the Organizations tab.

. Enter the complete or partial information of the organization you want to search and click

Search.
A list of organizations matching the search criteria appears.

. Select the organization to which you want to upload users and user accounts in bulk.

. Under the Basic Organization Information section, click the Bulk Upload link to display the

Bulk Data Upload page.

. In the Bulk Upload section:

a. Select Upload User Accounts or Upload Users from the Bulk Upload Operation
drop-down list.

b. Click Browse to navigate to the required csv file that contains the user account or
user entries.

c. Provide a Description for the operation.

. Click Upload to upload user accounts or users in bulk.
. After the operation completes, you will see a Request ID in the message.

. (IMPORTANT) Carefully note the Request ID.

You will need it to view the status of the bulk data upload operation.

Privileges Required
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To upload multiple users and user accounts to an organization, you must ensure that you have
the appropriate privileges and scope. The MA can do this for all organizations. GAs and OAs can
perform this task for all organizations in their scope.

How to View the Status of the Bulk Data Upload Request

To view the status of the bulk data upload request:

1. Ensure that you are logged in with the required privileges and scope to perform this
operation.

2. Activate the Organizations tab.

3. Enter the complete or partial information of the organization you want to search and click
Search.
A list of organizations matching the search criteria appears.

4. Select the organization for which you want to view the status of the bulk upload request.

5. Under the Basic Organization Information section, click the View Bulk Requests link to
display the Search Bulk Requests page.

6. In the Search Bulk Requests page:
a. Enter the Request ID that you noted down earlier in Step 10 in "How to Upload
Users and User Accounts in Bulk to an Organization".

or

b. Select a Status based on which you want to view the bulk request.
or

c. Select an Operation, depending on whether you want to view Upload Users or
Upload User Accounts requests.

7. Click Search to display the table.
8. In case of failure, click the Request ID link to get more information about the bulk request.
9. Click the No. of failed operations link to view the reason why the operation failed.
In the case of failed operations for a request, the Export Failures button is enabled. Click Export
Failures to export all the failed operations to a csv file. You can then correct the errors in the
exported file, and resubmit the file for bulk upload.
Privileges Required
To view the status of the bulk data upload request for an organization, you must ensure that you

have the appropriate privileges and scope. The MA can do this for all organizations. GAs and OAs
can perform this task for all organizations in their scope.
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How to Refresh the Organization Cache
Organization configurations that do not refer to the global configuration, such as attribute
encryption set, localization configuration, and email and telephone types are cached at the
organization level. When you make changes to these configurations at the organization level, you
must refresh the organization cache for the changes to take effect.

To refresh the organization cache:

1. Ensure that you are logged in with the required privileges and scope to refresh the
organization cache.

2. Activate the Organizations tab.

3. Enter the complete or partial information of the organization you want to search and click
Search.
A list of organizations matching the search criteria appears.

4. Select the organizations whose cache you want to refresh.

5. Click Refresh Cache.

6. Click OK in the dialog box to confirm your cache refresh request.
A message with a Request ID for the current cache refresh request is displayed. You can
check the status of your cache refresh request by clicking the Check Cache Refresh Status

link and selecting this Request ID.

Note: Refreshing the cache of one organization does not affect the response time of transactions
going on at that time for other organizations.

Privileges Required

The MA can refresh the cache of all organizations. The GA and OA can refresh the cache of all
organizations within their scope.

How to Deactivate an Organization
When you want to prevent all administrators of an organization from logging in to Administration
Console and end users of the organization from authenticating to your application by using RA
mechanisms, you deactivate the organization.

To deactivate an organization:

1. Ensure that you are logged in with the required privileges and scope to deactivate the
organization.

2. Activate the Organizations tab.
3. Enter the complete or partial information of the organization you want to search and click
Search.

A list of organizations matching the search criteria appears.

4. Select one or more organizations that you want to deactivate.
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5. Click Deactivate to disable the selected organizations.
A message box appears.

6. Click OK to confirm the deactivation.

7. Refresh all deployed Transaction Server instances.
See Refreshing the Cache for instructions on how to do this.

Privileges Required
To deactivate an organization, you must ensure that you have the appropriate privileges and

scope. The MA can deactivate all organizations. GAs and OAs can deactivate all organizations in
their scope.

How to Activate an Ordanization

You might need to activate a deactivated organization. In this case, you must select the Inactive
option while specifying the search criteria on the Search Organization page.

To activate a deactivated organization:

1. Ensure that you are logged in with the required privileges and scope to activate the
organization.

2. Activate the Organizations tab.

3. Enter the complete or partial information of the organization you want to search and click
Search.
A list of organizations matching the search criteria appears.

4. Select one or more organizations that you want to activate again.

5. Click Activate to activate the selected organizations.
A message box appears.

6. Click OK to confirm the activation.

7. Refresh all deployed Transaction Server instances.
See Refreshing the Cache for instructions on how to do this.

Privileges Required

To activate an organization, you must ensure that you have the appropriate privileges and scope.
The MA can activate all organizations. GAs and OAs can activate all organizations in their scope.

How to Activate an Ordanization that is in Initial State

Sometimes you might start creating an organization, but not activate it. For example, you might
specify the Organization Information and User Data Location on the Create Organization page,
but not specify the details of the LDAP repository or the administrators who will manage the
organization. In such cases, the organization is created, but is not active and is not typically visible
in searches (unless you search by selecting the Initial option).
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Such organizations remain in the Initial state in the system, unless you activate them. Later, if you
try to create a new organization with the same details as an organization in Initial state, the
system does not allow you to, because the organization exists.

To activate an organization in Initial state:

1. Ensure that you are logged in with the required privileges and scope to create the
organization.

2. Activate the Organizations tab.

3. Enter the partial or complete information of the required organization and select the
Initial option.

4. Click Search to display the page with all the matches for the specified criteria.
5. Select the organizations that you want to activate.

6. Click Activate to enable the selected organizations. A message box appears.
7. Click OK to confirm the activation.

8. Refresh all deployed Transaction Server instances.
See Refreshing the Cache for instructions on how to do this.

Privileges Required
To activate an organization in Initial state, you must ensure that you have the appropriate

privileges and scope. MA can activate all organizations. GAs and OAs can activate all organizations
in their scope.

How to Delete an Ordanization

After an organization is deleted, the administrators associated with the organization can no
longer log in to it by using Administration Console and the end users who belong to this
organization cannot authenticate. However, the information related to the organization is still
maintained in the system. The administrator who has scope on the deleted organization can read
the organization details.

To delete an organization:

1. Ensure that you are logged in with the required privileges and scope to delete the
organization.

2. Activate the Organizations tab.
3. Enter the complete or partial information of the organization you want to search and click
Search.

A list of organizations matching the search criteria appears.

4. Select one or more organizations that you want to delete, and click Delete.
A message box appears.

5. Click OK to confirm the deletion.
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Privileges Required

To delete an organization, you must ensure that you have the appropriate privileges and scope.
The MA can delete all organizations. GAs and OAs can delete all organizations in their scope.

Manading Administrators

The types of administrators and their roles and responsibilities depend on the size of your
deployment. A small, single-organization deployment can have just one Master Administrator
(MA) and a Global Administrator (GA) who administers the organization for end users. On the
other hand, a very large multi-organization deployment can find it necessary to have multiple GAs
who, based on the complexity of the deployment and the number of end users, can further
delegate their organization and user management duties among several Organization
Administrators (OAs) and User Administrators (UAs).

See Supported Roles for information about supported administrative roles. This article covers the
following administrator management operations:

= How to Create an Administrator
= How to Change Profile Information for an Administrator
= How to Search for an Administrator
= How to Update Administrator Information
= How to Demote an Administrator to User Role
= How to Configure Account IDs for Administrators
= How to Deactivate an Administrator Account
= How to Temporarily Deactivate an Administrator
= How to Activate an Administrator Account
= How to Delete an Administrator Account
Note: In addition to the operations discussed in this article , the Master Administrator has the

privilege to create "Custom Roles" that are derived from the existing default roles supported by
RA.

How to Create an Administrator
To create an administrator:

1. Ensure that you are logged in with the required privileges and scope to create the
administrative user.

2. Activate the Users and Administrators tab.

3. Under the Manage Users and Administrators section, click the Create Administrator link
to display the Create Administrator page.
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4. In the Administrator Details section, enter the details of the administrator. The following
table explains the fields on this page.

Input Description
User Name The unique user name for the administrator.
Organization The display name of the organization to which

the administrator belongs.

Note: This is not the organization that this
administrator will manage.

First Name The first name of the administrator.

Middle Name The middle name, if any, of the administrator.
(optional)

Last Name The last name of the administrator.

5. In the Email Address(es) section, enter the email address of the administrator for the email
types configured for the organization.

6. In the Telephone Number(s) section, enter the phone number to contact the administrator.

If multiple telephone types are configured, you must enter values for all the mandatory telephone
types.

7. In the Custom Attributes section, enter the Name and Value of any attributes you want to add,
such as office location.

8. Click Next to proceed.
The next page appears.
9. On this page:
Specify the role of the new administrator from the Role drop-down list.
= |n the Set Password section, set and confirm the password for the administrator.

= |n the Manages section, select the organizations that the administrator will have scope on,
and perform one of the following:

= Select the All Organizations option, if you want the administrator to manage all current
and future organizations in the system.

or

= Select the required organizations from the Available Organizations list and click the >
button to add these organization to the Selected Organizations list.

The Available Organizations list displays all the organizations that are available in the scope of
the administrator creating this new account. The Selected Organizations displays the list of
organizations that you have selected for the administrator to manage.

10. Click Create to save the changes, create the account, and activate it.

11. Communicate the new password to the administrator.
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Privileges Required

An administrator can create other administrators who belong to the same level or to the lower
levels in the administrative hierarchy and have the same or lesser scope. For example:

= The MA can create all other types of administrators.
= GAs can create the following within their scope:

= Other GAs

= OAs

= UAs
= OAs can create the following within their scope:

= Other OAs

= UAs

How to Change Profile Information for an Administrator

The profile information for an account includes:
= Personal information (first, middle, and last names and contact information).
= Password for the account.
= Administrator preferences, such as Preferred Organization (the organization that will be
selected by default in the Organization fields for all administrator-related tasks that you might

perform in future), date time format, locale, and timezone information.

Note: An administrator can change their account’s profile information at any time. To change the
information for any other administrative account, see How to Update Administrator Information.

To change the administrator profile information for your account, if it was created with basic
Username-Password credential:

1. Ensure that you are logged in to your account.

2. In the Header frame, click the <ADMINISTRATORNAME> link to display the My Profile
page.

3. Edit the required settings in the sections on this page:
a. Edit the fields in the Personal Information section, as needed.
b. If you want to change the current password, then in the Change Password section,
enter the Current Password, and specify a new password in the New Password

and Confirm Password fields.

c. In the Administrator Preferences section:
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Select the Enable Preferred Organization option, and select an organization
from the Preferred Organization list. This organization will be selected for all
administrator-related tasks that you perform from now on.

= Specify the preferred Date Time Format.
= Select the preferred Locale for your instance of Administration Console.
= Select the required option from the Time Zone list.
4. Click Save to change the profile information.
Privileges Required

Only the administrator whose account information is being updated can change this information.

How to Search for an Administrator
To search for an administrator:
1. Ensure that you are logged in with the required privileges and scope.
2. Activate the Users and Administrators tab.
3. Specify the search criteria to display the list of administrators. You can:

= Search for administrators by specifying the partial or complete information of the
administrator in the fields on this page.

= Search for administrators by specifying the organization's Display Name.
= Search for administrators by not specifying any criteria and just clicking Search.

= Click the Advanced Search link to display the Advanced Search page to search for the
required administrators by specifying their Status or Role.

Note: In the User Status section, you can search for Current Users based on the user
status (Active, Inactive, or Initial) or you can search for Deleted Users.

4. Select Enable search by Accounts if you want to search for administrators based on
account IDs also.

5. Specify the required details of the administrators and click Search.
A list of administrators matching the search criteria appears.

Privileges Required

As long as you do not need to update, activate, or deactivate an administrative account, you do
not need privileges to search. However, you must have the scope over the organizations that the
administrator belongs to. For example, a UA can search for administrators in the target
organization if that organization is in their purview.
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How to Update Administrator Information

To update administrator information:

1.

10.

11.

12.

Ensure that you are logged in with the required privileges to update the administrative
user.

. Activate the Users and Administrators tab.

. Under the Manage Users and Administrators section, click the Search Users and

Administrators link to display the corresponding page.

. Enter the partial or complete information of the administrator whose account you want to

update and click Search.
A list of administrators matching the search criteria appears.

. Click the <user name> link of the administrator whose account you want to edit.

The Basic User Information page appears.

Note: This page also displays the User Account Information (Account Type, AccountID,
and Status) if any account type was configured.

. Click Edit to change the administrator information on this page.

In the User Details section, edit the required fields (First Name, Middle Name, and Last
Name).

. In the Email Address(es) section, edit the email addresses for the email types configured

for the organization.

. In the Telephone Number(s) section, edit the telephone numbers for the telephone types

configured for the organization.

. In the Custom Attributes section, edit the Name and Value of the custom attributes.

You can either click Save to save the changes made and return to the User Information
page, or you can click Next to proceed with additional configurations.

Note: If you don’t see a Next button, it means that no account type has been configured
for the organization. In this case, click Update Administrator Details and go to Step 14.

If you click Next, then the User Account page appears.
In the User Account section:
= Edit the Account Type and Status fields.
= Expand Advanced Attributes to add AccountID Attributes for the account ID.
Note: If this is the first account ID you are creating, you must click Add to add an account
ID before you can update it. For more information about adding an account ID, see Create

Account IDs.

Click Update Administrator Details.
The Update Administrator page appears.
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13. In the Role section on this page, change the role of the administrator by using the Role
drop-down list.

14. In the Set Password section:
= Set the Password and Confirm Password for the administrator.

= Select Lock to lock the administrator’s credentials for the Credential Lock Period,
which you can specify in the From and To fields.

15. In the Manages section, select the organizations that the administrator will manage.
You can also remove the organization from the administrator’s scope by moving the
specific organization from Selected Organizations to Available Organizations.

16. Click Save to save the updates.

Privileges Required
To update administrator information, you must ensure that you have the appropriate privileges
and scope. The MA can update any administrator. The GAs can update all the administrators

(including other GAs) in their scope, except the MA account. The OAs can update all other OAs
and UAs in their purview, while UAs can only update their peers within their scope.

How to Demote an Administrator to User Role
You can change the role of an administrator to an user. For example, an administrator in the IT
department might have moved to the Engineering department. In this case, we would want to
retain the user details, but remove the administrative privileges for the user.

To demote an administrator to a user:

1. Perform Step 1 to Step 13, as described How to Update Administrator Information.
The Update Administrator page appears.

2. On the Update Administrator page, click Change Role to User.
3. Click OK in the confirmation dialog box that appears.

4. You get the following message:
Successfully demoted the administrator to user.

Privileges Required

To update administrator information, you must ensure that you have the appropriate privileges
and scope. The MA can update any administrator. The GAs can update all the administrators
(including other GAs) in their scope, except the MA account. The OAs can update all other OAs
and UAs in their purview, while UAs can only update their peers within their scope.

How to Configure Account IDs for Administrators

In addition to the user name, an account ID is an alternate method to uniquely identify a user in
RA system. After you have configured the account types that your organization will use, you can
associate one account ID per user for any of these account types. For more information about
account types, see Configuring the Account Type .
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Privileges Required

To configure an account ID for an account type, you must ensure that you have the appropriate
privileges and scope to update the user account. The MA can update any user account. The GAs
can update all user accounts in their scope. The OAs and UAs can update the user accounts in
their purview.

How to Create Account IDs

To create an account ID:

10.

11.

12.

. Ensure that you are logged in with the required privileges and scope to update the

administrator information.

. Activate the Users and Administrators tab.

. Under the Manage Users and Administrators section, click the Search Users and

Administrators link to display the Search Users and Administrators page.

. Enter the partial or complete information of the administrator whose account you want to

update and click Search.
A list of administrators matching the search criteria appears.

. Click the <user name> link of the administrator whose account you want to edit.

The Basic User Information page appears.

. Click Edit to open the Update Administrator page.
. Click Next to display the User Account page.
. Select the Account Type for which you want to add the account ID.

. Specify the unique AccountlID in the text box.

This combination of account type and account ID will be used to identify the user in
addition to the user name.

Select the Status of the user account from the drop-down list.
If required, expand the Advanced Attributes section, and do the following:
= Provide attributes for the account ID you are creating.
Note: You can specify up to a maximum of three account ID attributes for any account ID.

Click Add to add the account ID.

How to Update Account IDs

Note: You cannot change the account ID once it is created. You can only change the status of the
user account and add or delete account ID attributes and custom attributes.

To update an account ID:

1.

Complete Step 1 through Step 7 in Create Account IDs to display the User Account page.
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2. Select the Account Type for which you want to update the account ID information.
3. If required, change the Status of the user account from the drop-down list.

4. If required, expand the Advanced Attributes section, and provide attributes for the
account ID you are creating and custom attributes, if any.

5. Click Update to save your changes.

How to Delete Account IDs
To delete an account ID:
1. Complete Step 1 through Step 7 in Create Account IDs to display the User Account page.
2. Select the Account Type for which you want to delete the account ID.

3. Click Delete to delete the account ID.

How to Deactivate an Administrator Account

To prevent an administrator from logging in to their account for security reasons, you can
deactivate them instead of deleting them. If you deactivate an administrator, the administrator is
locked out of their account, and cannot log in unless the account is re-activated again.

To deactivate an administrative account:
1. Ensure that you are logged in with the required privileges to deactivate the administrator.
2. Activate the Users and Administrators tab.

3. Under the Manage Users and Administrators section, click the Search Users and
Administrators link to display the Search Users and Administrators page.

4. Enter the partial or complete information of the administrator whose account you want to
deactivate and click Search.
You can also click the Advanced Search link to search for Current Users based on their
status (active or inactive) or their roles (GA, OA, or UA).
The Search Results page appears, with all the matches for the specified criteria.

5. Select one or more administrators you want to deactivate.

6. Click Deactivate to deactivate the selected administrator.
Privileges Required
To deactivate an administrator, you must ensure that you have the appropriate privileges and
scope. The MA can deactivate any administrator, while GAs can deactivate all administrators

(including other GAs) in their scope, except the MA account. The OAs can deactivate all other OAs
and the UAs in their purview, while UAs can only deactivate their peers within their scope.
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How to Temporarily Deactivate an Administrator

Temporarily deactivating the administrator differs from deactivating the administrator (See How
to Deactivate an Administrator). When you temporarily deactivate the administrator, the
administrator is automatically activated when the end of the lock period is reached. But when you
deactivate an administrator, you must manually activate them again whenever you want to
provide access to them.

To temporarily deactivate an administrator, you must specify the Start Lock Date and End Lock
Date for the period that you want the administrator to be locked. When the End Lock Date is
reached, the administrator is automatically activated.
To temporarily deactivate an administrator:

1. Ensure that you are logged in with the required privileges to deactivate the administrator.

2. Activate the Users and Administrators tab.

3. Under the Manage Users and Administrators section, click the Search Users and
Administrators link to display the Search Users and Administrators page.

4. Enter the partial or complete information of the administrator whose account you want to
deactivate and click Search.
You can also click the Advanced Search link to search for Current Users based on their
status (active or inactive) or their roles (GA, OA, or UA).
The Search Results page appears, with all the matches for the specified criteria.

5. Select one or more administrators you want to deactivate temporarily.

6. Click Deactivate Temporarily.
The Deactivate User Temporarily dialog box appears.

7. In the Starting From section, select the start lock Date and the Time.
8. In the To section, select the end lock Date and the Time.
9. Click Save to save your changes.
Note: If you do not specify any value for the Starting From fields, the account is locked
from the current time. If you do not specify an end lock Date, the account is locked
forever.
Privileges Required
To temporarily deactivate an administrator, you must ensure that you have the appropriate
privileges and scope. The MA can deactivate any administrator, while GAs can deactivate all
administrators (including other GAs) in their scope, except the MA account. The OAs can

deactivate all other OAs and the UAs in their purview, while UAs can only deactivate their peers
within their scope.
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How to Activate an Administrator Account

You might need to activate a deactivated administrator. For example, you might deactivate an
administrator if the administrator is on long vacation. This helps prevent unauthorized access to
that administrator information.

You cannot search directly for the deactivated administrators by specifying the search criteria and
clicking the Search button on the Search Users and Administrators page. You must perform an
Advanced Search for such administrators and use the Inactive option in the Current Users section
to search.
To activate an administrator account:

1. Ensure that you are logged in with the required privileges to activate the administrator.

2. Activate the Users and Administrators tab.

3. Under the Manage Users and Administrators section, click the Search Users and
Administrators link to display the Search Users and Administrators page.

4. Click the Advanced Search link to search for Current Users based on their status (active or
inactive).
The Advanced Search page appears.

5. Enter the partial or complete information of the administrator in the User Details section.

6. In the User Status section, for Current Users, select the Inactive and Initial options to
search for all inactive or initial administrators.

7. Click Search to display the list of all administrators matching the search criteria.
8. Select the administrators you want to activate.
9. Click Activate to activate the administrator.

Privileges Required

To activate an administrator, you must ensure that you have the appropriate privileges and scope.
The MA can activate any administrator, while the GAs can activate all administrators (including
other GAs) in their scope, except the MA. The OAs can activate all other OAs and UAs in their
purview, while the UAs can only activate their peers within their scope.

How to Delete an Administrator Account

Administrator information in RA includes personal information (first name, middle name, last
name, email address, and telephone number), credentials, and accounts. When you delete an
administrator from Administration Console, the credential and account information must also be
deleted along with the personal information. RA supports the cascaded user deletion feature by
which all credential, account, and risk-related information for an administrator is also deleted
when the administrator is deleted.
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If you create a new administrator with the same name as a previously deleted administrator, then
the new administrator does not automatically assume the privileges of the previously deleted
administrator. If you need to duplicate a deleted administrator, then you must manually re-create
all privileges.

To delete an administrator account:
1. Ensure that you are logged in with the required privileges to delete the administrator.
2. Activate the Users and Administrators tab.

3. Under the Manage Users and Administrators section, click the Search Users and
Administrators link to display the Search Users and Administrators page.

4. Enter the partial or complete information of the administrator you want to delete and
click Search.
You can also click the Advanced Search link to search for Current Users based on their
status (active, inactive, or initial) or their roles (GA, OA, or UA).
The Search Results page appears, with all the matches for the specified criteria.

5. Select one or more administrators you want to delete.
6. Click Delete.

Note: Even though you have deleted the administrator, their account information is still
maintained in the database.

Privileges Required

To delete an administrator, you must ensure that you have the appropriate privileges and scope.
The MA can delete any administrator, while the GAs can delete all administrators (including other
GAs) in their scope, except the MA account. The OAs can delete all other OAs and UAs in their
purview. However, the UAs cannot delete their peers within their scope.

Working with Models

Risk Analytics offers an advanced fraud modeling capability. Based on the historical data, this
modeling capability can be built and created in RA. By using the available transaction data and
system data, the model generates a score that describes the extent to which the model suspects a
transaction’s genuineness. This score typically ranges from 0 through 100, where the higher the
number, the greater the possibility of fraud. RA can be configured to send different responses to
your calling application based on this model score.

The model score is available as a part of the system parameters (as ModelScore) while
configuring rules on the Rules and Scoring Management page in Administration Console. This
score can be used in conjunction with other data elements to arrive at a risk advice.

RA publishes an interface specification called Predictive Model Integration Interface, and can
support any Model platform that conforms to the same. Currently, the following Model platforms
are supported:

= Global Decisioning Platform (GDP) v2.7.4

= Data Science Platform (DSP) v1.0
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This article briefly explains about how RA uses the Predictive Model and guides you through the
process of configuring it and enabling it for use by RA. It covers following topics:

= How the Rule Engine Uses Model

= How to Configure Predictive Model Parameters

= How to Enable the Predictive Model for an Organization

= How to Configure DSP Model for Organizations with no Existing Models
= How to Configure DSP Model for Organizations with Existing Models

= How to Validate DSP Model Configuration

= Error Codes When RA is Configured to Use DSP Model

How the Rule Engine Uses Model

RA allows for an organization-level (or tenant-level) usage of the DSP Model through the Model
Callout feature. The Model Callout is executed, if the Model is configured for the specified
organization. It is executed after all the system rules are executed and before the execution of any
custom rules you might have deployed. The output of the Model is made available as
Predictive_Score for the Rule Engine. This value can be used to create other rules, if required.

DSP Model Score

RA expects a numerical value between 0 and 1 as the Predictive Score from the Model,
representing the probability of the transaction being a fraudulent. Because this score is multiplied
by a factor (generally, 1000) prior to making the same available to the Rule Engine for risk
evaluation, the Score received from the Model is referred to as Raw Model Score. The
multiplication factor is called Score Multiplication Factor.

Valid Raw Model Score: All score output values between 0 and 1 (both inclusive)

Invalid Raw Model Score: Any score output values less than O or greater than 1

GDP Model Score

RA expects a numerical value between 0 and 1 as the Predictive Score from the Model,
representing the probability of the transaction being a fraudulent. Because this score is multiplied
by a factor (generally, 100) prior to making the same available to the Rule Engine for risk
evaluation, the Score received from the Model is referred to as Raw Model Score. The
multiplication factor is called Score Multiplication Factor.

Valid Raw Model Score: All score output values between 0 and 1 (both inclusive)

Invalid Raw Model Score: Any score output values less than O or greater than 1

How it Works
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DSP: When a valid Raw Model Score is received, the RA system multiplies the same by the
configured Score Multiplication Factor, rounds it up to the nearest integer, and finally, presents
the same as PREDICTIVE_SCORE to the Rule Engine for risk evaluation. In case of GDP, the
rounded up value is presented to the Rule Engine as MODEL_SCORE. The multiplied value is also
persisted as PREDICTIVE_SCORE as part of the transaction audit logs.

GDP: When a valid Raw Model Score is received, the RA system multiplies the same by the
configured Score Multiplication Factor, rounds it up to the nearest integer, and finally, presents
the same as MODEL_SCORE to the Rule Engine for risk evaluation. The multiplied value is also
persisted as MODEL_SCORE as part of the transaction audit logs.

When an invalid Raw Model Score is received, then the RA system persists a corresponding
negative value. The actual received invalid value is stored in the debug log files.

If any error message or error code is received along with the Raw Model Score, then the same is
logged in the Transaction Server’s debug logs. This information is not available in the database.

If for some reason, no Raw Model Score is received, then the Risk Analytics system persists a
negative value.

Deployment Options

= RA can connect simultaneously to one or more types of Model platforms or to one or more
instances of the Model platform.

= Each organization can either have their own Model setup or share the same model setup, as
long as one organization has exactly one model setup.

How to Configure Predictive Model Parameters

Note: The RA Predictive Model is an optional component. If you are interested in using a
predictive model, contact your Account Manager and initiate a statement of work.

You can configure the URL and timeout parameters for the RA Predictive Model using
Administration Console.

Follow these steps:
1. Ensure that you are logged in as a GA.
2. Activate the Services and Server Configurations tab.
3. Activate the Risk Analytics tab.
4. Under the Model Configuration section on the side-bar menu, click the Model
Configuration link.

The Model Configuration page appears.

5. In the Proposed Value column, specify the parameters as described in the following table.

Parameter Description
Predictive Model URL (primary) The primary URL of the RA Predictive Model.
Predictive Model URL (backup) The backup URL of the RA Predictive Model.
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Parameter

Connection Timeout (in milliseconds)

Description

The time for which RA tries to establish a
connection to the Model before timing out.

Read Timeout (in milliseconds)

The time in which Transaction Server expects a
response back from the Model.

Minimum Connections

The minimum number of connections in the
connection pool to connect to the Model Server.

Maximum Connections

The maximum number of connections in the
connection pool to connect to the Model Server.

Score Multiplication Factor (rational number
allowed)

The value by which the score returned by Model
is multiplied before being used for rule
evaluation.

Protocol Type

The protocol used by RA to communicate with
the Model.

Server Authentication SSL

If you want to configure SSL-based
communication between Transaction Server and
your Model, then you must select this option.

Callout Server Root Certificate

Click Browse to navigate to the location where
the Callout Server Root Certificate is located.
Callout Server Root Certificate must be in PEM
(Baseb4-encoded) format.

Note: If Server Authentication SSL is selected,
then you must specify the Callout Server Root
Certificate.

Client Authentication SSL

If you want to configure two-way SSL
connection between Transaction Server and
your Model, then you must select this option
and ensure that the Server Authentication SSL is
also selected.

If you want to configure one-way SSL connection
between Transaction Server and your Model,
then you must not select this option. In this
case, you must ensure that the Server
Authentication SSL is selected.

If you do not want to configure any SSL-based
connection, then you must not select either this
option or the Server Authentication SSL option.

Risk Analytics Transaction Server Certificate and
Private Key

Click Browse to navigate to the location where
the Transaction Server Certificate and Private
Key are located. Transaction Server Certificate
and Private Key must be in PEM
(Baseb4-encoded) format.

Note: If Client Authentication SSL is selected,
then you must specify the RA Transaction Server
Certificate and Private Key.

6. Click Upload Model Configuration to save the changes.
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The changes are not yet active and are not available to your end users.

7. Refresh all deployed Transaction Server instances.

See Refreshing the Cache for instructions on how to do this.

How to Enable the Predictive Model for an Ordanization

To enable the RA Model for your organization:

1.

2.

Ensure that you are logged in as a GA.

Activate the Organizations tab.

the Search button.
A list of organizations matching the search criteria appears.

organization.
The Organization Information page appears.

. Activate the Risk Engine tab.

. Do one of the following:

= Enable or Disable the Model:

a. Expand the Enable / Disable Model option.

. Enter the complete or partial information of the organization you want to search and click

. Under the Organization column, click the <ORGANIZATION_NAME> link for the required

. Under the Rules Management section, click the Model Configuration link.

b. From the Ruleset list, select the ruleset for which this configuration is applicable.

c. Select Enable Model to enable the model.

d. Click Save to save your changes.

e. To make the changes active, you must migrate them to production.
Refer to How to Migrate to Production for instructions to do so.

t. Refresh all deployed Transaction Server instances.

See Refreshing the Cache for instructions on how to do this.

= Upload model configuration information at the organization level:

a. Expand the Upload Org Level Model Configuration option.

b. In the Proposed Value column, specify the parameters as described in the following

table:

Parameter Description

Predictive Model URL (primary)

The primary URL of the RA Predictive Model.

Predictive Model URL (backup)

The backup URL of the RA Predictive Model.

Connection Timeout (in milliseconds)
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Parameter

Description

The time for which RA tries to establish a
connection to the Model before timing out.

Read Timeout (in milliseconds)

The time in which Transaction Server expects a
response back from the Model.

Minimum Connections

The minimum number of connections in the
connection pool to connect to the Model Server.

Maximum Connections

The maximum number of connections in the
connection pool to connect to the Model Server.

Score Multiplication Factor (rational number
allowed)

The value by which the score returned by Model
is multiplied before being used for rule
evaluation.

Protocol Type

The protocol used by RA to communicate with
the Model.

Server Authentication SSL

If you want to configure SSL-based
communication between Transaction Server and
your Model, then you must select this option.

Callout Server Root Certificate

Click Browse to navigate to the location where
the Callout Server Root Certificate is located.
Callout Server Root Certificate must be in PEM
(Baseb4-encoded) format.

Note: If Server Authentication SSL is selected,
then you must specify the Callout Server Root
Certificate.

Client Authentication SSL

If you want to configure two-way SSL
connection between Transaction Server and
your Model, then you must select this option
and ensure that the Server Authentication SSL is
also selected.

If you want to configure one-way SSL connection
between Transaction Server and your Model,
then you must not select this option. In this
case, you must ensure that the Server
Authentication SSL is selected.

If you do not want to configure any SSL-based
connection, then you must not select either this
option or the Server Authentication SSL option.

Risk Analytics Transaction Server Certificate and
Private Key

Click Browse to navigate to the location where
the Transaction Server Certificate and Private
Key are located. Transaction Server Certificate
and Private Key must be in PEM
(Baseb4-encoded) format.

Note: If Client Authentication SSL is selected,
then you must specify the RA Transaction Server
Certificate and Private Key.

c. Click Upload Model Configuration to save the changes.
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How to Configure DSP Model for Organizations with no Existing Models

DSP Model configuration for an organization with no existing Model (GDP or DSP) requires
following steps:

= Step 1: How to Create Organization-Level Model Configuration
= Step 2: How to Set the Model as the Referenced Model
= Step 3: How to Enable the Model
Step 1 How to Create Organization-Level Model Configuration
To create an organization-level DSP Model configuration:
1. Identify the following data points:
= Destination DSP deployment’s Primary URL
= Destination DSP deployment’s Backup URL
2. Execute the following queries:

INSERT INTO ARRFCONFIGURATION
(SEQUENCEID, ORGNAME, CHANNELID, CATEGORY,NAME, VALUE,DESCRIPTION,DISPLAYNAME, TY

PE, SHOWI
NUI,DISPLAYORDERID) VALUES (ARRFCONFIGSEQUENCE.NEXTVAL,
'<specific-org-name>', -1,

"ADDONDSP', 'PRIMARYURL', '<dsp-primary-url>', 'Default URL of primary DSP
server', 'Default URL of primary DSP server',0,0,0);

INSERT INTO ARRFCONFIGURATION
(SEQUENCEID, ORGNAME, CHANNELID, CATEGORY,NAME, VALUE,DESCRIPTION,DISPLAYNAME, TY

PE, SHOWI
NUI,DISPLAYORDERID) VALUES (ARRFCONFIGSEQUENCE.NEXTVAL,
'<specific-org-name>', -1,

"ADDONDSP', 'BACKUPURL', '<dsp-backup-url>', 'Default URL of backup DSP
server', 'Default URL of backup DSP server',0,0,0);

INSERT INTO ARRFCONFIGURATION
(SEQUENCEID, ORGNAME, CHANNELID, CATEGORY,NAME, VALUE,DESCRIPTION,DISPLAYNAME, TY

PE, SHOWI

NUI,DISPLAYORDERID) VALUES (ARRFCONFIGSEQUENCE.NEXTVAL,
'<specific-org-name>', -1,

"ADDONDSP', 'READTIMEOUT', '10000', 'Read timeout for DSP server',b 'Read timeout
for DSP

server',0,0,0);

INSERT INTO ARRFCONFIGURATION
(SEQUENCEID, ORGNAME, CHANNELID, CATEGORY, NAME, VALUE,DESCRIPTION,DISPLAYNAME, TY

PE, SHOWI
NUI,DISPLAYORDERID) VALUES (ARRFCONFIGSEQUENCE.NEXTVAL,
‘<specific-org-name>', -1,
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"ADDONDSP', ' CONNECTIONTIMEOUT', '10000"', 'Connection timeout for DSP
server', 'Connection timeout for DSP server',0,0,0);

INSERT INTO ARRFCONFIGURATION
(SEQUENCEID, ORGNAME, CHANNELID, CATEGORY,NAME, VALUE,DESCRIPTION,DISPLAYNAME, TY

PE, SHOWI
NUI,DISPLAYORDERID) VALUES (ARRFCONFIGSEQUENCE.NEXTVAL,
'<specific-org-name>', -1,

"ADDONDSP', "MINCONNECTION', '16"', 'Minimum number of connection to DSP
server', 'Minimum number of connection to DSP server',0,0,0);

INSERT INTO ARRFCONFIGURATION
(SEQUENCEID, ORGNAME, CHANNELID, CATEGORY,NAME, VALUE,DESCRIPTION,DISPLAYNAME, TY

PE, SHOWI
NUI,DISPLAYORDERID) VALUES (ARRFCONFIGSEQUENCE.NEXTVAL,
'<specific-org-name>', -1,

"ADDONDSP', '"MAXCONNECTION', '64', 'Maximum number of connection to DSP
server', 'Maximum number of connection to DSP server',0,0,0);

INSERT INTO ARRFCONFIGURATION
(SEQUENCEID, ORGNAME, CHANNELID, CATEGORY,NAME, VALUE,DESCRIPTION,DISPLAYNAME, TY

PE, SHOWI

NUI,DISPLAYORDERID) VALUES (ARRFCONFIGSEQUENCE.NEXTVAL,
'<specific-org-name>', -1,

"ADDONDSP', 'SCOREMULFACTOR"', '1000"', 'Score Multiplication Factor on
DSP', 'Score

Multiplication Factor on DSP',0,0,0);

INSERT INTO ARRFCONFIGURATION
(SEQUENCEID, ORGNAME, CHANNELID, CATEGORY,NAME, VALUE,DESCRIPTION,DISPLAYNAME, TY

PE, SHOWI

NUI,DISPLAYORDERID) VALUES (ARRFCONFIGSEQUENCE.NEXTVAL,
'<specific-org-name>', -1,

"ADDONDSP', 'POPULATESCOREAS', 'PREDICTIVE SCORE', 'Destination rule element
for model

score', 'Destination rule element for model score',0,0,0);

Note: Replace <dsp-primary-url>, <dsp-backup-url>, <specific-org-name> with the specific
URL and Organization name.

Step 2 How to Set the Model as the Referenced Model
To set the Model to be used:
1. Execute the following query:

INSERT INTO ARRFCONFIGURATION
(SEQUENCEID, ORGNAME, CHANNELID, CATEGORY,NAME, VALUE,DESCRIPTION,DISPLAYNAME, TY

PE, SHOWI
NUI,DISPLAYORDERID) VALUES (ARRFCONFIGSEQUENCE.NEXTVAL,
'<specific-org-name>', -1,

"ADDONMODEL ', ' ACTIVEMODELS', 'ADDONDSP', 'Model settings to use', 'Model
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settings to
use',0,0,0);

Note: Replace <specific-org-name> with the specific Organization name.

2. Restart the Transaction Server (either immediately or as part of the regular rolling
scheduled restarts). This change will only take effect after the server has been restarted.

Step 3 How to Enable the Model

To enable the new Model:

1. Log in to the Administration Console as an administrator with access to the required

organization.

2. Under Organizations tab, search for the desired organization and then navigate to Risk

Engine tab.

3. Under the Rules Management section, click the Model Configuration link.

4. For each of the rulesets where the Model is required, explicitly check the Enable Model
option and save the same.
Repeat this step for each ruleset where Model will be used.

5. Restart the Transaction Server to make the change effective.

Important! Create rules using the Model Score only after all the Transaction Servers have been

restarted.

See How to Enable the Predictive Model for an Organization for detailed steps for enabling a

Model.

How to Configure DSP Model for Organizations with Existing Models

The following table provides an at-a-glance overview of the process of switching over from an
older GDP Model to a newer DSP Model.

Activity Phase

Activity Details

Impact Dependency

Deployment of RA
Patch and Configuration
of DSP Model URLs

No change as
transactions would
continue with being
relayed to GDP Model

only
Phase | - Priming of the Change Model Relay No change as rules When Customer and DS
DSP Model mode from ‘Model would consume the team are ready to

(Generally expected to
be around 3 weeks)

GDP’ to ‘Both GDP and
DSP Models’

Note: No rule changes
required; current Rules
continue to work as-is

model score of the GDP initiate Model Priming
Model only

Phase Il - Enabling of
the DSP Model

Creation of Rules to use

DSP Model Score
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(Generally expected to Disabling of the Rules  Transactions would be When DS Team

be around 3 weeks) using GDP model score evaluated using the confirms that Model
Rules configured with  priming is completed
DSP Model score

thresholds
Phase Il - Disabling of Change Model Relay No impact as When Customer Admin
the GDP Model mode from ‘Both GDP transactions would and DS team find DSP
and DSP Models’ to continue with being Model scoring as
‘Model DSP’ relayed to DSP Model acceptable
only

Deletion of GDP Rules

Notes on Model Score Monitoring

= Rollback from the DSP to GDP model is possible in Phase | and Phase Il. Any further action plan
needs be worked out on a case-by-case basis.

= Both GDP and DSP scores can be monitored either through exporting from the Analyze
Transaction screen or through offline SQL report, because both scores will be available as

separate columns within the SysAuditLog table.

= The scores can be displayed on the user interface (Ul) and as part of desired reports,
whenever required.

= GDP and DSP scores can also be monitored through the respective system’s file logs.

The following steps walk you through the process to configure DSP Model for organizations that
already have GDP Model configured:

= Step 1: How to Create an Organization-Level Model Configuration

= Step 2: How to Enable the DSP Model as the Secondary Model to Initiate Priming
= Step 3: How to Switch Over from the GDP Model to DSP Model for Use in Rules

= Step 4: How to Remove the GDP Model

= Step 5: How to Display the DSP Model Score in Ul and Reports

Step 1 How to Create an Organization-Level Model Configuration
To create an organization-level DSP Model configuration:
1. Identify the following data points:
= Destination DSP deployment’s Primary URL
= Destination DSP deployment’s Backup URL
2. Execute the following queries:

INSERT INTO ARRFCONFIGURATION

(SEQUENCEID, ORGNAME, CHANNELID, CATEGORY,NAME, VALUE,DESCRIPTION,DISPLAYNAME, TY
PE, SHOWI

NUI,DISPLAYORDERID) VALUES (ARRFCONFIGSEQUENCE.NEXTVAL,
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'<specific-org-name>', -1,
"ADDONDSP', 'PRIMARYURL', '<dsp-primary-url>', 'Default URL of primary DSP
server', 'Default URL of primary DSP server',0,0,0);

INSERT INTO ARRFCONFIGURATION

(SEQUENCEID, ORGNAME , CHANNELID, CATEGORY,NAME,VALUE,DESCRIPTION,DISPLAYNAME,TY
PE, SHOWI

NUI,DISPLAYORDERID) VALUES (ARRFCONFIGSEQUENCE.NEXTVAL,
'<specific-org-name>', -1,

"ADDONDSP', 'BACKUPURL', '<dsp-backup-url>', 'Default URL of backup DSP
server', 'Default URL of backup DSP server',0,0,0);

INSERT INTO ARRFCONFIGURATION

(SEQUENCEID, ORGNAME, CHANNELID, CATEGORY,NAME, VALUE,DESCRIPTION,DISPLAYNAME,TY
PE, SHOWI

NUI,DISPLAYORDERID) VALUES (ARRFCONFIGSEQUENCE.NEXTVAL,
'<specific-org-name>', -1,

'ADDONDSP', 'READTIMEOUT', '10000', 'Read timeout for DSP server', 'Read timeout
for DSP

server',0,0,0);

INSERT INTO ARRFCONFIGURATION

(SEQUENCEID, ORGNAME, CHANNELID, CATEGORY,NAME, VALUE,DESCRIPTION,DISPLAYNAME, TY
PE, SHOWI

NUI,DISPLAYORDERID) VALUES (ARRFCONFIGSEQUENCE.NEXTVAL,
'<specific-org-name>', -1,

"ADDONDSP', ' CONNECTIONTIMEOUT', '10000"', 'Connection timeout for DSP

server', 'Connection timeout for DSP server',0,0,0);

INSERT INTO ARRFCONFIGURATION

(SEQUENCEID, ORGNAME, CHANNELID, CATEGORY,NAME, VALUE,DESCRIPTION,DISPLAYNAME, TY
PE, SHOWI

NUI,DISPLAYORDERID) VALUES (ARRFCONFIGSEQUENCE.NEXTVAL,
'<specific-org-name>', -1,

'ADDONDSP', '"MINCONNECTION', '16"', 'Minimum number of connection to DSP
server', 'Minimum number of connection to DSP server',0,0,0);

INSERT INTO ARRFCONFIGURATION

(SEQUENCEID, ORGNAME , CHANNELID, CATEGORY ,NAME, VALUE,DESCRIPTION,DISPLAYNAME, TY
PE, SHOWI

NUI,DISPLAYORDERID) VALUES (ARRFCONFIGSEQUENCE.NEXTVAL,
'<specific-org-name>', -1,

'ADDONDSP', 'MAXCONNECTION', '64', 'Maximum number of connection to DSP
server', '"Maximum number of connection to DSP server',0,0,0);

INSERT INTO ARRFCONFIGURATION

(SEQUENCEID, ORGNAME, CHANNELID, CATEGORY,NAME, VALUE,DESCRIPTION,DISPLAYNAME, TY
PE, SHOWI

NUI,DISPLAYORDERID) VALUES (ARRFCONFIGSEQUENCE.NEXTVAL,
'<specific-org-name>', -1,

"ADDONDSP', 'SCOREMULFACTOR"', '1000', 'Score Multiplication Factor on

DSP', 'Score
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Multiplication Factor on DSP',0,0,0);

INSERT INTO ARRFCONFIGURATION
(SEQUENCEID, ORGNAME, CHANNELID, CATEGORY,NAME, VALUE,DESCRIPTION,DISPLAYNAME, TY

PE, SHOWI

NUI,DISPLAYORDERID) VALUES (ARRFCONFIGSEQUENCE.NEXTVAL,
'<specific-org-name>', -1,

"ADDONDSP', 'POPULATESCOREAS', 'PREDICTIVE SCORE', 'Destination rule element
for model

score', 'Destination rule element for model score',0,0,0);

INSERT INTO ARRFCONFIGURATION
(SEQUENCEID, ORGNAME, CHANNELID, CATEGORY,NAME, VALUE,DESCRIPTION,DISPLAYNAME, TY

PE, SHOWI
NUI,DISPLAYORDERID) VALUES (ARRFCONFIGSEQUENCE.NEXTVAL,
'<specific-org-name>', -1,

"ADDONMODEL ', 'ACTIVEMODELS', 'ADDONGDP', 'Model settings to use', 'Model
settings to
use',0,0,0);

Note: Replace <dsp-primary-url>, <dsp-backup-url>, <specific-org-name> with the specific
URL and Organization name.

3. Restart the Transaction Server (either immediately or as part of the regular rolling
scheduled restarts). This change will only take effect after the server has been restarted.

Step 2 How to Enable the DSP Model as the Secondary Model to Initiate Priming
To prime the DSP Model as secondary Model:
1. Execute the following query:

UPDATE ARRFCONFIGURATION

SET VALUE = 'ADDONGDP; ADDONDSP'

WHERE ORGNAME = '<specific-org-name>' AND CATEGORY = 'ADDONMODEL' AND NAME =
"ACTIVEMODELS'

Note: Replace <specific-org-name> with the specific organization's name.
2. Restart the Transaction Server (either immediately or as part of the regular rolling
scheduled restarts).

This change will only take effect after the server has been restarted.

At this stage, both the GDP and DSP models will be called and the Model Score will be available as

follows:

Model Number Rule element for the model score
Model #1 - GDP model MODEL_SCORE

Model #2 - DSP model PREDICTIVE_SCORE

Important! At this point, rules should be created ONLY using the MODEL_SCORE element.

Step 3 How to Switch Over from the GDP Model to DSP Model for Use in Rules

Administrating 119



Important! Switchover of rules from using the GDP model score to the DSP model score must be
undertaken only when the DSP model priming is completed. This can be ensured based on Data
Science team’s monitoring reports.

Option |

To switch over from GDP to DSP Model:

1. For each rule created that is using the MODEL_SCORE rule element:

a. Create a new rule using the PREDICTIVE_SCORE rule element and keeping the
remaining rule criteria as the same.

b. Disable the rule using the MODEL_SCORE element.
2. At this stage:
= (Optional) You can change the rule’s risk advice, if required.

= You can deprecate some existing model score rules in favour of new rules using the
model score.

3. Migrate to Production.
4. Restart the Transaction Server.
Note: A regular scheduled transaction server refresh is also sufficient

Model score ranges are as follows:

Model Number Rule Element for The Model Output Score Range
Score

Model #1 - GDP model MODEL_SCORE 1 through 100

Model #2 - DSP model PREDICTIVE_SCORE 1 through 1000

Note: Model score thresholds for GDP model and DSP model have no direct correlation, and
therefore the rule thresholds must be specified with due consideration.

Option Il

To switch over from GDP to DSP Model:
1. Create a new Ruleset based on the existing ruleset being used.
2. For each rule that is using the MODEL_SCORE rule element:

a. Edit the existing model score rules to now use the PREDICTIVE_SCORE element,
while keeping the remaining rule criteria as the same.

3. At this stage,
= (Optional) You can change the rule’s risk advice, if required.

= You can deprecate some existing model score rules in favour of new rules using the
model score.
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4. Migrate to Production the new ruleset.
5. Change the assigned ruleset to refer to the new ruleset.

Model score ranges are as follows:

Model Number Rule Element for The Model Output Score Range
Score

Model #1 - GDP model MODEL_SCORE 1 through 100

Model #2 - DSP model PREDICTIVE_SCORE 1 through 1000

Note: Model score thresholds for GDP model and DSP model have no direct correlation, and
therefore, the rule thresholds must be specified with due consideration.

Step 4 How to Remove the GDP Model
To remove the older GDP Model:
1. Execute the following query:

UPDATE ARRFCONFIGURATION

SET VALUE = 'ADDONDSP'

WHERE ORGNAME = '<specific-org-name>' AND CATEGORY = 'ADDONMODEL' AND NAME =
"ACTIVEMODELS'

Note: Replace <specific-org-name> with the specific organization's name.
2. Restart the Transaction Server (either immediately or as part of the regular rolling
scheduled restarts).
This change will only take effect after the server has been restarted.
Important! At this stage, only the DSP model will be called and the Model Score will be available

as PREDICTIVE_SCORE. Therefore, rules must be created ONLY using the PREDICTIVE_SCORE
element.

When Is Roll Back fromn DSP to GDP Model Possible

Phase Rollback Options And Procedure

Phase | Rollback not applicable because only GDP Model
score is being used within rules. Relay of
transactions to DSP can be stopped. if required.

Phase I Model Scores from both GDP and DSP Models
available, because two different Data Elements
are available and both can be individually used
by rules.

To use DSP Model Score, rules will use the DSP
Model Score element, while to use GDP Model
Score, rules will need to use the GDP Model
Score element.

Rolling back depends on the option used as part
of the Phase Il:
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Phase Rollback Options And Procedure

If Option | was used, then simply changing of
the rules by inactivating the DSP Model Score
rules in favor of GDP Model Score rules is
required.

If Option Il was used, then simply changing the
Assigned Ruleset from the one using DSP Model
Score to the earlier one what used the GDP
Model Score is required.

Phase Ill Rollback is not applicable.

Step 5 How to Display the DSP Model Score in UT and Reports

Important! DSP model scores (enabled post-Risk Analytics 4.0 SP4 HF1) are stored within
SysAuditLog table’s PREDICTIVE_SCORE column, as against MODEL_SCORE column earlier. This
field will not be visible or included as part of the default product deployment or upgrade. In due
course, all Model Scores will be sourced from this new column instead of the older
MODEL_SCORE column.

Query to Display the DSP Model Score as the Last Column in Ul and Reports

Run the following query to make PREDICTIVE_SCORE column appear as the last column in Analyze
Transaction screen and other screens and reports:

UPDATE ARRFCHANNELELEMENTS

SET SHOW_IN DETAIL = 1, SHOW_IN_EXPORT = 1, SHOW_IN FA SUMMARY = 1,
SHOW_IN SUMMARY = 1, ORDER DETAIL = 1000, ORDER EXPORT = 1000,
ORDER_FA_SUMMARY = 1000, ORDER_SUMMARY = 1000

WHERE ELEMENTNAME = 'PREDICTIVE_SCORE';

Query to Display the DSP Model Score Next to GDP Model Score in Ul and Reports

Run the following query to make PREDICTIVE_SCORE column appear as the column next to
MODEL_SCORE in Analyze Transaction screen and other screens and reports:

UPDATE ARRFCHANNELELEMENTS

SET SHOW_IN DETAIL = 1, SHOW IN EXPORT = 1, SHOW_IN FA SUMMARY = 1,
SHOW_IN_SUMMARY = 1, ORDER _DETAIL = 106, ORDER_EXPORT = 106,
ORDER_FA_SUMMARY = 106, ORDER_SUMMARY = 106

WHERE ELEMENTNAME = 'PREDICTIVE_SCORE';

How to Validate DSP Model Configuration

This section guides you how to validate if your DSP Model was correctly deployed. It covers the
following topics:

= How to Validate the Model Configuration at Organization-Level

= How to Validate the Model State at Ruleset-Level
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How to Validate the Model Configuration at Organization-Level

For Risk Analytics version 4.x, execute the following database queries for the specified
organization:

Note: As of Risk Analytics 4.x, this cannot be validated through the UI.
= Query for Model #1

SELECT NAME, DESCRIPTION, VALUE

FROM ARRFCONFIGURATION

WHERE ORGNAME = '<specific-org-name>' AND CATEGORY = 'ADDONGDP'
ORDER BY NAME;

Note: Replace <specific-org-name> with the specific organization’s name.
= Query for Model #2

SELECT NAME, DESCRIPTION, VALUE

FROM ARRFCONFIGURATION

WHERE ORGNAME = '<specific-org-name>' AND CATEGORY = 'ADDONDSP'
ORDER BY NAME;

Note: Replace <specific-org-name> with the specific organization’s name.

The following table lists the expected record output (to be validated independently for each
Model):

Parameter Output Value Example output value

PRIMARYURL Valid URL of the primary http://dsp.arcot.com:8080/dsp
GDP/DSP deployment.

URL must contain protocol
(HTTP or HTTPS), machine name
or IP address, port number, URI

BACKUPURL Valid URL of the HA GDP/DSP  http://dsp.arcot.com:8080/dsp
deployment.

URL must contain protocol
(HTTP or HTTPS), machine name
or IP address, port number, URI

READTIMEOUT Integer value 10000

Min value = 10

Max value = 20000
CONNECTIONTIMEOUT Integer value 10000

Min value = 10

Max value = 20000
MINCONNECTION Integer value 16
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Parameter Output Value Example output value

Min value = ‘1’

Max value = ‘64’
MAXCONNECTION Integer value 64

Min value = ‘4’
Max value = ‘64’

Value should be greater than M
INCONENCTION

SCOREMULFACTOR Integer value 1000

Value should be either ‘100’ for
GDP

models and it should be ‘1000’
for DSP

models

POPULATESCOREAS Field name PREDICTIVE_SCORE

Value should be either
‘MODEL_SCORE’ for GDP
models and it should be
‘PREDICTIVE_SCORE’ for DSP
models

Notes:

= This is an ORG-level setting, and therefore, needs to be done once when the organization is
being enabled for GDP or DSP Models.

= Changes will be required only if one or more parameters are to be tweaked.
How to Validate the Model State at Ruleset-Level
To validate if the DS Model was correctly de[ployed:

1. Login to the Administration Console as an administrator with access to the required
organization.

2. Under Organizations tab, search for the desired organization and then navigate to Risk
Engine tab.

3. Under the Rules Management section, click the Model Configuration link.
4. For each of the rulesets where the Model is required, ensure that the Enable Model

option is selected.
Repeat this step for each ruleset where Model will be used.
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Error Codes When RA is Configured to Use DSP Model

The following table lists the error codes logged by Risk Analytics during its interaction with DSP
Model. In case of errors, these are the values that you will see in the Model Score column instead
of the actual score (which is expected to be between 0 and 1000).

ERROR ERROR_CODE
UNKNOWN_FAILURE -1
READ_TIMEOUT 2
READ_GDPRESPONSE_FAILURE -3
WRITE_GDPREQUEST_FAILURE -4
XML_PARSE_FAILURE -5
MODEL_SCORE_NOT_RECEIVED -6
MODEL_SCORE_NEGATIVE -7
MODEL_SCORE_INVALID -8
TRANSACTIONID_INVALID -9
ARCOT_EXCEPTION -10
TRANSPORT_EXCEPTION -11
TRANSPORT_READ_EXCEPTION -12
TRANSPORT_WRITE_EXCEPTION -13
UNKNOWN_EXCEPTION -14
UN_TRANSPORT_WRITE_EXCEPTION -15
UN_TRANSPORT_READ_EXCEPTION -16
UN_GDPREQ_EXCEPTION -17
UN_GDPREQ_POSEVAL_EXCEPTION -18
UN_CONN_SNDRCV_EXCEPTION -19
UN_CONN_SNDRCV_FAILURE -20
UN_CONN_EXCEPTION -21
LOGGING_EXCEPTION -22
HTML_REPONSE_ERROR -23
MODEL_NOT_CALLED -999

Important! If DSP Model returns any specific error code and/or error details, the same will be
logged to the Transaction Server debug logs. However, this information will not be available in the
database.

Configuring RA Properties and Related Configurations
This topic covers the following sub-topics:

= How to Configure Channels and Accounts Associations
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= How to Configure a Card Issuer

= How to Delete the Card Issuer Mapping

= How to Configure the NBIN Mapping

= How to Delete the NBIN Mapping

= How to Configure the Transaction Acquirer

= How to Delete the Transaction Acquirer Mapping

= How to Configure Miscellaneous Risk Analytics Properties at the Organization Level
= How to Configure Miscellaneous Risk Analytics Properties at the System Level

= How to Upload Compromised Card Information

How to Configure Channels and Accounts Associations

An end user can perform a transaction in many ways. Some of these include:

= Online (Transactions that originate when the user uses a credit card or a debit card online, but
the transaction is not governed by 3D Secure protocol.)

= 3D Secure (Transactions that originate when the user uses a credit card or a debit card online.)

= Online banking (Transactions that originate when the user logs into their banking site, without
using a credit card.)

= Online wire transfers (Transactions that originate when the user transfers money.)

= App (Transactions that originate when the user uses a smartphone app.)

= SMS (Transactions that originate using SMS messaging.)

= ATM (Transactions that originate at an ATM machine.)

= POS (Transactions that originate at a store's or shop's point of sale.)
These different origins of transactions are referred to as channels in RA terminology.
RA can be configured to evaluate risk for any of these channels. It can also be configured to
evaluate transactions from each channel differently to generate a risk score. It can also be
configured to evaluate transactions from each channel differently to generate a risk score. In
addition, an RA rule can be evaluated across different channels to arrive at a score. This is known

as cross-channel configuration.

The following table describes the channels that are available out-of-the-box in RA.

Channel Description
DEFAULT
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Channel

Description

Transactions that are initiated using a Web
browser. This may be either a computer, smart
phone, tablet, or set-top box. The default
channel is the Web channel.

3D Secure

Online transactions initiated using credit card or
debit card.

ATM

Transactions initiated through ATM.

ATMs are terminals primarily used as an
alternate channel for availing banking services,
such as account balance inquiry or cash
withdrawal.

POS

Transactions initiated at physical Point of Sale
(POS).

POS terminals are primarily used as channels for
recording a financial payment made by the card
holder to a merchant for goods or services
purchased by the card holder from the
merchant

IMPS

Transactions initiated using Immediate Payment
Service (IMPS), a channel-agnostic payment
service.

Using IMPS, bank customers can transfer money
instantly within any of the IMPS-enabled
member banks across India. IMPS is accessible
through mobile banking, net banking, and ATM
channel.

IMPS can be used for funds transfer and
merchant payments. It supports the following
services:

P2P: Person to Person

P2A: Person to Account

P2M (Push): Person to Merchant initiated by
Customer

P2M (Pull): Person to Merchant initiated by
Merchant

ECOM

Ecommerce transactions received as ISO 8583
messages.

To configure channel and account associations:

Note: Typically, configuring channels is a one-time activity. If you want to change these settings in
a production environment, contact CA Arcot Support to understand the implications. You can add
a channel to your existing deployment, but removing support for a channel or account type and
changing the default channel or default account type requires careful consideration.
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= Ensure that you are logged in as a GA.
= Activate the Organizations tab.

= Enter the complete or partial information of the organization you want to search and click the
Search button.
A list of organizations matching the search criteria appears.

= Under the Organization column, click the <ORGANIZATION_NAME> link for the required
organization.
The Organization Information page appears.

= Activate the Risk Engine tab.

= Under the General Risk Analytics Configurations section, click the Assign Channels and
Configure Default Account Types link.
The Assign Channels and Configure Default Account Types page appears.

= Select the channels that are supported by the organization by selecting the Select Channels to
Associate check box.

= Select the default account type for each channel:

= Select User Name as Default Account Type if requests from the calling application on the
specific channel send the username in the Risk Evaluation APIs.

= |f requests from the calling application contain the account IDs in the user name field,
select the relevant <Default Account Type> for the channel.

= Select the option under Select Default Channel to make the channel the default one to be
used for risk evaluation purposes.

= Click Save to save your changes.

= Refresh all deployed Transaction Server instances.
See Refreshing the Cache for instructions on how to do this.

How to Confiqure a Card Issuer

A Card Issuer is the institution that issues the card, which is involved in a financial transaction. The
first six digits of the card number are known as the Issuer Identification Number (IIN) or Bank
Identification Number (BIN), and these digits identify the Card Issuer. To correctly identify the
organization representing the Card Issuer, you must map the card numbers to Issuers by creating
BINs, and then associate the BIN with an organization. This mapping represents that card
numbers with the specified BIN prefix string are issued by the associated organization. You must
configure the Card Issuer because the incoming transaction metadata for ATM and POS channels
does not contain organization information. RA determines this information from the card
number.

Note: An organization can have several BINs associated with it, but a single BIN can be associated
with exactly one organization.

To configure a card issuer:

1. Ensure that you are logged in as a GA.
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2. Activate the Organizations tab.

3. Enter the complete or partial information of the organization you want to search and click
the Search button.
A list of organizations matching the search criteria appears.

4. Under the Organization column, click the <ORGANIZATION_NAME> link for the required
organization.
The Organization Information page appears.

5. Activate the Risk Engine tab.

6. Under the General Risk Analytics Configurations section, click the Card Issuer Mapping
link.
The Card Issuer Mapping page appears.

7. Enter values for the fields on this page, as described in the following table.

Field Description

BIN Data to Organization Mapping

BIN Name Name of the Issuer BIN

BIN Prefix Prefix of the card number that will be used to
identify the Issuer

Card Length The total length of the card number

Note: Expected values are 15, 16, or 19.

BIN Parameters

The Card BIN parameters enable you to set business thresholds, which are different from rule
thresholds. For example, you can create a rule that detects and restricts consecutive withdrawals
of the daily maximum withdrawal amount for three consecutive days for a given card, where the
daily maximum cash withdrawal limit might be USD1,000 for a Silver-level card and USD10,000
for a Platinum-level card. In this case, the limits of 1,000 and 10,000 are business thresholds
rather than rule thresholds. You can set these thresholds as part of the appropriate Card BIN
configuration.

Duration Maximum time period to consider for
transaction history. The duration is specified in
minutes or hours, depending on how it is
configured in the rule.

Note: Transaction history is defined as the list of
transactions for the same account (Card
Number or PAN) over ATM and POS channels in
reverse chronological sequence.

Threshold Amount Maximum limit on the transaction amount for a
card, defined in the organizations' base
currency.

Transaction Count Total number of transactions to consider for

transaction history.

8. Click Add.

9. Refresh all deployed Transaction Server instances.
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See Refreshing the Cache for instructions on how to do this.

How to Delete the Card Issuer Mapping
To delete the mapping between the BIN and Card Issuer,:

1. Ensure that you are logged in as a GA.

2. Activate the Organizations tab.

3. Enter the complete or partial information of the organization you want to search and click
the Search button.
A list of organizations matching the search criteria appears.

4. Under the Organization column, click the <ORGANIZATION_NAME> link for the required
organization.
The Organization Information page appears.

5. Activate the Risk Engine tab.

6. Under the General Risk Analytics Configurations section, click the Card Issuer Mapping
link.
The Card Issuer Mapping page appears.

7. Select the row in the Card Issuer to Organization table that corresponds to the mapping
that you want to delete, and click Delete.

8. Refresh all deployed Transaction Server instances.
See Refreshing the Cache for instructions on how to do this.

How to Configure the NBIN Mapping

National Bank Identification Number (NBIN) is used to identify banks in the context of Mobile
Remittances for routing transactions by IMPS. You must configure the NBIN because the incoming
transaction metadata for IMPS channels does not contain organization information.
Important! NBIN values must be unique across organizations.
To configure NBIN mapping:
1. Ensure that you are logged in as a GA.
2. Activate the Organizations tab.
3. Enter the complete or partial information of the organization you want to search and click
the Search button.
A list of organizations matching the search criteria appears.
4. Under the Organization column, click the <ORGANIZATION_NAME> link for the required
organization.

The Organization Information page appears.

5. Activate the Risk Engine tab.
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6. Under the General Risk Analytics Configurations section, click the NBIN Mapping link.
The NBIN to Organization page appears.

7. Enter values for the NBIN Name and NBIN, and click Add.

8. Refresh all deployed Transaction Server instances.
See Refreshing the Cache for instructions on how to do this.

How to Delete the NBIN Mapping

To delete the mapping between the NBIN and an organization:

1. Ensure that you are logged in as a GA.

2. Activate the Organizations tab.

3. Enter the complete or partial information of the organization you want to search and click
the Search button.
A list of organizations matching the search criteria appears.

4. Under the Organization column, click the <ORGANIZATION_NAME> link for the required
organization.
The Organization Information page appears.

5. Activate the Risk Engine tab.

6. Under the General Risk Analytics Configurations section, click the NBIN Mapping link.
The NBIN to Organization page appears.

7. Select the row in the NBIN to Organization table that corresponds to the mapping that
you want to delete, and click Delete.

8. Refresh all deployed Transaction Server instances.
See Refreshing the Cache for instructions on how to do this.

How to Configure the Transaction Acquirer

A Transaction Acquirer is the institution that manages the network of ATM or POS terminals from
where the financial transaction originates. An Institution Identification Code (lIC) is assigned to
each Acquirer institution that participates in the global financial network. You can map Acquiring
IICs (hereafter referred to as Acquirer IDs) to Acquirers by associating Acquirer IDs with a specific
organization.

Note: An organization may have more than one Acquirer ID associated with it, but a single
Acquirer ID can be associated with exactly one organization.

To configure a Transactions Acquirer:
1. Ensure that you are logged in as a GA.

2. Activate the Organizations tab.
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. Enter the complete or partial information of the organization you want to search and click

the Search button.
A list of organizations matching the search criteria appears.

. Under the Organization column, click the <ORGANIZATION_NAME> link for the required

organization.
The Organization Information page appears.

. Activate the Risk Engine tab.

. Under the General Risk Analytics Configurations section, click the Transaction Acquirer

Mapping link.
The Transaction Acquirer Mapping page appears.

. Enter values for the Acquirer Name and Acquirer ID, and click Add.

. Refresh all deployed Transaction Server instances.

See Refreshing the Cache for instructions on how to do this.

How to Delete the Transaction Acquirer Mapping

To delete the mapping between the Transaction Acquirer and an organization:

1.

2.

Ensure that you are logged in as a GA.

Activate the Organizations tab.

. Enter the complete or partial information of the organization you want to search and click

the Search button.
A list of organizations matching the search criteria appears.

. Under the Organization column, click the <ORGANIZATION_NAME> link for the required

organization.
The Organization Information page appears.

. Activate the Risk Engine tab.

. Under the General Risk Analytics Configurations section, click the Transaction Acquirer

Mapping link.
The Transaction Acquirer Mapping page appears.

. Select the row in the Transaction Acquirer to Organization table that corresponds to the

mapping that you want to delete, and click Delete.

. Refresh all deployed Transaction Server instances.

See Refreshing the Cache for instructions on how to do this.

How to Configure Miscellaneous Risk Analytics Properties at the Organization Level

To configure RA properties:

1.

Ensure that you are logged in as a GA.
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2. Activate the Organizations tab.

3. Enter the complete or partial information of the organization you want to search and click

the Search button.

A list of organizations matching the search criteria appears.

4. Under the Organization column, click the <ORGANIZATION_NAME> link for the required

organization.

The Organization Information page appears.

5. Activate the Risk Engine tab.

6. Under the General Risk Analytics Configurations section, click the Miscellaneous
Configurations link. The Miscellaneous Configurations page appears.

7. From the Select Channel list, select the channel for which you want to configure these

parameters.

8. Specify values for the parameters, as described in the following table.

Property

User Enrollment Mode

Default Value

Implicit

Description

The mode in which the user is
created in the RA database:

Implicit: If you select Implicit,
then you do not need to invoke
the createUser() Web service
for creating users in RA. In this
case, when you call the
evaluateRisk()API for a
transaction, RA will
automatically create users (if
not already present) in RA.

Explicit: If you select Explicit,
you would need to explicitly call
the createUser()Web service to
create the users in RA before
you can do a risk evaluation (by
calling the evaluateRisk()API)
for their transactions.

Base Currency Code

usb

Currency Code in which the
organization does business. This
parameter is used for
amount-based rules and for
display purposes in Case
Management.

Enable Reverse Lookup for
Device ldentification

No

Enable Reverse Lookup to
identify the device. Select No if
this parameter is not applicable
for the channel, for example,
ATM.

Use IP Address for Reverse
Lookup

No

Use the IP address for reverse
lookup method of device
identification.
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Property Default Value

Number of Case Notes to 1
Display When Working on Cases

Description

Number of case notes to display
when the CSR views the case on
the Case Management screen.

Additional Number of Case 3
Notes to Display on Clicking
IlMorell

Number of case notes to display
when the CSR clicks the More i
nk under Case Notes.

Default Number of Days a User 10
Gets Added to Exception List
Through Case Management

Screen

The number of days for which a
user is added to the Exception
List through the Case
Management screen.

Default Transaction Display 30
Duration (in Days)

Duration for which transactions
are displayed to the CSR on the
Case Management screen by
default.

Max Transaction Display 90
Duration (in Days)

The maximum duration for
which CSRs can view the
transaction history.

Maximum Duration for Which 3600
the Case is Exclusively Assigned

to a CSR Before it is Available

for Reassignment (in Seconds)

The maximum duration for
which a case remains
exclusively assigned to a CSR
viewing the case in the console.

Number of Records on Each 10
Page of Analyze Transactions
Screen

Number of records to display on
each page of the Analyze
Transactions screen in Case
Management.

Queue Rebuild Schedule Time -1
Interval(Format:
HHMM-HHMM=DURATION(sec
onds)) GMT

The time interval during which
the Queue Rebuild is scheduled.
For example, 0900-2000=1800 s
chedules the Queue Rebuild
every 30 minutes from 9AM to
8PM.

Frequency of Automatic Queue 1800
Rebuild Schedule (in Seconds)

Frequency at which the case
scheduler automatically
rebuilds Queues.

Generate Cases For Advice(s) = DENY
ALERT

The RA advice(s) for which cases
are to be generated. The
possible values are:

NONE

DENY

ALERT

INCREASEAUTH

ALLOW

9. Click Update to save your changes.

10. Refresh the organization cache for the changes to take effect.
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See How to Refresh the Organization Cache for detailed information about how to do this.

How to Configure Miscellaneous Risk Analytics Properties at the System Level

To configure miscellaneous Risk Analytics properties at the system level:

1. Ensure that you are logged in as a GA.

2. Activate the Services and Server Configurations tab.

3. Click the Risk Analytics option on the submenu of the tab.

4. Under General Risk Analytics Configurations section on the side-bar menu, click the

Miscellaneous Configurations link to display the page.

5. Specify the parameters that the GA can configure at the system level, as described in the

following table.

Property Default Value

Next Action Date Cut-Off for 1800
Including a Case in Queue
Rebuild (in Seconds)

Description

The duration before a case is
added to the Queue rebuild.

Number of Records to Be 5000
Fetched in One Chunk From

Database When Exporting

Analyze Transactions Report
(Configure this according to the
maximum heap memory

available on the application

server.)

If the number of records to
export is very high, the RA
application fetches datasets in
chunks of small sizes to ensure
that the application server does
not run out of memory. If the
application server has sufficient
heap memory available, you can
increase this value so that the
RA application makes fewer
number of queries to the
database. This results in
improved performance.

Maximum Duration for Search 180
on Analyze Transaction And
Search Cases Screen (in Days)

Maximum duration for which
search is allowed in the Analyze
Transaction screen and Search
Cases screen.

Enable Risk Analytics Statistics Yes
Monitoring (Risk Analytics
Server Restart Required)

Enables statistics collection at
the server so that the
arrfstatsmonitor tool can
monitor the health of the
system in real-time.

ISO8583 Transaction 10
Identification Look-Back

Duration for Repeat

Transactions (in mins)

Maximum time period (in
minutes) to consider for
transaction history to identify
the original transaction in the
case of repeat transactions.

30
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Property Default Value Description

ISO8583 Transaction Maximum time period (in
Identification Look-Back minutes) to consider for
Duration for Reversal transaction history to identify
Transactions (in mins) the original transaction in the
case of reversal transactions.
ISO8583 Transaction 2880 Maximum time period (in
Identification Look-Back minutes) to consider for
Duration for Advice transaction history to identify
Transactions (in mins) the original transaction in the

case of financial advice
transactions.

Note: The other parameters are described in the table in How to Configure Risk Analytics
Properties at the Organization Level.

6. Click Update to make your changes effective.

7. Refresh all deployed Transaction Server instances.

See Refreshing the Cache for instructions on how to do this.

How to Upload Compromised Card Information

Common Point of Compromise (CPC) for multiple cards is a potential terminal where multiple
cards are skimmed and subsequently, details of more than one of those cards get used in
fraudulent transactions. You can upload a file containing the compromised card information.

To upload a list of compromised cards:

1.

Ensure that you are logged in as a GA.

. Activate the Services and Server Configurations tab.
. Activate the Risk Analytics tab.

. Under the Compromised Card Configuration section, click the Upload Card Details link to

display the Compromised Card Configuration page.

. Browse to the file containing the compromised card numbers.

Note: Click the help icon to see the data format that you should use in your file.

. Click Upload to upload the file.

Configuring RA Callouts

Important! All the configurations and tasks discussed in this article can be performed by Global
Administrators to apply the rules globally or by Organization Administrators to apply the rules
for an organization.
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A Callout is a custom component (which can be written in a programming language of your
choice) to modify or augment the standard functionality of RA. A Callout, typically, is an external
process. As a result, it resides "outside" the Transaction Server context and is hosted on a
separate HTTPS-based server. Being an external process, you must configure a Callout by using
the Administration Console, so that it is invoked when required.

This article describes the types of Callouts that RA supports and how to configure these Callouts
to meet your business requirements. In addition, this article also walks you through the
deployment, configuration, and use of the Sample Callout that is shipped in the RA package:

= What are Callouts and How they Work
= How to Configure an Evaluation Callout
= How to Configure a Scoring Callout

= How to Work with the Sample Callout

Note: Ensure that the administrator performing configuration-related activities has the required
privileges to perform these operations. For more information about the privileges available to
administrators at each level, see Summary of Administrative Privileges.

After you configure a Callout, the changes are not immediately active (available to your end
users.) You must use the Migrate to Production link in the side-bar menu of Administration
Console to "move" all proposed configuration changes to your production database. Refer to How
to Migrate to Production for instructions to do so.

What are Callouts and How they Work

Based on your business requirements, you can write your own custom Evaluation logic and
Scoring logic, which if implemented, will run at your application-end, independent of Transaction
Server. These custom Evaluation or Scoring programs are known as Callouts that can also be
implemented to interact with your application’s back-end system.

Note: RA is shipped with a basic Sample Callouts WAR file (riskfort-5.0-sample-callouts.war) that
demonstrates how you can write and implement simple Evaluation and Scoring Callouts. See How
to Work with the Sample Callout for more information about deploying and configuring this file.

For example, in addition to tracking the origin of each transaction, a banking institution would
also like to assess the risk of regular bank transactions and wire transfers based on the
transaction amount. Say, the bank would like to evaluate all transactions more than $30,000 for
risk, irrespective of whether they are regular transactions or wire transfers. In this case, in
addition to using RA's Negative Country, Untrusted IP, Zone Hopping, and Velocity checks, the
institution can write an Evaluation Callout (within the scope of their application) to track this
behavior.

Note: After a Callout is deployed, you must enable it by using the Callout Configuration page for it
to take effect.

What Different Types of Callouts are Available
RA supports the following types of Callouts:

= Evaluation Callouts
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= Scoring Callout

Evaluation Callouts

An Evaluation Callout is executed as part of risk evaluation. If an Evaluation Callout is
implemented, then:

1.

RA executes all Standalone and Combination rules and invokes the Callout framework.

. The RA Callout framework formats the data in XML format.

. The RA Callout framework performs an HTTP or HTTPS POST of the following information

to your Evaluation Callout:

= Context information (such as User name, IP address, and Device ID) that is passed to
each RA Evaluation rule.

= Rule results for each Evaluation rule that was executed.

= Additional Inputs, if any, that are provided by the RA SDK to Transaction Server as
input data.

. Your Callout uses the data passed by RA to process its custom logic.

. Your Callout then returns the following information to RA:

= Rule result in the form of Y (SUCCESS) or N (FAILURE).

= Modifier string with additional information, if any, to be used by the Scoring Callout (if
implemented.)

Note: Transaction Server does not process the modifier string at all. If a Scoring Callout
also has been implemented, then Transaction Server POSTs this data to the Scoring
Callout. This information is used for logging (in the database), reporting, and auditing
purposes.

. Transaction Server logs the information returned by your Callout.

Scoring Callout

A Scoring Callout is executed after the standard RA Scoring logic has executed. If a Scoring Callout
is implemented, then:

1.

Transaction Server executes the standard Scoring program and invokes the Callout
framework.

. The RA Callout framework formats the data in XML format.

. The RA Callout framework performs an HTTP or HTTPS POST of the following information

to your Scoring Callout:
= QOverall Score computed by the standard RA built-in Scoring Engine.
= Rule results for each Evaluation rule that was executed.

= Additional Inputs, if any, that are provided by the calling application as part of the
evaluateRisk() API call.
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= Modifier string originally returned by the Evaluation Callout.
4. Your Callout uses the data passed by RA to process its custom logic.
5. Your Callout then returns the following information to RA:
= Final Score in the form of an integer in the range [0 - 100].
Note: The score returned by the Scoring Callout always overrides the Score computed by
the RA Scoring Engine. If you want to retain the score computed by the RA standard
Scoring Engine, then you will need to pass that same Score as the return value in your
response. This information is used for logging (in the database), reporting, and auditing

purposes.

6. Transaction Server logs the information returned by your Callout.

How are Callouts Implemented
Note: Implementation of Callouts is optional.

If you have implemented a Callout, then Transaction Server reads all configurations related to the
Callout from the database and caches the information on startup. During a transaction:

1. Transaction Server calls the Callout framework after executing all pre-defined and new
rules (in case of Evaluation Callout) or the standard Scoring Engine (in case of Scoring
Callout.)

Note: The Callout framework is a part of Transaction Server and just like any other RA
Evaluation rule, is loaded during the Server startup. It is implemented as a .dll or .so file.

2. Depending on the type of Callout (Evaluation or Scoring), the framework collects all the
required data from Transaction Server and prepares the HTTP or HTTPS data.

Note: RA supports both one-way and two-way SSL-based connections between
Transaction Server and your Callout in case of HTTPS data.

3. This data is then posted (HTTP or HTTPS) to the (configured) URL of your Callout.
The Callout framework now waits for a response from the Callout.
If the response from your Evaluation Callout is received within a specified time-out period,
then the framework parses the response and sends the result to Transaction Server.
If the response is not received within the specified time-out period, then the framework
returns FAILURE as the rule result and empty strings ("") for the modifier and annotation.

Note: The time-out period can be configured by using Administration Console.
4. Your Callout processes the data by using custom logic.

5. Your Callout then returns an appropriate response to the Callout framework, which
forwards the same to Transaction Server.

6. Transaction Server logs all the information returned by the framework for reporting and
auditing purposes.

The following figure illustrates the interaction between Transaction Server, Callout Framework,
and your Callout.
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1. Run Rules or Scoring Engine 4. Processes data
2. Formats data as XML 5. Returns response

3. Performs HTTP/HTTPs POST to URL

6. Logs the information
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Note: If you are implementing an Evaluation as well as a Scoring Callout, then you can either
implement them on the same server or on separate servers.

How to Configure an Evaluation Callout

To configure an Evaluation Callout, perform the following steps:
1. Ensure that you are logged in as a GA.
2. Activate the Services and Server Configurations tab.
3. Activate the Risk Analytics tab.
4. Under the Rules Management section on the side-bar menu, click the Callout
Configuration link.

The Callout Configuration page appears.

5. Ensure that the Evaluation Callout option is selected and click Next.
The Evaluation Callout Configuration page appears.

6. From the Select Existing Ruleset list, select the ruleset for which this configuration is
applicable.
The updated Evaluation Callout Configuration page is displayed.

7. In the table, under the Proposed column:

a. Select the appropriate SSL option for Server Authentication SSL.

Important! If you want to configure SSL-based communication between
Transaction Server and your Callout, then you must select YES.

b. Select the appropriate SSL option for Client Authentication SSL.

Note: The client here is your Callout.
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c. Specify the URL at which the Callout is available against Callout URL.

= |f Server Authentication SSL is set to YES or Client Authentication SSL is set to
YES, then the URL of Evaluation Callout must begin with https://.

= |f both Server Authentication SSL is set to NO and Client Authentication SSL is
set to NO, then the URL of Evaluation Callout must begin with http://.

d. Specify the value of Connection Timeout in milliseconds.
Connection Timeout indicates the time in which connection between Transaction
Server and your Callout will expire.

e. Specify the value of Read Timeout in milliseconds.
Read Timeout indicates the time in which Transaction Server expects a response

back from your Callout.

f. Click Browse to navigate to the location where the Callout Server Root Certificate
is located.

Note:
- If Server Authentication SSL is set to YES or Client Authentication SSL is set to
YES, then you must specify the Callout Server Root Certificate.

- Callout Server Root Certificate must be in PEM (Base64-encoded) format.

g. Click Browse to navigate to the location where the Transaction Server Certificate
and Private Key are located.

Note:
- If Client Authentication SSL is set to YES, then you must specify the Callout Server

Root Certificate and Transaction Server Certificate and Private Key.

- Transaction Server Certificate and Private Key must be in PEM (Base64-encoded)
format.

h. Specify useful details about the Callout against Callout Description.

8. Click Save to save the changes that you just made.
The changes are not yet active, and not available to your end users.

9. To make the changes active, you must migrate them to production.
Refer to How to Migrate to Production for instructions to do so.

10. Refresh all deployed Transaction Server instances.
See Refreshing the Cache for instructions on how to do this.

How to Configure a Scoring Callout
To configure a Scoring Callout, perform the following steps:
1. Ensure that you are logged in as a GA.
2. Activate the Services and Server Configurations tab.

3. Activate the Risk Analytics tab.
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. Under the Rules Management section on the side-bar menu, click the Callout
Configuration link.
The Callout Configuration page appears.

. Select the Scoring Callout option and click Next.
The Scoring Callout Configuration page appears.

. From the Select Existing Ruleset list, select the ruleset for which this configuration is
applicable.
The updated Scoring Callout Configuration page is displayed.

. In the table, under the Proposed column:
a. Select the appropriate SSL option for Server Authentication SSL.

Important! If you want to configure SSL-based communication between
Transaction Server and your Callout, then you must select YES.

b. Select the appropriate SSL option for Client Authentication SSL:
Note: The client here is your Callout.
c. Specify the URL at which the Callout is available against Callout URL.

= |f Server Authentication SSL is set to YES or Client Authentication SSL is set to
YES, then the URL of Evaluation Callout must begin with https://.

= |f both Server Authentication SSL is set to NO and Client Authentication SSL is
set to NO, then the URL of Evaluation Callout must begin with http://.

d. Specify the value of Connection Timeout in milliseconds.
Connection Timeout indicates the time in which connection between Transaction
Server and your Callout will expire.

e. Specify the value of Read Timeout in milliseconds.
Read Timeout indicates the time in which Transaction Server expects a response
back from your Callout.

f. Click Browse to navigate to the location where the Callout Server Root Certificate
is located.

Note: That:

- If Server Authentication SSL is set to YES or Client Authentication SSL is set to
YES, then you must specify the Callout Server Root Certificate.

- Callout Server Root Certificate must be in PEM (Base64-encoded) format.

g. Click Browse to navigate to the location where the Transaction Server Certificate
and Private Key are located.

Note: That:

- If Client Authentication SSL is set to YES, then you must specify the Callout Server
Root Certificate and Transaction Server Certificate and Private Key.

- Transaction Server Certificate and Private Key must be in PEM (Base64-encoded)
format.

h. Specify useful details about the Callout against Callout Description.
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8. Click Save to save the changes that you just made.
The changes are not yet active, and not available to your end users.

9. To make the changes active, you must migrate them to production.
Refer to How to Migrate to Production for instructions to do so.

10. Refresh all deployed Transaction Server instances.
See Refreshing the Cache for instructions on how to do this.

How to Work with the Sample Callout

RA is shipped with a basic and non-GUI Sample Callouts WAR file (
riskfort-5.0-sample-callouts.war) that demonstrates:

= The basic operations (invocation and post-processing) of Transaction Server from your custom
program.

= The integration of your Callout with RA.
This Sample Callouts WAR file is automatically installed as a part of Complete installation of RA.
As a part of Custom installation, you must select the Transaction Server component to access this

WAR file.

Important! Sample Callouts must be deployed on the same application server where Transaction
Server is installed.

This topic covers:
= How to Deploy the Sample Callout

= How to Configure Transaction Server to Communicate with Sample Callout

How to Deploy the Sample Callout
This topic walks you through the steps for deploying Sample Callouts:
= On Windows
= On UNIX-Based Platforms
On Windows
To deploy the Sample Callouts shipped with RA on your application server:
1. Navigate to Settings > Control Panel > Administrative Tools > Services.
2. Stop the application server services.
3. Deploy the riskfort-5.0-sample-callouts.war file from the following location:
<install location>\Arcot Systems\samples\java\

Note: Although you will also see riskfort-5.0-sample-callouts.war in the package, you must
deploy the Sample Application WAR file from the preceding location.
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4. Navigate to Settings > Control Panel > Administrative Tools > Services.
5. Restart the application server services.
On UNIX-Based Platforms
To deploy the Sample Callouts shipped with RA on your application server:
1. Stop the application server services.
2. Deploy the riskfort-5.0-sample-callout.war file from the following location:
<install location>/arcot/samples/java/

3. Restart the application server services.

How to Configure the Transaction Server to Communicate with Sample Callout

Note: The XSD for the request and response XML is available in the <install_location>\Arcot
Systems\docs\riskfort\Arcot-RiskFort-5.0-CallOutinterface-xsds.zip file.

Follow these steps:

1. Perform the tasks listed from Step 1 through Step 5 in How to Configure an Evaluation
Callout to display the Evaluation Callout Configuration page.

2. Under the Proposed column of the table:
a. Select NO for Server Authentication SSL.
b. Select NO for Client Authentication SSL
Note: The client here is the Sample Callout.

c. Specify the following against the Callout URL option:
http.//<host>:<port_number>/riskfort-5.0-sample-callouts/SampleEvalCalloutServle

Here, <host> refers to the host name or IP address of the server where your
Callouts WAR is deployed and <port_number> refers to the port on which this

server is available.

d. Specify the value of Connection Timeout in milliseconds. The default value is
30000 milliseconds.

e. Specify the value of Read Timeout in milliseconds. The default value is 30000
milliseconds.

f. Specify useful details about the Callout against Callout Description.
g. Click Save to save the changes that you just made.

3. Perform the tasks listed from Step 1 through Step 5 in How to Configure a Scoring Callout
to display the Scoring Callout Configuration table.

4. Under the Proposed column of the table:
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a. Select NO for Server Authentication SSL.
b. Select NO for Client Authentication SSL.
Note: The client here is the Sample Callout.

c. Specify the following against the Callout URL option:
http.//<host>:<port_number>/riskfort-5.0-sample-callouts/SampleScoringCalloutSei

Here, <host> refers to the host name or IP address of the server where your
Callouts WAR is deployed and <port_number> refers to the port on which this

server is available.

d. Specify the value of Connection Timeout in milliseconds. The default value is
30000 milliseconds.

e. Specify the value of Read Timeout in milliseconds. The default value is 30000
milliseconds.

f. Specify useful details about the Callout against Callout Description.
g. Click Save to save the changes that you just made.

All the changes that you made until now are not yet active, and not available to your end
users.

5. To make the changes active, you must migrate them to production.
Refer to How to Migrate to Production for instructions to do so.

Managing Users

RA works with your application to manage strong authentication for administrators and end
users. RA allows you to create users directly through Administration Console. Managing user
information is a critical part of maintaining a secure system. The end user management
operations supported by RA for this purpose include:

= How to Create a User

= How to Search for Users

= How to Update User Information

= How to Promote a User to Administrator

= How to Configure Account IDs for Users

= How to Deactivate a User Account

= How to Temporarily Deactivate a User Account

= How to Activate a User Account

= How to Delete a User Account
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Note: In RA, it is highly recommended that user management tasks discussed in this article be
performed by a User Administrator (UA).

How to Create a User
Every end user of your online application system is referred to as a user in Administration
Console. Global Administrators (GAs), Organization Administrators (OAs), and User Administrators
(UAs) can create users for organizations within their scope.
To create a user in the system:
1. Ensure that you are logged in with the required privileges and scope to create the user.

2. Activate the Users and Administrators tab.

3. Under the Manage Users and Administrators section, click the Create User link to display
the Create User page.

4. In the User Details section, enter the details of the user. The following table explains the
fields on this page.

Field Description

User Name The unique user name.

Organization The display name of the organization to which
the user belongs.

First Name (optional) The first name of the user.

Middle Name The middle name, if any, of the user.

(optional)

Last Name The last name of the user.

(optional)

5. In the Email Address(es) section, enter the email address of the user.
6. In the Telephone Number(s) section, enter the phone number to contact the user.
7. Select whether you want the user to be in the Initial state or you want to make the user Active.

8. In the Custom Attributes section, enter the Name and Value of any attributes you want to add,
such as office location.

9. Click Create User to create the user.

How to Search for Users
To search for users:

1. Ensure that you are logged in with the appropriate scope.
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2.

3.

4.

5.

Activate the Users and Administrators tab.

Under the Manage Users and Administrators section, click the Search Users and
Administrators link to display the Search Users and Administrators page.

Specify the search criteria to display the list of users. You can:

= Search for users by specifying the partial or complete information of the user in the
fields on this page.

Note: Specifying partial information in the fields works only if the fields are not marked
for encryption. If any of the fields on this page have been marked for encryption, then
you must specify the complete value for the search to function properly.

= Search for users by specifying the organization's Display Name.

= Search for users by not specifying any criteria and just clicking Search.

= Click the Advanced Search link to display the Advanced Search page to search for users
by specifying their Status or Role.

Specify the required details of the users and click Search.
A list of users matching the search criteria appears.

Privileges Required

As long as you do not need to create, update, activate, or deactivate a user, you do not need
privileges to search. However, you must have the scope over the organization that the target user
belongs to. For example, a GA from one organization can search for users in another organization,
if that organization is in their purview.

How to Update User Information

To update user information:

1.

Ensure that you are logged in with the required privileges and scope to update the user
information.

. Activate the Users and Administrators tab.

. Under the Manage Users and Administrators section, click the Search Users and

Administrators link to display the Search Users and Administrators page.

. Enter the partial or complete information of the user whose account you want to update

and click Search.
A list of administrators matching the search criteria appears.

. Click the <user name> link of the user whose account you want to edit.

The Basic User Information page appears.

Note: The Basic User Information page also displays the User Account Information (
Account Type, AccountlID, and Status) if any account type was configured.

. Click Edit to change the user information on this page.
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10.

11.

12.

13.

14.

. In the User Details section, edit the required fields (First Name, Middle Name, Last Name

).

. In the Email Address(es) section, edit the email addresses for the email types configured

for the organization.

. In the Telephone Number(s) section, edit the telephone numbers for the telephone types

configured for the organization.
Update the User Status, if required.
Edit the Name and Value of Custom Attributes, if required.

You can either click Save to save the changes made and return to the User Information
page, or you can click Next to proceed with additional configurations.

Note: The Next button is available only if you have configured accounts for the
organization.

If you click Next, then the User Account page appears.
In the User Account section:
= Edit the Status, if required.

= Expand Advanced Attributes to add AccountID Attributes and Custom Attributes for
the account ID.

Note: If this is the first account ID you are creating, you must click Add to add an account
ID before you can update it. For more information about adding an account ID, see Create

Account IDs.

Click Update to save your changes.

Privileges Required

To update a user’s account settings, you must ensure that you have the appropriate privileges and
scope. The MA can update information of any user. The GAs can update all users in their scope.
The OAs and UAs can update information for users in their purview.

How to Promote a User to Administrator

To promote a user to an administrator:

1.

Ensure that you are logged in with the required privileges and scope to create
administrators and update the user information.

. Activate the Users and Administrators tab.

. Enter the partial or complete information of the user whose account you want to update

and click Search.
A list of users matching the search criteria appears.

. Click the <user name> link of the user whose account you want to edit.

The Basic User Information page appears.
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5. Click Edit to open the Update User page.

6. If the user’s First Name, Last Name, Email address(es), Telephone Number(s) are not
specified, enter the same. These attributes are mandatory for administrators.

7. Click Next to display the User Account page.

Note: If no account type is configured for the user’s organization, then the Change Role to
Administrator button is displayed in the Update User page itself.

8. On the User Account page, click Change Role to Administrator to display the Create
Administrator page.

9. On this page:
= Specify the role of the new administrator from the Role drop-down list.

= Enter the password for the administrator in the Password and Confirm Password
fields.

= |In the Manages section, select the organizations that the administrator will have scope
on, and perform the following:

= Select the All Organizations option, if you want the administrator to manage all
current and future organizations in the system.
or

= Select the required organizations from the Available Organizations list and click
the > button to add these organization to the Selected Organizations list.

The Available Organizations list displays all the organizations that are available in the
scope of the logged in administrator. The Selected Organizations displays the list of
organizations that you have selected for the administrator to manage.

10. Click Create to save the changes and create and activate the administrator.
Privileges Required

To promote a user to an administrator, you must ensure that you have the appropriate privileges
and scope. The MA can promote any user. The GAs can promote users to OA, UA, or GA for
organizations within their administrative purview. The OAs can promote users to OA or UA for
organizations within their administrative purview. The UAs cannot promote users to
administrators.

How to Configure Account IDs for Users

In addition to the user name, an account ID is an alternate way to identify a user in the RA system.
After you have configured the account types that your organization will use, you can associate
one account ID per user for any of these account types. For more information about account
types, see Configuring the Account Type.

Privileges Required
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To configure an account ID for an account type, you must ensure that you have the appropriate
privileges and scope to update the user. The MA can update any user. The GAs can update all
users in their scope. The OAs and UAs can update the users in their purview.

How to Create Account IDs
You can create an account ID for any of the account types that you have configured.
To create an Account ID:
1. Ensure that you are logged in with the required privileges and scope to update the user.
2. Activate the Users and Administrators tab.

3. Under the Manage Users and Administrators section, click the Search Users and
Administrators link to display the Search Users and Administrators page.

4. Enter the partial or complete information of the user for whom you want to create the
account ID, and click Search.
You can also click the Advanced Search link to search for Current Users based on their
status (active or inactive) or their roles (GA, OA, or UA).
The Search Results page appears, with all the matches for the specified criteria.

5. Click the <user name> link of the user whose account you want to edit.
The Basic User Information page appears.

Note: This page also displays the User Account Information (Account Type, AccountiID,
and Status) for the account types configured.

6. Click Edit to open the Update User page.
7. Click Next to display the User Account page.
8. Select the Account Type for which you want to add the account ID.
9. Specify the unique AccountID in the text box.
This combination of account type and account ID will be used to identify the user in
addition to the user name. You must ensure that the account type and account ID
combination is unique for a particular organization.
10. Select the Status of the user account from the drop-down list.
11. If required, expand the Advanced Attributes section, and do the following:
a. Provide AccountID Attributes for the account ID.
b. Provide values for any Custom Attributes that are configured for the account type.

Note: You can specify up to a maximum of three AccountID Attributes for any account ID.

12. Click Add to add the account ID.

How to Update Account IDs
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Note: You cannot change the account ID once it is created. You can only change the status of the
user account and add account ID attributes.

To update an existing account ID:
1. Complete Step 1 through Step 7 in Create Account IDs to display the User Account page.
2. Select the Account Type for which you want to update the account ID.
3. If required, change the Status of the user account from the drop-down list.

4. If required, expand the Advanced Attributes section, and provide AccountID Attributes
and Custom Attributes for the account ID you are updating.

5. Click Update to save your changes.

How to Delete Account IDs
To delete an account ID:
1. Complete Step 1 through Step 7 in Create Account IDs to display the User Account page.
2. Select the Account Type for which you want to delete the account ID.

3. Click Delete to delete the account ID.

How to Deactivate a User Account
To prevent a user from logging in to their account for security reasons, you can deactivate them
instead of deleting them. If you deactivate users, then they are locked out of their account, and
cannot log in unless they are activated again.

To deactivate a user account:

1. Ensure that you are logged in with the required privileges and scope to deactivate the
user.

2. Activate the Users and Administrators tab.

3. Under the Manage Users and Administrators section, click the Search Users and
Administrators link to display the Search Users and Administrators page.

4. Enter the partial or complete information of the user whose account you want to disable
and click Search.
You can also click the Advanced Search link to search for Current Users based on their
status (active or inactive).
The Search Results page appears, with all the matches for the specified criteria.

5. Select one or more users to deactivate.

6. Click Deactivate to deactivate the selected user.

Privileges Required
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To deactivate a user, you must ensure that you have the appropriate privileges and scope. The
MA can deactivate any user, while the GAs can deactivate all users (including other GAs) within
their scope. The OAs and UAs can deactivate all users in their purview.

How to Temporarily Deactivate a User Account

Temporarily deactivating the user differs from deactivating the user (See How to Deactivate a
User Account). When you temporarily deactivate the user, the user is automatically activated
when the end of the lock period is reached. But when you deactivate a user, you must manually
activate them again whenever you want to provide access to the user.

To temporarily deactivate a user, you specify the Start Lock Date and End Lock Date for which the
user is locked. When the End Lock Date is reached, the user is automatically activated.

To temporarily deactivate a user account:

1. Ensure that you are logged in with the required privileges and scope to deactivate the
user.

2. Activate the Users and Administrators tab.

3. Under the Manage Users and Administrators section, click the Search Users and
Administrators link to display the Search Users and Administrators page.

4. Enter the partial or complete information of the user to deactivate and click Search.
You can also click the Advanced Search link to search for Current Users based on their
status (active or inactive).

The Search Results page appears, with all the matches for the specified criteria.

5. Select one or more users to deactivate temporarily.

6. Click Deactivate Temporarily.

7. The Deactivate User Temporarily page appears.

8. In the Starting From section, select the start lock Date and Time.

9. In the To section, select the end lock Date and Time.

10. Click Save to save your changes.

Note: If you do not specify any value for the Starting From fields, the user is locked from
the current time. If you do not specify an end lock Date, the user is locked forever.

Privileges Required
To temporarily deactivate a user, you must ensure that you have the appropriate privileges and

scope. The MA can deactivate any user, while the GAs can deactivate all users (including other
GAs) within their scope. The OAs and UAs can deactivate all users in their purview.
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How to Activate a User Account

You might need to activate a deactivated user. For example, you might deactivate an
administrator if the administrator is on long vacation. This helps to prevent unauthorized access
to that administrator’s information.
You cannot search directly for deactivated users by specifying the search criteria and clicking the
Search button on the Search Users and Administrators page. You must perform an Advanced
Search for such users and use the Inactive option in the Current Users section to search.
To activate a deactivated user account:

1. Ensure that you are logged in with the required privileges to activate the user.

2. Activate the Users and Administrators tab.

3. Under the Manage Users and Administrators section, click the Search Users and
Administrators link to display the Search Users and Administrators page.

4. Click the Advanced Search link to search for Current Users based on their status (active or
inactive).
The Advanced Search page appears.

5. Enter the partial or complete information of the user in User Details section.

6. In the User Status section, for Current Users, select the Inactive and Initial options to
search for all inactive or initial users.

7. Click Search to display the list of all users matching the search criteria.
8. Select the users you want to activate.
9. Click Activate to activate the user.
Privileges Required
To activate a user, you must ensure that you have the appropriate privileges and scope. The MA

can activate any user, while the GAs can activate all users within their scope. The OAs and UAs
can activate all users in their purview.

How to Delete a User Account

User information in RA includes personal information (first name, middle name, last name, email
address, and telephone number), credentials, and accounts. When you delete a user from
Administration Console, the credential and account information must also be deleted along with
the personal information. RA supports the cascaded user deletion feature by which all credential,
account, and risk-related information for a user is also deleted when the user is deleted.

If you create a new user with the same name as a previously deleted user, then the new user does
not automatically assume the privileges of the previously deleted user. If you need to duplicate a

deleted user, then you must manually re-create all privileges.

To delete a user account:
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1. Ensure that you are logged in with the required privileges to delete the user.
2. Activate the Users and Administrators tab.

3. Under the Manage Users and Administrators section, click the Search Users and
Administrators link to display the Search Users and Administrators page.

4. Enter the partial or complete information of the user you want to delete and click Search.
You can also click the Advanced Search link to search for users based on their status
(active, inactive, or initial) or their roles (User).

The Search Results page appears, with all the matches for the specified criteria.

5. Select one or more users you want to delete.

6. Click Delete.

Note: After you delete a user, the user information is deleted from the database.
However, the user history is archived for billing purposes.

Privileges Required
To delete a user, you must ensure that you have the appropriate privileges and scope. The MA

can delete any user, while the GAs can delete all users (including other GAs), except the MA
account, within their scope. The OAs and UAs can delete all users in their purview.
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Managing Rules

This article discusses the basics of RA rules, rulesets, and the Rule Builder. It covers the following
topics:

= Understanding the Building Blocks of Rules

= Understanding the Data RA Uses

= Understanding RA Predictive Model

= Working with Rulesets

= Working with Out-of-the-Box Rules

= Creating Custom Rules by Using Rule Builder

= Understanding the Types of Operators Used by the Rule Builder
= Using Geolocation and Anonymizer Data in Rules

= Understanding Currency Conversion

= Understanding Data Elements

Understanding the Building Blocks of Rules

This topic explains the basic concepts that you need to understand before you build any rules and
covers the following sub-topics:

= Basic Rule Concepts
= How Does Rule Engine Work

= State Diagrams

Basic Rule Concepts

Before you build a rule, you must understand these basic concepts:

What Are Rules

Each rule is a pre-configured logic that returns a Boolean value. For a risk evaluation request from
your application, this logic is applied to the incoming transaction data in the request. Each rule
returns TRUE if the rule matched, and FALSE, if it did not.

Important! During scoring, Evaluation rules are scored in the order of priority until a match is
detected.

Administrating 155



Characteristics of a Rule
Every rule in RA has three specific characteristics that govern how the rule is processed:

= Ruleset
Each rule must belong to a Ruleset. This choice of the Ruleset determines the options that are
available for a rule.

= Rule Implementation (at global or organization level)
This characteristic determines whether the rule is applicable at the global level (available as a
template to organizations) or at the level of individual organizations.

= Rule Type

This characteristic determines the capability and scope of the rule, and is closely associated
with Custom Rules added by using the Rule Builder.

Types of Rules Supported in RA

RA uses rules to evaluate the risk associated with each transaction. These rules can be broadly
categorized into the following categories:

= Qut-of-the-Box Rules

= Custom Rules

Out-of-the-Box Rules

These are terminating rules. In other words, if any Evaluation rule matches (returns True) during
scoring, then the Risk Engine stops scoring the following rules in this category and generates a
Risk Score corresponding to the matched rule.
The out-of-the-box rules can be categorized as:

= Configurable Predefined Rules

= Non-Configurable Predefined Rules

Configurable Predefined Rules

The following table lists the out-of-the-box rules that are installed and deployed by default when

you install RA.

Rule Name Rule Mnemonic Rule Description

(Display Name) (Short Name)

Exception User Check EXCEPTION An organization may choose to

temporarily exclude a user from
risk evaluation for a specified
time interval. For example, a
user might need to travel to a
Negative Country. Such users
are added to the Exception User
List, and are referred to as exce
ption users.
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Rule Name
(Display Name)

Rule Mnemonic
(Short Name)

Rule Description

If found in the Exception User
List, by default, RA returns a
low Score and the ALLOW
advice for the transactions
originating from exception
users.

Untrusted IP Check

UNTRUSTEDIP

This list constitutes the IP
addresses that originate from
anonymizer proxies or have
been the origin of known
fraudulent or malicious
transactions in the past.

Transactions originating from
configured negative IP
addresses receive a high score
and the advice is Deny.

Negative Country Check

NEGATIVECOUNTRY

This list comprises the countries
that have been known to be
origins of significant number of
frauds in the past.

RA derives the country
information based on the input
IP address, and then uses this
data to return a high risk score
for online transactions
originating from these
"negative" countries.

Transactions originating from
configured negative countries
receive a high score and the
advice is Deny.

Trusted IP/Aggregator Check

TRUSTEDIP

Transactions originating from IP
addresses "trusted" to the
organization receive a low
score, by default, and the
advice is Allow.

Many enterprises use the
services of account and data
aggregation service providers to
expand their online reach. The
originating IP addresses when
users log in from a protected
portal versus when they come
in through such aggregators are
different.
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Rule Name
(Display Name)

Rule Mnemonic
(Short Name)

Rule Description

Transactions originating from
aggregators "trusted" to the
organization receive a low
score, by default, and the
advice is Allow.

Device MFP Match

SIGMATCH

Checks if the match percentage
between the input signature
and the corresponding stored
signature is
GREATER_OR_EQUAL to a
specified Signature Pass
Threshold.

Note: The short form of MFP
must be passed along with long
form of MFP for risk evaluation.
The SIGMATCH rule does not
trigger if only short form of MFP
is passed.

User Velocity Check

USERVELOCITY

Frequent use of the same user
ID could be an indication of
risky behavior. For example, a
fraudster might use the same
user ID and password from
different devices to watch a
specific activity in a targeted
account.

Too many transactions
originating from the same user
within a short (configurable)
interval receive a high score and
the advice is Deny.

Device Velocity Check

DEVICEVELOCITY

Frequent use of the same
device could also be an
indication of risky behavior. For
example, a fraudster might use
the same device to test multiple
combinations of user IDs and
passwords. Administrators can
now configure RA to track this
behavior, as well.

Too many transactions
originating from the same user
device within a short
(configurable) interval receive a
high score and the advice is
Deny.

Zone Hopping Check

ZONEHOPPING
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Rule Name
(Display Name)

Rule Mnemonic
(Short Name)

Rule Description

If a user logs in from two
long-distance locations within a
short time span by using the
same user ID, this might be a
strong indication of fraudulent
activity.

In addition, a User ID can also
be shared, in which case, RA
understands that the two
people sharing the same User
ID can be in geographically
different locations and
responds with an appropriate
response.

Transactions originating from
the same user from locations
that are far apart from each
other within a short
(configurable) interval receive a
high score and the advice is
Deny.

Non-Configurable Predefined Rules

In addition to the preceding configurable rules, Risk Analytics also provides the following
non-configurable rules. The following table lists the out-of-the-box non-configurable rules that
are installed and deployed by default when you successfully install and configure RA.

Rule Name (Display Name)

User Known

Rule Mnemonic (Short Name) Rule Description

USERKNOWN

A known user is already
registered in the RA database.

If the user does not exist in the
Risk Analytics database, then
Risk Analytics returns ALERT. In
this case, your application can
either call the Risk Analytics API
to create the user in Risk
Analytics, or take an
appropriate action.

DevicelD Known

DEVICEIDCHECK

The Device ID is a device
identifier string that RA
generates and stores as a
cookie on the end user’s system
to identify and track the device
that the end user uses for
logging in to your online
application to perform
transactions.
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Rule Name (Display Name) Rule Mnemonic (Short Name) Rule Description

RA returns a low risk score for
transactions originating from
known devices and the advice is
typically ALLOW. In other
words, if a device (whose
transaction is being evaluated)
exists in the Risk Analytics
database.

This information is used for
Machine FingerPrint match.

User Associated with DevicelD USERDEVICEASSOCIATED

Transactions originating from a
known device (in other words,
corresponding User-Device
association exists in the RA
database) that is associated
with a user, and whose
DeviceDNA matches, receive a
low score, and the advice is
ALLOW.

Transactions originating from a
known device that is not
associated with a known user
receive a medium score, and
the advice is INCREASEAUTH.

Custom Rules

In RA, new customized rules and logic can be either built by using the Rule Builder or can be built
using Callouts. This section walks you through the two ways you can build a new rule or logic in

RA. It covers the following topics:
= Custom Rules Built Using Rule Builder

= Custom Evaluations Built Using Callouts

Custom Rules Built Using Rule Builder

The out-of-the-box rules in RA are generic and are configured for evaluating risk based on the
rules that are applicable to all. If you need industry-specific rules that are significantly different
from those that RA provides out-of-the-box, then you need to build and deploy your own rules by

using the Rule Builder.

Important! Unlike the out-of-the-box rules, these rules are installed, but not deployed
automatically. Creating Custom Rules by Using Rule Builder guides you through the process of

building custom rules.
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Custom Evaluations Built Using Callouts

Based on your business requirements, you can write your own custom Evaluation logic and
Scoring logic, which if implemented, will run at your application-end, independent of RA
Transaction Server. These custom Evaluation or Scoring programs are known as Callouts that can
also be implemented to interact with your application’s back-end system.

The Callout framework is a part of Transaction Server and just like any other RA Evaluation rule, is
loaded during the Server startup. It is implemented as a .dll or .so file.

Note: RA is shipped with a basic Sample Callouts WAR file (riskfort-5.0-sample-callouts.war) that
demonstrates how you can write and implement simple Evaluation and Scoring Callouts.

Example of Callout Implementation

For example, in addition to tracking the origin of each transaction, a banking institution would
also like to assess the risk of regular bank transactions and wire transfers based on the
transaction amount. Say, the bank would like to evaluate all transactions more than $30,000 for
risk, irrespective of whether they are regular transactions or wire transfers. In this case, in
addition to using RA’s Negative Country, Untrusted IP, Zone Hopping, and Velocity checks, the
institution can write an Evaluation Callout (within the scope of their application) to track this
behavior.

What are Evaluation Callouts

Based on your business requirements, you can also write your own custom Evaluation logic, which
will run at your application-end, outside of the context of the Transaction Server. RA executes this
custom Evaluation Callout after all the out-of-the-box rules and your new rules have been
executed. This Callout accepts results of all previous rules and Additional Inputs as input and
returns:

= A response (SUCCESS/FAILURE)

= A modifier string (extra information to be used by the Scoring Callout)

= An annotation string (the reason or the description returned back to Transaction Server by
your Callout implementation module).

Note: See Configuring RA Callouts for detailed information on working with Evaluation Callouts.

How Evalution Callouts Work

An Evaluation Callout is executed as part of risk evaluation. If an Evaluation Callout is
implemented, then:

1. RA executes all Standalone and Combination rules and invokes the Callout framework.
2. The RA Callout framework formats the data in XML format.

3. The RA Callout framework performs an HTTP or HTTPS POST of the following information
to your Evaluation Callout:

= Context information (such as User name, IP address, and Device ID) that is passed to
each RA Evaluation rule.

= Rule results for each Evaluation rule that was executed.
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= Additional Inputs, if any, that are provided by the RA SDK to Transaction Server as
input data.

4. Your Callout uses the data passed by RA to process its custom logic.
5. Your Callout then returns the following information to RA:
= Rule result in the form of Y (SUCCESS) or N (FAILURE).

= Modifier string with additional information, if any, to be used by the Scoring Callout (if
implemented.)

Note: Transaction Server does not process the modifier string at all. If a Scoring Callout
also has been implemented, then Transaction Server POSTs this data to the Scoring

Callout.

= Annotation string that contains the reason or the description sent back to Transaction
Server.

Note: This information is used for logging (in the database), reporting, and auditing
purposes.

6. Transaction Server logs the information returned by your Callout.
What are Scoring Callouts

Based on your business requirements, RA also provides you the flexibility to add your own custom
scoring logic, in addition to RA's standard scoring logic. You can do so with the help of Scoring
Callout. By implementing a Scoring Callout, you can write your own custom scoring logic to
process the Score, Advice, and risk-evaluation results generated by RA's standard scoring
program. The Scoring Callout then returns the final risk Score, which can differ and will override
the Score computed by RA's standard Scoring Engine.

Like the Evaluation Callout, Scoring Callout is a custom rule that executes /ast, after the standard
RA scoring program is completed and returns a final Score and Advice.

Note: See Configuring RA Callouts for detailed information on working with Scoring Callouts.

How Scoring Callouts Work

A Scoring Callout is executed after the standard RA Scoring logic has executed. If a Scoring Callout
is implemented, then:

1. Transaction Server executes the standard Scoring program and invokes the Callout
framework.

2. The RA Callout framework formats the data in XML format.

3. The RA Callout framework performs an HTTP or HTTPS POST of the following information
to your Scoring Callout:

= QOverall Score computed by the standard RA built-in Scoring Engine.
= Rule results for each Evaluation rule that was executed.

= Additional Inputs, if any, that are provided by the calling application as part of the
evaluateRisk() API call.
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= Modifier string originally returned by the Evaluation Callout.
4. Your Callout uses the data passed by RA to process its custom logic.
5. Your Callout then returns the following information to RA:
= Final Score in the form of an integer in the range [0 - 100].
Note: The score returned by the Scoring Callout always overrides the Score computed by
the RA Scoring Engine. If you want to retain the score computed by the RA standard
Scoring Engine, then you will need to pass that same Score as the return value in your
response. This information is used for logging (in the database), reporting, and auditing
purposes.
6. Transaction Server logs the information returned by your Callout.

How Are Callouts Implemented

Note: Implementation of Callouts is optional.

If you have implemented a Callout, then Transaction Server reads all configurations related to the
Callout from the database and caches the information on startup. During a transaction:

1. Transaction Server calls the Callout framework after executing all pre-defined and new
rules (in case of Evaluation Callout) or the standard Scoring Engine (in case of Scoring
Callout.)

Note: The Callout framework is a part of Transaction Server and just like any other RA
Evaluation rule, is loaded during the Server startup. It is implemented as a .dll or .so file.

2. Depending on the type of Callout (Evaluation or Scoring), the framework collects all the
required data from Transaction Server and prepares the HTTP or HTTPS data.

Note: RA supports both one-way and two-way SSL-based connections between
Transaction Server and your Callout in case of HTTPS data.

3. This data is then posted (HTTP or HTTPS) to the (configured) URL of your Callout.
The Callout framework now waits for a response from the Callout.
If the response from your Evaluation Callout is received within a specified time-out period,
then the framework parses the response and sends the result to Transaction Server.
If the response is not received within the specified time-out period, then the framework
returns FAILURE as the rule result and empty strings ("") for the modifier and annotation.

Note: The time-out period can be configured by using Administration Console.
4. Your Callout processes the data by using custom logic.

5. Your Callout then returns an appropriate response to the Callout framework, which
forwards the same to Transaction Server.

6. Transaction Server logs all the information returned by the framework for reporting and
auditing purposes.

The following figure illustrates the interaction between Transaction Server, Callout Framework,
and your Callout.
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What are Rulesets

A ruleset is a collection of one or more configured RA rules, along with their execution order and
scoring priority. Each ruleset can be different from the other in terms of:

= Set of configured rules

= Score and priority for each rule in the set

= Enabling or disabling of rules in the set

= Configured parameters and data for each rule
In simple terms, a ruleset is a parent container that constitutes one or more rules. Even if you
have configured a rule in RA, it will not be executed unless it belongs to a ruleset. In other words,
every rule - out-of-the-box or custom - must belong to a ruleset.
As a GA, you can configure multiple global rulesets that are available to all the organizations.
These rulesets can then be used by other GAs or OAs of these organizations to create new
rulesets simply by "copying from" an existing ruleset. In addition, the "copied" rules within a
ruleset can also be edited. This not only significantly saves the time and effort required for

individually configuring each rule again for organizations, but also reduces the number of errors.

Note: RA is shipped with an out-of-the-box global ruleset called DEFAULT.

What Are Channels
An end user can perform a transaction in many ways. Some of these include:

= Online (Transactions that originate when the user uses a credit card or a debit card online, but
the transaction is not governed by 3D Secure protocol.)

= 3D Secure (Transactions that originate when the user uses a credit card or a debit card online.)

= Online banking (Transactions that originate when the user logs into their banking site, without
using a credit card.)
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= Online wire transfers (Transactions that originate when the user transfers money.)
= App (Transactions that originate when the user uses a smartphone app.)

= SMS (Transactions that originate using SMS messaging.)

ATM (Transactions that originate at an ATM machine.)

= POS (Transactions that originate at a store's or shop's point of sale.)
These different origins of transactions are referred to as channels in RA terminology.
RA can be configured to evaluate risk for transactions coming from any of these channels. It can
also be configured to evaluate transactions from each channel differently to generate a risk score.
In addition, an RA rule can be evaluated across different channels to arrive at a score. This is

known as cross-channel configuration.

RA supports the channels listed in the following table.

Channel Description

DEFAULT Transactions that are initiated using a Web
browser. This may be either a computer, smart
phone, tablet, or set-top box. The default
channel is the Web channel.

3D Secure Online transactions initiated using credit card or
debit card.
ATM Transactions initiated through ATM.

ATMs are terminals primarily used as an
alternate channel for availing banking services,
such as account balance inquiry or cash
withdrawal.

POS Transactions initiated at physical Point of Sale
(POS).

POS terminals are primarily used as channels for
recording a financial payment made by the card
holder to a merchant for goods or services
purchased by the card holder from the
merchant

IMPS Transactions initiated using Immediate Payment
Service (IMPS), a channel-agnostic payment
service.

Using IMPS, bank customers can transfer money
instantly within any of the IMPS-enabled
member banks across India. IMPS is accessible
through mobile banking, net banking, and ATM
channel.

IMPS can be used for funds transfer and
merchant payments. It supports the following
services:

= P2P: Person to Person
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Channel Description

= P2A: Person to Account
= P2M (Push): Person to Merchant initiated by

Customer
= P2M (Pull): Person to Merchant initiated by
Merchant
ECOM Ecommerce transactions received as ISO 8583
messages.

What Is Predictive Model

Predictive Model is RA's advanced fraud modeling capability. A pre-defined Model is not shipped
with RA, but you need to build it using the historical data and then deploy it. In this way, a Model
deployment is like deploying a Custom Rule, which is an additional rule and needs to be similarly
created and deployed.

By using the available transaction data and system data, the Model generates a score that
describes the extent to which the model suspects a transaction’s genuineness. This score typically
ranges from 0 through 100, where the higher the number, the greater the possibility of fraud. RA
can be configured to send different responses to your calling application based on this model
score.

The model score is available as a part of the system parameters (as ModelScore) while
configuring rules on the Rules and Scoring Management page in Administration Console. This
score can be used in conjunction with other data elements to arrive at a risk advice.
RA publishes an interface specification called Predictive Model Integration Interface, and can
support any Model platform that conforms to the same. Currently, the following Model platforms
are supported:

= Global Decisioning Platform (GDP) v2.7.4

= Data Science Platform (DSP) v1.0

Model Deployment Options

= RA can connect simultaneously to one or more types of Model platforms or to one or more
instances of the Model platform.

= Each organization can either have their own Model setup or share the same model setup, as
long as one organization has exactly one model setup.

What Is Rules Engine

After RA collects the data (discussed in section, Understanding the Data RA Uses) for risk
evaluation, it is forwarded to Rules Engine (a module of Transaction Server). Rules Engine
executes the configured rules in the order of their priority.

The Rules Engine generates an individual risk score and advice for each rule it executes and then
passes it to the Scoring Engine.
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What Is Scoring Engine

Scoring Engine is a module of Transaction Server that works with Rules Engine. It accepts the
input from the Rules Engine, evaluates the score of each rule in the order of priority set (by the
administrator).

The risk score generated by the Scoring Engine is an integer from 0 through 100. Scoring Engine

then uses this risk score to generate the corresponding advice and returns this advice to your
application.

What Is Rule Priority
RA evaluates and scores each configured and active rule in the specific order of its priority.

For example, if the priority of a rule is set as 3, then it will be evaluated only after rules with
priority 1 and 2 have been run.

By default, RA assigns a priority for each out-of-the-box rule, but based on your business
requirements, you can change this priority of rule scoring. The following figure is a schematic
representation of RA rules and their scoring order.

Predictive Model

sDevice Information
sTransaction Elements
*Historical Behavior
sExtensible Elements

Audit Logging

rule_priority

How Does Risk Score Work
Based on the result of the execution of each rule that Rules Engine provides, the Scoring Engine
evaluates the score of each rule in the order of priority set (by the administrator) and returns the
score corresponding to the first rule that matched.
Scoring Example

Consider that you have configured these rules in the following order:

1. Negative IP (say, with a score of 85)
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2. User Velocity (say, with a score of 70)

3. High Amount Check (say with a score of 80)

4. Device Velocity (say, with a score of 65)
Note: High scores are typically assigned to rules that are more critical.
If RA determines that a transaction is coming from a risky IP address, then it returns a score of 85
(Deny), based on the first configured rule that matched. If another transaction exceeds the

configured Device Velocity, then RA returns a score of 65.

The risk score generated by the Scoring Engine is an integer from 0 through 100. RA then uses this
risk score to generate the corresponding advice and returns this advice to your application.

Scoring Matrix

The following table shows the default out-of-the-box risk score and corresponding advice matrix.
You can configure these ranges according to your organization policies and requirements.

Score Value (From) Score Value (To) Advice Default Recommended
Action

0 30 ALLOW Allow the transaction to
proceed.

31 50 ALERT Take an appropriate
action.

For example, if the user
name is currently
unknown, then on
getting an alert you can
either redirectitto a
Customer Support
Representative (CSR) or
you can create a user in
RA.

51 70 INCREASEAUTH Perform additional
authentication before
proceeding any further.

71 100 DENY Deny the transaction.

What Does Risk Advice Mean
Based on the Risk Score generated by RA, risk advice can be one of the following:
= ALLOW: RA returns ALLOW, if the risk score associated with the transaction is low.

= ALERT: If a user who is not registered with RA tries to log in, then ALERT is returned.
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= INCREASE AUTHENTICATION: When RA detects a suspicious transaction, it flags the
transaction with INCREASE AUTHENTICATION and advises the application to force the user for
additional authentication.
For example, when a user registered with RA attempts a transaction from a device that is not
yet recognized by RA, then the user must undergo secondary authentication (such as OTP or
QnA) with your application.

= DENY: RA returns the DENY advice when a high risk score is associated with the transaction.

The following figure illustrates the advices returned by RA:

Risk
Assessment

Suspected
Transactions

Secondary
Authentication

what_risk_Advice_mean

How Does Rule Engine Work
The working of Rules Engine is explained with the help of the following topics:
= How are Rules Triggered
= How Rule Engine Uses Model to Calculate Model Score

= How Rules Engine Uses Rules to Calculate a Risk Score and Advice

How Are Rules Triggered

If the incoming information from a login attempt or a transaction satisfies a condition configured
for a rule, then the rule fires. In RA terminology, a rule that is triggered is also referred to a
"matched rule".

RA executes all configured and enabled rules in the parent ruleset. However, it scores the first
matched rule and returns the risk score and advice of the rule that matched as final.
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See section, "How Rules Engine Uses Rules to Calculate a Risk Score and Advice" to understand
the process RA uses to arrive at the final risk score and advice.

How Rule Engine Uses Model to Calculate Model Score

RA allows for an organization-level (or tenant-level) usage of the Predictive Model through the
Model Callout feature. The Model Callout is executed, if the Model is configured for the specified
organization. It is executed after all the system rules are executed and before the execution of any
custom rules you might have deployed. The output of the Model is made available as
Predictive_Score for the Rule Engine. This value can be used to create other rules, if required.

RA expects a numerical value between 0 and 1 as the Model Score from the Model, representing
the probability of the transaction being a fraudulent. Because this score is multiplied by a factor
prior to making the same available to the Rule Engine for risk evaluation, the Model Score
received from the Model is referred to as Raw Model Score. The multiplication factor is called
Score Multiplication Factor.

Valid Raw Model Score: All score output values between 0 and 1 (both inclusive)

Invalid Raw Model Score: Any score output values less than 0 or greater than 1

DSP Model Score Multiplication Factor

DSP's Raw Model Score (PREDICTIVE_SCORE) is multiplied by a factor (generally, 1000) prior to
making the same available to the Rule Engine for risk evaluation.

GDP Model Score Multiplication Factor

GDP's Raw Model Score (MODEL_SCORE) is multiplied by a factor (generally, 100) prior to making
the same available to the Rule Engine for risk evaluation.

How it Works

When a valid Raw Model Score is received, the RA system multiplies the same by the configured
Score Multiplication Factor, rounds it up to the nearest integer, and finally, presents the same as
PREDICTIVE_SCORE or MODEL_SCORE to the Rule Engine for risk evaluation. The multiplied value
is also persisted as PREDICTIVE_SCORE as part of the transaction audit logs.

When an invalid Raw Model Score is received, then the RA system persists a corresponding
negative value. The actual received invalid value is stored in the debug log files.

If any error message or error code is received along with the Raw Model Score, then the same is
logged in the Transaction Server’s debug logs. This information is not available in the database.

If for some reason, no Raw Model Score is received, then the Risk Analytics system persists a
negative value.

Model Deployment Options

= RA can connect simultaneously to one or more types of Model platforms or to one or more
instances of the Model platform.

= Each organization can either have their own Model setup or share the same model setup, as
long as one organization has exactly one model setup.

Administrating 170



How Rules Engine Uses Rules to Calculate a Risk Score and Advice
RA scores rules in the order of their precedence (or Scoring Priority, or Priority, in short). The

evaluation result is then forwarded to another module of Transaction Server called the Scoring
Engine. Between Rules Engine and Scoring Engine, the rules are run in the following two phases:

1. Execution Phase
Transaction Server does a first parse of all the rules in the active ruleset. In this phase, the

Server:

a. Executes all the rules, including the configured Model, in the list in the order of
execution priority.

Note: This execution priority is internal, and is defined by the Server.
b. Generates an individual risk score and advice for each rule it executes.

2. Scoring Phase
Transaction Server now does the second parse of the rules. In this phase, the Server:

a. Uses the result for each rule in the first parse, and parses the rules in the ruleset
based on the scoring priority.

Note: The scoring priority is configured by the Global Administrator (GA) by using
the Administration Console.

b. Stops the scoring at first matched rule.
The term "matched rule" implies that the risk score generated for the rule in the
Execution Phase was in the (default) risky range of 51-100.

c. Returns the score and advice of the rule that matched as final.

Note: Depending on when the first rule matched, the second parse may not be run completely.

State Diagrams
This section quickly discusses the states a rule and a ruleset can undergo. It covers:
= States of Rules
= States of Rulesets
States of Rules
Arule, in its lifetime, can undergo the following states:

= Proposed
You might configure a rule over a period of time by using several console sessions. These

changes are reflected in the Proposed column in the Rules and Scoring Management page.
While a rule stays in proposed state, it is not used for risk evaluation.
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= Active
When you configure the rule to meet your requirements, you enable it for a ruleset, migrate it
to production, and refresh the server cache. When you do this, the proposed rule
configuration is moved to the Active column of the Rules and Scoring Management page. Only
when you do this, the rule is active and used in any future risk evaluations.

= Deprecated
This is not a formal state, but when you disable a rule from its parent ruleset, the rule is
deprecated. Although the rule continues to exist in the system, it is not used in future risk
evaluations.
The deprecated rule can be made active any time by assigning it to a ruleset, migrating it to
production, and refreshing the server cache.

States of Rulesets
A ruleset, in its lifetime, can undergo one of these states:

= Assigned
In this state, a ruleset is assigned to be the primary (or active) ruleset for an organization. You
can use the Assign the Ruleset page in the Administration Console for this purpose.

= Unassigned
This is not a formal state, but when you unassign a ruleset from its organization, the ruleset is
unassigned. Although the ruleset continues to exist in the system, it is not used in future risk
evaluations.

The deprecated ruleset can be made active any time by assigning it to an organization,
migrating it to production, and refreshing the server cache.

Understanding the Data RA Uses

Risk Analytics bases the result of a risk analysis by comparing the following incoming information,
if available, with the historical data for the user:

= Location Data
= How Is Geolocation Information Derived from IP Address Used
= How Is Geolocation Data Derived from Address Used
= How Is Geolocation Data Derived from Anonymizers Used
= How Is Zone Hopping Information Used
= How Is Negative IP Address List Used
= Device Data
= How Is Device Identification Data Used
= How Is Device User Association Data Used

= User Data
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= How Is User Information Used
= Transaction Data
= How Is Transaction Information Used
= Case Management Data
= How Is Case Management Information Used
= Model Data
= How Is Model Information Used
= Currency Data
= How Is Currency Conversion Used

The following figure illustrates how Risk Analytics uses this data. The following subsections
provide a quick overview of each of the data categories.

Policies

Rule Mgmt

* Device
Information

* User Information Risk Business - Alert CSR

+ Location  Risk Advice Additional Q&a ™
[ et Assessment  Assessment 27 Channel
Information

Historical Data P Case
Txn Audit Log Management
User Profiles

Reporting

Model Data

understanding_ra_data

How Is Geolocation Information Derived from IP Address Used

RA uses the IP address of the end user's device to derive geo-location information, such as locale,
ISP, time zone, and related geographical information.

Note: To obtain this information, RA works with Neustar®, who specialize in providing detailed
geographic information for each IP address by mapping it to a region.

This information is especially useful in pre-login risk assessments, where RA does not have any
other transaction data yet. For example, if RA decides that the IP address is from a designated
negative country (such as Nigeria), then it generates DENY. In this case, your application can
choose to not even display the login page.
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Note: See Understanding Data Elements for detailed information on all Geolocation Elements that
you can use to create custom rules.

Where Can this Data be Used
You can use this location information in the following rules:
= Exception User Check
= Trusted IP/Aggregator Check
= Untrusted IP Types List
= Negative IP Address List
= Negative Country List
= Zone Hopping

= QOther custom rules that you create using IP address, city, state, country, ISP, or time zone as
rule variables

How Is Geolocation Data Derived from Address Used

For non-Internet-based, card-present channels, such as ATM and POS, RA derives the geolocation
(latitude/longitude) information in two ways:

= |f the ZIPCODE (or PINCODE) of the Card Acceptor (ATM Terminal or Merchant) is available,
then the same is used to derive the geolocation mapping data.

= |f the ZIPCODE (or PINCODE) data is not available, then the CITY or STATE or COUNTRY
information available for the Card Acceptor (ATM Terminal or Merchant) is used to derive the
geolocation mapping data.

Card Acceptor’s ZIPCODE (or PINCODE) to determine the following geolocation mapping data:

= City

= State

= Country

= Latitude

= |ongitude

Note: See Understanding Data Elements for detailed information on all Geolocation Elements that
you can use to create custom rules.

Where Can this Data be Used
You can use this geolocation information in the following rules:

= Zone Hopping
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= Negative Country

= QOther custom rules that you create using city, state, or country as rule variables

How Is Geolocation Data Derived from Anonymizers Used

IP addresses can also be classified with an anonymizer status. You can control the types of
anonymizer IPs that you include in the rule. The different categories of negative IP types are:

= Negative

= Active

= Suspect

= Private

= |nactive

= Unknown
You must either set the rule to the defaults listed or you must clear Suspect IPs. While the use of
an anonymizer does not necessarily indicate intent to commit a crime, it is highly suspicious
because the user is masking their location. For example, users may be participating in marginal
activities such as accessing gaming from a country where it is not allowed or accessing video or
music content from a region that is not licensed. The hit rate for this rule is highly variable by
customer because it is influenced by the portfolio of end users. However, the approximate review
rate based on Anonymizers is 0.1% (one in 1000 transactions). False positive rates tend to vary
greatly from as low as 20:1 for US and European users to as high as 100:1 for less developed

regions.

Note: See Understanding Data Elements for detailed information on all Geolocation Elements that
you can use to create custom rules.

Where Can this Data be Used

You can use this geolocation information in the following rules:
= Zone Hopping
= Negative Country

= QOther custom rules that you create using city, state, or country as rule variables

How Is Zone Hopping Information Used

The location latitude and longitude are the most important information used in the Zone Hopping
Check rule. This rule verifies the time and speed required for physically travelling between the
points of origin of two successive transactions using the IP addresses that were used.

If two successive transactions are originating at at a speed beyond what is reasonably possible
within a short time span, then you must conclude that either two different people were accessing
the same account from different locations or the user did something, either intentionally or
inadvertently, to mask their true location. As a result, you can use this as a Deny rule.
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It is highly recommended that you start by setting the values of the Zone Hopping Check rule to
the default values provided. Based on the performance of this rule over time, you can tune the
settings of this rule to make them more precise.

In its default settings, you should expect the rule to fire about 0.02% of the time. The
false-positive rate for this rule is good at under 10:1.

Note: See Understanding Data Elements for detailed information on all Geolocation Elements that
you can use to create custom rules.

Where Can this Data be Used
You can use this geolocation information in the following rules:
= Zone Hopping

= QOther custom rules that you create using city, state, or country as rule variables

How Is Negative IP Address List Used

The Negative IP Check Rule performs two functions within a single rule:
= The rule checks the IP addresses of end users against the list of known anonymizer proxies.

= The rule consults the Negative IP address list that you define to verify whether the IP is in one
of the ranges defined in your table.

You can use the Manage List Data and Category Mappings page in Administration Console to add
IP Addresses to the Negative IP address list. The rule performance for blacklisted IP addresses
depends on how you manage your list. Typically, you add IPs to the list when you see fraudulent
or risky access that you want to stop and you remove IPs from the list when a legitimate user
requests for the same.

Note: See Understanding Data Elements for detailed information on all Geolocation Elements that
you can use to create custom rules.

Where Can this Data be Used
You can use this geolocation information in the following rules:
= Negative Country

= QOther custom rules that you create using city, state, or country as rule variables

How Is Device Identification Data Used

The following subsections briefly walk you through the device identification and analytics
technique used by Risk Analytics:

= Device ID

= Machine FingerPrint (MFP)
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= DeviceDNA

RA matches this incoming device data against the stored information to fine tune the score and
advice.

Note: See Understanding Data Elements for detailed information on all Device Elements that you
can use to create custom rules.

Where Can this Data be Used
You can use this device-related information in the following rules:
= DevicelD Known
= Device MFP Match
= Device Velocity Check
= QOther custom rules that you create using Device Elements
Device ID
The Device ID is a server-generated identifier that RA generates and sets on the end user’s system
to identify and track the device when the end user logs in to your online application and performs

transactions. The information is stored in the RA database in an encrypted format.

The Device ID is stored as a Browser cookie, which is an HTTP identifier’s extension and storage
location depends on the browser used by the end user.

Note: Device ID is not available to Risk Analytics when it evaluates a device for the first time. This
data is used in subsequent evaluations.

When a user is evaluated by RA for the first time, it generates this cookie and sets it on the user’s
system. Every subsequent time the user is assessed, RA verifies if the Device ID on the user’s
system matches the Device ID stored in the RA database. If the two Device IDs match, the
incoming information is considered "safe".

Machine FingerPrint (MFP)

Machine FingerPrint (also referred to as Device fingerprinting or PC fingerprinting in industry
terms) represents the browser information and device identification attributes (such as operating
system, installed software applications, screen display settings, multimedia components, and
other attributes) that are gathered from the end user’s system and are analyzed to generate a risk
profile of a device in real time. Some of the attributes that are collected from the end user’s

device include:

= Browser information (such as name, UserAgent, major version, minor version, JavaScript
version, HTTP headers)

= QOperating system name and version
= Screen settings (such as height, width, color depth)

= System information (such as time zone, language, system locale)
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For every transaction performed by the end user, Risk Analytics matches the corresponding MFP
stored in its database with the incoming information. If this match percentage (%) is equal to or
more than the value specified for the Device-MFP Match rule, then it is considered "safe".

DeviceDNA

DeviceDNA is a device identification and analytics technique that uses both Machine FingerPrint
(MFP) and Device ID for more accurate information analyses. For accuracy, more information is
collected than in case of MFP. For example:

= Additional system information (such as platform, CPU, MEP, system fonts, camera, and
speaker information)

= Additional browser information (such as vendor, VendorSublD, BuildID)
= Additional screen settings (such as buffer depth, pixel depth, DeviceXDPI, DeviceYDPI)

= Plug-in information (such as QuickTime, Flash, Microsoft Windows Media Player, ShockWave,
Internet Explorer plug-ins)

= Network information (such as connection type)

How Is Device User Association Data Used

RA uniquely identifies a user as a valid user by automatically associating (or binding) a user to the
device that they use to access your application. This is referred to as a user-device association (or
device binding) in RA terminology. Users who are not bound are more likely to receive the
Increase Authentication advice.

RA also allows users to be bound to more than one device. For example, a user can use a work
and a home computer to access your application. Similarly, you can bind a single device to more
than one user. For example, members of a family can use one computer to access your

application.

Note: See Understanding Data Elements for detailed information on all Device Elements that you
can use to create custom rules.

Where Can this Data be Used
You can use this device-related information in the following rules:
= User Associated with DevicelD

= QOther custom rules that you create using Device Elements

How Is User Information Used

Typically, a user's login ID (USERNAME) identifies a user uniquely in the system. RA uses this
information as one of the attributes to identify the risk associated with an incoming transaction. If
a user exists in the Risk Analytics database, the user is considered "known", and therefore, less
risky. Also, RA can match the incoming user against the stored information to further fine tune
the score and advice.
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Where Can This Data Be Used

You can use this user-related information in the following rules:
= Exception User Check
= User Known
= User Associated with DevicelD

= User Velocity Check

How Is Transaction Information Used

Using a custom rule, RA can also accept contextual or transaction information for analyzing the
risk associated with a transaction. This information includes:

= Transaction amount
= Transaction type
= Transaction date

Note: See Understanding Data Elements for detailed information on all Transaction Elements that
you can use to create custom rules.

Where Can this Data be Used
You can use this transaction-related information in the following rules:

= Custom rules that you create using transaction data elemets

How Is Case Management Information Used

The Case Management feature of RA provides administrators and fraud analysts a single unified
view of the data related to suspect transactions (or cases). This helps in the efficient analysis of
collected data and take faster, better-informed decisions towards determining fraud patterns.
This feature also allows you to constantly track the status and progress of cases and maintain
complete case histories with instant access to all related information. As a result, Case
Management is an efficient tool to analyze data and identify new patterns of fraud from historical
data. These patterns, in turn, can be used to configure new rules to reduce fraud.
Where Can this Data be Used
Case Management data serves very useful in:

= |ocating suspicious transactions and patterns.

= Testing effectiveness of deployed rules (with the help of Rule Effectiveness Report).

= Determining false positives (with the help of False Positives Report). If the false positives ratio
is high, then also rules need further fine-tuning.
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How Is Model Information Used

When you create and deploy an RA Model, it generates a score, typically in a range from 0
through 100. This score is available as a part of the system parameter called PREDICTIVE_SCORE
(for DSP) and MODEL_SCORE (for GDP).

When you configure this parameter alone or in conjunction with other data elements as a part of
a custom rule and enable the rule, RA can further fine tune a risk advice.

Note: See Understanding Data Elements for detailed information on all Model Elements that you
can use to create custom rules.

Where Can this Data be Used
You can use this Model-related information in the following rules:

= Custom rules that you create using Model data elemet

How Is Currency Conversion Used

When the transaction currency and the base currency of the organization to which the user
belongs are different, then RA automatically converts the transaction amount to the base
currency of the organization.

Some rule operators in specific channels allow you to specify the threshold amount in multiple
currencies, in addition to specifying it in the base currency of the organization. When such a rule
is executed, the transaction currency is compared with the currencies in which the threshold
amount has been specified:

= |f a match is found, then the transaction amount is directly compared with the threshold
amount in that currency. In this case, no currency conversion is required.

= However, if a match is not found, then the transaction amount is first converted to the base
currency and then compared with the threshold set in the base currency.

Important! Setting one of the threshold amounts in base currency is mandatory.
The following examples illustrate how this feature works:
Example 1
You have configured a rule with threshold amounts in USD, JPY, and AUD, while the organization
base currency is USD. The following scenarios explain how currency conversion takes place during
various types of transactions:
= Scenario 1: A transaction is being conducted in USD. Because the transaction currency is the
same as the organization's base currency, the specified threshold is used without any need for
currency conversion.
= Scenario 2: A transaction is being conducted in JPY. Because JPY is one of the currencies in

which the threshold amount has been specified, the transaction amount is directly compared
with the threshold amount in JPY. No currency conversion is required in this scenario.
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= Scenario 3: A transaction is being conducted in EUR. Because EUR is not one of the currencies
in which the threshold amount has been specified, the transaction currency is first converted
from EUR to USD. The threshold value specified in USD is used for the comparison.

Example 2

You have configured a rule with threshold amounts in GBP, JPY, and AUD, while the organization
base currency is GBP. The following scenarios explain how currency conversion takes place during
various types of transactions:

= Scenario 1: A transaction is being conducted in GBP. Because the transaction currency is the
same as the organization's base currency, the specified threshold is used without any need for
currency conversion.

= Scenario 2: A transaction is being conducted in JPY. Because JPY is one of the currencies in
which the threshold amount has been specified, the transaction amount is directly compared
with the threshold amount in JPY. No currency conversion is required in this scenario.

= Scenario 3: A transaction is being conducted in EUR. Because EUR is not one of the currencies
in which the threshold amount has been specified, the transaction currency is first converted
from EUR to USD and then from USD to GBP. The threshold value specified in GBP is used for
the comparison.

Understanding RA Predictive Model

Risk Analytics offers an advanced fraud modeling capability. Based on the historical data, this
modeling capability can be built and created in RA. By using the available transaction data and
system data, the model generates a score that describes the extent to which the model suspects a
transaction’s genuineness. This score typically ranges from 0 through 100, where the higher the
number, the greater the possibility of fraud. RA can be configured to send different responses to
your calling application based on this model score.

The model score is available as a part of the system parameters (as ModelScore) while
configuring rules on the Rules and Scoring Management page in Administration Console. This
score can be used in conjunction with other data elements to arrive at a risk advice.
RA publishes an interface specification called Predictive Model Integration Interface, and can
support any Model platform that conforms to the same. Currently, the following Model platforms
are supported:

= Global Decisioning Platform (GDP) v2.7.4

= Data Science Platform (DSP) v1.0

This topoc briefly explains about how RA uses the Predictive Model and lists the error codes that
you will need to be familiar with while building rules. It covers following sub-topics:

= How the Rule Engine Uses Model

= Error Codes When RA is Configured to Use DSP Model
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How the Rule Engine Uses the Predictive Model

See topic, How Rule Engine Uses Model to Calculate Model Score.

Error Codes When RA Is Configured to Use DSP Model

The following table lists the error codes logged by Risk Analytics during its interaction with DSP
Model. In case of errors, these are the values that you will see in the Model Score column instead
of the actual score (which is expected to be between 0 and 1000).

As a person building rules, you need to know these values when using Model Score in your new

rules.

ERROR ERROR_CODE
UNKNOWN_FAILURE -1
READ_TIMEOUT -2
READ_GDPRESPONSE_FAILURE -3
WRITE_GDPREQUEST_FAILURE -4
XML_PARSE_FAILURE -5
MODEL_SCORE_NOT_RECEIVED -6
MODEL_SCORE_NEGATIVE -7
MODEL_SCORE_INVALID -8
TRANSACTIONID_INVALID -9
ARCOT_EXCEPTION -10
TRANSPORT_EXCEPTION -11
TRANSPORT_READ_EXCEPTION -12
TRANSPORT_WRITE_EXCEPTION -13
UNKNOWN_EXCEPTION -14
UN_TRANSPORT_WRITE_EXCEPTION -15
UN_TRANSPORT_READ_EXCEPTION -16
UN_GDPREQ_EXCEPTION -17
UN_GDPREQ_POSEVAL_EXCEPTION -18
UN_CONN_SNDRCV_EXCEPTION -19
UN_CONN_SNDRCV_FAILURE -20
UN_CONN_EXCEPTION -21
LOGGING_EXCEPTION -22
HTML_REPONSE_ERROR 23
MODEL_NOT_CALLED -999

Important! If DSP Model returns any specific error code and/or error details, the same will be
logged to the Transaction Server debug logs. However, this information will not be available in the
database.
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Working with Rulesets

A ruleset is a collection of one or more RA rules that you have configured, along with their
execution order and scoring priority. Each ruleset can be different from the other in terms of:

= Set of configured rules

= Score and priority for each rule in the set

= Enabling or disabling of rules in the set

= Configured parameters and data for each rule
As a GA, you can configure multiple global rulesets that are available to all the organizations.
These rulesets can then be used by other GAs or OAs of these organizations to create new
rulesets simply by "copying from" an existing ruleset. In addition, the "copied" rules within a
ruleset can also be edited. This not only significantly saves the time and effort required for
individually configuring each rule again for organizations, but also reduces the number of errors.
Important! RA is shipped with an out-of-the-box global ruleset called DEFAULTORG-DEFAULT.
When you create a new organization, a default ruleset called <ORGANIZATION_NAME>-DEFAULT
is automatically created.
This article covers the following topics:

= How Do Rulesets Work

= How to Create a New Ruleset

= How to Clone a Ruleset

= How to Assign a Ruleset to an Organization

= How to Edit a Ruleset

= How to Migrate a Ruleset to Production

How Do Rulesets Work

A ruleset is just a container and does not work on its own. You need to create rules within its
context. Also, just creating it is not sufficient. You must assign it to an organization. Here is how to
make rulesets work:

= Step 1: Create a ruleset either at a global level or at the level of an organization. You can also
clone an existing ruleset for the purpose.
See How to Create a Ruleset and How to Clone a Ruleset.

= Step 2: Configure and enable rules (out-of-the-box or custom) with the ruleset.
See Working with Out-of-the-Box Rules and Creating Custom Rules by Using Rule Builder.

= Step 3: Assign the ruleset to an organization.
See How to Assign a Ruleset to an Organization.
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How to Create a Ruleset
Important! After you create a global ruleset as a GA, the OAs of the individual organizations must
assign these rulesets to their respective organizations. See How to Assign a Ruleset to an
Organization for more information about how to do this.
When you create a new rule simply by specifying a name, you create a rule based on default
ruleset. This implies, your new ruleset inherits the default configurations for all out-of-the-box
rules that make up the out-of-the-box ruleset. Like other RA configurations, you can create a
ruleset at two levels::

= How to Create a Ruleset at the Global Level

= How to Create a Ruleset at the Organization Level

How to Create a Ruleset at the Global Level
Important! After you create a global ruleset as a GA, the OAs of the individual organizations must
assign these rulesets to their respective organizations. See How to Assign a Ruleset to an

Organization for more information about how to do this.

To create a new ruleset with all default settings at a global level, so that it is available to all
organizations in the scope of the administrator who creates it:

1. Ensure that you are logged in as a GA.

2. Activate the Services and Server Configurations tab.

3. Activate the Risk Analytics tab.

4. Under the Ruleset Management section on the side-bar menu, click the Create Ruleset
link.
The Create Ruleset page is displayed.

5. Specify the name of the ruleset in the Name field.

6. Click Create to create and save the new ruleset.
The ruleset is not yet active, and not available to your end users.

7. To make the changes active, you must migrate them to production.
Refer to How to Migrate a Ruleset to Production for instructions to do so.

How to Create a Ruleset at the Organization Level
Important! After you create a global ruleset as a GA, the OAs of the individual organizations must
assign these rulesets to their respective organizations. See "How to Assign a Ruleset to an

Organization" for more information about how to do this.

To create a new ruleset with all default settings at the level of an organization, so that it is only
available to the current organization:

1. Ensure that you are logged in as an OA.

2. Activate the Organizations tab.
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3. Under the Manage Organizations section, click the Search Organization link to display the
Search Organization page.

4. Enter the complete or partial information of the organization you want to search and click
Search.
A list of organizations matching the search criteria appears.

5. Under the Organization column, click the <ORGANIZATION_NAME> link for the required
organization.
The Organization Information page appears.

6. Activate the Risk Engine tab.

7. Under the Ruleset Management section on the side-bar menu, click the Create Ruleset
link.
The Create Ruleset page is displayed.

8. Specify the name of the ruleset in the Name field.

9. Click Create to create and save the new ruleset.
The ruleset is not yet active, and not available to your end users.

10. To make the changes active, you must migrate them to production.
Refer to How to Migrate a Ruleset to Production for instructions to do so.

How to Clone a Ruleset

Important! Before you clone a ruleset, you must ensure that the source ruleset has been assigned
to an organization. See How to Assign a Ruleset to an Organization for detailed instructions, if you
have already not done so.

As a GA or an OA, you can configure multiple rulesets that are available to all the organizations in
your scope. These rulesets can then be used by other GAs or OAs of these organizations to create
new rulesets simply by "copying from" an existing ruleset. This not only significantly saves the
time and effort required for individually configuring each rule again for every required
organization, but also reduces the number of potential errors. You can either clone from a system
ruleset or some ruleset you created earlier. This topic covers:

= How to Clone from SYSTEM Ruleset

= How to Clone an Existing Ruleset

How to Clone from SYSTEM Ruleset
RA is shipped with an out-of-the-box ruleset called DEFAULTORG-DEFAULT. When you create a
new organization, a default ruleset called <ORGANIZATION_NAME>-DEFAULT is automatically
created. This ruleset offers the default settings for all the out-of-the-box rules that constitute this
ruleset.
Initially, it is highly recommended that you create new rulesets by cloning this SYSTEM ruleset.

Cloning SYSTEM Ruleset at Global Level

To clone from the SYSTEM ruleset at a global level:
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. Ensure that you are logged in as a GA.
. Activate the Services and Server Configurations tab.
. Activate the Risk Analytics tab.

. Under the Ruleset Management section on the side-bar menu, click the Create Ruleset

link.
The Create Ruleset page is displayed.

. Specify the name of the ruleset in the Name field.

. In the Advanced Option section:

a. Select the Copy from an Existing Ruleset option to clone an existing ruleset.

b. Select SYSTEM - DEFAULT from the corresponding list.

. Click Create to create and save the new ruleset.

The ruleset is not yet active, and not available to your end users.

. To make the changes active, you must migrate them to production.

Refer to How to Migrate a Ruleset to Production for instructions to do so.

Cloning SYSTEM Ruleset at Organization Level

To clone from the SYSTEM ruleset at the level of an organization:

1.

Ensure that you are logged in as an OA.

. Activate the Organizations tab.

. Under the Manage Organizations section, click the Search Organization link to display the

Search Organization page.

. Enter the complete or partial information of the organization you want to search and click

Search.
A list of organizations matching the search criteria appears.

. Under the Organization column, click the <ORGANIZATION_NAME> link for the required

organization.
The Organization Information page appears.

. Activate the Risk Engine tab.

. Under the Ruleset Management section on the side-bar menu, click the Create Ruleset

link.
The Create Ruleset page is displayed.

. Specify the name of the ruleset in the Name field.

. In the Advanced Option section:

a. Select the Copy from an Existing Ruleset option to clone an existing ruleset.

b. Select SYSTEM - DEFAULT from the corresponding list.
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10. Click Create to create and save the new ruleset.
The ruleset is not yet active, and not available to your end users.

11. To make the changes active, you must migrate them to production.
Refer to How to Migrate a Ruleset to Production for instructions to do so.

How to Clone an Existing Ruleset
This section walks you through the steps for cloning an existing ruleset.
Cloning an Existing Ruleset at Global Level

To clone from an existing ruleset at a global level:

IRy

. Ensure that you are logged in as a GA.

2. Activate the Services and Server Configurations tab.

3. Activate the Risk Analytics tab.

4. Under the Ruleset Management section on the side-bar menu, click the Create Ruleset
link.
The Create Ruleset page is displayed.

5. Specify the name of the ruleset in the Name field.

6. In the Advanced Option section:

a. Select the Copy from an Existing Ruleset option to clone an existing ruleset.

b. Select the name of the ruleset whose configuration you want to copy from the
corresponding list.

7. Click Create to create and save the new ruleset.
The ruleset is not yet active, and not available to your end users.

8. To make the changes active, you must migrate them to production.
Refer to How to Migrate a Ruleset to Production for instructions to do so.

Cloning an Existing Ruleset at Organization Level

To clone from an existing ruleset at the level of an organization:
1. Ensure that you are logged in as an OA.
2. Activate the Organizations tab.

3. Under the Manage Organizations section, click the Search Organization link to display the
Search Organization page.

4. Enter the complete or partial information of the organization you want to search and click
Search.
A list of organizations matching the search criteria appears.
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5. Under the Organization column, click the <ORGANIZATION_NAME> link for the required
organization.
The Organization Information page appears.

6. Activate the Risk Engine tab.

7. Under the Ruleset Management section on the side-bar menu, click the Create Ruleset
link.
The Create Ruleset page is displayed.

8. Specify the name of the ruleset in the Name field.

9. In the Advanced Option section:

a. Select the Copy from an Existing Ruleset option to clone an existing ruleset.

b. Select the name of the ruleset whose configuration you want to copy from the
corresponding list.

10. Click Create to create and save the new ruleset.
The ruleset is not yet active, and not available to your end users.

11. To make the changes active, you must migrate them to production.
Refer to How to Migrate a Ruleset to Production for instructions to do so.

How to Assign a Ruleset to an Organization

After a GA or an OA creates a ruleset for their organization and migrates it to production, you
must activate this ruleset for an organization within your scope for it to take effect. This is
achieved by assigning the ruleset to an organization.
To assign an existing ruleset to an organization:

1. Ensure that you are logged in with the required privileges and scope to assign rulesets.

2. Activate the Organizations tab.

3. Under the Manage Organizations section, click the Search Organization link to display the
Search Organization page.

4. Enter the complete or partial information of the organization you want to search and click
Search.
A list of organizations matching the search criteria appears.

5. Under the Organization column, click the <ORGANIZATION_NAME> link for the required
organization.
The Organization Information page appears.

6. Activate the Risk Engine tab.

7. Under the Ruleset section, click the Assign Ruleset link.
The Assign Ruleset page appears.
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8.

9.

10.

Select the ruleset that you want to activate from the Select Ruleset to assign list.
Click Save to make the specified ruleset active for the current organization.

To make the changes active, you must migrate them to production.
Refer to How to Migrate a Ruleset to Production for instructions to do so.

How to Edit a Ruleset

Important! Before you modify the definition of a ruleset, you must assign the ruleset. See How to
Assign a Ruleset to an Organization for detailed instructions, if you have already not done so.

To edit the definition of an existing ruleset:

1.

2.

10.

11.

12.

Ensure that you are logged in with the required privileges and scope to assign rulesets.

Ensure that the rule has been assigned.

. Activate the Organizations tab.

. Under the Manage Organizations section, click the Search Organization link to display the

Search Organization page.

. Enter the complete or partial information of the organization you want to search and click

Search.
A list of organizations matching the search criteria appears.

. Under the Organization column, click the <ORGANIZATION_NAME> link for the required

organization.
The Organization Information page appears.

. Activate the Risk Engine tab.

. Under the Rules Management section, click the Rules and Scoring Management link.

The Rules and Scoring Management page appears.

. Select the ruleset that you want to edit from the Select Ruleset to assign list.

For each rule that you want to change in the ruleset, in the PROPOSED column of the
displayed table:

a. Select (to enable the rule) or clear (to disable the rule) the Enable option.
b. Specify the required Risk Score.
c. Select a priority for the rule from the Priority list.

In the PROPOSED column for Default Score (the second table on the page), specify the
required Risk Score.

Note: RA uses this value to generate the final Risk Score and Advice if none of the rules in
the preceding table match.

Click Save to save the changes you made on this screen.
The changes are not yet active and are not available to your end users.
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13. To make the changes active, you must migrate them to production.
Refer to How to Migrate a Ruleset to Production for instructions to do so.

How to Migrate a Ruleset to Production

When you configure an out-of-the-box rule, custom rule, or callout, the change is yet not
permanent, and the changed configuration data is referred to as Proposed data. This data can be
created over a period of time by using several administrative sessions. While you configure this
data, it is stored in the Proposed Configuration area and is reflected in the Proposed column on
respective configuration page. As a result, any changes that you make to the Proposed column
affect this data.

When all data is configured according to your requirements, then the Proposed data can be
converted to Active data (the Active column on respective configuration page) by migrating it to
production and refreshing the Transaction Server cache.

Note: At any point in time, RA Servers work with Active data configurations only. This means, RA
only uses Active data for real-time risk evaluations and for generating Risk Score and the
corresponding Risk Advice.

After the Proposed data has been migrated to Active data, if you configure the data again, a copy
of the Active data is created in the Proposed configuration area. Further additions or deletions
can be done to the Proposed data until configurations are ready to be migrated to production. All
modifications are reflected only in the Proposed data. However, Reports can be viewed as Active
or Proposed configurations. Active data is versioned to keep track of the changes made to the RA
configuration data. Every time the Proposed data is migrated to production, unique data versions
are created for the new set of Active configuration data. Like other RA configurations, you can
migrate a ruleset to production at two levels:

= Global level (How to Migrate a Ruleset to Production at the Global Level)
= Qrganization level (How to Migrate a Ruleset to Production at the Organization Level)
How to Migrate a Ruleset to Production at the Global Level
To migrate a ruleset at system (or global) level:
1. Ensure that you are logged in as a GA or as an OA.
2. Activate the Services and Server Configurations tab.
3. Activate the Risk Analytics tab.
4. Under the Migrate to Production section on the side-bar menu, click the Migrate to
Production link.
The Migrate to Production page appears.
5. On the page, either:
= Select the Select All Rulesets option, if you want to migrate all the changes that you
made to all the configured rulesets.

or

= Select a specific ruleset from the Select Ruleset(s) list to migrate the changes that you
made to this ruleset.
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6.

Click Migrate.
The page to confirm the action is displayed.

. On the confirmation page, click Confirm to start the migration process.

Note: Based on the volume of data that you are migrating to production, the migration
process might take a few minutes.

After the migration is completed, the "The proposed data has been successfully migrated
to Production." message is displayed.

How to Migrate a Ruleset to Production at the Ordanization Level

To migrate a ruleset to production so that the changes are available:

1.

2.

10.

Ensure that you are logged in as an OA.

Activate the Organizations tab.

. Under the Manage Organizations section, click the Search Organization link to display the

Search Organization page.

. Enter the complete or partial information of the organization you want to search and click

Search.
A list of organizations matching the search criteria appears.

. Under the Organization column, click the <ORGANIZATION_NAME> link for the required

organization.
The Organization Information page appears.

. Activate the Risk Analytics tab.

. Under the Migrate to Production section on the side-bar menu, click the Migrate to

Production link.
The Migrate to Production page appears.

. On the page, either:

= Select the Select All Rulesets option, if you want to migrate all the changes that you
made to all the configured rulesets.
or

= Select a specific ruleset from the Select Ruleset(s) list to migrate the changes that you
made to this ruleset.

. Click Migrate.

The page to confirm the action is displayed.
On the confirmation page, click Confirm to start the migration process.

Note: Based on the volume of data that you are migrating to production, the migration
process might take a few minutes.

After the migration is completed, the "The proposed data has been successfully migrated
to Production." message is displayed.
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Working with Qut-of-the-Box Rules

Managing rule configurations is a key part of RA management and optimization, and a key
responsibility of GAs and OAs. This article explains rules and the related concepts. It then guides
you through the steps for configuring the out-of-the-box rules that are automatically available
when you install and bootstrap RA. It covers the following topics:

= What are Out-of-the-Box Rules

= How to Create and Deploy Out-of-the-Box Rules

= How to Create a Device-Based Rule

= | Have Configured My Rule, Now What

= How to Upload Rule List Data

= How to Create a List

= How to Edit a List

= How to Activate a Rule (Migrate Rules to Production)

= How to Refresh Server Cache

= How to Edit Rule Definitions

= How to Delete a Rule

What are Out-of-the-Box Rules

After the required data is collected, it is forwarded to Rules Engine (a module of Transaction
Server). The Rules Engine is a set of configured rules that evaluate this information based on
incoming information and historical data, if available.

Arule, in turn, is a condition or a set of conditions that must be true for a rule to be invoked. By
default, each rule is assigned a priority and is evaluated in the specific order of its priority level.
However based on your business requirements, you can change this priority of rule scoring.

See Out-of-the-Box Rules for a quick overview of the out-of-the-box rules.

How to Create and Deploy Out-of-the-Box Rules
You will need to use the Rule Configuration page in the Administration Console for:
= Enabling or disabling the out-of-the-box rules
= Configuring the risk score and priority of the out-of-the-box rules

The generic steps to configure an out-of-the-box rule are:
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1. Ensure that you are logged in as a GA or an OA.
2. Activate the Organizations tab.
3. Click the Search button on the page to display the list of organizations.

4. Under Select Organizations to Modify, click the link with the organization’s name for
which you want to delete the rule.

5. Click the Risk Engine tab.
6. Under the Rules Management section on the side-bar menu, click the Rules and Scoring
Management link.
The Rules and Scoring Management page appears.
7. From the Select the Ruleset list, select the ruleset for which this configuration is
applicable.
The configuration information for the specified ruleset appears.
8. For each rule, in the PROPOSED column of the displayed table:
a. Select (to enable the rule) or clear (to disable the rule) the Enable option.
b. Specify the required Risk Score.

c. Select a priority for the rule from the Priority list.

9. In the PROPOSED column for Default Score (the second table on the page), specify the
required Risk Score.

Note: RA uses this value to generate the final Risk Score and Advice if none of the rules in
the preceding table match.

10. Click Save to save the changes you made on this screen.
The changes are not yet active and are not available to your end users.

11. To make the changes active, you must migrate them to production.
Refer to How to Activate a Rule (Migrate Rules to Production) for instructions to do so.

12. Refresh all deployed Transaction Server instances.
Refer to How to Refresh Server Cache for instructions to do so.

How to Create a Device-Based Rule
RA allows you to create the following rules based on Device-User associations:
= Device User Velocity
= Device User Maturity

The following subsections briefly explain what these rules are and walk you through the steps for
creating these rules.
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How to Configure the Out-of-Box Device User Velocity Rule

The Device Velocity Check rule checks if there are frequent transactions by one or more users
from a particular device, exceeding a defined velocity. This can result in inaccurate results in cases
where a single device is shared by many users. The Device User Velocity rule allows a device to be
used by n distinct users in any configured duration. If the device is used by more than n distinct
users in the configured duration, then it indicates fraudulent activity.

It is based on the following parameters:
= Number of Distinct Users Allowed Per Device
Denotes the number of distinct users performing transactions using a specified device,
irrespective of whether the risk evaluation resulted in success or failure.
The default value for this parameter is 5.
= Time Interval
Denotes the time period in which the number of transactions are tracked.
The default value for this parameter is 60.
= Unit for Time Interval
Denotes the unit in which the time period is measured.
The default value for this parameter is Minutes.
For example, consider a configuration of 5 transactions per device in 60 minutes. This rule is not
triggered when Userl performs five transactions per hour from Devicel. But if there are
transactions from five different users using Devicel in one hour, then this rule is triggered.
Configuring Device User Velocity Rule
To configure the Device User Velocity rule:
1. Ensure that you are logged in as a GA or an OA.
2. Activate the Organizations tab.

3. Click the Search button on the page to display the list of organizations.

4. Under Select Organizations to Modify, click the link with the organization’s name for
which you want to delete the rule.

5. Click the Risk Engine tab.

6. Under the Rules Management section on the side-bar menu, click the Rules and Scoring
Management link.
The Rules and Scoring Management page appears.

7. From the Select the Ruleset list, select the ruleset for which this configuration is
applicable.

The configuration information for the specified ruleset appears.

8. Click Add a New Rule.
The Risk Analytics Rule Builder page appears.

9. Enter the Name, Mnemonic, and Description of the rule that you want to create.

10. Select the Channels and Actions for which this rule is applicable.
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11. Build the rule fragment, as follows:
a. From the Device Elements list, select DEVICEID.
b. Select VELOCITY_DISTINCT_USER from the Select Operator list.

c. Specify the number of distinct users performing transactions from the device in the
Greater Than or Equal To field.

d. Specify the time interval.
This value denotes the maximum number of transactions (within the specified time
interval) that is considered safe for a device for n-1 distinct users. If the actual
number of transactions within the specified time is equal to or greater than this
number, then RA tracks the transaction as a risk, which results in the matching of
the Device User Velocity rule.

e. Select the unit for the time interval from the drop-down list.
f. Click Add to build the rule fragment.

12. Click Create at the bottom of the Rule Builder page to create the rule.
The changes are not yet active and are not available to your end users.

13. To make the changes active, you must migrate them to production.
Refer to How to Activate a Rule (Migrate Rules to Production) for instructions to do so.

14. Refresh all deployed Transaction Server instances.
See How to Refresh Server Cache for instructions on how to do this.

How to Configur e Organizations for Device Velocity Rules with Scope as Org Family

To create Device Velocity rules for organizations with Scope as Org Family, you must enable
constraints by running the following database scripts:

INSERT INTO ARRFCONFIGURATION

(SEQUENCEID, ORGNAME, CHANNELID, CATEGORY,NAME, VALUE,DESCRIPTION,DISPLAYNAME, TYPE, SHO
WINUI,DISPLAYORDERID) VALUES
(ARRFCONFIGSEQUENCE.NEXTVAL, '<ORGNAME>', -1, 'GLOBAL', 'LOGDEVICEPINGS','Y"', 'Log
Device TimeStamps', 'Log Device TimeStamps',0,0,0);

Example

INSERT INTO ARRFCONFIGURATION

(SEQUENCEID, ORGNAME, CHANNELID, CATEGORY, NAME, VALUE,DESCRIPTION,DISPLAYNAME, TYPE, SHO
WINUI,DISPLAYORDERID) VALUES(ARRFCONFIGSEQUENCE.NEXTVAL,

'FAMILYORG1', -1, 'GLOBAL', 'LOGDEVICEPINGS','Y', 'Log Device TimeStamps', 'Log Device
TimeStamps',0,0,0);

INSERT INTO ARRFCONFIGURATION

(SEQUENCEID, ORGNAME, CHANNELID, CATEGORY, NAME, VALUE,DESCRIPTION,DISPLAYNAME, TYPE, SHO
WINUI,DISPLAYORDERID) VALUES(ARRFCONFIGSEQUENCE.NEXTVAL,

'FAMILYORG2', -1, 'GLOBAL', 'LOGDEVICEPINGS','Y', 'Log Device TimeStamps', 'Log Device
TimeStamps',0,0,0);

COMMIT;
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After adding these database entries, organizations can create Device Velocity rules with Scope as
Org Family.

How to Configure the Out-of-Box Device User Maturity Rule

The User Associated with DevicelD rule evaluates transactions by checking the association
between the user and the device, irrespective of the time the association was created. If the
user-device association exists, then the transactions receive a low risk score. There might be cases
where fraudsters can reset a user's password and associate themselves with the device. In such
cases, evaluating the transaction based only on the User-Device association might not be
sufficient to rule out fraudulent activity.

The Device User Maturity rule enables setting a level of trust in the device. For example, a
User-Device association that has existed for a month, assuming that there has been no fraudulent
activity identified for that user or device, should be more trusted than a User-Device association
that has been established recently.
It is based on the following parameters:
= Number of Successful Transactions per User-Device Association
Denotes the number of successful transactions identified by RA for a specified User-Device

association.

= First Successful Transaction
Denotes the time (in days) before which the first successful transaction was identified.

These parameters determine the strength of the User-Device association. The Device User
Maturity rule returns True if the user has used the device for at least the specified number of days
and the number of successful transactions is greater than or equal to the configured value.
Configuring Device User Maturity Rule
To configure the Device User Maturity rule:

1. Ensure that you are logged in as a GA or an OA.

2. Activate the Organizations tab.

3. Click the Search button on the page to display the list of organizations.

4. Under Select Organizations to Modify, click the link with the organization’s name for
which you want to delete the rule.

5. Click the Risk Engine tab.

6. Under the Rules Management section on the side-bar menu, click the Rules and Scoring
Management link.
The Rules and Scoring Management page appears.

7. From the Select the Ruleset list, select the ruleset for which this configuration is
applicable.
The configuration information for the specified ruleset appears.

8. Click Add a New Rule.
The Risk Analytics Rule Builder page appears.
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9.

10.

11.

12.

13.

14.

Enter the Name, Mnemonic, and Description of the rule that you want to create.
Select the Channels and Actions for which this rule is applicable.
Build the rule fragment, as follows:

a. From the Transaction Elements list, select USERNAME.

b. Hold the CTRL key, and select DEVICEID from the Device Elements list.

c. Select MATURITY from the Select Operator list.

d. Specify the number of successful transactions.

e. Specify the number of days before which the first successful transaction took
place.

f. Click Add to build the rule fragment.

Click Create at the bottom of the Rule Builder page to create the rule.
The changes are not yet active and are not available to your end users.

To make the changes active, you must migrate them to production.
Refer to How to Activate a Rule (Migrate Rules to Production) for instructions to do so.

Refresh all deployed Transaction Server instances.
See How to Refresh Server Cache for instructions on how to do this.

I Have Configured My Rule, Now What

After you configure an out-of-the-box rule, you need to do the following tasks so that the rule is
used during risk evaluation:

1.

Upload any data, if the rule uses a list.

. Enable the rule.
. Assign the ruleset (to which the rule belongs) to an organization.
. Migrate it to production.

. Refresh the server cache.

The following topics quickly explain these tasks.

Step 1: Upload Rule List Data, If Any

If your rule uses a list of values against which it assesses a condition, then you need to upload that
data as a list.

To upload the data for a list, see, How to Upload Rule List Data for detailed instructions.

Step 2: Enable the Rule
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The rule that you just configured must be enabled so that it can be a part of the parent ruleset. To
enable the rule:

1. In the Administration Console, access the Rules and Scoring Management page.

2. From the Select a Ruleset list, select the ruleset for which this configuration is applicable.
The configuration for the specified ruleset appears.

3. Select the Enable option against the rule you just created.
4. Click Save at the bottom of the rules table.
Step 3: Assign the Ruleset to Which the Rule Belongs

After you activated the new rule by enabling it (as discussed in the preceding section), then the
next thing you will need to do is activate the parent ruleset to which your rule belongs. This
process of activating a ruleset is known as assigning a ruleset.

To assign a ruleset, see, How to Assign a Ruleset to an Organization for detailed instructions.
Step 4: Migrate the Rule to Production

When the rule is configured, it is still in the Proposed Configuration area and is only still available
in the Proposed column of rule configuration. When the rule is ready and all its data is configured
according to your requirements, then you must convert it from its current the Proposed state to
Active state (the Active column on respective configuration page). This can only be done by
migrating it to production.

To make the changes active, see How to Activate a Rule (Migrate Rules to Production) for detailed
instructions.

Step 5: Refresh the Server Cache

Migrating a major change (such as a new rule) to production does not affect the cache of the
active server instances. Each instance's cache needs to be refreshed before the server can start
serving it for risk evaluations. That is why, you now need to refresh the server cache.

To refresh the cache of all deployed Transaction Server instances, see How to Refresh Server
Cache for detailed instructions.

How to Upload Rule List Data

Important! All the configurations and tasks discussed in this section should primarily be
performed by Organization Administrators. If required, these steps can also be performed by
Global Administrators. However, they must be performed at the organization level (through the
Organizations tab).

If any rule that you deployed requires additional data in the form of a list, then you must perform
the tasks in this section. You can add, modify, or delete list data by using the Manage List Data
and Category Mappings page in Administration Console. This topic describes how to manage data
for the following lists:

= Negative Country Lists
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= Untrusted IP Lists

= Trusted IP Lists

= Trusted Aggregator Lists

= Data Lists

= Category Mapping Lists

For Negative Country List

Negative Country list comprises all countries from which fraudulent or malicious transactions are
known to have originated in the past. Enterprises may also maintain this list in line with the
regulations of their country.
RA derives the country information based on the input IP address. It, then, uses this data to score
the potential for fraud for online transactions originating from such countries. For this purpose,
RA also integrates with Neustar IP Intelligence (formerly, Quova), which enhances the analysis by
providing detailed geographic information for each IP address by mapping it to a region.
To know more about Neustar IP Intelligence and their services, go to:

http://www.neustar.biz

RA evaluates the incoming transactions and checks if these transactions originated from an IP
address that belongs to a country marked as negative. Such transactions are typically denied.

Use the Manage List Data and Category Mappings page to add a country to the Negative Country
list or remove a country from the list.

Configuring Negative Country List
To configure the Negative Country list:
1. Ensure that you are logged in as a GA.
2. Activate the Organizations tab.
3. Under Manage Organizations, click the Search Organization link.

4. Click the Search button on the Search Organization page to display the list of
organizations.

5. Under Select Organizations to Modify, click the link with the organization’s name to which
you want to apply the rule.

6. Click the Risk Engine tab.

7. Under the Rules Management section on the side-bar menu, click the Manage List Data
and Category Mappings link.
The Manage List Data and Category Mappings page is displayed.

8. From the Select Existing Ruleset list, select the ruleset that for which this configuration is
applicable.

9. Select the Manage List Data option.
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10.

11.

12.

13.

14.

15.

16.

From the Select List Type list, select Negative Country Lists.

From the Select List drop-down list, select the list identifier that you specified while
creating the corresponding list.

Select Negative Countries that you want to add to the list.

Click the > or < button to move selected countries to the desired list.

You can also click the >> or << buttons to move all countries to the desired lists.

Click Save to save the changes.

The changes are not yet active and are not available to your end users.

To make the changes active, you must migrate them to production.

Refer to How to Activate a Rule (Migrate Rules to Production) for instructions to do so.

Refresh all deployed Transaction Server instances.
See How to Refresh Server Cache for instructions on how to do this.

For Untrusted IP Addresses

The Untrusted IP Address List is a collection of IP addresses that have been the origin of known
anonymizer proxies or fraudulent and malicious transactions in the past. This list is the source of
the Negative category discussed in the "Configuring Untrusted IP Types" section.

Use the Manage List Data and Category Mappings page to configure the untrusted IP address
ranges for your organization.

Configuring Untrusted IP Addresses

To configure the untrusted IP address ranges:

1.

Ensure that you are logged in as a GA.

. Activate the Organizations tab.
. Under Manage Organizations, click the Search Organization link.

. Click the Search button on the Search Organization page to display the list of

organizations.

. Under Select Organizations to Modify, click the link with the organization’s name to which

you want to apply the rule.

. Click the Risk Engine tab.

. Under the Rules Management section on the side-bar menu, click the Manage List Data

and Category Mappings link.
The Manage List Data and Category Mappings page is displayed.

. From the Select Existing Ruleset list, select the ruleset that for which this configuration is

applicable.
The ruleset configuration information is displayed.

. Select the Manage List Data option.
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10. From the Select List Type list, select Untrusted IP Lists.

11. From the Select List drop-down list, select the list identifier that you specified while
creating the corresponding list.

12. In the Upload Untrusted IP Ranges section, select the appropriate mode for writing data:

= Append: This option appends the data that you are uploading to a list or dataset.

Note: You must select this option if the list does not exist.

= Replace: This option overwrites the existing data in the specified list or dataset.
13. Click Browse to navigate to the data file that contains the list of entries.
14. Click Upload to complete the task.
15. In the Add/Delete Untrusted IP Range section:

a. Enter the starting IP address in the IP Address field.
b. Select one of the following options:

= Subnet Mask: If you want to specify a range of IP addresses based on the
subnet mask to be added to the Untrusted IP Address List.

= End IP Address: If you want to specify a simple range of IP addresses to be
added to the Untrusted IP Address List.

c. Specify the Information Source (or vendor) of the untrusted IP address range.
16. Click one of the following buttons, as required:
= Add Range: To add the specified IP address or range to the database.
= Delete Range: To delete the specified IP address or range from the database.

The appropriate message is displayed.
The changes are not yet active and are not available to your end users.

17. To make the changes active, you must migrate them to production.
Refer to How to Activate a Rule (Migrate Rules to Production) for instructions to do so.

18. Refresh all deployed Transaction Server instances.
See How to Refresh Server Cache for instructions on how to do this.

For Trusted IP Addresses
In RA, transactions that either originate from or are routed through IP addresses and ranges that
belong to the Trusted IP Address List are considered low risk. As a result, RA bypasses these

transactions from risk evaluations and assigns them a low Score and the ALLOW Advice.

Use the Manage List Data and Category Mappings page to perform the following tasks related to
trusted IP addresses and ranges:

= Adding a Trusted IP Address Range
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= Updating a Trusted IP Address Range

= Deleting a Trusted IP Address Range

Adding a Trusted IP Address Range

To add a Trusted IP Address Range:

1.

2.

10.

11.

12.

13.

14.

15.

16.

Ensure that you are logged in as a GA.

Activate the Organizations tab.

. Under Manage Organizations, click the Search Organization link.

. Click the Search button on the Search Organization page to display the list of

organizations.

. Under Select Organizations to Modify, click the link with the organization’s name to which

you want to apply the rule.

. Click the Risk Engine tab.

. Under the Rules Management section on the side-bar menu, click the Manage List Data

and Category Mappings link.
The Manage List Data and Category Mappings page is displayed.

. From the Select Existing Ruleset list, select the ruleset that for which this configuration is

applicable.
The ruleset configuration information is displayed.

. Select the Manage List Data option.

From the Select List Type list, select Trusted IP Lists.

From the Select List drop-down list, select the list identifier that you specified while
creating the corresponding list.

Specify the required IP Address that will be added to the Trusted IP List.
Specify one of the following:

= Subnet Mask: If you want to specify a range of IP addresses based on the subnet mask
to be added to the Trusted IP List.

= End IP Address: If you want to specify a simple range of IP addresses to be added to
the Trusted IP List.

Click Add Range to add the IP addresses or ranges to the Trusted IP List.
The Trusted IP List table with the range that you just added appears at the end of the

page.

Click Update to save the changes.
The changes are not yet active and are not available to your end users.

To make the changes active, you must migrate them to production.
Refer to How to Activate a Rule (Migrate Rules to Production) for instructions to do so.
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17. Refresh all deployed Transaction Server instances.
See How to Refresh Server Cache for instructions on how to do this.

Updating a Trusted IP Address Range
To update a Trusted IP Address Range:

1. Perform the tasks listed from Step 1 through Step 11 in "Adding a Trusted IP Address
Range" to display the Trusted IP List table.

2. Make the required changes in the Trusted IP List table.
3. Select all the affected IP address range(s) in the Trusted IP List table.

4. Click Update to update the changes that you made.
The changes are not yet active and are not available to your end users.

5. To make the changes active, you must migrate them to production.
Refer to How to Activate a Rule (Migrate Rules to Production) for instructions to do so.

6. Refresh all deployed Transaction Server instances.
See How to Refresh Server Cache for instructions on how to do this.

Deleting a Trusted IP Address Range
To delete a Trusted IP Address Range:

1. Perform the tasks listed from Step 1 through Step 11in "Adding a Trusted IP Address
Range" to display the Trusted IP List table.

2. In the Trusted IP List table, select the required IP address range(s) that you want to delete.
3. Click Delete to delete the ranges that you selected.

4. To make the changes active, you must migrate them to production.
Refer to How to Activate a Rule (Migrate Rules to Production) for instructions to do so.

5. Refresh all deployed Transaction Server instances.
See How to Refresh Server Cache for instructions on how to do this.

For Trusted Aggregators

Aggregators are third-party vendors who provide account aggregation services by collating login
information of users across multiple enterprises. The originating IP addresses when users log in
from a protected portal versus when they come in through such aggregators are different. Many
enterprises use the services of these account and data aggregation service providers to expand
their online reach.

Transactions originating from (or routed through) aggregators "trusted" to the organization are
considered low-risk. For this purpose, RA provides the ability to configure a list of these
aggregators so that all transactions originating from the aggregators’ IP addresses are assigned a
low Score, and the ALLOW Advice.

RA uniquely identifies an aggregator by combining their IP address range and a unique Aggregator
ID. This Aggregator ID must also be sent to RA along with the transaction.
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RA also enables you to specify up to three unique IDs for each aggregator at any time. This allows
for the periodical rotation of the ID for the purpose of enhanced security. During this rotation, RA
continues to recognize the previous ID in addition to the new ID to allow updates to the
aggregator at a later time.

Use the Manage List Data and Category Mappings page to perform the following tasks related to
trusted aggregators:

= Adding a Trusted Aggregator
= Updating a Trusted Aggregator
= Deleting a Trusted Aggregator
Adding a Trusted Aggregator
To add a Trusted Aggregator:
1. Ensure that you are logged in as a GA.
2. Activate the Organizations tab.
3. Under Manage Organizations, click the Search Organization link.

4. Click the Search button on the Search Organization page to display the list of
organizations.

5. Under Select Organizations to Modify, click the link with the organization’s name to which
you want to apply the rule.

6. Click the Risk Engine tab.

7. Under the Rules Management section on the side-bar menu, click the Manage List Data
and Category Mappings link.
The Manage List Data and Category Mappings page is displayed.

8. From the Select Existing Ruleset list, select the ruleset that for which this configuration is
applicable.
The ruleset configuration information is displayed.

9. Select the Manage List Data option.

10. From the Select List Type list, select Trusted Aggregator Lists.

11. From the Select List drop-down list, select the list identifier that you specified while
creating the corresponding list.

12. Specify the name of the new aggregator in the Add New Aggregator field and click Create.
The updated Trusted Aggregator Configuration page.

13. Select the Aggregator that you want to configure from the drop-down list.
14. Enter the starting IP Address in the IP Address field.

15. Select one of the following options:
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= Subnet Mask: If you want to specify a range of IP addresses based on the subnet mask
to be added to the Trusted Aggregator List.

= End IP Address: If you want to specify a simple range of IP addresses to be added to
the Trusted Aggregator List.

16. Click Add Range to add this IP address or range to the database.
The Trusted IP List table with the range that you just added for the aggregator appears at
the end of the page.
The changes are not yet active and are not available to your end users.

17. To make the changes active, you must migrate them to production.
Refer to How to Activate a Rule (Migrate Rules to Production) for instructions to do so.

18. Refresh all deployed Transaction Server instances.
See How to Refresh Server Cache for instructions on how to do this.

Updating a Trusted Aggregator

RA enables you to update the Aggregator IDs. The periodic update of these IDs is referred to as
rotation of Aggregator IDs.

Important! You must periodically rotate or change the Aggregator IDs for security purposes. You
can decide this rotation duration according to your business rules.

After an ID is updated, you must ensure that the latest Aggregator ID is conveyed to the
aggregator. There might be a delay in propagating the Aggregator IDs. In this duration, RA
recognizes the old, as well as the new Aggregator ID associated with the IP address.

Note: The transactions originating from the aggregator-end must contain this aggregator ID in the
form specified by RA APIs.

To update a Trusted Aggregator information:

1. Complete Step 1 through Step 11 in "Adding a Trusted Aggregator" to display the Trusted
Aggregator Configuration information.

2. Select an existing aggregator from the Aggregator list.
The Trusted Aggregator Configuration information with the Aggregator ID(s) for the
selected aggregator appears.

3. Click Update Aggregator ID to generate a new Aggregator ID.
The updated Aggregator ID(s) for the aggregator appears, and the next empty Aggregator
ID is displayed.

4. In the Trusted IP List table, select the aggregator IP addresses or ranges you want to
update.

5. Make the required changes and click Update.
The changes are not yet active and are not available to your end users.

6. To make the changes active, you must migrate them to production.
Refer to How to Activate a Rule (Migrate Rules to Production) for instructions to do so.

7. Refresh all deployed Transaction Server instances.
See How to Refresh Server Cache for instructions on how to do this.
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Deleting a Trusted Aggregator

To delete a Trusted Aggregator:

1.

For Simple Lists

Complete Step 1 through Step 11 in "Adding a Trusted Aggregator" to display the Trusted
Aggregator Configuration information.

. Select an existing aggregator from the Aggregator list.

The Trusted Aggregator Configuration information appears.

. In the Trusted IP List table, select the aggregator IP addresses or ranges you want to

delete.

. Click Delete to delete the selected information.

The changes are not yet active and are not available to your end users.

. To make the changes active, you must migrate them to production.

Refer to How to Activate a Rule (Migrate Rules to Production) for instructions to do so.

. Refresh all deployed Transaction Server instances.

See How to Refresh Server Cache for instructions on how to do this.

Note: If your list contains 10 or fewer items, you can use the Show List link in the Rule Builder to
add the list items in the Rule Builder itself.

To upload the data for a rule that uses the IN_LIST operator:

1.

10.

11.

Ensure that you are logged in as a GA.

. Activate the Organizations tab.
. Under Manage Organizations, click the Search Organization link.

. Click the Search button on the Search Organization page to display the list of

organizations.

. Under the Select Organizations to Modify section, click the link with the organization’s

name to which you want to apply the rule.

. Click the Risk Engine tab.

. Under the Rules Management section on the side-bar menu, click the Manage List Data

and Category Mappings link.
The Manage List Data and Category Mappings page appears.

. From the Select Existing Ruleset list, select the ruleset for which this configuration is

applicable.

. Select the Manage List Data option.

From the Select List Type list, select Other Lists.

From the Select List drop-down list, select the list identifier that you specified while
creating the corresponding list.
The updated page appears.
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12.

13.

14.

In the Upload File Or Enter Data section, select the appropriate mode for writing data:
= Append: This option appends the data that you are uploading to a list or dataset.
Note: You must select this option if the list does not exist.
= Replace: This option overwrites the existing data in the specified list or dataset.
Do one of the following:

= Click Browse to navigate to the data file that contains the list of entries (separated by a
newline character.)

= Type in the entries in the Enter Data field, if a data file does not exist.
Important! Ensure that the entries are separated by a newline character (ENTER).

Click Upload to complete the task.

For Category Mapping Lists

To upload the data for a rule that uses the IN_CATEGORY operator:

1.

10.

Ensure that you are logged in as a GA.

Activate the Organizations tab.

. Click the Search button on the page to display the list of organizations.

. Under the Select Organizations to Modify section, click the link with the organization’s

name to which you want to apply the rule.

. Click the Risk Engine tab.

. Under the Rules Management section on the side-bar menu, click the Manage List Data

and Category Mappings link.
The Manage List Data and Category Mappings page appears.

. From the Select Existing Ruleset list, select the ruleset for which this configuration is

applicable.
The configuration information for the specified ruleset appears.

. Select the Manage Category Mappings option.

. From the Select Category Mapping list, select the mapping set identifier that you specified

while creating the corresponding list.
The updated page appears.

In the Upload File Or Enter Classification Data section, select the appropriate mode for
writing data:

= Append: This option appends the data that you are uploading to a list or dataset.
Note: You must select this option if the list does not exist.

= Replace: This option overwrites the existing data in the specified list or dataset.
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11.

12.

Perform one of the following:

= Click Browse to navigate to the data file that contains the list of entries (separated by a
newline character.)

= Type in the entries in the Enter Data field, if a data file does not exist.
Important! Ensure that the entries are separated by a newline character (ENTER).

Click Upload to complete the task.

How to Create a List

If any rule that you deployed requires additional data in the form of a list, then you can create a
list by using the Create List page in the Administration Console.

To create a list for an organization:

1.

2.

10.

Log in to the Administration Console with the required privileges and scope.

Activate the Organizations tab.

. Enter the complete or partial information of the organization you want to search and click

Search.
A list of organizations matching the search criteria appears.

. Under the Organization column, click the <ORGANIZATION_NAME> link for the required

organization.
The Organization Information page appears.

. Activate the Risk Engine tab.

. Under the Ruleset Management section, click the Create List link.

The Create List page appears.

. Specify the List Name.

. Specify who can access the list using Scope:

= ORG: Whether the list is only accessible to the current organization for which you are
configuring the list.

= Ruleset: Whether the list is accessible to all organizations that share a ruleset.

. Specify the data element that the list is based on in the Element Name field.

These are data elements for the IN_LIST-based rules. For example, you will choose the
BROWSER element if a browser or a specific version of the browser has been found
vulnerable to recent attacks. Similarly, you can select the CITY element if you find that a
specific city has been a hotbed for fraudulent online transactions.

Specify the List Usage as follows:

= General Purpose: To use for any data that is neither blacklisted nor whitelisted.

= Blacklist: To ensure any matched data is instantly marked as fraud.
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= Whitelist: To ensure any matched data is instantly marked as safe.
11. Specify whether you want to HotlList the list you are creating.
Note: Currently the HotList option is only enabled for Blacklists.

If you specify Yes, then this list is reflected in the Manage Inbound Calls and Work On
Cases pages of Case Management.

12. Specify if this is a Preferred List.

Note: This option is only available if you selected Blacklist in the List Usage option. Also,
Preferred Lists can only be set for an organization.

This option is useful if you want to set a hotlist as preferred and to be used by Customer
Service Representatives (CSRs) for easy blacklisting from the Case Management screens.

13. Specify what other organizations this list can be shared with and using what privileges
(Read Only or Read-Write) from the Sharing & Privileges option.

Note: This release only supports the Read Only option.

Create List

Use this screen to create & data st A list is creafed by specifving s specific propedies and can oofionally be shared with its peer
arganizations. This list may then be used in Rule creation

List Type List Data

List Mame |MYDEVICEIDLIST

Scope ® oRG C Ruleset | SAFESOUTHWESTBANMK - DEFAULT j
Element Mame [ DEVICEID -

List Usage

Elements with Hotlist option DEVICEID

HotList ® yec C No

Preferred List ® ves C Mo

Sharing & Privieges SAFENORTHWESTBAMNK v| Read Only v| Add

SAFENORTH

SAFEBANKS (ORG Family)

List is not shared

create_list

14. Click Create to make the specified list active for the current organization.

15. To make the changes active, you must migrate them to production.
Refer to How to Migrate to Production for instructions to do so.

16. Refresh all deployed Transaction Server instances.
See How to Refresh Server Cache for instructions to do so.

How to Edit a List
To edit a list:

1. Login to the Administration Console with the required privileges and scope.
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2. Activate the Organizations tab.

3. Enter the complete or partial information of the organization you want to search and click
Search.
A list of organizations matching the search criteria appears.

4. Under the Organization column, click the <ORGANIZATION_NAME> link for the required
organization.
The Organization Information page appears.

5. Activate the Risk Engine tab.

6. Under the Ruleset Management section, click the Edit List link.
The Edit List page appears.

7. Select the list that you want to edit.
8. Select if you want to make this list a preferred list or not.
If you choose to make this list a Preferred List, then it can be used by Customer Service

Representatives (CSRs) for easy blacklisting from the Case Management screens.

9. Click Save.

How to Activate a Rule (Migrate Rules to Production)
When a rule, ruleset, or data is configured in RA, it is still in the Proposed Configuration area and
is only still available in the Proposed column of rule configuration. When the rule is ready and all
its data is configured according to your requirements, then you must convert it from its current
the Proposed state to Active state (the Active column on respective configuration page). This can
only be done by migrating it to production.
Notes on Migrating to Production
= At any point in time, Transaction Servers work with Active data configurations only.
= Active data is versioned to keep track of the changes made to the RA configuration data. Every
time the Proposed data is migrated to production, unique data versions are created for the
new set of Active configuration data.
Migrating a Rule to Production
To migrate a rule to production
1. Ensure that you are logged in as a GA or an OA.
2. Activate the Organizations tab.

3. Click the Search button on the page to display the list of organizations.

4. Under Select Organizations to Modify, click the link with the organization’s name for
which you want to delete the rule.

5. Click the Risk Engine tab.
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6. Under the Migrate to Production section on the side-bar menu, click the Migrate to
Production link.
The Migrate to Production page appears.

7. On the page, either:

= Select the Select All Rulesets option, if you want to migrate all the changes that you
made to all the configured rulesets.

= Select a specific ruleset from the Select Ruleset(s) list to migrate the changes that you
made to this ruleset.

8. Click Migrate.
The page to confirm the action is displayed.

9. On the confirmation page, click Confirm to start the migration process.

Note: Based on the volume of data that you are migrating to production, the migration
process might take a few minutes.

After the migration is completed, the "The proposed data has been successfully migrated
to Production." message is displayed.

10. Refresh the Transaction Server cache.
Refer to How to Refresh Server Cache for instructions to do so.

How to Refresh Server Cache
If you have made any configuration changes, you must refresh the cache of the affected server
instances for the changes to take effect. RA now provides an Integrated Cache Refresh feature
that enables administrators to refresh the cache of all server instances from Administration
Console.

The RA Servers cache can be refreshed in two ways:

= At the system (or global level), for all organizations in the administartor's scope.
See How to Refresh Server Cache at System Level for instructions.

= At the level of a specific organization (organization level) to which the administrator is
currently logged in.
See How to Refresh Server Cache at Organization Level for instructions.

Privileges Required

The MA can refresh the cache of all organizations. The GA and OA can refresh the cache of all
organizations within their scope.

How to Refresh Server Cache at System Level
To refresh cache for all RA servers:
1. Ensure that you are logged in as a GA or as an OA.

2. Activate the Services and Server Configurations tab.
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3. Activate the Administration Console sub-tab.
4. Under the System Configuration section on the side-bar menu, click the Refresh Cache
link.
The Refresh Cache page is displayed.
5. Select one or both of the following options:
= Select the Refresh System Configuration option to refresh the cache configuration of
Administration Console, User Data Service, and all Transaction Server and Case

Management Server instances.

= Select the Refresh Organization Configuration option to refresh the cache
configuration of all organizations in your purview.

6. Click OK.
A confirmation dialog box appears.

7. Click OK again.

How to Refresh Server Cache at Organization Level

Note: Refreshing the cache of one organization does not affect the response time of transactions
going on at that time for other organizations.

Organization configurations that do not refer to the global configuration, such as attribute
encryption set, localization configuration, and email and telephone types are cached at the
organization level. When you make changes to these configurations at the organization level, you
must refresh the organization cache for the changes to take effect.

To refresh the organization cache:

1. Ensure that you are logged in with the required privileges and scope to refresh the
organization cache.

2. Activate the Organizations tab.

3. Under the Manage Organizations section, click the Search Organization link to display the
Search Organization page.

4. Enter the complete or partial information of the organization you want to search and click
Search.
A list of organizations matching the search criteria appears.

5. Select the organizations whose cache you want to refresh.

6. Click Refresh Cache.

7. Click OK in the dialog box to confirm your cache refresh request.
A message with a Request ID for the current cache refresh request is displayed. You can
check the status of your cache refresh request by clicking the Check Cache Refresh Status

link and selecting this Request ID.

Note: Refreshing the cache of one organization does not affect the response time of transactions
going on at that time for other organizations.
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How to Edit Rule Definitions

The out-of-the-box rules in RA are generic and are configured for evaluating risk based on the
rules that are applicable to all. If you need custom or industry-specific rules that are significantly
different from those that RA provides out-of-the-box, then you need to deploy your own rules by
using the Rule Builder, which is available through the Administration Console.

This topic describes how you can use the Rule Builder to make changes to the following rule
definitions:

= Untrusted IP Check

= User Velocity Check

= Device Velocity Check
= Zone Hopping Check

= Device MFP Match

Editing Untrusted IP Types

RA uses the IP address of the user’s computer as one of the input parameters to assess the risk of
each transaction. RA evaluates the incoming transaction and checks if it originated from an IP
address marked as untrusted. Such transactions are typically denied. The different categories of
untrusted IP types are:

= Negative
IP addresses with this designation have been sources of fraudulent transactions in the past.

Important! Use this option, if you manually configured an IP addresses as negative, as
discussed in "Configuring Untrusted IP Addresses".

= Active
IP addresses with this designation allegedly are anonymizing proxies that have been sources
of fraudulent transactions and have been active in the last six months.

= Suspect
IP addresses with this designation allegedly are anonymizing proxies that have been active
over the last two years, but not for the last six months.

= Private
IP addresses with this designation allegedly are anonymizing proxies that are not publicly
accessible. These addresses typically belong to commercial ventures that sell anonymity
services to the public.

= Inactive
IP addresses with this designation allegedly have been sources of fraudulent transactions, but
have been found inactive in the last two years.

= Unknown
IP addresses with this designation allegedly are anonymizing proxies for which no positive
results are currently available.

Note: The Active, Suspect, Private, Inactive, and Unknown negative type categories are
derived from the Neustar IP Intelligence (formerly Quova) data.

Administrating 213



To edit Untrusted IP Types:

1.

10.

11.

12.

Ensure that you are logged in as a GA or an OA.

. Activate the Organizations tab.
. Click the Search button o