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Relevant Artifacts

Reference Material for Technical Note: jasperreportsserver-auth-cookbook_x.pdf (Chapter 6 Token-based Authentication)
Spring Security Framework External Authentication templates included within the JasperSoft Report Server bundle

Technical Summary

This Technical Note summarizes the steps necessary to configure single sign on to the JasperSoft Report Server using CA Single Sign On.

JasperSoft Report Server 6.x leverages the Spring Security Framework 3.2 (http://projects.spring.io/spring/security) to use external authentication in place of the built-in internal authentication to provide the mechanisms to authenticate and authorize users.

The JasperSoft Report Server installation bundle contains the Spring Security Frameworks sample external authentication templates.

When the installer selects to install the samples included with the JasperReports Server, the Spring Security configuration files are installed in the JasperReports Server web application deployed in the <js-install>/samples/externalAuth-sample-config directory.

The installation bundles for both the community and commercial bundles contain sample authentication templates for the following authentication mechanisms:
Lightweight Directory Access Protocol (LDAP), i.e. LDAP Authentication
Central Authenticaton Service (CAS), i.e. CAS Authentication
Authentication via an external database, i.e. External Database Authentication
Authentication when the user has already been reliably authenticated by another external system, i.e. Token-based Authentication

The one successfully used to configure SSO to JasperSoft Report Server using CA Single Sign is the Token-based Authentication template or the preAuth template.

Configuring JasperSoft Report Server for SSO

Complete the following steps to configure JasperSoft Report Server for SSO:

Download the JasperSoft Report Server installation bundle.

Using the JasperSoft Report Server installation bundle, install the jasperserver-pro with the samples option.

When installing with the samples, the installer installs the External Authentication Templates (externalAuth-sample-config) under the ./samples directory of the installation directory:
<INSTALL_DIR>\JasperReportServer\samples\externalAuth-sample-config

For non multi-tenant environment installations the templates do not contain the –mt suffix.

For multi-tenant environment installations the templates contain the –mt suffix.

The current version of the JasperSoft Report Server bundled for CA supports multi-tenant environment installations. Hence, the –mt templates are used for the configurations.

Follow these steps to prepare and deploy the required authentication template to enable JasperSoft Report Server to read an application header formatted by CA SSO: 

From the <INSTALL_DIR>\JasperReportServer\samples\externalAuth-sample-config,
create a copy of the sample-applicationContext-externalAuth-preAuth-mt.xml. 

<If this template is not included in the samples directory, contact the CA Business Intelligence product team via CA Support> and request a copy of the template for the specific bundle being used. The template must originate from the same JasperSoft version as the installation bundle.>

Rename the copied file applicationContext-externalAuth-preAuth-mt.xml.

Edit the applicationContext-externalAuth-preAuth-mt.xml file.

Modify the tokenInRequestParam property value from “true” to “false” to read the prinicpalParameter from the header only
From : <property name=”tokenInRequestParam” value=”true”/>
To : <property name=”tokenInRequestParam” value=”false”/>

<Note that for testing purposes, this property name-value pair commented out. This enables the user to validate that the preAuth or Token-based Authentication mechanism is functional independent of the governing SSO server.>
 
Modify the tokenPairSeparator property value to from “|” to  “;” to be able to define the desired response header for the JasperSoft Report Server application within CA SSO
From:  <property name="tokenPairSeparator" value="|"/>
From:  <property name="tokenPairSeparator" value=";"/>

Save the file.

Copy the file to the <INSTALL_DIR>\JasperReportServer\webapps\jasperserver-pro\WEB-INF directory.

Restart the JasperSoft Report Server application.

Review both the Application Server and JasperServer logs to ensure that no exceptions are thrown during startup.

<Note that if the tokenRequestParam properlty is commented out for testing purposes as documented above, validate that the user can log onto the Report Server as a preAuth user by submitting something akin to the following URL:

http://localhost:8080/jasperserver?pp=u%3D<userid_value> 

where %3D is the encoded equal sign.>

<Note that if a Cross Site Request Forgery exception is thrown during such testing, it may be necessary to modify the following file as well to prevent the exception during testing:
<INSTALL_DIR>\JasperReportServer\webapps\jasperserver-pro\WEB-INF \csrf\jrs.csrfguard.properties
org.owasp.csrfguard.JavascriptServlet.refererMatchDomain = false>



Configuring CA SSO to protect JasperSoft Report Server

The critical configuration item within CA SSO to protect JasperSoft Report Server is the response header expected by the JasperSoft application. 

A sample Agent Type Attribute Name – Value pair for the response header is 

Name: WebAgent-HTTP-Header-Variable
Value: pp=u=<$ expr=”Get(‘uid’) + ‘;o=<orgId> $> where <orgId> is the name of one of the organizations defined in JasperSoft Report Server. 

Leading up to this response header configuration, perform the standard steps to configure SSO for an application:

Define one or more Apache Web Agents for each member of the Apache Web Server farm

Form an Agent Group consisting of the Apache Web Agents supporting the application

Define the domain hosting the application(s)

Define the User Directory for the Domain

Define the Realms for the Domain and rules to protect the Realm

Define the Policies for the Domain

Then define the response headers
