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CASE 1: Introscope LDAP configuration (no LDAP groups)
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Create « wilybind » user, same steps as above

Onthe EM side, update realms.xml with the Idap configuration details and user to be used for the bind.
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<?Eml wersion="1.0" encoding="UTF-8" standalone="yes"?> :j
<realms zmlns:zsi="http: /rwww. wl org 2001 EMLSchena—instance"” wersion="0.1" xsi: noNamespaceSchemalocation="realms0. 1. xsd">
<realm descriptor="LDAP Realm" id="LDAP" active="trus">
<property name="userObjectQuery"
<values (&anp: {objectClass=organizationalPerson){cn=%u) }<<values
< property:
<property name="scopeDepth"»
<valusrsubtres( /valus»
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<property name="hassDH" 3|
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<~ realmn:
<realm descriptor="Local Users and Groups Realn" id="Local Users and Groups" active="true":
<property name="usersFile":»
<valusrusers. znl< value:
</ property:
< realm:
< realms:
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We define, authorization by updating serve.xml and domains.xml, this time to the actual user:wilyuser
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<txm]l version="1 0" encoding="UTF-8"73

<SuperDomain>
¢agent mapping="{.*)" >
¢grant group="Admin" permission="full"- >
<grant user="wiluser" permission="full"~>
¢grant user="Guest" permizszion="read"~>
</SuperDomain|
<sdomains:
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Restart the EM, enable DEBUG and test connection
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InEm log:

3/28/12 12:52:38.304 AM BST [VERBOSE] [Acceptor Helper 1] [Manager.PostOfficeHub] Connected To: Node=Workstation_0,

Address=apm2k3x32saml.ca.com/10.130.113.99:1466, Type=socket



3/28/12 12:52:38.304 AM BST [DEBUG] [Acceptor Helper 1] [Manager.AcceptorHelper] Accepted incoming connection. Socket send
buffer size is 32,768. Socket receive buffer size is 32,768

3/28/12 12:52:39.570 AM BST [DEBUG] [PO:main Mailman 2] [Manager.RegistryService] Added registry entry at:
/service/com.wily.isengard.container.IContainerControlService/Workstation_0

3/28/12 12:52:40.929 AM BST [DEBUG] [PO:main Mailman 6] [Manager.UserManagementService]
userObjectQuery=(&(objectClass=organizationalPerson)(cn=%u))

3/28/12 12:52:41.445 AM BST [DEBUG] [PO:main Mailman 6] [Manager.UserManagementService] Found user wilyuser

3/28/12 12:52:42.133 AM BST [DEBUG] [PO:main Mailman 6] [Manager.UserManagementService]
userObjectQuery=(&(objectClass=organizationalPerson)(cn=%u))

3/28/12 12:52:42.601 AM BST [VERBOSE] [PO:main Mailman 6] [Manager.UserManagementService] Attempting to authenticate
user by binding to the LDAP server using "CN=wilyuser,CN=Users,DC=sanre01lac0,DC=ca,DC=com"

3/28/12 12:52:48.414 AM BST [DEBUG] [PO:main Mailman 6] [Manager] USERS found:

{ Admin: <[Server Resource: Full] >}

{ wilyuser: <[Server Resource: Full] >}

3/28/12 12:52:48.414 AM BST [DEBUG] [PO:main Mailman 6] [Manager.Domain] USERS found:
{ wiluser: <[SuperDomain: Full] >}
{ Admin: <[SuperDomain: Full] >}
{ Guest: <[SuperDomain: Read] >}

3/28/12 12:52:48.883 AM BST [DEBUG] [PO:main Mailman 6] [Manager.UserManagementService]
userObjectQuery=(&(objectClass=organizationalPerson)(cn=%u))

3/28/12 12:52:49.117 AM BST [DEBUG] [PO:main Mailman 6] [Manager.UserManagementService]
groupMemberQuery=(&(objectClass=groupOfUniqueNames)(uniguemember={0}))

3/28/12 12:52:49.367 AM BST [DEBUG] [PO:main Mailman 6] [Manager.Authentication] Adding user wilyuser with permissions:
<[Server Resource: Full] >

3/28/12 12:52:49.367 AM BST [INFO] [PO:main Mailman 6] [Manager] User "wilyuser" logged in successfully from host
"Node=Workstation_0, Address=apm2k3x32sam1.ca.com/10.130.113.99:1466, Type=socket"

3/28/12 12:52:49.476 AM BST [DEBUG] [PO:main Mailman 1] [Manager] Sending permission Full for resource Server Resource
3/28/12 12:52:49.492 AM BST [DEBUG] [PO:main Mailman 1] [Manager] Sending pair: ServerResource > Full

3/28/12 12:52:49.492 AM BST [DEBUG] [PO:main Mailman 1] [Manager] Sending 1 permissions for user wilyuser

CASE 2: Introscope LDAP configuration (LDAP groups)
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<txm]l version="1 0" encoding="UTF-8" =tandalone="yes"7:
<realms ®Zmln=s z=i="http: ryuw.w3 org-2001-¥HISchema-instance" version="0.1" ==1i noNanespaceSchemalocation="realm=0.1. ==d":
¢realm descriptor="LDAF Realmn" id="LDAP" active="trus":»
{property namns="userObjectQuery” >
<waluer(&anp: (objectClass=organizationalPerson) (cn=%u) )< valus:
<{/property >
¢property name="scopeDepth' >
<valuersubtree</value>
{Sproperty s
{property namns="bazeDH"»
<valusryCH=Users. DC=sanrellacl.DC=ca. DC=comd valus>
<{/property >
¢property name="bindPassword":
<valuesinterQP@123¢ /value>
{Sproperty s
{property namns="url":
<valuerldap: - sanrellac: 389 valus>
<{/property >
¢property namne="di=zallowEnptyPas=sword":
<valuestrue<-value:
{Sproperty s
¢property namns="bindAuthentication”:
<valusersinpled-valus:
<{/property >
¢property name="bindHame" >
<walue:CH=wilybind, CH=U=zer=s, DC=sanrellacl, DC=ca, DC=comn< “value>

- t

¢property name="u=seS5L" >
<valuerfalse< value:

{Sproperty s

¢property namns="plainTexztPassvords":
<valusrfalse< valuer

<{/property >

¢property name="usernamehttribute">
<valusrcn< value:

{Sproperty s

f/re?lm: + "T 11T A I = LR A="T 1T A " + " "o hd
e e ;IJ
’ms selected 37 ’_1 Read W EBlock ’SyT’E Caps
Ejstartl J @ a J 1592 windows E..., 'I @Shonp\ng-Mic... I %Sarwces | E's TextPad - QWindows Task ... | s Inkroscope Wa... I J

JBIE Edit Search Wew Tools Macros Configure ‘Window Help

EECIEEEEIREEEEE T2 4T B ene ».

server.xml | X

J Find incrementally I 7 Matchcase _

<teml version="1 0" encoding="UTF-8"73
"http:~/www.w3 org-2001-EHLSchema—instance" x=i:noNamespaceSchemalocation="server( 2 x=d" version="0.2":
Admin" permission="full"- >
¢grant group="wilygroup" permission="full"~>
{SSEFVEL Y

NED| ;IJ
’_ ’_sl_l Read W Block |Sync ’E Caps
Ejstartl J @ a J 1503 windows E..., 'I @Shonp\ng-Mic... I %Sarwces | E's TextPad - QWindows Task ...
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il Edit Search Wew Tools Macros Configure  Window  Help

IR T2 4T B ene ».

domains.xml I X

J Find incrementally I 7 Matchcase _

k?sml wersion="1 0" encoding="UTF-8"7> j
<domains =mlns xsi="http:/ www.w3. org-2001-¥HLSchema—instance" x=i:noNamespaceSchemalocation="domain=0. 3. xsd" version="0. 3" =
<SuperDomain>
¢agent mapping="{.*)" >
{grant group dmnin" permission="full"- >
<grant group="wilygroup" permission="full"/>
¢grant user="Guest" permizszion="read"~<>
¢</SuperDomain:
</domains:

Thank vou for taking the time to evaluate TextPad

Click Help to find out how to register. and stop this
meszage from appeaiing,

You are welcome to by this program befare you buy it.
The software is fully functional, but you will be
intermittently reminded that it is not free

-
4 3
File: domains.zml, 403 bytes, 2 lines, PC, AMSI 1 1 |Read W Block |Sync ’E Caps
ﬂfstartl J @ a J 1503 windows E..., 'I @Shonp\ng-Mic... I %Sarwces | E's TextPad - QWindows Task ...

| am able to connect successfully
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- 34 Floppy (8) [dsta File Folder 3ZB/2012 2:07 AM
L:_|q,’ Local Disk (C:) E]datahase File Folder 5/22/2011 7:47 PM
-7 bea |adeploy File Folder gle5l2011 12:01 AM
-7 Documents and Settings @ducs File Folder 5222011 744 PM
=63 Introscop=9.0.6.2 Eil Introscope Workstation 5/22[2011 7144 P
{23 bin 5/22[2011 7144 PM
3 cem Authenticating... 5/22/2011 7144 P
EME) config 5/22{2011 7:44 PM
") custompbid m w“y 5/22/2011 7144 PM
intarnal Wihnelvgy 5/22{2011 7:45 PM
ldap_groun 5[z2{2011 7144 FM
dap_user R E——— 5/z2/2011 745 FM
s o ‘apm x32sam] oa.com [v] S{2212011 7:49 M1
modules-backup . , Port ‘5001 [v] 3[28]2012 2:05 AM
original CA Wily Introscope = 5(22/2011 7:45 PM
) shutoff User Nerre: wiyuser [ 5/22[2011 7:45 PM
El systempbd Ermiali] ‘......._... ‘ 5/22)2011 7:45 PM
BHED data 5/22{2011 7:45 PM
BHE) database /262012 12:39 AM
) deploy 5/22/2011 745 PM
BHE) docs CA iy Introscope ersion 8.0 5/22]2011 7:45 PM
i iR GHEDTH] L 5[22/2011 7:45 PM
B epaplugins Al Rights Reserved, Set Defaults
BT examples Release 9.0.6.2 (Build 112563) = = = 52512011 12:01 AM
B ext I_Jws-plugins File Folder Sl2z/2011 7:45 FM
i A ntroscope_Enterprise_Manager.exe pplication !
£ Flatflles Mt Enit M 113KB  Applcat 5{2z{2011 44PN A
[]..&' help o1ntmscopefEnterDrisefManagar.ica 3KB Icon 5222011 7:47 FM A
B install B Introscope_Enterprise_Manager.lax G6KE  Lax File 5/22]2011 7:44 PM A e
B-E jre i@t Introscope_ProbeBuilder_tWizard exe 114KB  Application 5f2z[2011 7:44 PM A
- b @& Introscope_FrobeBuilder_Wizard.ico 3KB Iton 5|20l THTEM A
2] Introscope_ProbeBuilder_Wizard. lax SKE LA File 5222011 7144 FM A
123 license
@Intmscupe_WEbViEw.exe 113KE  Application 5/22[2011 7:44 PM A
1 logs
e duct ?mtmscope_Web iew.ico 3KE Icon 5222011 7:47 FM a
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|Descr|pt|an: Launchanywhere Company: Acresso File Yersion: 10,0,0.0 Date Created: 5/22/2011 7:44 PM Size: 113 KB
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Inthe EM log:

o
11z k8 |4 my Computer

3/28/12 02:07:45.867 AM BST [VERBOSE] [Acceptor Helper 2] [Manager.PostOfficeHub] Connected To: Node=Workstation_0,
Address=apm2k3x32sam1.ca.com/10.130.113.99:4571, Type=socket
3/28/12 02:07:45.867 AM BST [DEBUG] [Acceptor Helper 2] [Manager.AcceptorHelper] Accepted incoming connection. Socket send
buffer size is 32,768. Socket receive buffer size is 32,768
3/28/12 02:07:45.898 AM BST [DEBUG] [Dispatcher 1] [Manager.Dispatcher] Dispatcher 1 Registered handler Server Hub Receive 1

event handler for Socket Transport connected with Socket[addr=apm2k3x32sam1.ca.com/10.130.113.99,port=4571,localport=5001]

for operations 1

3/28/12 02:07:46.476 AM BST [DEBUG] [PO:main Mailman 2] [Manager.RegistryService] Added registry entry at:
/service/com.wily.isengard.container.lContainerControlService/Workstation_0
3/28/12 02:07:48.726 AM BST [DEBUG] [PO:main Mailman 6] [Manager.UserManagementService]
userObjectQuery=(&(objectClass=organizationalPerson)(cn=%u))
3/28/12 02:07:49.461 AM BST [DEBUG] [PO:main Mailman 6] [Manager.UserManagementService] Found user wilyuser
3/28/12 02:07:50.117 AM BST [DEBUG] [PO:main Mailman 6] [Manager.UserManagementService]
userObjectQuery=(&(objectClass=organizationalPerson)(cn=%u))
3/28/12 02:07:50.336 AM BST [VERBOSE] [PO:main Mailman 6] [Manager.UserManagementService] Attempting to authenticate
user by binding to the LDAP server using "CN=wilyuser,CN=Users,DC=sanre01ac0,DC=ca,DC=com"
3/28/12 02:07:54.523 AM BST [DEBUG] [PO:main Mailman 6] [Manager] USERS found:

{ wilygroup: <[Server Resource: Full] >}
{ Admin: <[Server Resource: Full] >}

3/28/12 02:07:54.523 AM BST [DEBUG] [PO:main Mailman 6] [Manager.Domain] USERS found:
{ wilygroup: <[SuperDomain: Full] >}

{ Admin: <[SuperDomain: Full] >}

{ Guest: <[SuperDomain: Read] >}



3/28/12 02:07:54.961 AM BST [DEBUG] [PO:main Mailman 6] [Manager.UserManagementService]
userObjectQuery=(&(objectClass=organizationalPerson)(cn=%u))

3/28/12 02:07:55.242 AM BST [DEBUG] [PO:main Mailman 6] [Manager.UserManagementService]
groupMemberQuery=(&(objectClass=group)(member={0}))

3/28/12 02:07:55.492 AM BST [DEBUG] [PO:main Mailman 6] [Manager.UserManagementService]
groupMemberQuery=(&(objectClass=group)(member={0}))

3/28/12 02:07:55.679 AM BST [DEBUG] [PO:main Mailman 6] [Manager] USERS found:

{ wilygroup: <[Server Resource: Full] >}

{ Admin: <[Server Resource: Full] >}

3/28/12 02:07:55.679 AM BST [DEBUG] [PO:main Mailman 6] [Manager.Domain] USERS found:
{ wilygroup: <[SuperDomain: Full] >}

{ Admin: <[SuperDomain: Full] >}

{ Guest: <[SuperDomain: Read] >}

3/28/12 02:07:55.695 AM BST [DEBUG] [PO:main Mailman 6] [Manager.Authentication] Adding user wilyuser with permissions:
<[Server Resource: Full] [SuperDomain: Full] >

3/28/12 02:07:55.695 AM BST [INFQ] [PO:main Mailman 6] [Manager] User "wilyuser" logged in successfully from host
"Node=Workstation_0, Address=apm2k3x32sam1.ca.com/10.130.113.99:4571, Type=socket"

3/28/12 02:07:56.101 AM BST [DEBUG] [PO:main Mailman 1] [Manager] Sending permission Full for resource Server Resource
3/28/12 02:07:56.101 AM BST [DEBUG] [PO:main Mailman 1] [Manager] Sending pair: ServerResource > Full

3/28/12 02:07:56.101 AM BST [DEBUG] [PO:main Mailman 1] [Manager] Sending permission Full for resource SuperDomain
3/28/12 02:07:56.101 AM BST [DEBUG] [PO:main Mailman 1] [Manager] Sending pair: AESEID: type=Domain
serial=1332896715742 > Full

3/28/12 02:07:56.101 AM BST [DEBUG] [PO:main Mailman 1] [Manager] Sending 2 permissions for user wilyuser



