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PREFACE About This Document

The purpose of this document is to give a brief explanation of the Single Sign-On feature and its
architecture. This document provides administrators with instructions on how to modify settings in
individual instances of a single sign-on website if they would like to change their default configuration.

Single Sign-On is the term used to describe the authentication scheme used by all NetQoS products.
Aside from providing a Sign In screen, the Single Sign-On feature provides LDAP and Windows
Authentication support for every NetQoS product and the ability for a user to only have to sign in
once when changing between NetQoS products. For example, if a user signed into the NetQoS
Performance Center and then drilled into a view that took them to Reporter Analyzer they would not
have to sign in again.

Note: Changes made in the Single Sign-On configuration tool only affect newly created Windows
Authentication and LDAP users. They do not apply to existing Windows Authentication or LDAP
users registered within NetQoS Performance Center.

Note: Administrators should be aware that their updates to the Single Sign-On website only affect
those NetQoS products that are running on the same server because of the distributed architecture.

Chapter Description

“Setting Up Single Sign-On” on This chapter provides an overview of Single Sign-On and how to set
page 7. up Single Sign-On.

“Single Sign-On Configuration This chapter provides a detailed description of how to configure
Tool” on page 21 Single Sign-On using the Configuration Tool.

“Properties in the Configuration This chapter provides detailed descriptions of the fields used in the
Tool” on page 27 Configuration Tool.
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About This Document

CONVENTIONS

The following conventions are used in this book:

= In instructions, boldface type highlights information that you enter or GUI elements that you
select.

= All syntax and literal examples are presented in this typeface.

= In syntax, path names, or system messages, text enclosed in angle brackets (<>) represents a
variable as shown in the following example:

net time/setsntp: <ntpserver>

PROVIDING DOCUMENTATION FEEDBACK

We want to help you use our products effectively so that you can work quickly and efficiently. By
telling us about your experience with this document, you can help us achieve that goal. Send an email
message with your feedback to our technical publications team at the following address:

docfeedback@netgos.com
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CHAPTER | Setting Up Single Sign-On

This chapter describes how to install and set up Single Sign-On. You will need to refer to Chapter 2,
“Single Sign-On Configuration Tool” on page 21 for information on how to configure Single Sign-
On once it is installed.

This chapter contains the following topics:

* “Determining Which Version of IIS You Are Running” on page 8

= “Confirming Single Sign-On Functionality” on page 9

= “Single Sign-On and Secure Sockets Layer and Certificates” on page 9
e “Using SSL Certificates with NetQoS NetVoyant” on page 12

= “Windows Authentication Configuration Notes” on page 19
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Setting Up Single Sign-On

DETERMINING WHICH VERSION OF IS YOU ARE RUNNING

By default, each Single Sign-On website resides in an Internet Information Services (IIS) Virtual
Directory named SingleSignOn. This website does not use SSL. If you would like to change the
Virtual Directory for the Single Sign-On website and/or make this Virtual Directory use SSL, you are
going to need to know the version of IIS you are working with. If you already know your version of
IIS, or if you do not want to make any changes to the default IIS configuration, then you can skip this

section of the document. Otherwise, below are the steps you can follow to determine your version of
1IS:

I. Click Start>Programs>Administrative Tools>Internet Information Services (1IS) Manager

2. The Internet Information Services (11S) Manager window will pop up. Select Internet Information
Services in the left pane and look at the information under the column titled Version in the right
pane. This will give you the version we’re looking for. In this example, we’re running I1S 6.0.

‘_'_“g File  Action Yiew ‘Window Help |;|i|1|
o |[@mE@mE(2]y =0
5 1 5 | Computer | Local | ersion | Skatus
»J DDEY290-12003-3 (Jocal computer) | | 5 ADDEYZ90-12003-3 (local computer)  Yes 115 ¥6.0
| | |
| | |

3. Go to the File menu and select Exit to close the Internet Information Services (IIS) Manager
window.

Note: Administrators should be aware that their updates to the Single Sign-On website only affect
those NetQoS products that are on the same server because of the distributed architecture.
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Setting Up Single Sign-On

CONFIRMING SINGLE SIGN-ON FUNCTIONALITY

After setting up Single Sign-On, open each NetQoS product on the modified server the way you
normally would. If you are automatically signed into a product, sign out and then verify that the Sign
In page URL has the updated Virtual Directory that you added. The URL should look something like
http://<Host>/<VirtualDirectory>/Signln._aspx?SsoProductCode=. . . where <Hos#> is the
host name of the server and <VzrtualDirectory> is the name of the Virtual Directory you created.
Make sure to sign in and sign out of each NetQoS product on the modified server and verify that your
change occurred.

Note: Administrators should be aware that their updates to the Single Sign-On website only affect
those NetQoS products that are on the same server because of the distributed architecture.

SINGLE SIGN-ON AND SECURE SOCKETS LAYER AND
CERTIFICATES

By default, the Single Sign-On website uses the HTTP protocol. For most customers, this setup will
suffice. However, some administrators may choose to have more enhanced security. This section gives
pointers for those who wish to use Secure Sockets Layer (SSL) and certificates in IIS.

Although HT'TP is the primary protocol for most websites on the Internet, it does have its drawbacks.
In particular, all of the traffic between the client and the server is done in clear text. This means that
there is the potential for someone to view data being transferred back and forth. That said, you can
encrypt the information being transmitted by configuring the Single Sign-On website to use SSL. In
order to successfully use SSL though, you need to obtain a server certificate. These can be obtained
locally or via a trusted third party. Some administrators may also choose to use client certificates for
further security.

Configuring a website in IIS to use SSL, server certificates, and client certificates is outside the scope
of this document. However, the following Microsoft article gives an in-depth discussion of the use of
these 11IS website security features. Likewise, it provides links to other technical documents that give
instructions for setting up SSL and obtaining and installing server and client certificates in IIS 6.0.

SSL and Certificates (11S 6.0): http://www.microsoft.com/technet/prodtechnol/
WindowsServer2003/Library/11S/559bb9d5-0515-4397-83e0-c403c5ed86fTe.mspx?mfr=true

Please note, if you do choose to use SSL and certificates with the Single Sign-On website, you will
need to update the various NetQoS products on the same server with your new Single Sign-On
website URL scheme (ie: https) and port (ie: 443). Each product needs this information so that they
can redirect a user if they are not authenticated. This step can be done using the Single Sign-On
Configuration Tool. You will need to override the Scheme and Port values under the Single Sign-On
tab for each product in the Single Sign-On Configuration Tool. For more details on this step, please
see “Single Sign-On Configuration Tool” on page 21.

Note: Administrators should be aware that their updates to the Single Sign-On website only affect
those NetQoS products that are on the same server because of the distributed architecture.
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Setting Up Single Sign-On

Using SSL Certificates

1. On the NetQoS product server, open 1IS; click start->programs->administrative tools->1IS

2. Select the Website tab.

Default Web Site Properties 21xl
Directaory Security I HTTP Headers I Cuskom Errars I ASPL.MET I
Web Site Performance I ISAPI Filters I Home Directary I Docurments

~Web site identification

Descripkion: te
IP address: I {all Unassigned) j Advanced... |
TCP port: I a0 SSLpork: | 443

[~ Connections

Connection Eimeout: I 120 seconds

V¥ Enable HTTP keep-alives

—I¥ Enable logging

Active log Format:
IMicrosoFt 115 Log File Format

j Properties... |

OF I Cancel | Apply |

Help |

3. In the SSL port field, enter 443.

4. Open the Single Sign On Configuration Tool.

D:\NETQOS\SingleSignOnConfigurationTool\SsoConfig.exe

5. Select the Single-Sign On tab.
Change the Scheme to https.
Change the Port to 443.

© ® N >

Navigate to D:\NETQOS\SingleSignOn\ Configuration

In Notepad, open the productname.xml file for the appropriate product in .

Note: You will need to perform this step for each NetQoS appliance.

| & D::NETQOS" SingleSignOn', Configuration =S|
File Edit Miew Favorites Tools  Help | "‘.'
Qeak - &) - (¥ | ) Search [ Folders | & (30 3 ) | -
Address Ilﬂ [ AMETOQOS)SingleSignont Configur ation j Go
Hame = _ | Size | Tvpe | Date Modified m

1KE =ML Document

1

5/2/2008 11:28 AM A
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Setting Up Single Sign-On

10. Change the <scheme> https.

Note: The web service will not be impacted by this change. Only data delivered to the web browser
will be encrypted.

=10l =]

P Reporterfnalyzer.xml - Notepad
Elle Edit Format Wew Help
<?xm] wversion="1.0" encoding="utf-8" 7> =
<configuration>

<singlesignonEnabled>True</singlesignonEnableds

<singlesignonProductcode>ra</singlesignonProductCodes

<signInPageprroductTitles<! [CoaTalnetqos<sups<font class="superscript”>%</font></sup> Reporteranalyzer<sups<font class="super

<signInPageProductbescriptions=Network Traffic analysis</SignInPageProductbescription:
ninPagerroductbefaulturls

e

<Ports></ports
<Pathandquerys,rasdefault. aspx</Pathandquery>
</SignInPageProductbefaulturs
<singlesignonwehserviceurls
<scheme>httpe/schame>
<Port></Ports>
<Pathandquerys Reporterbatasource/singlesignonws. asmx</Pathandguerys
</singlesignonwebsarviceurls
</Configuration-

=

4 | Hz

I1.From the Start button, go to Control Panel/Administration Tools/Internet Information Services
(11S) Manager.

12. Open the NPC folder.

13. Right-click the config.xml File in the right hand window to and select Properties.
14.Click the HTTP Headers tab and set the Website content to Expire after 1 Day(s).

I5. Click OK to close the window.

16.Right-click the Flex_bin folder in the right hand window and select Properties.
17.Click the HTTP Headers tab and set the website content to Expire after 1 Day(s).

18. Click OK to save the settings.

19. Perform a command prompt IIS reset.

Note: Users must clear their cache to see the changes.

20. Open the product.

21.Click Continue to this Website (not recommended) when you receive the There is a problem with this

website’s security certificate message.

22.1n the browser address bat, the address should be an https:// address.

/= Sign In - Windows Internet Explorer

et T ‘ﬁi https:/f10.0.25. 28/SingleSignOnySignin, aspx?osoProduckCode=ragSsoR edirectU="%2FRAY:2Fdef ault, aspx Vl@] Certificate Error I 4| X
" |

File Edit View Favorites Tools Help
7 - (O~ |web Search < [3sBookmarks= [ Settings ~ IMessengers L7 Mail = 8§ Myspace D Mews -

& &

Note: To change the port, repeat the steps using a different port and perform an iisreset.

EsignIn | | -8 s - [:Page v
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Setting Up Single Sign-On

Using SSL Certificates with NetQoS NetVoyant

The NetVoyant Console is a Java application that requires some configuration changes to work with
SSL certificates. This document describes the configuration changes and how to get the Console to
recognize the certificate. Perform the following steps to configure SSL certificates to work with the
NetVoyant Console.

Find or Export the SSL Certificate

Copy the SSL certificate to the NetVoyant directory. For this example, we will use the file name
iis._cer. this can be the original certificate file received from the organization that signed the
certificate or it can be exported using the Microsoft Management Console.

If you want to export a certificate, here are the basic steps:

I. Click Start > Run.

2. Type mmc. A new console will open:

=
“ﬁ] Flle  Action Yiew Favorites Window Help |- ﬂ|1|
> |EB e

{3 Console Rook Name [

There are no ikems ta show in this view,

| \
3. Go to File > Add/Remove Snap-In.

Add/Removye Snap-in ﬂll

Standalone | Extensions I

LUze thiz page to add or remove a standalone Snap-in from the conzole.

Snap-ins added to: |E5) [

r— Description

Add... Eemove About.... |

()8 I Cancel
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Setting Up Single Sign-On

4. Click Add.

Add Standalone Snap-in 2=l

Awailable Standalone Snap-ins:

Shap-in | Wendor | -
5_% MET Framewaork 1.1 Configuration Microzoft Corporation
5_% MET Framework 2.0 Configuration Microzoft Corporation

gﬁlActiveX Contral Microzoft Corporation
Microzoft Corporation —

@ Component Services Microzoft Corporation

Q Computer Management Microzoft Corporation

B Device M anager Microzoft Corporation

e Dizk. Defragmenter Microsoft Corp, Executi...

gDisk M anagement Microsoft and VERITAS..

Event Wiewer Microsoft Corporation LI

- Description
The Certificates snap-in allows you to browse the contents of the
certificate stores for yourself, a service, or a computer.

fdd Cose |

5. Select Certificates and click Add.

cates snap-in ﬂ

Thiz snap-in will alwaps manage certificates for:

" My user account

" Service account

< Back I Mest » I Cancel

6. Select the Computer account and click Next.

Select Computer =

Select the computer you want thiz snap-in ko manage.

Thiz snap-in will always manage:

& { ocal computer: [the computer this console is wnning onk

" Another computer: I Browse... |

[~ Allow the selected computer to be changed when launching from the command line. This
only applies if you zave the conzole.

< Back I Finizh I Cancel
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Setting Up Single Sign-On

7. Select Local Computer (the default) and click Finish.

Add Standalone Snap-in 2=l

Awailable Standalone Snap-ins:

Shap-in

| Wendor | -

5_% MET Framewark 1.1 Configuration
5_% MET Framewark 2.0 Configuration
gﬁlActiveX Contral

@ Compaonent Services
Q Computer Management
B Device M anager

e Disk Defragmenter

g Disk Management
Event Wiewer

Microzoft Corporation
Microzoft Corporation
Microzoft Corporation
Microzoft Corporation —
Microzoft Corporation
Microzoft Corporation
Microzoft Corporation
Microsoft Corp, Executi...
Microsoft and VERITAS..
Microzoft Corporation LI

- Description

The Certificates snap-in allows you to browse the contents of the
certificate stores for yourself, a service, or a computer.

Add LClose

8. Click Close.

AU Py Siag-in

Glarcszae | Foierarrs|

e ik 2z e cdd or me=reer Az aa-choee Snopis iem bz sl

=]

Eav e vleee e I.c__.‘ “reeakr Eaal

=l &l

Canlifiz e [Lazs Compeie|

—IDescl'pu':-r

L E reears et |

L= I Larvel

9. Click OK.

10. Expand Personal and then Certificates. Select the certificate (there may be more than one).

"7 Cansoled - |Cansole Root"Ceskiticater {Local Computer]:Pes sonaly Caitilicot

f Elz gcton  Mow Fowctcs  Matdow 4ol

e EE e rER

=131
=l =

|0 Conisak: Sk
CHE Cerldioases iLousl Tomnoer)
(23 s
57 el
=-(C3 11 sw- Roat D =i frahen AT
3-122 Zreepe 5z
3- [ Izsrwesiaze Cerblizazon fthorizes

S [Ea] ilaabed Cerliiaes

_1 [ thied err dank s erbfRmATen Goteoe
F-[3 Toew Pooid=

= [C0 ¢ e feetal =relmerk Brmests
BRG]

Ll B | K1

Parzoncl sove comkahis | ez foake,
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Setting Up Single Sign-On

I'1.Right click on the certificate and select All Tasks, then Export. The export wizard will start.

Cerlificale Expurl Wicard |
Wadoorrwe Ton Ther Coerlilical o Fxporl
Wizard
=i e Dzl wou Loy e _fiales, e _fiale sl
Ists and zertficste revocaz o™ lkts from a sertficste
shor bo wour 213,
& ~rrbbirete, whic- is iaed - & srbiestion aitbar, is
anarma.n ol v ety a Je si o nelion
rotec: data ot bo eztablich czeure nstwors
A Jerbfczhe so2re & the #vsiom arca whare
5 a2 hest
= cobiuz, clck host,
Cand
12. Click Next.
=]

Expurl Privale Ky
Hea1 o chareee b =imn o= He e webe key with e ce - oabe,

Puivcalse beys are pesesnnd protecle . T pu_ i o eepurl e priveale s allile
cazfizate, »o- MU bvpe = pasword oo a lzke page

D= you watk bo expott e SHvazs bay wWith 2-e czrtcate™

Ca el

13.Select No, do not export the private key and click Next.

livali Expuorl Wicand

Expurl Fill: Furinial
C=ihrabrs oon bes mapeibes in = caieby a- He miracs.

E

[ Cppooyr=p i Masvmy= Sailas Soanoar - - TKTS A7 Carli udles § PFE)
I Sindids ol certifiearss i Wi entfietian path sk

™| el = allicertificazzs i~ thc sertficshizn path fpessbl:
= bricbk strona srozzebion 20125 Jk bl R L 51 o chove)

I ez the shivacz L f the cipert 5 succcssf

st Bauh [ Ca o
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Setting Up Single Sign-On

14.Select DER encoded binary X.509 (.CER) and click Next.

Cerlilivale Exporl Wizand

Fill: Lu Enpurrd
Siperby e neree ok -=r He pe wirk == st

E

Fie aus:

| [T S

I5. Browse to the D:NetVoyant directory and enter a filename such as 1is.cer. Click Next.

Cerlilivale Exporl Wizand

Cornpleling Thwe Corlilical o Fxporl
Wizard

“_u e sutessfully Lin pelead Urs C=rli e Evporl
wlzard,

*=zu b specfizd the Folzvi-g scthmgs:

FlzHzn e Fryel’
E=pIrt koys Ha
Tindude =l ves lialesin . e czrli udivnpzlli R
Flz Format LEREr
N [ —— 1|

E

sgak [ Fel | cad

16.Click Finish.

You should see this message:

Certificate ERpotk =|

Thi espcrt wag _ccsss_|,
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Setting Up Single Sign-On

Import the certificate into the Java certificate store

From the command prompt, enter the following commands. This assumes the default installation of
the NetVoyant software. Some of the information will be different based on the server’s actual name.
The bold text indicates the text the user will type:

D:

D:\> cd \NetVoyant\jre\lib\security

D:\NetVoyant\jre\lib\security>..\..\bin\keytool -import -v -trustcacerts -file D:\NetVoyant\iis.cer -
keystore cacerts

Picked up _JAVA_OPTIONS: -Dsun.java2d.d3d=false
Enter keystore password: changeit
Owner: CN=devmn
Issuer: CN=devmn
Serial number: -196c8fe3bc87c68b03563230125923e
Valid from: Fri Oct 03 10:28:34 CDT 2008 until: Fri Oct 10 10:28:34 CDT 2008
Certificate fingerprints:
MD5: 6C:B4:A4:58:95:85:9E:B9:3C:1A:48:F1:2B:AB:1A:F9
SHAl: 67:6F:C6:2F:82:76:CE:DC:1D:D0:DD:B1:21:6E:40:A0:3C:F9:FE:7A
Trust this certificate? [no]: yes
Certificate was added to keystore

[Saving cacerts]

Modify the Console Command Line

The following option needs to be added to the Console command line arguments:
-Djavax.net._ssl._trustStore=F:/NetVoyant/jre/lib/security/cacerts

It’s also possible to create a different key storage file. See the documentation on the Java keystore tool
for further information.
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Other Configuration Notes

The preceding steps will resolve problems when the SSO or NetQoS Performance Center website is
using an SSL certificate. Make sure to make the proper adjustments to the SSO configuration using
the SSO Configuration Utility. Note that it’s possible that you may need to import more than one
certificate in the certificate file (cacerts) depending upon the server configuration. For example, if you
have an NetQoS Performance Center using SSL on a different system and are also planning on using
SSL on the NetQoS NetVoyant server, you would have two certificates that need to be imported.

The NetQoS NetVoyant reporting website defaults to the following URL:

http://<servername>/

Where <servername> is the hostname of the NetVoyant Server. If the NetQoS NetVoyant website
will be using SSL, then you will need to manually add a property denoting the correct URL. This is
done using the MySQL command line utility on the NetQoS NetVoyant server and entering the
following command:

mysgl> insert into properties values(1l, "webServer®, 18, "https://devmn.netqos.com/
".2,2);

Change the URL above to one to match your system and restart the Console. If you are using a non-
standard port, you will need to adjust the URL accordingly:

mysgl> insert into properties values(1l, “"webServer®, 18, “http://
devmn.netqos.com:8080/",2,2);

18
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Setting Up Single Sign-On

WINDOWS AUTHENTICATION CONFIGURATION NOTES

The Windows Authentication feature of Single Sign-On requires adding NetQoS Performance Center
server to the Local Intranet site list that is found within Internet Explorer's internet options on each

client. Both the http and https protocols should be added using either the IP address or hostname of
the NetQoS Performance Center server. This change can be automatically pushed to client machines
which are joined to a domain by use of group policy. Any client machine on the domain which does

not have the NetQoS Performance Center server added to this list will display domain authentication
prompts prior to accessing the NetQoS Performance Center user interface.

If you are using Windows Authentication and you have existing NetQoS Performance Center user
accounts with corresponding Windows Domain accounts, then you need to change the
Authentication Type to External for the user account in NetQoS Performance Center. For additional
information about configuring user accounts, see the NetQoS Performance Center User and
Administrator Guide. Users will not be able to log in to NetQoS Performance Center until this
change is made.

Configuring Firefox for Single Sign-On Windows Authentication

The following changes need to be made in FireFox to support the Single Sign-On Windows
Authentication feature:

I. Open Firefox and type about:config in the address bar.
2. Type network.automatic-ntlm-auth.trusted-uris in the filter field.
3. Double click the name of the preference that you just searched for.

4. Enter the URLs of the sites you wish to pass Windows Authentication info to. This would
generally include both http and https instances of each of the NetQoS products you will be
accessing. These values are separated by commas. For example, you could enter the following:

http://192.168.8.45,https://192.168.8.45

Troubleshooting User Account Log In Issues

If you use Windows Authentication to access a NetQoS product, there have been rare cases where the
user account that is logged in is not the correct account. If this occurs, you must clear the stored user
names and passwords for the host where SSO resides. For instance, if SSO is located on 192.168.1.2
then you would remove the stored user names and password for that IP address.

To clear stored user names and passwords

I. Click Start on your desktop.

2. Click Control Panel.

3. Double-click User Accounts.

4. Click the Advanced tab, then click Manage Passwords.

5. Select the entry you want to delete, then click Remove.

NetQoS Single Sign-On 6.1 User Guide 19
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CHAPTER 2 Single Sign-On
Configuration Tool

The Single Sign-On Configuration Tool is a Windows application that gives administrators the ability
to adjust the settings used by the Single Sign-On website and its associated NetQoS products.

The Single Sign-on configuration tool does the following:

= Configures various NetQoS products located on the same server as the tool to use LDAP and
Windows authentication. All of the LDAP and Windows Authentication settings for each product
are setup using this tool. An administrator can test their configuration by simply entering the
appropriate settings. This particular feature is useful when trying to troubleshoot issues with
particular settings.

= Updates the Single Sign-On Virtual Directory that each product references. If you added a new
Single Sign-On Virtual Directory, as discussed in the above sections, then you will need to use this
tool to sync up each of the NetQoS products on the modified server to know where to redirect
users when they do not authenticate.

You will also need this tool if you updated the Single Sign-On website to use SSL. Both the Single
Sign-On scheme and port will be affected by this change. The Single Sign-On Configuration Tool
gives administrators the ability to easily update these values in all of the necessary products.

Note: Changes made in the Single Sign-On configuration tool only affect newly created LDAP and
Windows Authentication users. They do not apply to existing LDAP and Windows Authentication
users registered within NetQoS Performance Center.
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Single Sign-On Configuration Tool

USING THE SINGLE SIGN-ON CONFIGURATION TooOL

To access the tool, click the shortcut titled Single Sign-On Configuration Tool on the Desktop of each

server that hosts a Single Sign-On website. If you can’t find this shortcut on the Desktop, then you
can get to it using the following path:

D:\NETQOS\SingleSignOnConfigurationTool\SsoConfig.exe

If you still can’t find the file, then search for SsoConfig.exe using Windows file search.

Once you open the Single Sign-On Configuration Tool, you should see the main dialog window.

Vs Overmidden
Enabled [Enabled F
‘Clore Accoun [Frpsses r
Inckide Domay [Gizabied I
Signrut Page Enatled |Enabled r
Test LDAF Chse

The main dialog window contains the following drop down lists:

Product drop down list: This drop down list is automatically populated with every NetQoS
product on the server that uses the Single Sign-On website. The administrator has the ability to
modify the settings for each of these products.

The combination of the selected product and priority determine which values will be shown in the
tool and which values can be updated.

The Priority order is as follows:

Local Override settings can be changed for all products. If a Local Override value exists, that will
always take precedence over both the Remote Value and Default Value settings.

Remote Value settings have the next highest precedence. Remote Value settings can only be
changed by Administrators if the product they are modifying is the Performance Center. The
Remote Value settings are propagated down to every other NetQoS product. If an administrator
changes a Remote Value setting then that value will end up in each and every NetQoS product. So,
if a Remote Value setting exists and a Local Override does not, then the Remote Value setting will

be used.

Default Value settings are the settings that are shipped with each product. Administrators do not
have the ability to change the Default Value settings. They effectively act as a baseline. And, if both
the Local Override and Remote Value settings are not present then the Default Value will be used.

Note: The main dialog window also has four tabs: LDAP, Windows Authentication, Performance

Center, and Single Sign-on. Each tab shows the possible values that can be updated for that category.
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The following graphics show the Performance Center and Single Sign-On values.
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Notice in the preceding view that one of the overridden checkboxes is checked and the others are not.
The one that is checked overrides the Default Value. The ones that are not checked do not have a

Remote Value and therefore use the Default Value instead.

If Local Override was selected as the priority then the checked values would override both the Default

Value and the Remote Value, if it existed. Unchecked items would either use the Remote Value, if it
existed, or the Default Value if it did not.

The Single Sign-On Configuration Tool displays the value of the setting with the highest priority

relative to what is selected in the priority drop down list. If Remote Value was selected in the priority

drop down list and an overridden checkbox was not checked, we could guarantee that the value we

saw was the Default Value. If the overridden checkbox was checked, then we would be looking at the

Remote Value.
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As an example, let’s update the Virtual Directory setting under the Single Sign-On tab. Currently, it
has a value of SingleSignOn. Let’s change it to have a Local Override of SingleSignOn2. To do this, we
will click on the Virtual Directory link. The following window will be displayed.

update ¥alue [_[C]
Category Single Sign-On
Property Wirtual Directory
Dsfauit [SingleSiann
Yalue [SingleSignn I” Overidden
Exarnple: [SingleSiann
Description Thiz field zpecifies the 115 virtual directary that products can use to access the Single Sign-On application. :I
Cancel

Notice the category and property at the top. Next, there is a default value. This cannot be changed. It
is there to show what value was shipped for this particular setting. Next, we have the actual value of
SingleSignOn. If we check the Overridden checkbox then the value textbox will not be disabled and
we can update its value. After that, we have an example value and a description of the setting,

Update Value M=
Category Single Sign-On
Property Vittual Ditectory
Default [SingleSignan
Value [SingleSignan2 ¥ Overidden
Example [SingleSignan
Deseription  [This field speciies the I15 vitual diecton that products can use to access the Single Sign-On application] = |
Save Cancel

By checking the Overridden checkbox, we can change the value of this setting to be SingleSignOn2. If
we uncheck the Overridden checkbox, then the value will go back to what it was before and the
textbox will be disabled again. The Overridden checkbox tells the Single Sign-On Configuration Tool
that you want to update the value. Click Save and the window will close.

Notice in the following view that the Overridden checkbox is now checked and the value is
SingleSignOn2. This tells an administrator that the Virtual Directory value is actually a Local
Override. The Performance Center will now direct all unauthenticated users to the Single Sign-On
website with a Virtual Directory of SingleSignOn2.

Single Sign-0n Configuration Tool [_ o]
Product [Ferfomance Center x| Pty [Fremote Value =l
LDAP | Performance Center  Single Signiin|
Value Dvenidden
Anonymous User Enabled [Disabled 74
Anonymous User D [z ]
Localhost User Signdn Page Enabled  [Disabled =
Localhost User Enabled [Enabled ]
Localhost User ID [1 ]
Cackie Timeout Minutes [0 ]
Encruntion Decruption Key [4i8bUa3 74
Failed Sleep Seconds [z ]
Bemember Me Enabled [Enabled ]
Bemember be Timeaut Das [15 ]
Scheme [httn [
Pt | r
Vitugl Directory [SingleSignin2 9
Test LDAP Close
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TESTING THE LDAP CONFIGURATION SETTINGS

Aside from updating values, another important feature of the Single Sign-On Configuration Tool is
the ability to test the LDAP configuration settings. Click the Test LDAP button in the bottom left-
hand corner of the main dialog to access the main LDAP testing window. The main LDAP test
window has a textbox for a username and a password. After entering the username and password,
click Test and see the results. The settings under the LDAP tab on the main dialog window will be
used in this test.

I. Enter a username and a password that you know will authenticate using LDAP. After clicking the
Test button, assuming that you have the proper LDAP settings, you will see this message:

The username and password you entered successfully authenticated,

2. Click OK and the message will close. The results of the LDAP authentication process will be
displayed for the administrator. During the LDAP authentication process there are numerous steps
that are recorded. These help administrators to troubleshoot issues when they arise. This example

worked propertly.
[ Test LDAP [ [CI=]
Usemame  [testuser
Password [
Cancel
Result
[Attemping LOAP connection using the fallowing values, Search domain = =]

LDAP://ad1 /CN=Users DC=company, DC=local, Connaction user = testuser.

Preparing to search for the conect entry in the directory.

Search sting = [sAMAccountN ame=testuser]

Searching for the comect entry in the directory.

L aioking within the results b find the first entry

Build usemame and password.

Account User = "{sAMAccounttame]

Account Password = "

This user will use usamane “testuser” with password ™ with user clone “nqussr”’
Checking to see if this user is in one of our groups.

Checking to see if this user is & member of group using domain “LDAP:/ad] /CN=Users,
Test,CH=Users DC=compary.DC=local and fiter “[member0f=CHN=CEC_Al

Employees, CN=Users DC=compary.D C=local)”.

Found match

Becount = "{saMAccounttame}”

Passwinrd ="

Account Clone = "ngadmin

This user has been updated to use usamame “testuser” with password ™ with user clane “ngadmin’

]

3. To demonstrate what happens when there is an issue, enter an incorrect password. The following
message will appear.

The username and passwaord you entered did not authenticate, Please refer to the Result section to determine the error,
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4. Click the OK button to close this pop up and to get more details about the error. After parsing
through the results, there is a line that states Logon failure:unknown user name or bad
password. This is consistent with the test since the password was incorrect for testuser.

J[E E3
Usemame Ilesluser
Password | *******

Cancel
Result

\Attemping LDAP connection wsing the following values: Search domain = ;I
LDAP:/#ad1/CM=Users,D C=company,DC=lacal, Connection user = testuser.

Preparing to search for the comrect entry in the directory.

Search string = [sAMAccounti ame=testuser).

Searching for the comect entry in the directom,

Loaking within the: results ta find the first entry.

Wan exception was thrown:

Source: System.DirectonyServices

Message: Lagon failure: unknown user name or bad password.

Stack:  at Swstem. DirectoyS ervices. DirectaryEntry. Bind(B oolzan thiowl fF ail)

at System.DirectomS ervices. DirectomE ntm. Bind[]
at System DirectoryS ervices. DirectoryE ntry.get_AdsObject]]
at System.DirectoryS ervices. DirectoryS earcher. Findal[Boalean findMoreThanDne]
at System.DirectoryS ervices. DirectoryS earcher. FindDnef]
at MetloS.SingleSign0nConfigurationT ool Testl dap. Ldapluthentication(] in
D:AWETEOS S ingleSighOnConfigurationT ool T est_dap.catline 217

[z}

The LDAP testing feature can be used for more than just testing user accounts. A real world example
would be using this tool to troubleshoot LDAP settings during an initial configuration. Using the
tracing feature in the results log, this tool will hopefully make that task much easier.
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CHAPTER 3 Properties in the
Configuration Tool

This section contains a list of all of the fields, with descriptions, that can be modified using the Single
Sign-On Configuration Tool:

= “LDAP Fields” on page 28
= “Windows Authentication” on page 30
* “Performance Center” on page 31

* “Single Sign-On” on page 33
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LDAP FIELDS

Connection User

This field defines the user ID that the login server uses to connect to the LDAP server. This LDAP
user name will be used to bind to the server. For example, if the login server uses a fixed account, you
would enter text like the following:

CN=The User, cn=Users, dc=domain, dc=com
If the login server uses the user ID entered on the login form, you would enter:
{0}

Complex configurations need to have the user principle name in order to identify the user. To do this,
simply put {O}@domain.com where their email is the domain name. For example:

{0}@domain.com

If the LDAP server requires a full Dn, you could also enter the following:

CN={0}, Cn=Users, dc=domain, dc=com

In this case, the user would log in with their log in names such as John Doe.

Note: For security reasons, you should not make the connection user a static account. The LDAP

authentication only checks the password when binding to the server. If you use a static account, any
user that exists in the LDAP tree will be able to log in with any password.

Connection Password

This field defines the password that the login server uses to connect to the LDAP server. For
example, if the login server uses a fixed account, you would enter text like the following:

SomePassword

If the login server uses the password entered on the login form, you would enter:
{1}
Search Domain

This field indicates the LDAP protocol, server, and initial search domain. It also identifies where
searching starts when verifying account credentials. Typical entries would look like the following:

LDAP://1ocalhost/dc=companydoman,dc=com
LDAP://svr/CN=Users,DC=company,DC=local

If you have an Active Directory setup as QASG . local, your search domain string will be:
LDAP://qasg- local/dc=qas,dc=local

Search String

This field and the Search Scope field specify the criteria used to locate the correct record for the user.
If only a subset of LDAP users is allowed to log in, the search string can be used to look for multiple
properties within the record. This field can contain any valid LDAP search criteria. The following is
an example of a valid entry for this field:

(SamAccountname={0})

28
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Search Scope

This field and the Search String field specify the criteria used to locate the correct record for the user.
This field determines whether the LDAP server should search in the current directory (OneLevel), all
subdirectories (Subtree), or limit the search to the base object (Base). Most installations should use
Subtree. OneLevel matches objects in the current directory and prevents unexpected matches deeper
in the LDAP directory.

Encryption

If this flag is set to true, it attaches a cryptographic signature to the message that both identifies the
sender and ensures that the message has not been modified in transit. If the LDAP server you are
connecting to is configured for encryption, select this checkbox.

SSL

If this flag is set to true, it attaches a cryptographic signature to the message that both identifies the
sender and ensures that the message has not been modified in transit. Active Directory requires the
Certificate Server be installed to support Secure Sockets Layer (SSL) encryption. If the LDAP server
you are connecting to is configured for SSL, select this checkbox.

You must install your client certificate in the following directory if you would like to enable SSL
communcation with your LDAP server:

Console Root\Certificates (Local Computer)\Trusted Root Certification
Authorities\Certificates

Secure

When this option is set, the authentication API tries to authenticate via Kerberos first and then
attempts to use NTLM if Kerberos fails. In general, this should be enabled.

Server Bind

Enable this by default. If you encounter problems, you can disable this option.

User Bind

This field specifies whether or not to do an additional bind using the user's DN and password to
validate their credentials.

Account User

This field and the Account Password field specify the NetQoS Performance Center default account to
which to map validated LDAP users who do not have a group membership. If a valid user does not
match any group definitions, the user is logged in with the default user ID specified in this field.

If you want the default account to have minimal privileges, you can enter:
nquser
nq
If you want to allow all the users to log in with their user name, this field should be:
{SAMAccountname}
{SAMAccountname} or {CN}

Note: The account user field should be a field from the user entry. Typically, this will match your
search filter.
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Account User Default Clone

This field enables you to specify a user account to clone if validated LDAP users are members of a
group other than the ones specified in the Groups field. If you want such users to have minimal
privileges, you can clone the nquser account by entering:

nquser

Note: The account that you specify in this field must be a preexisting account.

Groups
This field enables you to set up default account handling for selected accounts or groups of accounts.

For example, to enable all members of a group to log in using an admin account, you could enter:

<LDAPGroups><Group searchTag="memberOf" searchString="CN=SEC_All
Employees,CN=Users,DC=company,DC=1ocal" user="{sAMAccountName}" passwd="""
userClone=""admin"/></LDAPGroups>

WINDOWS AUTHENTICATION

Note: If you are using Windows Authentication and you have existing NetQoS Performance Center
user accounts with corresponding Windows Domain accounts, then you need to change the
Authentication Type to External for the user account in NetQoS Performance Center. For additional
information about configuring user accounts, see the NetQoS Performance Center User and
Administrator Guide. Users will not be able to log in to NetQoS Performance Center until this
change is made.

Enabled

This field specifies whether or not Windows Authentication is enabled.

Clone Account (Optional)

This field enables you to specify a user account to clone if the Windows user name does not already
exist in the product. If you want such users to have minimal privileges, you can clone the nquser
account by entering nquser. A permanent account will be created for the user with the permissions
from the cloned account.

Note: The account that you specify in this field must be a preexisting account.

Note: The Anonymous User login will take precedence over Windows Authentication.

Include Domain

This field specifies whether or not the Windows domain will be included as part of the product user
name. For example, let's assume your domain name is "NetQoS" and your Windows user name is
"JSmith". If this option were enabled then your product user name would become JSmith@NetQoS.
Note, the format will always be <User Name>@<Domain Name>. If this option were disabled then
your product user name would be JSmith.

Sign-Out Page Enabled

This field specifies whether or not Windows Authentication users will see a sign-out page after
manually logging out of the product. If the user that signed out has a domain account, this sign-out
page gives users the ability to sign in with a different account or sign in again with the same account.
If this field is disabled then the users will simply be redirected to the regular sign-in page.
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PERFORMANCE CENTER

Important: These settings should be set in the NetQoS Performance Center user interface. The
changes made in NetQoS Performance Center will automatically be propagated to Single Sign-On.
The option to change these settings are made available to help troubleshoot issues or for special
situations. Please consult with CA Support when you are considering changing these settings.

Web Service Scheme

This field specifies the URL scheme that the Single Sign-On application can use to access the
Performance Center web service.

Web Service Host

This field specifies the URL host that the Single Sign-On application can use to access the
Performance Center web service.

Web Service Port

This field specifies the URL port that the Single Sign-On application can use to access the
Performance Center web service.

Web Service Inventory

This field specifies the URL path that the Single Sign-On application can use to access the
Performance Center Inventory web service.

Web Service Product Request

This field specifies the URL path that the Single Sign-On application can use to access the
Performance Center Product Request web service.

Web Site Scheme

This field specifies the URL scheme that the Single Sign-On application can use to access the
Performance Center.

Web Site Host

This field specifies the URL host that the Single Sign-On application can use to access the
Performance Center.

Web Site Port

This field specifies the URL port that the Single Sign-On application can use to access the
Performance Center.

Web Site Path

This field specifies the URL path that the Single Sign-On application can use to access the
Performance Center.

SMTP Enabled
This field specifies whether SMTP is enabled or disabled.
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SMTP Server Address

Enter the IP address or domain name of the server to use to send pages or reports by email from the NetQoS

Performance Centet.

SMTP Port
This field specifies the SMTP Port.

SMTP SSL
This field specifies whether or not SMTP SSL is enabled.

Email Reply Address

Enter the email address from which the NetQoS Performance Center sends reports.

Email Format

Select either HTML or Text format for the email messages generated by the NetQoS Performance Center.

Note: If you are using email to automatically send event notifications, this should be set to HTML to

help ensure proper formatting,

SMTP Username

(Optional) Enter the username.

SMTP Password
(Optional) Enter the password.
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SINGLE SIGN-ON

Anonymous User Enabled

This field specifies whether or not the sign-in page will appear when users attempt to enter a product.
The Anonymous User ID field is required if this field is checked. In this scenario, the user will not
see the sign-in screen when they attempt to enter a product and they'll be signed in as the user
associated with the Anonymous User ID ficld.

If the user is on the Single Sign-On application server and both the Localhost User Enabled and
Anonymous User Enabled fields are checked, then the Localhost User Enabled field takes
precedence.

Note: The Anonymous User login will take precedence over Windows Authentication.

Anonymous User ID

This field is used only if the Anonymous User Enabled field is checked. It specifies the User ID that
will be used to automatically authenticate the user and bypass the sign-in screen. The value 1 is the
User ID for nqadmin. The value 2 is the User ID for nquser.

Localhost User Sign-In Page Enabled

This field specifies whether or not the sign-in page will show up if the user is on the Single Sign-On
application server. If it is not checked, then the Localhost User Enabled field is required to be
checked and the Localhost User ID field is required to have a valid product User ID. In this
scenario, these fields will be used to automatically sign in the user to the product and bypass the sign-
in screen. If the Localhost User Sign-In Page Enabled ficld is checked, then the sign-in page will
show up despite the fact that the user is on the Single Sign-On application server.

Localhost User Enabled

This field specifies whether or not a user will automatically be signed in if they are on the Single Sign-
On application server. The Localhost User ID field is required if this field is checked.

Also, if the Localhost User Sign-In Page Enabled field is checked, then this field will only come
into play if the user does not enter a username or password and clicks the sign-in button. In this
scenario, the user will enter the product as the user that is associated with the Localhost User ID
field. If they do enter a username and password then those credentials will be used to authenticate
them. If the Localhost User Sign-In Page Enabled field is not checked, and this field is checked,
then the user will bypass the sign-in page and will enter the product as the user associated with the
Localhost User ID field.

If the user is on the Single Sign-On application server and both the Localhost User Enabled and
Anonymous User Enabled fields are checked, then the Localhost User Enabled ficld takes
precedence.

Localhost User ID

This field is used only if the Localhost User Enabled field is checked. It specifies the User ID that
will be used to automatically authenticate the user and bypass the sign-in screen when they are on the
Single Sign-On application server. The value 1is the User ID for nqadmin. The value 2 is the User
ID for nquser.
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Cookie Timeout Minutes

This field specifies the number of minutes that pass before a Single Sign-On cookie expires. Each
time a user does something in a NetQoS product the cookie timeout starts over. However, if the
cookie does timeout then the user is required to reauthenticate.

If NetQoS ReporterAnalyzer is integrated with the NetQoS Performance Center, the
ReporterAnalyzer value will default to the NetQoS Performance Center value and ReporterAnalyzer
will no longer honor the time-out value configured in IIS.

Note: If you override the default cookie timeout value of 20 minutes, log into the NetQoS
Performance Center server and modify the file web.config in the path D:\netqos\portal\website\
using a text editor such as Notepad. Search for the string “InProc” and move to the end of this line.
Modify the timeout value to equal your new cookie timeout value that was saved in the SSO tool.
Save the changes and close the file

Encryption Decryption Key

This field specifies the key that is used to encrypt and decrypt the cookie that is used in conjunction
with the Single Sign-On application.

Failed Sleep Seconds

This field specifies the number of seconds the Single Sign-On application will wait after a failed sign-
in attempt.

Remember Me Enabled

This field specifies whether or not the Remember Me checkbox will show up on the sign-in page.

Remember Me Timeout Days

This field is used only if the Remember Me Enabled field is checked. It specifies the number of
days that will pass before a user that checked Remember Me on the sign-in page has to
reauthenticate. If this field is set to 0 then the Remember Me setting will not expire until the user
clicks the Sign Out link in a NetQoS product.

Scheme

This field specifies the URL scheme that NetQoS products can use to access the Single Sign-On
application.

Port

This field specifies the URL port that NetQoS products can use to access the Single Sign-On
application.

Virtual Directory
This field specifies the IIS virtual directory that NetQoS products can use to access the Single Sign-
On application.

Note: Administrators should be aware that their updates to the Single Sign-On website only affect
those NetQoS products that are on the same server because of the distributed architecture.
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