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Value Proposition

CA Spectrum

Analytics Driven, Agile Monitoring For Today‘s Networks

Fault Management

CA Unified Infrastructure Management

Analytics Driven, Agile Monitoring For Today‘s Infrastructures

Performance Management
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Inventory Sync Overview

/‘
Bidirectional Sync and
Correlation of
Inventory

N

/‘

Root Cause Analysis and _<

Fault Isolation

N\
Single Topology View {

Configurable Sync
Intervals

» Selective inventory sync from CA Spectrum to CA UIM through global
collection

e VMWare and virtual servers sync from CA UIM to CA Spectrum
® QoS metrics sync from CA UIM to CA Spectrum
e Manage unreported inventory during the course of multiple syncs

® CA Spectrum RCA leveraged for CA Spectrum and CA UIM alarms

e Out-of-the-box condition correlation rules for physical and virtual
inventory

e Ability to create custom correlation domains

¢ View and monitor network devices, physical servers and virtual servers
within single pane of glass

e Full sync

* Incremental sync
e On demand sync
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Inventory Sync

CA Unified Infrastructure
Management

CA Spectrum

Infrastructure Network
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Inventory Sync

CA Unified Infrastructure Complete Topology View

Management

Infrastructure

CA Spectrum

Network
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Alarm Sync Overview
Fault and performance alarms in single view

Flexibility to Select the
Direction of Sync

Alarm Management

Configurable Sync
Intervals

<

<

<

e Bidirectional syncfrom CA UIM to CA Spectrum (default option)
e Syncfrom CA Spectrum to CA UIM
e Syncfrom CA UIM to CA Spectrum

e For alarmsoriginatingat CA UIM or CA Spectrumthrough either
of the solutions:

o Assign troubleshooter

o Clear/acknowledge alarms
o Ticket ID sync
e Rootcause alarmsand symptomaticalarmssyncto CA UIM

e Fullsync
* Incrementalsync
e On demandsync
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Alarm Sync

CA Spectrum

Fault Alarms

Alarm management

Real-time alarm updates sync

CA Unified Infrastructure
Management

Performance Alarms
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View Fault and Performance Alarms

Network and Infrastructure alarms are synced

File View Tools Help L R R AF-WCON N SRON <)

Navigation < | Contents: Universe of type Universe

Alarms | Topologyl Ustl Events | Information|

@ xvvysBudY Foh
Filtered By: Severity

ke

:

A P p 8 8 o A A A
al__|Aug 30, 2016 9:31:24 AM IST SPECTRUM 10.10.10.0 0.10.10.0 Directly M... WA_Link [ |WIDE-AREA
Aug 31,2016 2:05:27 PMIST  SPECTRUM ~ name 138.42.94.90 Direclly M... Catalyst..  MANAGEMEN
Aug 30,2016 10:22:08 AMIST  SPECTRUM  jun2300-9... userl  138.42.94.14 Directly M... 12300 ~ MANAGEMEN
Aug 30, 2016 8:41:06 PMIST  SPECTRUM  Stack  138.42.94.134 Directly M... Summit..  HIGH CPU UT

d Dashboard Repo Desig onfig o
| UnifiedServiceManager F -+ X ]
1] i @ o Actions + )
Alarms Total: 38 -
( i Y No Filter v @ E Actions ¥
‘ ‘ ‘ Host Message Time v Subsystem | Count ‘ ‘
L # & B specrhel7template The monitor specrhel7template.GuestState on nvm 43 is outsid| 8/31 5:19:45 PM Monitor 14 ([ B
| & B Karja0s-gns3.ca.com The monitor karja06-gns3.GuestState on nvmaa-vi outside ext| 8/31 5:19:45 PM Monitor 14 ([ 1
() # @ @ chumuol-esxa.ca.com The monitor chumu01-esx4.ca.com.Status on nvim 3 is outsid¢ 8/31 5:19:45 PM Monitor 14 ([3
LI % & ¥ vatasoi-rh7u2.ca.com The monitor vatas01-rh7u2.GuestState on nvm itside e3> 8/31 5:19:45 PM Monitor 14 [
L9 & 4 subvaoi-wzk3vz The monitor subva01-w2k3-v2.PowerState on nvm: 43 is outsid| 8/31 5:19:45 PM Monitor 14 ([}
[} compute The monitor compute.GuestState on nvmga-vc:443 Is butside expecte 8/31 5:19:45 PM Monitor 14 [}
w— - - w— w—
[} SDN-starter-kit The monitor SDN-starter-kit. PowerState on nvinga-vc: 443 is outside e 8/31 5:19:45 PM Monitor 14 D
L e B neme MANAGEMENT AGENT LOST 8/31 5:13:56 PM 1[0
Li¥ & B stk HIGH CPU UTILIZATION 8/30 B:41:46 PM 12
¥ & B un230096.4 MANAGEMENT AGENT LOST 8/30 2:54:16 PM 12 s
L # (=] E 10.10.10.0 WIDE-AREA LINK CONTACT LOST 8/30 9:31:40 AM 1|}
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Symptomatic Alarms Synced to Infrastructure

‘Summit X450848t0C

Confiouralion | Root Cause | Interfaces | Performance | Alarm History | Neighbors | Events | 11 view [ 500 virtus Dverlay [ 500 Servicevien|

ected alarm resulted i
of 3

Trouble Ticket [D UIM Alarm Id

[SPECTRUM kolpo02-f854 (0xl...
W1 1 [ [SPECTRUM ____[kolpo02-B54 (Ox1...
S SPECTRUM  kolpo02-f854 (Ox1...

Displaying 0 of 0

|Created By [Cleared On Cleared By

Unified Dashboards Reports Configuration X
UnifiedServiceManager F -+ x]
Spectrum
Youwe iy
T Actions v
“Baw 8- o -
=e
Sl Alarms 'Showing: 10f31 -
| ) Y o fiter » P
[ @ Univer
& 10.0
co 101 | Q@ Sim7641:vms109x.ub7ix109x - Pooma_hub - Wed Sep 21 2016 05:35:02 PM
:: }:ﬁ || CrASSISDOWN
o 101 1 since 35 secs ago 2 [} LEss Details History Metric
E : }&3 ‘ Host Message Time Subsystem Assigned To
# 6 a Sim7641:vms109x.ubZix109x  DEVICE HAS STOPPED RESPONDING TO POLL 9/21 5:35:02 PM
# a E 10.241.0.0 INFERRED CONNECTOR CONTACT STATUS LOt 9/21 5:35:02 PM
¥ & @ sim7641:vms109x.ub7ix109x  BLADE STATUS UNKNOWN 9/21 5:35:02 PM
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Architecture
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Monitoring Probes

KR

UMP

DRILLDOWN / CROSS-LAUNCH

EMS

Spectrum and EMS
alarms

NAS

NAS alarms

N 7

Alarm API

UDM
Manager

ALARM SYNC

<
V‘('

<
0}

RECONCILE

—

Admin
Console

spectrumgtw

INVENTORY SYNC

INVENTORY

UiM
Discovery
Server

ALARM SYNC

OneClick

Spectrum
OneClick
Server

SERVER AND VIRTUALIZATION INVENTORY SYNC (NIS REST API)
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What’s New

Increased Streamline Single Pane of Secure
Flexibility Monitoring Glass Communication

e Control over inventory e Create rules for CA * Monitor AWS and e SSL support for
sync UIM events Azure clouds communication
* No longer re-enter ¢ Sync CA UIM custom
SMNP credentials attributes
7 Y
I /—
’ A @ :” @/ -
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Deployment View
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Scenario #1:
Root Cause Analysis for Network and Infrastructure Monitoring
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What Will You Accomplish
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Topology View

File View Tools Help

Device Search:

Go

[v] by IP Address

Navigation

Explorer | Locater | Users

Name

@ My Spectrum
*t Favarites
= @ Global Collections (1)
1= & vIM_GC (2)
© centos72
Q Huawei-96.35
t Global Collection Hierarchy
Active Directory and Exchange Server..,
O Cluster Manager
. Configuration Manager (3)
O etealth Manager
[ P Routing Manager
[ MPLS Transport Manager
O Policy Manager
(@ Service Performance Manager (2)
[ VPLS Manager
[ VPN Manager
I (7 spectrum (0x100000)
[ Chassis Manager (4]
[ Secure Domain Manager (1)
[ Service Manager (3}
& TopOrg

@ 10.10.10.0 (1)
< 10.10.10.12 (1)
< 10.10.10.16 (1)
@ 10.10.10.4 (1)
<» 10.10.10.8 (1)
< 10.253.110 (1)
< 10.253.114 (1)
< 10.253.15.0 (1)
< 10.253.15.4 (1)
< 10.253.253.24 (1)
< 10.253.253.28 (1)
< 10.253.254.8 (1)
< 10.253.3.28 (1)

< 138.42.94.212 (1)
< 138.42.94.224 (1)
< 6.6.6.0 (1)

2 SPECTRUM (1)

[ Alarms | Topology [ List [ Events | information

Component Detail: Universe of type Universe

L

X GF [zomfoon -] & )

Information

= General Information 2N

Condition W Normal

Alarms | Cleared Alarms History | Events | Atirbutes

Rollup Condition W Critical
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Root Cause and Symptomatic Alarms

F Console - CA Spectrum OneClick —Tal x
File View Tools Help @ v > A& ey BB D PevieeSearcn | | by IP Adchess
HNavigation | contents: Universe of type U 2 |
Explorer | Locater | Users
Name 4 v v [@ I @ e ~& Q@ B X F |oomow -] Q &
i My Spectrum 5 25 4

4 Favorites
& Global Collections (1)
“r Global Collection Hierarchy
B} Active Directory and Exchange Server Manager
[ Cluster Manager
& Configuration Manager (3) 1
[ eHealth Manager
[ 1P Routing Manager
[ MPLS Transport Manager
B Folicy Manager
() Service Performance Manager (2)
3 vPLS Manager

©ie3750g-159.24.
Cat37xoStack

Correlation Manager (1) 2 L
LostFound

Secure Domain Manager (1)
Service Manager (3)

Component Detail: cis3750g-153. 243.ca.com of type Cat3PxxStack

[ Information [ Host C: ion | Root Cause | Interfaces | Performance | Neighbors | Alarms | Cleared Alarms History | Events | Attributes
@ x v v ¥

Filtered By: Severity

Enterprise VPN Manager
Multicast Manager

QoS Manager

Remote Operations Manager 55 37500-159.23.1 | 10.131.169. 239
SN Manager

Telco EMS Manager|
Virtual Device Mana{
Virtual Host Managq

o9
P Manager File View Teols Help ey W B () T

WLE Manager

| Displaying 1of 1

Available Filters: |

ource
ECTRUM

(il v forfm o ()

cis3750g-159.249.ca.com of type Cat37xxStack

Alarm Details | Information | Host Configuration | Impact | Root Cause | Interfaces | Performance | Alarm History | Neighbors | Events

STOPPED RESPONDING TO POLLS
[Directly Managed [Cat37x:Stack [BLADE STATUS UNKNOWN

|
sDeclrum You are logged ||

I O

i) P=11B%
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Selective Sync of CA UIM Inventory

CA Unified Infrastructure Management
fhree-arad

Edit Group NewGroupl

Report Templates

Properties

Group Type (D ]

Name | Wi

Account

Members

Alias 4 IP Address Caption Description Dedicated 05 Type 0S Name

0S Version

m Spectrum® OneClick

05 Description Origin

|1_L Jr— technologies
S i [ StartConsole [ WebClient |  ClientDetails | ClientLog | i [ _GISView [ JasperConsole | Top Outages [ BIlaunchPad | Service
" Home | CA D | About | D | Report Manager’

| -J' Windows

Landscapes

LDAP Configuration

MySQL Password

OneClick Client Configuration
Performance Center Integration
Configuration

SDN Gateway Integration Configuration
Service Desk Configuration

Single Sign-On Configuration
SPECTRUM Configuration

SPM Data Export

SPM Template Naming

SSL Certificates

UIM Configuration

Update Event and Alarm Files

CA UIM custom groups used
for selective sync of inventory
from CA UIM to CA Spectrum

UIM Configuration

UIM Server Host Name | kolpo02-U158720
UIM Server Port |8443
UMP Server Host Name | kolpe02-U158720

UMP Server Port |8443

3
I UIM Group Name |Windows servers I

Select a SpectroSERVER | kolpo02-f2854 v

Note:The new devices which are managed by UIM will be created under the selected SpectroSERVER.
Recommended Action:To Use Server and VMWare Management functionality simultaneously, enable VMWare Management before enabling Server Management

¥ yMware Management
UIM Integration ¥ Server Management

Watch Reports ¥ CA Spectrum-UIM Bidirectional Management
Web Server Logs Configuration
Web Server Memory Save | Test |
Web Server Performance
Wily Integration Configuration
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CA UIM Custom Alarm Attributes Sync

X ‘v X P e Console - CA Spectrum OneClick (=] G S
1. Tabia ey & P 5 (i y e
Profesences . CA Spechum Oredick = & View Tools Help @ v vl e BB HB Device Search: | Go | [@)byIPAddess
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& Explorer | Locater | Users| Alarms | Topology, | List. | Events | Information,
ek
Sty ame 4 v _[v [V O x v vy B adT Fewl | Dispaying 40 of 40
aac) ¢ Favorites - >
Oearatde i @ Global Collections (1) 1 UIM Custom 2 UIM Custom 3 UIM Custom 4 UIM Custom 5
(oo Code ¢ Global Collection Hierarchy = | . T 1 -~
red l%mvemmyand&d‘mgeServerMm... 1 ; = i
Sy Nama @ Cluster Manager custom attribute b S
. 3 d
Last Ocoytrenca Dby Tine a % Collﬁ:‘urabon Manager (3) 10 custom atibute 3 *ni&nm:
N Mok fied Tirne a8 PMWM;W o - " " = il
R = demo! mo: mo mo.
UIM Mare 1d B LS TR NAOE (6) uictnm bbb 2 Aictnm atribote 2 ictnm atribite 4 ctnm atribute § s
(Naege Owrer —
# (@ Service Performance Manager (2)
= SO M . 9 8 VPLS Manager (4)
1M Uk '
¥ U Ukt Tag A = A Int [ Alarm History [ _Events |
¥ UIN User Tag2 g Information
p—a—rwrs| CA UIM custom attributes ;
’ v UM Csteen 1
m Detals faformation e -l 5 Self-Monitoring Failures for 'AzurelUS:VM_DISK. DiskWriteBytesPerSecGue: atest': Monitor Correlation (1 of 1 failed), Data Collec
i . ¥
‘ e sync over to CA Spectrum o 2045 S ose !
QOS_AWS_NETWORK 0T ¥ UM Custens 3 Fri 07 Apr, 2017 - 06: 16:55 - UIM's Spectrum Gateway Probe (Spectrum gtw
May 4, 2017 10/5831 AM 1§ 7 UM Cistoen 4 . - e Trouble Ticket ID: custom attribute 1
> e e
They 04 Moy, A7 - OLMSD v LN Custeen 5 Virtual Device Manager (1) 6 User Tag
@ Wworld E .
Cotticad Alarm gonarated wil Correlation Manager c o e
= Heset | Sebect 41 Oisetect 20 B LostFound stomatmgute 3
< stom attribute 4
X '“‘":",,l [ Remote Operations Manager om attribute 5
Source: i 85309 [ SN Manager
Phosthame: 17201311 ok Gasod | Resel AR Secure Domain Manager |
Level: 2 [@ Telo EMS Manager | |
Suppression Key, |
Probe Namw | %
bl Lo e e — = OO W
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Scenario #2:
Root Cause Analysis on CA UIM Events
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What Will You Accomplish
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Root Cause and Symptomatic Alarms

File View Tools Help > - > R & e BB Device Search: Go [¥] by IP Address
Navigation S{ | contents: appserver3 of type UIMHost E |
Explorer | Locater | Users Alarms | Topology | List | Events | Information |
Name 4 QO x v v ¥ 3 2 8 F &F o - Displaying 1 of 1
S ~
o T
|5 compute
151l controlier Date/Time Name & Network Address Type Alarm Title Source Cause Code M
B ddinme03-UNL : 2017 10 6 AMEDT |appserve: 0 59 IMHos Profile tes ot co co - 06330080 m
151 dinme03-Ub14
& itcsimrepo
|5l ImCvEdgeCioud
IEl network
B sdn-computenodel
| sdn-computenode2
B3 SDN-starter-kit 2
IE Ubuntu14.4
5l vataso1+h7uz < [ >
B3 AWS Service Health
S Aws_Demo Component Detail: sppserver3 of type UIMHost € 9
B3 Azure Data Services Health
& Azure_Demo | Alarm Details | jon [ Host | Impact | Root Cause | Interfaces | | Alarm History | Neighbors | Events | |
B ddinmeo3-UNL ~ @ X [show =]
- Symptoms The selected alarm resulted in 1 symptoms. [ ~
Show ~ Displaying 1of 1
JURL response for 'appserver 3’ faied. 7 Couldn't connect to server
< m > |
1 show = | Displaying 0 of 0 =
S Severity  |Created On < [name [Event = [Even
+ @8 UIMEventAdmin (16) 16
@ 138.42.94.1
B 138.42.94.105
@ 138.42.94.133
B 138.42.94.14 . T ~ I 5]
[ 133.42.94.145 v v
Spectrum | — — >
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Additional Events Mapping

25

Unique event codes for additional event configuration

Metrics from the following probes now have unique event codes

sqglserver (SQL Server Monitoring) probe— 76 metrics

cdm (CPU, Disk, Memory Performance Monitoring) probe — 39 metrics
net_connect— 6 metrics

processes (Process Monitoring) probe — 16 metrics

logmon — 4 metrics

rsp (Remote Systems) probe— 16 metrics

© 2017 CA. All rights reserved. ca
ogies



What Questions Do You Have?
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