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Zero-Config Agent
Vision

Goal of this Initiative is to offer maximum value in shortest time possible without 

requiring

▪ Deep knowledge of the APM/Agents - Zero configuration

▪ Deep knowledge about the Application – Smart Agent

▪ Zero manual steps to Install/Deploy – Simplified Management

▪ Adaptive agent to runtime application performance conditions
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Agent Innovation – Evolution
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Zero-Config Defined
The next smart agent

Monitored Application
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Application Connectivity
Monitoring requirements

Strong requirement to track communications for

▪ End to End Transaction Traces

▪ Build a transactional map

▪ Track and report error transactions

▪ Distinguish between in-house and outside-world problems

▪ Key KPI monitoring
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Application Connectivity
Monitoring requirements

New key features:

▪ Generic HTTP 
support in 10.x 
agent

▪ Generic JMS 
support in 10.3 
agents

Monitored Application

End User 
Requests

External
System Calls

Web Service 
Calls

External
System Calls

Database Calls

Every End User Request

System call entry points like JMS or RMI or...

In 10.x generic HTTP support

In detail SQL statements

Outbound external system

calls like JMS or RMI or...
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Application Connectivity
Automated Frontends and Backends

New key features:

▪ Unknown 
transaction 
outbound calls

Monitored Application

End User 
Requests

External System 
Calls

Web Service 
Calls

External System 
Calls

Database Calls
?

?
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Not
Instrumented                                  

Agent Innovation
Backend Discovery

▪ Call path with partly instrumented transactions

Instrumented

Only one component 

instrumented in the call path

Not
Instrumented                                  

Not
Instrumented                                  
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Agent Innovation
Automatic Exit Point Detection

▪ A three steps process

Take Thread

Snapshots Find Candidates Persist
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Agent Innovation
Automatic Exit Point Detection

▪ Threads are 

collected on a 

socket ”touch”

▪ Published for 

further 

processing

Thread1 – Socket 

Read/Write

Thread2 - Socket 

Read/Write

ThreadN – ExitPoint

DetectionHelper

Tracer

Thread1 – Stack Traces

ThreadN – Stack Traces

record

record

record

publish

publish

Stack Trace

Recorder
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Agent Innovation
Automatic Exit Point Detection

▪ Identification of candidates

ThreadN– Stack 

Traces Queue
FILTER

ThreadN– Stack 

Traces Queue

Write-Read Traces

W R

Write-Read Traces

W R

DETECTORVALIDATOR
Candidate

Element

Candidate

Class#Method
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Agent Innovation
Automatic Exit Point Detection

▪ Identification of 
traces based on 
similarity matching
– Instrumented 

Classes

– Call path proximity 
matching
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Application Connectivity
Automated Frontends and Backends

New key features:

▪ Unknown 
transaction 
start

Monitored Application

End User 
Requests

External System 
Calls

Web Service 
Calls

External System 
Calls

Database Calls?

?
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Agent Innovation
Frontend Discovery

Browser/

Mobile App
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Agent Innovation
Frontend Discovery

➢ Identify Transaction

Threads:

▪ Client sockets

▪ Entry point tracer

▪ Deep component*

1
➢ Take Thread 

snapshots

for the

identified

threads

2

➢ Rules Engine: 

➢ Identify potential 

entry point 

candidates

3

➢ Mark/Select Entry 

point.

➢ Entry Point based on 

Safety Analysis.

4

o Persist

detected Entry 

Points.

5



18 © 2017 CA. ALL RIGHTS RESERVED.

Agent Innovation
Frontend Discovery – Candidate selection

▪ Class package prefix belong to application / domain

▪ 1/3rd call stack rule

▪ Runtime evaluation (Work on lightweight stack):

– Count number of push and pop on Virtual Stack

– Runtime evaluation on x-number of transactions

– Candidate component is deemed safe if the number of pops equal pushes in all of the ‘x’ 

transactions

– Candidate component is deemed unfit if it was pushed once in the stack and was never 

popped for ‘x’ transactions
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Key Domain Information
Identifying what really matters

State of the art modelling of Processing 
logic

▪ The developer change

▪ No need for coding

▪ No knowledge about framework 
code
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Key Domain Information
Legacy Monitoring Solution vs. State of the Art Monitoring

Legacy Monitoring Solution

CA APM

Java Methods 

without any 

implementation 

context

Detailed Transaction 

information with 

application specific 

naming and 

processing logic 

names
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Key Domain Information
Identifying what really matters

▪ Detailed 
domain 
specific 
discovery

▪ Build a logical 
group around 
execution 
path steps

Monitored Application

End User 
Requests

External
System Calls

Web Service 
Calls

External
System Calls

Database Calls

Flow

Sub Flow Sub Flow
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Deep Visibility

▪ What is 
happening in-
between the 
lines?

▪ Any coding 
problem

▪ Detailed 
Developer 
information

Monitored Application

End User 
Requests

External
System Calls

Web Service 
Calls

External
System Calls

Database Calls

? ?

?
?
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Smart Instrumentation 
Overview

Goal: Identify critical components to be monitored 
and Isolate problem components, without requiring 
comprehensive knowledge of an application 
environment or manual instrumentation.
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Smart Instrumentation 
Nomenclature

▪ “Smart Instrumentation”, “Intelligent Instrumentation”,
“Deep Instrumentation” and "Deep Tracing" are 
synonymous terms for this feature

▪ “Deep Inheritance (an existing feature of the Introscope 
Agent) should not be confused with the new Deep (Smart) 
Instrumentation feature in 9.6. These are two distinct 
features
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Smart Instrumentation 
Introduction

▪ Aim to auto 
instrument 
interesting methods

▪ No PBD requirements

▪ Methods will appear 
in Transaction traces 
and are referred to as 
‘deep components’
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Smart Instrumentation 
Probing

3

1
Method is not 

covered by any 
PBD file.

Bytecode is 
tokenized 
and parsed

2

Parsing

Toke
nize

ScoreMethod 
Size

Loops

Calling 
other 

package
Visibility

…

Scoring on method complexity

4

Compare with 

preconfigured 
Scoring level

5
Instrument Method

Public void main(){
System.out.println(“asd”☺
;
}

Instrument  - Pre

Instrument  - Post



Error Discovery
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Discovery
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Error Discovery
Finding the first problem

▪ New exception 
discovery

▪ First occurring 
error

▪ Detailed error 
component

Monitored Application

End User 
Requests

External
System Calls

Web Service 
Calls

External
System Calls

Database Calls
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Error Discovery
Finding the first problem

▪ High 
Performance 
Stack

▪ to track each and 
every transaction

▪ Report Error 
Snapshots on the 
very first error

▪ Identify the very 
first component 
showing an error

Error

Component
Instrumented

Non-

Instrumented
Instrumented

Stack Element

▪ Time

▪ Probe Information

▪ Parent Information

High Performance Stack
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Enterprise Readiness
Evolution

Dynamic
Extension
Loading

Hot
PBD
Files

Remote
Instrumentation

Smart
Extension
Discovery
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Agent Management – Manage Agent Configuration

Easily and remotely configure 

Agents without restarting 

applications

▪ add/remove/update 

extensions

▪ Configure agent properties
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APM Marketplace 

New APM marketplace to 

help you easily find 

appropriate extensions to 

extend monitoring coverage



36 © 2017 CA. ALL RIGHTS RESERVED.

Agent Management – Manage Agent Configuration

Load into ACC !!! New 10.5 !!!

Hot extension 

loading in 

the Agent

Key

Domain

Extensions

Market

Place

Connectivity

Extensions

Tracking

Extensions

ACC Agent
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Agent Management – Next!!

Key

Domain

Extensions

Market

PlaceConnectivity

Extensions

Tracking

Extensions

ACC Agent

Feedback

Online/
Offline
Synch

Discovery
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