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Introduction
Scattered throughout the official CEM documentation are useful tips and notes on taking full advantage of the CEM software. This is the first time they appear in one document. These are taken from the 4.2.1. version. 
Notes: 

1) Some repetition is included for completeness.
2) Minor changes were made to text only to add context.

3) Version-specific or deprecated features were generally left out.

4) Configuration property notes were generally not included.
Install Guide.
1. (Installation/Upgrade.) 
    a. If you see an error, such as, “mount: No  

        medium found or Error mounting /media/cdrom,” verify that the Wily CEM 4.2  
        CD is in the DVD drive. If it is not, call Wily Technical Support.
b. It is a good idea to install one image at a time. You should let the installation  

     complete before attempting another installation

     c.   The TESS restarts automatically, so unless you are specifically advised

           in the Read Me, it is not necessary to shut down and restart the TESS

           after the installation.

     d.  It is usually recommended to back up the database before a major

         release upgrade. Often the Wily CEM TESS software upgrade

         Includes a database upgrade. Your database upgrade times are

         very dependent on your data. Check the Read Me for this, plus any other  

         deployment instructions for the new release.

      e. To minimize the amount of transaction defect information lost during an

          upgrade, it is a good idea to upgrade the TIMs and get them back in

          service as soon as possible.

       f. If you are upgrading to 4.2, do not install the installonce or the thirdparty

          images a second time.

2. (Selecting TIM Network Interface) Select monitoring ports only for those ports 
   that you will  be receiving a network monitoring feed on.

3. (Time synchronization) The TESS synchronizes the clock with all TIMs at 1:05 
    a.m. every day, so there is no need for NTP settings on the TIM.

4.  (Setting time zone) 
     a. You should set the time zone only once and only before gathering

         any transaction statistics on the Wily CEM systemUse caution when changing 
         the Wily CEM system time or time zone. 
     b. Set the time zone on the TESS or TIM only when instructed

        to do so by Wily Technical Support. Changing the Wily CEM time

        or time zone can affect Wily CEM system functions

     c. Setting the time zone does not automatically change the Wily CEM time,

         it changes the way the time displays. For example, if you change from

         PST to EST at 6 p.m., the system time displayed will be 9 p.m. EST, only

           after you click Save and the TESS restarts. (This does not change the

         internal system time.)

      d. If you change the time zone after transaction statistics have been

           gathered, your historical data aggregation will no longer be

         accurate. … Statistics and aggregation are based on the TESS time zone
5. (TIM Monitoring) If you do not configure the TIMs correctly, network packets 
    might not be monitored as needed. If you do not configure the TIM web server 
    filters, then all IP addresses will be monitored by the TIM. If a TIM gets

    overloaded, advanced recording might not work. If you have more than

    one TIM monitoring the same servers, transactions will be monitored

    twice.

Administration Guide
1. (Network Setup/Installation) 

a. In some cases, the aggregation switch and the network load balancer are

        housed in the same device
     b. If you are using SiteMinder at your site, the TIM must be able to connect

         to the SiteMinder policy server to decode the SiteMinder cookies, which

        are sent between the web browser and the web server
  2. (Licensing) 
      a. If you violate your license, to return to compliance, you must

          obtain a new license key.
       b. The CEM license is keyed off the TESS machine. You must apply

           a new license key file to a new TESS within the 7-day grace period

          or else your old license will expire.
  3. (Enabling/disabling CEM Operators) All changes are immediate.
  4. (Cemadmin account) If you forget the cemadmin password, you can lock  

      yourself out of the system.
  5. (Private Parameters) 
       a. Not all private parameter names are obvious (for example,  

           password and pin versus field1 and field2). It is a good idea to review the   

           HTTP parameters on test transactions to ensure that all private parameters 
           are secured before viewing live transactions

       b. Only one “*” wildcard character is allowed per private parameter.

   6. (Service Desk) The password for CA Unicenter Service Desk is not encrypted.
   7.  (Encrypting HTTP information) 
         a. When you select or de-select encryption, all the HTTP information (stored in  

             the defect meta-values table of the Wily CEM database) is deleted. This  

             avoids having both plain and encrypted data together in the same database 
             table.
         b. When you select or de-select encryption, all the user session IDs

             (stored in the user session table in the database) are deleted. This

             avoids having both plain and encrypted data together in the same

             database table.
   8.  (User Group by IP Subnet) If your installation is a large-scale e-commerce site

        (hundreds of thousands or millions of users) do not use this feature. The

        number of user groups created can become unmanageable. 
    9. (Ignore Applications in User Recognition) If your installation is a large-scale e- 

        commerce site (hundreds of thousands or millions of users) do not use this  

       feature. The number of user groups created can become unmanageable.
   10. (SLA Times) Times in Wily CEM can be specified to the 1/1000th of a second  

         (0.001). If you specify less than that (for example, 0.0001), Wily CEM will set  

          The value to 0.000.
    11. (Data Retention Settings) Consider factors like the length of a vacation or a  

          leave of absence, versus a termination, which can help you decide the 
          appropriate number of days to choose.
12. (Incident Costs and Unspecified Users) Enterprise transactions that occur    

           before a user logs in and all ecommerce transactions are attributed to the   

           unspecified users group. When Wily CEM transactions are executed by  

           unspecified users only, Wily CEM displays a symbol in the User column, and  

           the incident cost is $0.00 (cost-per-user-per-minute * 0 * number of 
           minutes).
13. (Incident Generating Rules) Incident generating rules use AND logic. In other  

       words, every enabled rule must be true before Wily CEM generates an       

       incident.
14. (Incident Reports) If you selected the Calculate Incident Cost check box on the Setup Domain page, the Incident Cost will appear on the Incidents report

       rather than the Business Impact.
15. (Email settings) CEM operators must configure their email settings if they 
           plan to create and send reports. If they do not change the default settings,  

           reports sent via email will appear to be sent from cem- 

           support@wilytech.com.

16. (Time Settings) 
        a. The time zone is set to Pacific time before you receive the Wily

           CEM system. In most cases, you do not need to adjust the time. However, 
 you might need to adjust the time zone. Change the CEM time only as instructed to do so by Wily Technical Support.

             b. Use caution when changing the CEM system time or time zone.

               Set the time zone on the TESS or TIM only when instructed to do

               so by Wily Technical Support. Changing the CEM time or time zone

               can affect CEM system functions.
            c. If you change the time zone after transaction statistics have been

                gathered, your historical aggregation data will no longer be

                accurate.
17. (User Group)

            a. Grouping by user group parameter takes precedence over automatic

      user group classification by subnet.
             b. If your installation is a large-scale e-commerce site (hundreds of

                 thousands or millions of users) use caution with this feature. The

      number of user groups created can become unmanageable.
             c. Users that have been placed in a subnet user group using one IP address

                 remain in that user group even if their IP address changes later. You can

      manually move the original user entry if required.
             d. If you are going to use the IP address method for assigning users to

      groups, it is a good idea to include IP information in the group name.
18. (Users behind Proxy Servers) In cases where the header is missing or its    

       value is not in the form of an IP address, then the connection IP address is       

       used. That is, the behavior is the same as the default, where the P  

       ProxyForwardHeader setting is unspecified.

19. (New Users) You will not have any new users detected until you start   

monitoring transactions.
20. (TESS Domain Settings) To change the TESS domain default values, select  

       Setup > Domain.

21. (Correlational SLAs) Correlational SLAs do not replace domain, business  

           transaction, or user group SLAs. Correlational SLAs are not inherited from  

           any of these—they must be set specifically by the CEM administrator.
22. (CEM Reports) 
a. If you click the PDF link on a CEM reports page after a second  

         CEM reports page has been opened (for example, using your browser's               

         Open in New Window option) you get an error. Go back to the first CEM 
         reports page, click Refresh, and click the PDF link again.
b. If you do not change the name, it will be WilyCEMReport.pdf
c. Do not use semi-colons to separate email addresses.
                d.   If you intend to send reports via email, the CEM system administrator

                    needs to configure the mail SMTP server. You should also check your

     email settings in My Account.
               e.  If you want a report to include the last hour’s data, it is a good idea to

                    schedule the report for late in the following hour—this allows time for 
                    the statistics process to finish.
               f.   If you select a day of the month that does not occur in a given month,

                     the report will not be sent that month. For example, if you selected  

                     dayof-month 31, the report will not be sent in the months with fewer 
                     than 31 days.
                g. It is a good practice to use the subject line and message to let your

                     report recipients know the type of report, how often it’s run, and a

                     contact name in case they have questions.
                h. If you name all your reports in a consistent way, it is easy to find the

                     report you need.
i. (CEM Account and Reports) Changing the email address here will not                

     automatically update any existing scheduled reports. (You must         

     manually change the From email address as needed in each   

     scheduled report.)
23. (CEM Database)

a.    The Wily CEM database includes Wily CEM configuration settings.

                  b.  Do not restore a .dbbackup file created in a different version of

                       Wily CEM. For example, do not backup and download a .dbbackup

                       file in Wily CEM 4.1 and then upload and restore in Wily CEM 4.2.
                c.     If you click the Refresh button on your browser before the backup

                       process finishes, the backup file will still appear in the list. The

                       best way to confirm backup completion is via email.
                d.   The restore process deletes all existing Wily CEM data, including

                       the Wily CEM configuration data. The restore process will stop the

                       TESS and the Wily CEM system will not be available until the

                       restore is complete.
                  e. (Download CEM database) It is a good practice to leave the file  

                      extension name .dbbackup.
                  f. (Upload CEM database) Remember that upload is not the same as  

                      restore. You are putting the .dbbackup file on the Wily CEM system,  

                      but you will not overwrite the Wily CEM database and system 
                      configuration data with these steps.
                  g.  If you upload a file with the same name and do not check the  

                       Overwrite existing file box, the file is uploaded and a time stamp is 
                       appended to the uploaded file name.

                     h. (CEM Export) If you click the Refresh button on your browser before  

                         the export process finishes, the export file will still appear in the 
                         list. The best way to confirm export completion is via email.
i. (CEM Import) You can upload configuration from an earlier version                  

    of Wily CEM. For example, you can download and export a  

    configuration from Wily CEM 4.1 and then upload and import it into   

    Wily CEM 4.2.
j. We strongly recommend requesting email confirmation for the  

     import.
k.  The import process deletes all existing Wily CEM configuration

    data. The import process will stop the TESS and the Wily CEM

    system will not be available until the import is complete.
l. (CEM configuration) It is a good practice to leave the file extension name .config.
24. (Tess-customer.properties)

a. The tess-customer.properties file should contain only those properties with values that differ from the Wily CEM system defaults. If you leave all the properties in your tesscustomer. properties file, then future system upgrades might not take advantage of future system performance or tuning updates to the properties.
               b.  Enabling defect triage means that a certain amount of

                    defect data will be deleted. There are unavoidable

                    consequences of dropped data. When defects are dropped,

                    the number of defects computed from the incidents table or

                   statistics tables will be greater than the number of defects

     computed from the defects or aggregated defects tables.
Transaction Definition Guide
1. (Defining application/domain/business process etc)
   a. If you choose case-sensitive login names, you cannot   

       change later to case insensitive login names if it will result in a user name        

       conflict For example, if the application has users named CA_user and ca_User   

       and you try to clear the Case Sensitive Login Names check box, an internal

       application error “duplicate key violates unique constraint” appears.
   b. To change the TESS domain default values, go to Setup > Domain.
   c. These values are also used to define default SLA values that can be

        inherited by the transactions within the business process.
2. (User/ Session Identifiers) 
    a. If you create multiple session identification parameters for an

        application, then they must all be present to identify the session.
     b. Consult the SiteMinder documentation before enabling the SiteMinder

        plug-in. SessionId is accessible through a SiteMinder cookie, usually

        called SMSESSION. To enable SiteMinder or to change the cookie name,

        go to Setup > Plug-ins and select CA SiteMinder Web Access Manager.
     c. If you do not specify user identifiers, transactions are assigned to

         the unspecified user. Therefore, you will not be able to collect

         statistics on a per-user basis.
     d. If you create multiple user identification parameters for an application,

         then they must all be present to identify the user.
     e. If you create multiple interim session identification parameters for an

application, then they must all be present to match the interim session

identifier.
     f. A user group identification parameter takes precedence over automatic

        user group classification by client IP address, on the Setup > Domain

        page (Create User Groups by IP Subnet).
  3. (Recording Session)

     a. You must create a recording session with the XML elements; you cannot

         define XML parameters manually.
     b. (Caching and Recording Browser) These changes need to be made on the  

          recording-target client computer, which you are using for recording       

          transactions (not the administrator’s client computer, unless it happens to be   

          the same one).
c. (Recording Browser) Remember to turn caching on when recording is finished.
     d. Once you have finished recording, deactivate the traffic monitoring.

         Otherwise, you might record transactions from this client computer later.
     e. For the purposes of the advanced recorder, think of a transaction in

         terms of a web browser click—for example, a click to log in, or a click to

         buy a product.
      f. You might want an image capture for each transaction to help a business

user understand the recordings later. For example, capture the web page

for the transaction, then paste the image into a document. To crossreference

recordings to transactions, type the name of each recording

under each captured image
      g. The Client IP Address and Browser Language Pattern are OR’d together.

It records when a transaction matches at least one of them, when both

fields are non-empty. (This is true whether behind a proxy server or not.)
      h. If you do not see any transaction activity on the page, verify that the TIM

is able to monitor your client computer activity; you might have to work

on a different client computer, depending on your network configuration.
 4. Transaction Definition

      a. There can be only one identifying transaction.
      b. The identifying transaction must be the first in the list. For example, a

redirect might appear as the first transaction.
      c. The script recorder only handles pcap files with clear text HTTP traffic. It

does not support HTTPS and does not handle pcap files with missing or

out-of-order packets
      d. When you are looking for ways to identify your transactions, it’s a good

idea to start with parameters with high counts.

     e. If you want to generate a defect when a specific component is missing,

make sure that the Cacheable check box is not selected.
     f.   Regular expressions are more powerful than Wily CEM’s simple pattern

matching but are less efficient and therefore add some overhead on the

TIM.
     g. (Defect threshold lock) The lock takes effect immediately
     h. (Creating transaction definitions) Start small!

      i. You might want to use the Wily CEM bulk editing feature as an alternative

         to this method of modifying business process and transaction settings.
      j. (Modifying SLA Settings) The page that appears depends on the setting that    

         you select. For example, if you click the Sigma SLA for the business process,   

         then the Business Process page will appear.
      k. (Setting Defect Thresholds) Optionally, you can type the Defect Name (for         

          example, *throughput* for both high and low throughput). However, if you     

          use this search method, the bulk editing features will not appear.
   5. Reports

       a. Results from the previous hour are available 10 minutes after the current

hour.

       b. The Collect Transaction Statistics check box is not a requirement

for reports. It is meant to be used sparingly and temporarily. Use

the check box in cases where a business transaction has more

than one transaction and further investigation is required to

determine which transaction is causing a delay. It does not

provide any additional information if the business transaction has

only one transaction under it.
       c. Transaction monitoring must be enabled to generate reports.
Integration Guide
1. (Introscope Integration)
    a. Previous product integrations between Wily CEM and Wily

     Introscope involved manual manipulation of the

    domainconfig.xml files. Manual manipulation of these files is no

    longer supported
   b. The Wily CEM integration with Wily Introscope is supported only for Java

      and .NET agent applications that have been instrumented with

      AutoProbe.
   c. The Wily CEM integration with Wily Introscope is supported only for Java

       and .NET agent applications that have been instrumented with

       AutoProbe.
   d. (agentclusters.xml) Do not change the name or domain attributes, or the  

     integration will not function correctly.
   e. The CEMTracer files shipped with Introscope or with a previous version of Wily  

       CEM should be replaced with files from the CEM Introscope Integration Kit.
    f. The ServletHeaderDecorator files shipped with Introscope or with

       a previous version of Wily CEM should be replaced with files from

       the CEM Introscope Integration Kit.

     g. (IntroscopeAgent.profile) If a property is not listed at all, it can be confusing, so  

        it's a good idea to explicitly include it, even if the default value is what you                

        need.
     h. (machine.config -- .Net) If you do not configure the wily.Agent version, your  

         .NET agent machine might fail to start. The machine.config file location is  

         usually: C:\WINDOWS\Microsoft.NET\Framework\vn.n.nnnnn\CONFIG\machine.config
i. If you do not update the machine.config file properly, the .NET agent will not 
     start.
j. Application server time is available only when Introscope is available.
k. Backend time is available only when Introscope is available.
     l.   Logic time is available only when Introscope is available.
     m.  It is the slowest lowest backend component, not

           the lowest slowest backend component in the

           Wily Introscope graphs.
      n.   (Time to first response) This setting can be changed to the first packet of

            the request to the first packet of the response. If you need this setting to                

            determine inbound network latency, contact Wily Technical Support.

            Changing this setting affects only new data (that is, existing data values are  

             based on the time to first response setting that was in place at the

             time the data was collected).
       o.   For business transactions defined with post parameters, Stall Count and

             Concurrent Invocations metrics are not used as a limitation of

              Introscope.
        p.   If Wily Introscope is enabled and the incident is a slow time incident,

              then the graph displays all tiers with data. Otherwise, only CEM

              transaction time and time to first response appear.
        q.   If you link to the Wily Introscope Console instead of the Investigator,

                check your Wily Introscope configuration.
         r.   If the Wily CEM and Wily Introscope system times are not in sync, the

               defect information might not appear immediately.
         s.    The landing page reflects the same context as you were in the last time

                you were in WebView.

2. Smart Charts

a.  User groups often represent different locations, as specified   

      by IP address, therefore this is named the network tier.
b. Data for the application, logic, and backend tier appear only when Wily Introscope is enabled and transaction traces have been captured for defective transactions.

3. Introscope Plugin

a. When you change the Enterprise Manager Version number, this will cause the TESS to restart the next time you click the Save Settings button. When you upgrade to Wily CEM 4.2, the default setting is 7.2. This option should be used only when you upgrade your Enterprise Manager from 7.2 to 8.0.
b. The default value of introscope.webview.context.path is  

      “/” (without quotes in the text box). The property is defined in the

           IntroscopeWebView.properties file on the computer that hosts the

           Wily Introscope Enterprise Manager, in the <Introscope_Home>\config\ 
           directory.
      c.    Wily CEM TESS can be configured to connect either to a single

          Wily Introscope Enterprise Manager, or to a MOM Enterprise

          Manager. If you have multiple Enterprise Managers in your Wily

           Introscope environment, you need to enter the MOM’s information in the 

           Introscope Plugin screen.
      d.  (CEM 4.0/4.1 Tracer) This option should be used only as long as you have  

      not yet upgraded all the agents to CEMTracer 4.2. When you upgrade to

           Wily CEM 4.2, the default setting is on, which means you expect

           to have both CEMTracer 4.0 / 4.1 deployed on some Introscope

           agents, and CEMTracer 4.2 deployed on other Introscope agents.
      e.   You must enable the Wily Introscope plug-in or the integration will

            not function.
f. You must click Connect or the integration will not function.

4.  SiteMinder Plugin

     a. Make note of the (shared) secret; you will need it when you configure the CA

         SiteMinder Web Access Manager plug-in.
     b. The default session cookie name is SMSESSION.
     c. You must use the same shared secret for all Wily CEM agents when

         configuring CA SiteMinder Web Access Manager. 
5.   UniCenter NSM Integration
      a. client’s SQL version must match the NSM server.

        b.  If an existing version of cem-nsm bridge already exists, then delete the

              folder <TOMCAT_HOME>/webapps/cem-nsm-bridge.

        c. Custom dashboards for CEM are not supported in NSM 3.1 systems. Do not

            install these RHP files on NSM 3.1 systems Note: If you have both a NSM    

            Admin Client and a NSM WorldView Manager you need to install the rhp files   

            on both systems.
        d.  Before launching MCC dashboards, you must first install patch QO92983

               for NSM r11.1 SP1.
         e. Integration is not supported with Unicenter Management Portal 3.1. Do

             not install the portal integration listed below on Unicenter Management

             Portal 3.1 systems
         f.  Since dashboards are not supported in NSM 3.1, the Investigate

             menu option shows the same information as a dashboard but in a new

             web browser window.
6. Service Desk Plugin
           a. You must enable the CA Unicenter Service Desk plug-in or the

                 integration will not function.
            b. CA Unicenter Service Desk incidents will be created only if CA Unicenter

                Service Desk has been configured for ITIL (Information Technology

                Infrastructure Library). If not, Wily CEM incidents will be created as

                requests.
             c. You can use the request filter to test the integration with a single

                 business process and business transaction first, rather than allow all

                 incidents to be forwarded to CA Unicenter Service Desk immediately.
    7.      CEM & Regular Expressions

               a. Wily CEM TESS validates regular expressions using both PCRE and   

                 Jakarta-ORO. This does not guarantee that both libraries interpret                

                  regular expressions in the same way.
Etcetera
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