
CA DCIM (ecoMeter and VI) integration with MS AD / LDAP

Assumptions: 
· MS AD is properly configured with a set of users which are members of an Active Directory Domain group and are associated to a MS AD company and a MS AD department.
· This document is not replacing the CA DCIM administrator manuals or Technical support troubleshooting checklists or good practices; the content on this document was created with the intention to share the experiences gained on the field after being successful with configuring the integration on site for some DCIM customers.
· If the steps mentioned on this document don’t work for your implementation, you should open a technical support ticket.
· Officially CA DCIM – VI supports only MS AD, but I was able to configure the integration using LDAP, so if your customer has LDAP and not MS AD you could still give it a try.
· The steps on this document were successfully executed in the following versions:
· VI – 4.7.1, 4.8. and 4.10
· ecoMeter 4.1, 4.3 and 44


Pre-configuration requisites 
Before start configuring the integration in CA DCIM, you must get from MS AD – LDAP administrator the following information:
	MS AD / LDAP Information
	Example

	1. Server IP Address
	172.X.X.X

	2. Service Port
	389

	3. Server Domain
	corp.acmecorp.net

	4. User \ password able to connect to the Server Domain which was selected to contain all members allowed to connect to DCIM-VI
	Coyote777 \ roadrunner123

	5. Group or Groups Names where the DCIM Users are members of
	
acme_dcim_vi

	6. Company for DCIM Users
	ACME

	7. Department for DCIM Users
	Operations


Chart No.1


Integration between VI and MS AD some details
How the integration works: The integration functionality works like this: Once the integration is set, when an user attempts to log in VI, instead of VI using its own security functionalities to allow or denied the user access, MS AD directly verifies If the typed user\password exists in MS AD, If so, the integration verifies if there is a company, a department, and a group set in VI similarly to those set and associated to the user just verified in MS AD. Additionally, if the user is logging in VI for the first time and is matching the mentioned criteria, but the user doesn’t exist in VI, the integration will create the user in VI, and then, the user will be allowed to log in VI. On the other hand, if the user exists in MS AD and in VI but the credential doesn’t match a message like “Username/password combination is not valid” is displayed on the login screen. Or if the user exists in MS AD as well as in VI but the Group, company or department defined in VI don’t match with the MS AD configured ones, messages such as “No Privilege...” or “Username/password combination is not valid” are displayed on the on the log in screen
Take into account that based on the integration’s logic VI administrators don’t longer need to administrate users creation\deletion, then, the New button under System  Users is displayed as disabled. BUT also take into account that the access control over the VI functionalities continues being managed in VI by the Groups privileges setting.
Warning: Once the integration is enabled, if disabling it all of the users in VI will be deleted BUT the admin user. (Enabling or disabling executing vdctools command line)
How to configure the integration from MS AD: This configuration is part of the MS AD administration tasks, users selected to be allowed to log in VI must be created in MS AD having associated to them a Company, a Department and being a member of an Active Directory Domain Group or Groups (one user can belong to more than one group) this is not an issue for VI meanwhile one of the groups where the user belong to is defined in VI. Don’t forget that the check box “change password in the next logon” must be turned OFF.
How to configure the integration from DCIM – VI Side: Once the users identified to connect in VI are created, those users must be associated to Company, Department, and must be members of the selected Domain Group or groups in MS AD, then, VI administrator must get those details from the MS AD administrator as well as the server information as suggested previously on this document. As preliminary activity, VI admin must execute the steps as follows in the VI Server to make sure the integration will successfully execute.
1. Checking the Network and port connectivity from VI Server to MS Server.
a. Execute a Telnet from the VI server to the MS AD Server
b. Log is as root and execute the following command:
telnet IP_Address_of_MS_AD_server MS_AD_Port
Using the example information in chart No.1 
telnet 172.X.X.X 389
telnet command should connect successfully. This will probe that the connection to the MS AD server is possible from the VI Server.
2. 
Verifying If the selected User actually is successful authenticating in MS AD
a. Copy the attached tested.jar file to the directory /opt/VDC/jdk/bin/
b. Run the following command:
/opt/VDC/jdk/bin/java –jar tested.jar
c. Provided the required information that is prompted on the console. Using the example info as described in chart No.1
1. Please enter the LDAP server IP: 172.X.X.X
2. Please enter the LDAP service port: 389
3. Please enter the LDAP server domain: corp.acmecorp.net
4. Please enter the user name: Coyote777
5. Please enter the user related password: roadrunner123
1. NOTE: the password field is not encrypted. This is used only once and for kind of test.
· The script will then try to pass the provided parameters the same way the VI application does during login. If you get an output similar as what is displayed on the screenshot below, so you are all set, opposite if you get Java Errors you will need to review the configurations in MS AD. 
· If no java errors, the output which is displayed on the screen could be concatenate to a text file, so you could search if the required users are being retrieving with the connection information you just used.
[image: cid:image003.jpg@01D03F0D.BCF25FF0]
After being successful with these 2 tests (telnet and querying the MS AD users DB), you now are ready to configure VI.
3.  Log in VI Web Interface as the admin User
4. Go to system tab and click on:
a. Company and create a New Company with the same name and spell as it is in MS AD
b. Departments  and create a New Department with the same name and spell as it is in MS AD
c. User Group  and create a New Group or Groups with the same name and spell as the Domain Groups which the selected users are member of in MS AD.
5. As root, go to the VI Home Directory for example /opt/VDC/bin/vdctools
a. Select option: 7) Enable Active Directory from the options list
· From the example info content in chart No.1 above filling in the fields:
· Enter Active Directory Server IP : 172.X.X.X
· Enter Active Directory Port : 389
· Enter Active Directory Server Domain : corp.acmecorp.net
[image: ]
2. Log in VI Web Interface as the admin User, check the Company, Department and Group are created and set with the desired privileges.
3. Log out
4. Try log in with one of the desired VI users\
5. User should be able to log in the web or 3D Client.


Some configurations Tips:
1. If you are not sure about the company, department or groups for the users, that information is in MS AD, as showed on the screenshot below.[image: ]
2. VI Server Installation Guide states: “ Once a user is permitted to login to the application, the application will create/update mirrored user info in the application when necessary. The following Active Directory attributes are significant to the application: “ Use that table to understand the fields need to be populated for the users in MS AD or LDAP[image: cid:image001.jpg@01D03C78.CD288030]
3. 
For MS AD or LDAP you can get/query information about groups and domains by executing tested.jar. 

4. The tested.jar file is very useful to troubleshoot the integration when users are not successfully log in VI.
5. If after enabling the integration using the vdctools you disabled it, I noticed the user admin cannot login any more. To fix this just enable the integration again using vdctools command. Warning: Disabling the integration will delete all of the created users in VI.
6. If after executing all of the steps as advised above your integration don’t work, there are 2 patches which are available via CA tech support. You should open a support ticket to get any of these patches.
7. Note: I got these 2 patches after running the tested.jar and probe that integration wasn’t properly querying MS AD information, so the users couldn’t log in VI as MS AD wasn’t able to verify the userid and password at authentication moment. The patches information and issues numbers look like as follows: One is for 4.8.01(this ticket), and another is for 4.10(4.11). Please see below:
GRW-364-73830 [22000908 -01 - VI AD Integration issue] [4.8.01]  [Patch:150123.4801.GRW-364-73830.22000908.CAVIPatch.tar only for 4801]							      MBA-811-40393 [22048072-01: AD setup not working] [4.10] [Patch: 150129.4100.MBA-811-40393.22048072.CAVIPatch.tar for 4.10 and 4.11]



Integration between ecoMeter and MS AD 
How the integration works: When an ecoMeter user attempts to log in ecoMeter the log in process verifies first if the user exits in the ecoMeter user’s base, If so, the user id and password are verified against the MS AD users base via the integration. If the user is no defined in ecoMeter, user is not able to log in although it is a valid user in MS AD. MS AD and ecoMeter integration works only to log in CA ecoMeter solution, if desired to have validation for the eHealth users against MS AD, a separated integration between eHealth and MS AD must be configured.
 How to configure the integration from MS AD: This is part of the MS AD administration tasks, users selected to log in ecoMeter must be created in MS AD. The CA ecoMeter account name must be an exact match of the User Logon Name in Active Directory. In addition the check box “change password in the next logon” must be turned OFF
How to configure the integration from DCIM – ecoMeter Side: Tomcat is the one driving the integration. As mentioned initially on this document some important information about MS AD / LDAP settings will need to be known as this point.
1. Select one MS AD user and is desired to log in ecoMeter using MS AD authentication.
2. Get the password for that user ( in our example roadrunner123)
3. If running an ecometer version older than ecoMeter 4.3 the user’s password needs to be typed in the file, it will be exposed as a text on the file. 
· 
If running ecoMeter 4.3 apply the attached patch, 
· if running ecoMeter 4.4 there is no need to apply the patch as the tool is included on the release itself.
4. Either in 4.3 or 4.4, encrypt the password by executing the following:
a. Got to $ECOMETER_HOME/bin
b. ./ecoUtils -encrypt roadrunner123
c. The output of ecoUtils will display something like: 
d. roadrunner123 -> 8A3A9EA1EF44D8D33FD3AE54C4BDD918
e. Copy the encrypted password and you need to insert that info into server.xml file
5. Edit the file labeled as server.xml which lives in $ECOMETER_HOME/apache-tomcat/conf
6. Search by the line <Realm which in comments (<!-- , )
7. Uncomment that segment and using the MS AD/LDAP information collected initially, configure the integration, using our example organization ACME the segment looks like as follows:

<Realm className="org.apache.catalina.realm.CombinedRealm">
        <Realm className=" com.ca.ecometer.secure.realm.EncryptedJNDIRealm "
                connectionURL="ldap://corp.acmecorp.net:389"
                connectionName="CN=Coyote Fox Coyote777,OU=Standard Users,OU=Users,OU=ACME,DC=corp,DC=acme,DC=net"
                connectionPassword="8A3A9EA1EF44D8D33FD3AE54C4BDD918"
                referrals="follow"
                adCompat="true"
                userBase="OU=Standard Users,OU=Users,OU=ACME,DC=corp,DC=acme,DC=net"
                userSearch="(sAMAccountName={0})"
                userSubtree="true"
                roleBase="DC=corp,DC=acme,DC=net"
                commonRole="user"
                roleSubtree="true"
        />   
         <Realm className="org.apache.catalina.realm.DataSourceRealm"
                dataSourceName="jdbc/ecomDB" userTable="emuser"
                userNameCol="user_name" userCredCol="password"
              userRoleTable="emuser_emrole" roleNameCol="role_name" />
</Realm>   
Note:  The red values are the ones which change when configuring the integration in ecoMeter 4.3 and later versions. For previous versions that segment will look like as follows (note password is exposing as a text):
<Realm className="org.apache.catalina.realm.CombinedRealm">
        <Realm className="org.apache.catalina.realm.JNDIRealm"
                connectionURL="ldap://corp.acmecorp.net:389"
                connectionName="CN=Coyote Fox Coyote777,OU=Standard Users,OU=Users,OU=ACME,DC=corp,DC=acme,DC=net"
                connectionPassword="roadrunner123"
                referrals="follow"
                adCompat="true"
                userBase="OU=Standard Users,OU=Users,OU=ACME,DC=corp,DC=acme,DC=net"
                userSearch="(sAMAccountName={0})"
                userSubtree="true"
                roleBase="DC=corp,DC=acme,DC=net"
                commonRole="user"
                roleSubtree="true"
        />   
         <Realm className="org.apache.catalina.realm.DataSourceRealm"
                dataSourceName="jdbc/ecomDB" userTable="emuser"
                userNameCol="user_name" userCredCol="password"
              userRoleTable="emuser_emrole" roleNameCol="role_name" />
</Realm>   


8. Stop and start ecoMeter tomcat services
9. Execute ecoMeter web application and try log in with any of the MS AD desired users using the Domain password
[image: ]
User should log in ecoMeter Solution, getting all privileges defined by the ecoMeter administrator
[image: ]
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com/ca/ecometer/export/excelcsv/CsvExporter.class


package com.ca.ecometer.export.excelcsv;
public synchronized class CsvExporter implements IExporter {
    private org.supercsv.io.CsvListWriter csvListWriter;
    private java.io.BufferedWriter bw;
    public void CsvExporter(java.io.File) throws java.io.IOException;
    public String contentType();
    public String fileExtension();
    public void exportHeader(java.util.List) throws java.io.IOException;
    public void exportRow(java.util.List) throws java.io.IOException;
    protected void createWriter();
    public void flush() throws java.io.IOException;
    public void close() throws java.io.IOException;
}










com/ca/ecometer/export/excelcsv/ExcelExporter$1.class


package com.ca.ecometer.export.excelcsv;
synchronized class ExcelExporter$1 {
    static void <clinit>();
}










com/ca/ecometer/export/excelcsv/ExcelExporter$Corner.class


package com.ca.ecometer.export.excelcsv;
public final synchronized enum ExcelExporter$Corner {
    public static final ExcelExporter$Corner NORTHEAST;
    public static final ExcelExporter$Corner NORTHWEST;
    public static final ExcelExporter$Corner SOUTHEAST;
    public static final ExcelExporter$Corner SOUTHWEST;
    public static final ExcelExporter$Corner UNKNOWN;
    public static ExcelExporter$Corner[] values();
    public static ExcelExporter$Corner valueOf(String);
    private void ExcelExporter$Corner(String, int);
    static void <clinit>();
}










com/ca/ecometer/export/excelcsv/ExcelExporter.class


package com.ca.ecometer.export.excelcsv;
public abstract synchronized class ExcelExporter implements IExporter {
    protected org.apache.poi.ss.usermodel.Workbook workbook;
    protected org.apache.poi.ss.usermodel.Sheet sheet;
    private int rowIndex;
    private int colIndex;
    private java.io.FileOutputStream fptr;
    private java.io.BufferedOutputStream bos;
    private org.apache.poi.ss.usermodel.Drawing drawing;
    private org.apache.poi.ss.usermodel.CellStyle boldStyle;
    public void ExcelExporter(java.io.File, String) throws java.io.IOException;
    public void ExcelExporter(java.io.OutputStream, String);
    private void init(java.io.OutputStream, String);
    public String contentType();
    public void exportHeader(java.util.List) throws java.io.IOException;
    public void exportRow(java.util.List) throws java.io.IOException;
    public void exportRow(java.util.Map, java.util.List) throws java.io.IOException;
    public void exportRow(java.util.Map) throws java.io.IOException;
    private void writeRow(java.util.List, boolean) throws java.io.IOException;
    protected void writeCell(Object);
    protected void writeCell(Object, boolean);
    protected void writeNewLine();
    public void writeCell(int, int, Object);
    public void writeCell(int, int, Object, boolean);
    public void addColumnSum(int, int, boolean);
    public void addColumnAvg(int, int, boolean);
    private void addSummary(int, int, int, int, int, int, String, boolean);
    public org.apache.poi.ss.usermodel.Picture addImage(String, int, int, ExcelExporter$Corner) throws java.io.IOException;
    public org.apache.poi.ss.usermodel.Picture addImage(java.io.File, int, int, ExcelExporter$Corner) throws java.io.IOException;
    private int getPictureType(String);
    protected abstract org.apache.poi.ss.usermodel.Workbook createWorkbook();
    public org.apache.poi.ss.usermodel.Workbook getWorkbook();
    public org.apache.poi.ss.usermodel.Sheet getSheet();
    public org.apache.poi.ss.usermodel.Row getRow(int);
    public org.apache.poi.ss.usermodel.Cell getCell(int, int);
    public void flush() throws java.io.IOException;
    public void close() throws java.io.IOException;
    public org.apache.poi.ss.usermodel.Sheet createSheet(String);
}










com/ca/ecometer/export/excelcsv/IExporter.class


package com.ca.ecometer.export.excelcsv;
public abstract interface IExporter {
    public abstract String contentType();
    public abstract String fileExtension();
    public abstract void exportHeader(java.util.List) throws java.io.IOException;
    public abstract void exportRow(java.util.List) throws java.io.IOException;
    public abstract void flush() throws java.io.IOException;
    public abstract void close() throws java.io.IOException;
}










com/ca/ecometer/export/excelcsv/XLSExporter.class


package com.ca.ecometer.export.excelcsv;
public synchronized class XLSExporter extends ExcelExporter {
    public void XLSExporter(java.io.File, String) throws java.io.IOException;
    public void XLSExporter(java.io.OutputStream, String);
    public String fileExtension();
    protected org.apache.poi.ss.usermodel.Workbook createWorkbook();
}










com/ca/ecometer/export/excelcsv/XLSXExporter.class


package com.ca.ecometer.export.excelcsv;
public synchronized class XLSXExporter extends ExcelExporter {
    public void XLSXExporter(java.io.File, String) throws java.io.IOException;
    public String fileExtension();
    protected org.apache.poi.ss.usermodel.Workbook createWorkbook();
}










com/ca/ecometer/gatewayLib/PropertyFileUtils.class


package com.ca.ecometer.gatewayLib;
public synchronized class PropertyFileUtils {
    private static final String type = AES;
    private static final String code = 51321BA2EAA5CC07BE0AABF538A3A70B;
    public void PropertyFileUtils();
    public static String encryptString(String) throws java.security.GeneralSecurityException;
    public static String decryptString(String) throws java.security.GeneralSecurityException;
    private static javax.crypto.spec.SecretKeySpec generateSecretKeySpec() throws java.security.NoSuchAlgorithmException;
    public static void main(String[]) throws Exception;
}










com/ca/ecometer/jms/AsyncJmsClient.class


package com.ca.ecometer.jms;
public synchronized class AsyncJmsClient implements javax.jms.MessageListener {
    private static final org.apache.log4j.Logger LOG;
    protected static int ackMode;
    protected String serverQueueName;
    protected String brokerUrl;
    protected javax.jms.Connection conn;
    protected javax.jms.Session session;
    protected boolean transacted;
    protected javax.jms.MessageProducer producer;
    protected javax.jms.MessageConsumer consumer;
    protected javax.jms.TemporaryQueue myDest;
    protected MessageConverter converter;
    protected JmsListener listener;
    public void AsyncJmsClient();
    public void start() throws javax.jms.JMSException;
    protected javax.jms.MessageProducer getProducer();
    protected javax.jms.MessageConsumer getConsumer();
    public MessageConverter getConverter();
    public void setConverter(MessageConverter);
    public void send(Object) throws javax.jms.JMSException;
    public void onMessage(javax.jms.Message);
    public void close();
    public String getBrokerUrl();
    public void setBrokerUrl(String);
    public String getServerQueueName();
    public void setServerQueueName(String);
    public javax.jms.Session getSession();
    public void setListener(JmsListener);
    protected String ensureCorrelationId(javax.jms.Message) throws javax.jms.JMSException;
    static void <clinit>();
}










com/ca/ecometer/jms/BrokerIdentifier.class


package com.ca.ecometer.jms;
public synchronized class BrokerIdentifier {
    private String transport;
    private String host;
    private String port;
    private long timeout;
    public void BrokerIdentifier();
    public void setTransport(String);
    public void setHost(String);
    public void setPort(String);
    public void setTimeout(long);
    public String getTransport();
    public String getHost();
    public String getPort();
    public long getTimeout();
    public boolean isValid();
}










com/ca/ecometer/jms/GatewayJmsMsgInfo.class


package com.ca.ecometer.jms;
public synchronized class GatewayJmsMsgInfo {
    public String gatewayId;
    public String operation;
    public String dataType;
    public String data;
    public String file;
    public void GatewayJmsMsgInfo();
}










com/ca/ecometer/jms/JmsListener.class


package com.ca.ecometer.jms;
public abstract interface JmsListener {
    public abstract void onMessage(Object);
}










com/ca/ecometer/jms/MessageConverter.class


package com.ca.ecometer.jms;
public abstract interface MessageConverter {
    public abstract javax.jms.Message convertToMessage(Object) throws javax.jms.JMSException;
    public abstract Object convertFromMessage(javax.jms.Message) throws javax.jms.JMSException;
}










com/ca/ecometer/jms/MultiThreadJmsClient$ExpiryRemover.class


package com.ca.ecometer.jms;
synchronized class MultiThreadJmsClient$ExpiryRemover implements Runnable {
    private String uuid;
    public void MultiThreadJmsClient$ExpiryRemover(MultiThreadJmsClient, String);
    public void run();
}










com/ca/ecometer/jms/MultiThreadJmsClient.class


package com.ca.ecometer.jms;
public synchronized class MultiThreadJmsClient extends SingleThreadJmsClient {
    private static final org.apache.log4j.Logger LOG;
    protected final java.util.Map queues;
    protected java.util.concurrent.ScheduledExecutorService expiryExecutor;
    public void MultiThreadJmsClient(String);
    public java.util.concurrent.ScheduledExecutorService getRemovalService();
    public void start() throws javax.jms.JMSException;
    public Object call(Object, long) throws javax.jms.JMSException, InterruptedException;
    public java.util.concurrent.BlockingQueue callMany(Object, long) throws javax.jms.JMSException, InterruptedException;
    public void onMessage(javax.jms.Message);
    static void <clinit>();
}










com/ca/ecometer/jms/SingleThreadJmsClient.class


package com.ca.ecometer.jms;
public synchronized class SingleThreadJmsClient extends AsyncJmsClient {
    private static final org.apache.log4j.Logger LOG;
    protected long timeout;
    public void SingleThreadJmsClient(String);
    public Object call(Object) throws javax.jms.JMSException, InterruptedException;
    public java.util.concurrent.BlockingQueue callMany(Object) throws javax.jms.JMSException, InterruptedException;
    public synchronized Object call(Object, long) throws javax.jms.JMSException, InterruptedException;
    public synchronized java.util.concurrent.BlockingQueue callMany(Object, long) throws javax.jms.JMSException, InterruptedException;
    public long getTimeout();
    public void setTimeout(long);
    static void <clinit>();
}










com/ca/ecometer/jms/SquareClient$MyMessageConverter.class


package com.ca.ecometer.jms;
synchronized class SquareClient$MyMessageConverter implements MessageConverter {
    void SquareClient$MyMessageConverter(SquareClient);
    public javax.jms.Message convertToMessage(Integer);
    public Long convertFromMessage(javax.jms.Message);
}










com/ca/ecometer/jms/SquareClient.class


package com.ca.ecometer.jms;
public synchronized class SquareClient extends SingleThreadJmsClient {
    static java.util.Set durTimes;
    public void SquareClient();
    public double getStats();
    public static transient void main(String[]) throws javax.jms.JMSException, InterruptedException;
    static void <clinit>();
}










com/ca/ecometer/jms/StringMessageConverter.class


package com.ca.ecometer.jms;
public synchronized class StringMessageConverter implements MessageConverter {
    protected javax.jms.Session session;
    public void StringMessageConverter(javax.jms.Session);
    public String convertFromMessage(javax.jms.Message) throws javax.jms.JMSException;
    public javax.jms.Message convertToMessage(String) throws javax.jms.JMSException;
}










com/ca/ecometer/utils/Cache.class


package com.ca.ecometer.utils;
public synchronized class Cache implements java.util.Set {
    private static org.apache.log4j.Logger logger;
    private java.util.Set cache;
    private java.util.Map indices;
    public void Cache();
    public void Cache(java.util.Collection);
    public void addIndex(Enum, boolean);
    public void addIndex(String, boolean);
    public void removeIndex(Enum);
    public void removeIndex(String);
    public Object trap1();
    public void trap2();
    protected Object getIndexValue(String, Object);
    public int size();
    public boolean isEmpty();
    public boolean contains(Object);
    public java.util.Iterator iterator();
    public Object[] toArray();
    public Object[] toArray(Object[]);
    public boolean add(Object);
    public boolean remove(Object);
    public void forceIndex(Enum, String, Object);
    public void forceIndex(String, Object, Object);
    private void index(Object);
    private void index(Object, String);
    private void deindex(Object);
    private void deindex(Object, String);
    private void index(Object, boolean);
    private void index(Object, String, boolean);
    public java.util.SortedMap getSortedIndex(Enum);
    public java.util.SortedMap getSortedIndex(String);
    public java.util.Map getIndex(Enum);
    public java.util.Map getIndex(String);
    public java.util.Set getAll(Enum);
    public java.util.Set getAll(String);
    public java.util.Set getAll(Enum, Object);
    public java.util.Set getAll(String, Object);
    public Object getSingle(Enum, Object);
    public Object getSingle(String, Object);
    public boolean containsAll(java.util.Collection);
    public boolean addAll(java.util.Collection);
    public boolean retainAll(java.util.Collection);
    public boolean removeAll(java.util.Collection);
    public void clear();
    public static String getEnumName(Enum);
    static void <clinit>();
}










com/ca/ecometer/utils/ExceptionThrowingBlockingQueueDecorator.class


package com.ca.ecometer.utils;
public synchronized class ExceptionThrowingBlockingQueueDecorator implements java.util.concurrent.BlockingQueue {
    private java.util.concurrent.BlockingQueue wrapped;
    private java.util.Queue throwableQueue;
    public void ExceptionThrowingBlockingQueueDecorator();
    public void ExceptionThrowingBlockingQueueDecorator(java.util.concurrent.BlockingQueue);
    public void throwable(Throwable);
    public Throwable checkThrown();
    public Object poll();
    public Object peek();
    public boolean offer(Object);
    public void put(Object) throws InterruptedException;
    public boolean offer(Object, long, java.util.concurrent.TimeUnit) throws InterruptedException;
    public Object take() throws InterruptedException;
    public Object poll(long, java.util.concurrent.TimeUnit) throws InterruptedException;
    public int remainingCapacity();
    public int drainTo(java.util.Collection);
    public int drainTo(java.util.Collection, int);
    public java.util.Iterator iterator();
    public int size();
    public Object remove();
    public Object element();
    public boolean isEmpty();
    public Object[] toArray();
    public Object[] toArray(Object[]);
    public boolean containsAll(java.util.Collection);
    public boolean addAll(java.util.Collection);
    public boolean removeAll(java.util.Collection);
    public boolean retainAll(java.util.Collection);
    public void clear();
    public boolean add(Object);
    public boolean remove(Object);
    public boolean contains(Object);
}










com/ca/ecometer/utils/NetworkUtil.class


package com.ca.ecometer.utils;
public synchronized class NetworkUtil {
    private static final org.apache.log4j.Logger LOG;
    public static boolean supportsIPv6();
    public static java.net.InetAddress getWildcardAddress();
    public static NetworkUtil makeObj();
    private void NetworkUtil();
    static void <clinit>();
}










com/ca/ecometer/utils/UtilityApp$FileRec.class


package com.ca.ecometer.utils;
synchronized class UtilityApp$FileRec {
    private String filepath;
    private String token;
    public void UtilityApp$FileRec(UtilityApp, String, String);
    public String getFilePath();
    public String getToken();
}










com/ca/ecometer/utils/UtilityApp.class


package com.ca.ecometer.utils;
public synchronized class UtilityApp {
    private static String ARG_HELP1;
    private static String ARG_HELP2;
    private static String ARG_HELP3;
    private static String ARG_CHANGE_PASSWORD;
    private static String ARG_OLD_PASSWORD;
    private static String ARG_NEW_PASSWORD;
    private static String ARG_DEBUG;
    private static String ARG_FORCE;
    private static String ARG_ENCRYPT;
    private static String PWDTYPE_EHEALTH;
    private static String PWDTYPE_DATABASE;
    private static String PWDTYPE_SQLFILE;
    private static String ARG_MISSING;
    private static String FORCE_PASSWORD;
    private boolean debugEnabled;
    private boolean force;
    private String ecoMeterDir;
    private UtilityApp$FileRec[] ehealthFiles;
    private UtilityApp$FileRec[] dbFiles;
    private UtilityApp$FileRec[] sqlFiles;
    public void UtilityApp();
    public void UtilityApp(String);
    private static void printUsage(String);
    public boolean updatePropertiesFile(java.io.File, String, String, String);
    private void updateFile(UtilityApp$FileRec, String, String);
    public boolean updateTextFile(java.io.File, String, String);
    private void updateSqlFile(UtilityApp$FileRec, String);
    private boolean changeEHPassword(String, String);
    private boolean changeDBPassword(String, String);
    private boolean changeSqlPassword(String, String);
    public void enableDebug();
    public void enableForce();
    public static void main(String[]) throws Exception;
    public static void kick(boolean, int);
    static void <clinit>();
}










META-INF/maven/com.ca.ecometer/ecometerLibrary/pom.xml


 
	 4.0.0
	 ecometerLibrary
	 ecoMeter Library

	 
		 com.ca.ecometer
		 ecometer
		 4.4-SNAPSHOT
		 ../../pom.xml
	

	 
		 
			 log4j
			 log4j
		

		 
			 net.sf.supercsv
			 super-csv
			 ${superCSV.version}
		

		 
			 org.apache.poi
			 poi
			 ${poi.version}
		

		 
			 org.apache.poi
			 poi-ooxml
			 ${poi.version}
		

		 
			 org.apache.activemq
			 activemq-client
			 5.9.0
			 true
		

	










META-INF/maven/com.ca.ecometer/ecometerLibrary/pom.properties


#Generated by Maven

#Mon Jul 28 13:32:21 EDT 2014

version=4.4-SNAPSHOT

groupId=com.ca.ecometer

artifactId=ecometerLibrary












EMTR-8632/README.txt

July 2014



This fix enables ecoUtils to be used to encrypt arbitrary strings for use as

passwords in ecoMeter configuration files. This accompanies the fix for

EMTR-8632 which was fixed in CA ecoMeter 4.3.00.



The value of $ECOMETER_HOME below is the directory where ecoMeter was installed.

On Windows this is usually C:\Program Files\CA\ecoMeter

On Linux it is usually /opt/CA/ecoMeter



To install and use this fix:



1/ Rename $ECOMETER_HOME/javaLibs/private/ecoLib.jar so as to keep it in case

   a backup is needed.



2/ Copy javaLibs/private/ecoLib.jar to $ECOMETER_HOME/javaLibs/private/ecoLib.jar



3/ Change working directories to $ECOMETER_HOME/bin



4/ ecoUtils may now be run like so:

      ./ecoUtils -encrypt password123

      password123 -> 8A3A9EA1EF44D8D33FD3AE54C4BDD918

   The output shows the original string and its encrypted counterpart.





No restart of any services is required for the above four steps.



The release notes cover the scenarios described in EMTR-8632; this utility is

solely to generate the needed encrypted password string for that fix. Service

restart is required for EMTR-8632, which requires altering server.xml.
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META-INF/MANIFEST.MF

Manifest-Version: 1.0

Created-By: Fat Jar Eclipse Plug-In

Main-Class: ADOP










ADOP.class

public synchronized class ADOP {
    private String domain;
    private String host;
    private String port;
    private String user;
    private String pwd;
    public void ADOP();
    public void auth();
    protected void listAtt(javax.naming.ldap.LdapContext);
    private String formatDistinguishedName(String, String, char);
    public static void main(String[]);
}
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