CA Mobile OTP
· CA Mobile OTP Overview

CA Mobile OTP is a One-Time Password compliant to OATH standards. Once the user's account is provisioned, the client application that you build by using CA Mobile OTP SDK takes the user’s PIN as an input and generates passcodes on the user’s device. The user uses this generated passcode at the Web application that is protected by CA Mobile OTP authentication. Based on the authentication result, the user is granted access to the protected application.

CA Mobile OTP also supports the Transaction Signing feature in the Sign mode of passcode generation. This feature conforms to the OATH Challenge-Response Algorithm (OCRA) defined by RFC 6287.

Passcode generation is an offline process, which means the client application need not connect to the authentication server for generating passcodes.

CA Mobile OTP library supports industry-standard passcode generation methods such as counter-based passwords (HOTP), time-based passwords (TOTP), MasterCard Chip Authentication Program (CAP), and VISA Dynamic Passcode Authentication (DPA).

The passcode generation methods supported by JavaScript Library are HOTP and TOTP. Java & C support HOTP, TOTP, MasterCard & Visa.

· Understanding CA Mobile OTP APIs

This chapter discusses the CA Mobile OTP Software Development Kit (SDK) that you can use to build client applications for authenticating users by using their CA Mobile OTP. The most common tasks performed using this SDK are provisioning the CA Mobile OTP account to the user’s device and generating passcodes. Other tasks are outlined in the following list:

The chapter introduces you to the interfaces and classes that you will be using for different tasks and later explains the usage in detail.

1. Provisioning (Downloading) CA Mobile OTP Accounts
To perform CA Mobile OTP authentication, you need to first create an account for the user that contains the CA Mobile OTP information and save it on their device. The Provisioning CA Mobile OTP Accounts section discusses the provisionAccount() method in the API class that you use to create CA Mobile  OTP accounts.

2. Generating Passcodes
To perform CA Mobile OTP authentication, the users have to first generate a passcode for authentication. The Generating Passcodessection discusses the generateOTP() method in the API class that you use to generate passcodes.

3. Resetting CA Mobile OTP PIN
The Resetting CA Mobile OTP PIN section discusses the resetPin() method in OTP class that you use to change the user’s CA Mobile OTP PIN.

4. Managing Accounts
The Managing Accounts section discusses the methods of the API class that you use for reading and deleting CA Mobile OTP accounts stored in the default location.
If you choose to store the accounts in a custom location, then you have to implement the Store interface. Refer to the Choosing Custom Storage Medium section. To store the accounts in memory, use MemoryStore class. Refer to the Storing Accounts in Memorysection.

5. Device Locking
Depending on the device that is being used, CA Mobile OTP library supports default parameters for locking the account to the device. If you want to lock an account to the device by using the parameters of your choice, then implement the DeviceLock interface, as discussed in the Device Locking section.

6. Reading CA Mobile OTP Details
The Reading CA Mobile OTP Account Details section discusses the API class fields that hold the CA Mobile OTP details such as, unique identifier for the account, timestamp when the account was used, number of times the account was used, and friendly name for the account. It also discusses the classes that are used to set and get additional CA Mobile OTP attributes.

7. Checking CA Mobile OTP SDK Version
The Checking Library Version section discusses the getVersion() method in OTP class that you need to use if you want to check the version of CA Mobile OTP SDK.

· Provisioning CA Mobile OTP Accounts

To create and store the CA Mobile OTP account on the user's device, you must invoke the provisionAccount() method in the API class. The location where the account is saved depends on the device to which the account is being downloaded. The following table lists the default storage location for different mobiles that CA Mobile OTP SDK supports.

	Mobiles
	Parameter Used

	Google Android-Based Mobiles
	Database

	Apple iOS-Based Mobiles
	Database

	RIM BlackBerry-Based Mobiles
	Record Management Store (RMS)

	J2ME-Based Mobiles
	RMS

	JavaScript-Based Mobiles
	Web browser local storage

Note: If the Web browser does not support local storage, then Accounts are stored in a Cookie.


On a computer, the default storage location is whichever of the following is available (in this order of priority):

· CA Strong Authentication plugin store

· userData store

· HTML5 local storage

· Cookie store

Note: Other than the default location, accounts can also be stored in a custom location. Refer to Choosing Custom Storage Medium for more information on how to store accounts in a location of your choice. CA Mobile OTP SDK also provides built-in functions to store accounts in memory, see Storing Accounts in Memory for more information.

API Details

The following table lists the input and output parameters of the provisionAccount() method:

	Parameter
	Description

	Input Parameters

	xml
	The user information that is required to create an account. This information is obtained from the CA Strong Authentication Server.

	provUrl
	The URL of the CA Strong Authentication Server that issued CA Mobile OTP for the user.

	code
	The one-time activation code that authenticates the user before provisioning the account for them. The one-time activation code that authenticates the user before provisioning the account for them. This activation code is obtained from the CA Strong Authentication Server.

	pin
	The PIN that is to be used to protect the account. The same PIN will have to be provided when calling the generateOTP() method.

	Output Parameters

	Account
	Object containing the CA Mobile OTP.


Exception
The OTPException class is returned if there any errors while executing the provisionAccount() method. See chapter, "CA Mobile OTP SDK Exceptions and Error Codes" for more information on the exception class and errors returned by CA Mobile OTP SDK.

· CA Mobile OTP Registration Sequence Diagram
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AFM convert credential card string to Credential XML and send it to Mobile OTP Client.
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AFM call AA server to store this camouflaged OTP seed information in user custom attribute call AOTPXML for roaming download purpose.





On receiving credential xml Mobile OTP client collects User PIN and camouflage the OTP seed before storing it on the user’s device. In case of TOTP, Mobile OTP client also call AFM which tells AA server to store this camouflaged OTP seed information in user custom attribute call AOTPXML for roaming download purpose.
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User Record updated successfully with camouflaged OTP seed


end this PIN camouflaged seed output to AFM server.





Save CA Mobile OTP seed on to the User’s Device.
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User Record updated successfully with camouflaged OTP seed
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Send created Mobile OTP credential’s card string to AFM
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Verify Activation Code and create Mobile OTP credential for the User on Server using Activation code as basic secret key
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Send Mobile OTP credential registration information (URL, UserId and Activation Code) and





Enter registration information (URL, UserId and Activation Code) and click submit
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