IDENTITYMANAGER-USERLIFECYCLE-SUPPORT

SUMMARY
Identity Management is about 3 things:
· Identity life-cycle
· Provisioning accounts
· Access requests and approval
This discussion is to provide a framework for the Identity Life-Cycle, and the data needed in IM to support this. The life-cycle is implemented in IM as processes to support JML (Joiner, Mover Leaver).

Typical processes include:
· Joiner
· Mover (change user type, job, manager)
· Change name
· Leaver
· Suspend (inactive, long-term-leave)
· Resume (from leaver or inactive)
NOTE: these processes are often not just single events, but can span several IM Tasks – from a request, to several actions over time.  

The aim of this document is to suggest a set of attributes that may be used to support these processes. A new project could include these attributes (as a starting point) knowing that it can support usual JML processes.
[bookmark: _GoBack]NOTE: more attributes may be needed, because of specific requirements at any organisation.


Proposed data in IM
These attributes are on the User objectClass. 
	Area
	Attribute
	Description

	AUDIT
	xxxIMmodifiedBy
	UserID of last update of this entry

	
	xxxIMmodifiedTime
	Timestamp of the last update of this entry

	
	xxxIMCreateDate
	Date when this entry was created

	
	xxxIMStartDate
	Date when this User first became Active

	
	xxxIMEndDate
	Date when this user was last set to status Leaver
OR date when the user is scheduled to end (eg for Contractors)

	
	xxxIMArchiveDate
	Date when this user was last set to status Archived

	TYPE
	xxxIMSourceSystem
	Source of the identity: There can often be several sources for identities, and different rules apply to updates or JML processes because of this. 

	
	xxxIMUserType
	Type of user: Employee, Contractor, Partner etc
These often have variations in life-cycle processes and different rules.
(For example, an employee usually has no end-date – but a contractor must have an end-date)

	STATUS
	%ENABLED_STATE%
	Built-in attribute in IM, showing disabled or locked or password expired

	
	xxxIMStatus
	Life-cycle status of user (in readable form). Values are:
Pending – Active – (Limited) -  Inactive - Leaver – Archived

NOTES: 
Only Active users can logon to IM (Admin Roles should limit membership to Active users)
If using SSO, only allow Active users to reach IM (other users are not authorised)
In some organisations there is a special category of employee who has limited access: this may be reflected as a specific status here: Limited (with reason given in the Inactive attributes below).

	
	xxxIMStatusDate
	Date when status was set

	JOIN
	xxxIMJoinStatus
	Status in the Joiner process. When all actions performed set to Completed.

	
	xxxIMJoinStatusTS
	Timestamp of last change to Joiner status.

	MOVE
	xxxIMMoveStatus
	Status in the Mover process. When all actions performed set to Completed.

	
	xxxIMMoveStatusTS
	Timestamp of last change to Mover status.

	LEAVE
	xxxIMLeaverStatus
	Status in the Leaver process. When all actions performed set to Completed.

	
	xxxIMLeaverStatusTS
	Timestamp of last change to Leaver status.

	RENAME
	xxxIMRenameStatus
	Status in the Rename process. When all actions performed set to Completed.

	
	xxxIMRenameStatusTS
	Timestamp of last change to Rename status.

	
	xxxIMRenameHistory
	Multi-valued: all previous values for the UserId (or other relevant data associated with this user)

	INACTIVE
	xxxIMInactiveType
	Reason the user was made Inactive. This is a controlled, limited set of reasons (eg a drop-down), that are associated with specified inactive-end-date processes in IM.
Examples:
Quarantined (has not logged on for 2 months)
Retired (soon to start leaver process)
Long-Term-Away (eg sabbatical, maternity, paternity, etc)
Suspended (user may be under an investigation)

	
	xxxIMInactiveReason
	Free-text – the reason this user has been made Inactive (as provided by the admin who made this user Inactive)

	
	xxxIMInactiveStartDate
	Date from which user has been marked Inactive

	
	xxxIMInactiveEndDate
	Date when a process needs to review the status of the User (this may not result in the user being made Active: each Inactive-Type will be associated with a different process)  


 
NOTES:
· Most of this data is not set directly by users, but is set because of the live-cycle events that happen to the user -  by BLTH or PX in the IM Tasks.
· Date format: 2017-05-30
· Timestamp format: 2017-05-30T09:30:10
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Proposed Processes in IM
	Process
	IM Tasks
	Notes

	Create
	Create User
	Create user in status Pending

	Join
	Make User Active

	Make user active
Set temporary Password
Assign birth-right roles: provision birth-right accounts

	
	Notifications
	Notify manager
Welcome-email to user

	
	Support first logon
	Either send password or one-time-token to user – or allow admins to reset user’s password

	Move
	Move user
	Request move of user (set changed attributes). Changes that count as a move may include:
· Change of “site” (OU or other attribute) upon which some birth-right roles are based
· Change manager, department, job (if these are key to assigning/requesting roles)
· Change User Type (eg from Contractor to Employee)
Perform move (update) of user in IM User Store

	
	
	Add new birthright roles
Remove old birthright roles
Update accounts because of move (changes in IM) – possibly “move” accounts (eg in AD)

	
	Notifications
	Notify manager, user, new manager etc

	Leaver
	Start Leaver process
	Set proposed end-date (do not update user status)
NOTE: contractors usually have an end-date set when they are made Active.

	
	Notifications
	Notify manager or others that user will leave

	
	Mark user as leaver
	Disable user: mark as leaver
Suspend accounts for this user

	
	Remove roles / access
	Remove requested roles
Remove birthright roles
Re move access not associated with Roles in IM

NOTE: this is not normally done immediately – so this can be reversed without the accounts having been wrecked

	
	Delete Account
	Delete or move accounts that belong to this user

	
	Archive User
	Strip out data about the user from IM
(possibly leave the Identity entry, now in Archived status for audit reasons)

	
	Delete User 
	Delete user from IM (optional, after a time)

	Rename
	Request Rename
	Update IM User (cannot be rename in IM, without customisation)
Generate some key attributes (eg email address, account-ID) 
Save “old” name information

	
	
	Update accounts
This may be a rename of the accounts (eg if AD account CN is the name or the sAMAccountName) 

	Mark Inactive
	Request change
	Request user to be marked inactive (with type, reason, start and end dates)
NOTE: this may be a batch process (eg to detect that the user has not logged on for 2 months)

	
	Mark user Inactive
	Mark user Inactive: disable user
Suspend associated accounts

	
	Notifications
	Notify manager (or others) when made inactive, or when nearing end-date

	
	End-Date Reached
	When End-Date is reached, an action must be performed in IM. What the action is will depend on the type of Inactive. 
Examples:
· Quarantined: after 3 months, make the user into a Leaver
· Suspended: Send reminder to an admin 

	RESUME
	Request resume
	Request that user is resumed (if Inactive, Leaver or Archived)
Update user (make Enabled, remove Inactive or Leaver status)
Enable accounts

	
	Assign Roles
	If user has lost Roles (has reached that point in leaver process), kick off “Create” process at the point of assigning birth-right roles

	
	Notifications
	Notify manager 
Possibly support first logon (if needed)




Process: Some Details
Impact on Data
	PROCESS
	IM
Status
	Audit
	Join
	Move
	Leave
	Rename
	Inactive

	Create
	Pending
	Y
	Y
	Blank
	Blank
	Blank
	Blank

	Join
	Active
	Y
	Y
	Blank
	Blank
	Blank
	Blank

	Move
	Active, Inactive
	Y
	
	Y
	
	
	

	Leave
	Leaver
	Y
	
	
	Y
	
	Blank

	Rename
	Active, Inactive
	Y
	
	
	
	Y
	

	Inactive
	Inactive
	Y
	
	
	
	
	Y

	Resume
	Active
	Y
	Y
	Blank
	Blank
	Blank
	Blank




Run on which IM Status
	PROCESS
	CURRENT
IM
Status
	NEW
IM
Status

	Create
	
	Pending

	Join
	Pending
	Active

	Move
	Active, Inactive
	(no change)

	Leave
	Pending, Active, Inactive
	Leaver

	Rename
	Active, Inactive
	(no change)

	Inactive
	Active
	Inactive

	Resume
	Inactive, Leaver, Archived
	Active
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