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Background: The Identity Manager Provisioning Server (IMPS) provides a certificate management mechanism, which allows administrators

. . . . - 1T .« |dentity Manager » Provisioning Server » data » tls » cemmgmt
to generate self-signed root CA certificate, client, and server certificates. -
w Local Disk (C:) ~ MName Date medified
. . . . . . . . . logs S — a
Step 0: Review this deck and the readme file under C:\Program Files (x86)\CA\ldentity Manager\Provisioning Server\data\tls\certmgmt OpensSL-Wind2 ca 11/2/201511:49 AM
) pertL ] disable_fips_mode.bat 11/2/2015 11:4¢
. Perflogs "
. . | enable_fips_mode bat
Step 1: Backup the following folders | Program Files ) ctassl.conf
. Program Files (x36) s -
= = 5| imps_certgen.bat
IMPS Server(s): ~Identity Manager\Provisioning Server\data\tls\ (assumes IMPS and CCS services are installed together) Common Files @ newca.bat
IMPD SerVer(S): DXHOME\dxserver\config\ InstallShield Installation Infor J newcert.pem /20T s Al

IMPM Gui : ~ldentity Manager\Provisioning Manager\data\tls\

Step 2: Select a single IMPS server to generate ALL certificates from.

ou are abhout to be asked to enter information that will be incorporated
:ij?to your certlijficate request. " 1led » hed N N
. . .. Jhat you are about to enter iz what iz called a Distinguishe ame or a -
Step 3: RDP (assumes Win OS) and open Command Line shell (as Administrator) hewe are guite a few Fields but wou can leave some hlank

or some fields there will bhe a default value,
If you enter ‘.’,. the Field will be left blank.

ountry Name (2 letter code> [US1:

Step 4: cd C:\Program Files (x86)\CA\ldentity Manager\Provisioning Server\data\tls\certmgmt

Step 5: Review etassl.conf and if FIPS 140-2 mode is to be enabled/required. If no changes, proceed.
-enable_fips_mode.bat - enables FIPS 140-2 mode [Skip if not needed/required]
-disable_fips_mode.bat - disables FIPS 140-2 mode [Skip if not needed/required]

Step 6: Execute imps_certgen.bat utility to generate Identity Manager Provisioning Server certificates.
- Continue to hit <enter> 26 times until the utility completes

Step 7: After execution, cd to ..\certmgmt\data\tls sub-folder.
ALTERNATIVELY
Step 8: Copy the CA Public Cert files per notes in the readme.txt file [IMPS, IMPM, IMPD] copy & replace OOTB certs
from latest release of IM:
copy ~certmgmt\data\tls\et2_cacert.pem to ~Identity Manager\Provisioning Server\data\tls\et2_cacert.pem IMPS/IMPD/IMPM
copy ~certmgmt\data\tls\et2_cacert.pem to ~Identity Manager\Provisioning Manager\data\tls\et2_cacert.pem
copy ~certmgmt\data\tls\et2_cacert.pem to ~DXHOME\dxserver\config\ssld\impd_trusted.pem
(7}

Note: If older system replace etrustadmin_trusted.pem with et2_cacert.pem

ca_imps_impm.{z

Use 7zip to extract
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Step 9: Copy the Public & RSA Server Cert Files per notes in the readme.txt file

copy ~certmgmt\data\tls\server\eta2_servercert.pem to ~Identity Manager\Provisioning Server\data\tls\server\eta2_servercert.pem
copy ~certmgmt\data\tls\server\eta2_serverkey.pem to ~Identity Manager\Provisioning Server\data\tls\server\eta2_serverkey.pem

join eta2_servercert.pem AND eta2_serverkey.pem to new file IMPD_DSA.pem {copy—n — paste together; see screen shot example}

copy ~certmgmt\data\tls\server\IMPD_DSA.pem to ~DXHOME\dxserver\config\ssld\personalities\HOSTNAME-impd-main.pem
copy ~certmgmt\data\tls\server\IMPD_DSA.pem to ~DXHOME\dxserver\config\ssld\personalities\HOSTNAME-impd-co.pem
copy ~certmgmt\data\tls\server\IMPD_DSA.pem to ~DXHOME\dxserver\config\ssld\personalities\HOSTNAME-impd-inc.pem
copy ~certmgmt\data\tls\server\IMPD_DSA.pem to ~DXHOME\dxserver\config\ssld\personalities\HOSTNAME-impd-notify.pem
copy ~certmgmt\data\tls\server\IMPD_DSA.pem to ~DXHOME\dxserver\config\ssld\personalities\HOSTNAME-imps-router.pem

Note: If older system with different personalities names; replace the personalities with IMPD_DSA.pem file, e.g. etrustadmin.dxc.pem, etrustadmintemp.pem,
etrust_ops.pem

Step 10: Copy the Public and RSA Client Cert Files per notes in the readme.txt

copy ~certmgmt\data\tls\client\eta2_clientcert.pem to ~ldentity Manager\Provisioning Server\data\tls\client\eta2_clientcert.pem
copy ~certmgmt\data\tls\client\eta2_clientkey.pem to ~Identity Manager\Provisioning Server\data\tls\client\eta2_clientkey.pem
copy ~certmgmt\data\tls\client\eta2_clientcert.pem to ~Identity Manager\Provisioning Manager\data\tls\client\eta2_clientcert.pem
copy ~certmgmt\data\tls\client\eta2_clientkey.pem to ~Identity Manager\Provisioning Manager\data\tls\client\eta2_clientkey.pem

Step 11: Done with copying. Time to bounce all services; from bottom (data tier) to top (IMPS and IM)
IMPD: dxserverstopall then dxserver start all

IMCCS: netstopim_ccs then netstartim_ccs
IMPS:  net stop im_ps then net start im_ps

[debug process:  dxserver —d start DSA_NAME_HERE ]
[or use MS Window NT Services, services.msc] [Debug via Win Registry entry]
[or use MS Windows NT Services, services.msc] [Debug via Win Registry entry]

Step 12: Validation; use Jxplorer (or openssl) to connect to all services and validate they return a full certificate.

IMPD: TCP 20391 [ Newer System will also have TCP 20394, 20396, 20398, 20404] [ openssl s_client —connect HOSTNAME:20391 —showcerts ]
IMCCS: TCP 20403 [openssls_client —connect HOSTNAME:20403 —showcerts ]

IMPS: TCP 20390 [ openssls_client —connect HOSTNAME:20390 —showcerts ]

Start the IMPS Manager GUI (IMPM) and connect to IMPS Services.

* T | J <« data » tls » certmgmt » data » tls
Narne Date modified Type
. client 11/12/2015 7:21 PM  File fg
| SErver File fd
Mj et?_cacert.pem PEM H
] imps001-impd-co.pem - Notepad = I:'-

File Edit Format View Help

MIIDSzCCArSgAUTBAEICATCWDQYIKoZThy cNAQEF BQAwazE L MAKGALUEBRMCVVHX
CzAJBENVBAZTAKS ZMREWDWYDVQQHE ] ¢ 2xhbmRpYTECMBOGALUECAMTSHR 1bnRp
dHkgTWFUYWd 1V udDE eMBWGATUEC xMVUHJvdm1zaW9ual5nIFN1cnZpY2VzMBAX
DTA3MTEYODAAM] YudVOXDTEMTEYNTA4HM] YuaMVoub TELMAKGALUEBAMCYVHMXCZAT
BENVBAGTAKS ZMRimiGgY DVQQKEXNZGVudGLaeSBNYWShZ2Vt ZHS@MRAwHAYDVQQL
EXVQcm92aXNpb25pbmegU2Vydm1 ZXMxE zARBGNVBAMUCTVEYVO 2 2X] 27X TwgZ 8u
DQYIKoZIhveNAQEBBQADEYBAMIGJACGBAK DMK sQeB+VAZMCEMHF 1617BRrrZ16H
PAZCjt5GUPE7 ceEdtQHhAVK jbZppIudry SRRCECwQomS cUDF Z+e0zATZ5HvUKBIA
wF+7q176nkBu9rBLZ7KzVZ tooz@dHArERX1VE ySULPHZC/ YacjxSR3qzMs jVFpl
OXbh13UxFcBxAgMBAAG jg SwgfguC QYDVRATBAIWADASBEl ghkgBhvhCAQBEHXYd
T3B1b1NTTCBHZWS 1cmFeZWQzQ2VydG LmaWNhdGUWHQYDVREOBBY EFMaVE Ly riyS6
4QroAhmN9S+DGYVMIGABENVHSMEEZUgZKAF BT ZatHaFghtKHNIBD1cPDIpHS3
ob+kbTBrMQs1CQYDVOQGEWIVUZELMAKGATUECBMC T 1kXETAPBENVBACTCELZbGFY
ZG1hMRunGE YDVOQKExh 176V udG10eSBIYHShZ 2Vt ZW58MRAWHAYDVQQLEXVQcmS2
aXlpb25pbmegU2Vy dm1 JZX0CCQDSIBuLy0I1qDANBgkqhkiGWBBAQUFAAOBEOCS
/wMdqgreDhSuri3hL3]Dkg3ibgPtg3qPFTrilgg7Mo/OYbY11K5 1My C1eAQDDVS
e/vRdD91sLok/2yD/AdT6gASRpHEQmyyVhVE] 2y eM2TRGHIvd3z IREAZX6V7EZC
hnALDNIDPIhTghgG7R1JSMEBuUdXAZVHFZKSMikhtEA==

rrrrr END CERTIFICATE-----

MITCXQIBAAKBEQCmuz]LEHgF1QMzAh JFhZetewlla62ZdF juthio7eRrix03HhHDUB
4eFS022aafbyaskkUQhASEKTknFAxKFngMuCGeVrl JPCAMBfubiexpSAcPauS2ey
5 1MbaKMOHR+KxTVIVAIBuVL jxBuv2GnI8Ukd6szPolRaZT124ZFUMRX0sQIDAQAB
AoGAMTkaM6aUtclsANXFqUqHBt11VDQHFKY,/pQ63 ZnbkSriiGus jpS5aMr6zKLmYt
850M1C1pMSwb21CCAFMPTQUXITd7 el AegMezwKZDD1s AGp EXFul /SHA7c 1qiD1k
cwISEnZIcwSLPzoAba0IROK Kkap1PB28wSavhQSOEAS /ECQQDewf1aPq7+Q869
C9F/IrsAScAu3dpPrVi// INE]bHhVRUY903EOmIMPsAxiiaTPegzUTYRISVrcH
HPtCeuKkNAKE AMia5G+xdaHI6LHHinj eo] AEKIBStdyOKWIbAZBBKCpENHe ckmpUT
GfuJcvNmtbZQ8H/ 68Xdb@EAXFOFHIp1tQIAPOFVNMAS 209X TDMAWS s+tbHeDmg
nkSnInVyuidzuiPShSIY1Bjv1Z2FvpIKGCpT+1AGrQ7VnUNF FolvBgI 1dQIBATZZ
J2eliqC7dY13x3UMFGhs §F-+MMBCURNANGEHqUBBaghYaObI1Z6x16D+sg1 tYVubFa
pKKUBMBIREIbUSHy 33kCQQCmvILE/ FoXhX18setbhilRtgVNr 3aGCHuc ENdgUKgPs
EJQX240VQUQ14Fo+ArhliixeHfILEPE jeTpXyVjeiMxe8

rrrrr END RSA PRIVATE KEY-----

A




Supporting Notes



| I\/I P S Ce rt I\/I a n a ge m e nt FO | d e r C:\Program Files (x86)\CA\ldentity Manager\Provisioning Server\data\tls\certmgmt\readme.txt

Identity Manager Provisioning Server provides a simple, and limited,
certificate management mechanism, which allows security administrators
to generate self-signed root CA certificate, client, and server certificates.
The self-signed root CA certificate can then be used to sign client and server
certificates.

Please note that the root CA private key is deleted at each run.

The CertMgmt directory, and its sub-directories, should be installed under
~ldentity Manager\Provisioning Server\data\tls. This is because the scripts
for certificate management use path relative to

~Identity Manager\Provisioning Server\bin to locate the SSL-related
binaries and DLLs.

The imps_certgen.bat utility is used to generate Identity Manager Provisioning
Server certificates.

enable_fips_mode.bat - enables FIPS 140-2 mode
disable_fips_mode.bat - disables FIPS 140-2 mode

imps_certgen.bat -> The script generates a self-signed root CA certificate,
server certificate & key, and client certificate & key.

The utility generates the following certificates at each run:
~certmgmt\data\tls\et2_cacert.pem -> Self-signed root CA certificate
~certmgmt\data\tis\server\eta2_servercert.pem -> provisioning server certificate
~certmgmt\data\tis\server\eta2_serverkey.pem -> provisioning server private key
~certmgmt\data\tls\client\eta2_clientcert.pem -> provisioning client certificate
~certmgmt\data\tis\client\eta2_clientkey.pem -> provisioning client private key

To deploy the new certificates on a Provisioning Server installation, replace the
following installed certificates and keys by those generated above:

~ldentity Manager\Provisioning Server\data\tls\et2_cacert.pem
~ldentity Manager\Provisioning Server\data\tls\server\eta2_servercert.pem
~ldentity Manager\Provisioning Server\data\tls\server\eta2_serverkey.pem

~ldentity Manager\Provisioning Server\data\tls\client\eta2_clientcert.pem
~ldentity Manager\Provisioning Server\data\tls\client\eta2_clientkey.pem

To deploy the new certificates on a Provisioning Manager installation, replace the
following installed certificates and keys by those generated above:
~ldentity Manager\Provisioning Manager\data\tls\et2_cacert.pem
~ldentity Manager\Provisioning Manager\data\tls\client\eta2_clientcert.pem
~ldentity Manager\Provisioning Manager\data\tls\client\eta2_clientkey.pem

The configuration of the certificate management infrastructure is in etassl.conf.

PROCESS TO SYNC TLS CERTS FOR
IMPS(&CCS), IMPM, IMPD

Impd_trusted.pem PUBLIC KEY IS THE SAME as IMPS et2_cacert.pem

imps001-impd-co (inc,main,notify,router) PUBLIC KEY IS THE SAME as IMPS eta2_servercert.pem
imps001-impd-co (inc,main,notify,router) RSA PRIVATE KEY IS THE SAME as IMPS eta2_serverkey.pem

To deploy the new certificates on a Provisioning Directory (data & router) installation, replace the

following installed certificates and keys by those generated above: _
copy et2_cacert.pem to ~DXHOME\dxserver\config\ssld\impd_trusted.pem

join eta2_servercert.pem AND eta2_serverkey.pem to new file IMPD_DSA.pem

copy IMPD_DSA.pem to ~DXHOME\dxserver\config\ssld\personalities\HOSTNAME-impd-main.pem

copy IMPD_DSA.pem to ~DXHOME\dxserver\config\ssld\personalities\HOSTNAME-impd-co.pem

copy IMPD_DSA.pem to ~DXHOME\dxserver\config\ssld\personalities\HOSTNAME-impd-inc.pem

copy IMPD_DSA.pem to ~DXHOME\dxserver\config\ssld\personalities\HOSTNAME-impd-notify.pem
copy IMPD_DSA.pem to ~DXHOME\dxserver\config\ssld\personalities\HOSTNAME-imps-router.pem

Note: If older system with etrustadmin.pem, etc.; replace those files with IMPD_DSA.pem AND et2_cacert.pem to
etrustadmin_trusted.pem




Replace default SHA-1 with SHA-2 Certs

Certificates

Install Location

Description

[Provisioning Server install dir]/data/tls/server/eta2_servercert.pem

Used by the Provisioning Server in .pem format and by [assign the value for iamcs in your

conxp_install/lib/jiam.jar
[Application Server install dir]/iam_im.ear/library/jiam.jar

m Provisioning  |[Provisioning Server install dir]/data/tls/server/eta2_serverkey.pem book] in .p12 format (including signed cert, private key and root CA cert).

Server c¢s_install/ccs/data/tls/server/eta2_servercert.pem [If NOT on IMPS Server] Note: Import the eta2_server.p12 into cs_install/jcs/conf/ssl.keystore under the alias
Ll_l Certificate c¢s_install/ccs/data/tls/server/eta2_serverkey.pem [If NOT on IMPS Server] eta2_server and remove the existing entry. The ssl.keystore password is the password of
I_ c¢s_install/jcs/conf/eta2_server.p12 the connector server that is supplied during the install.

O [Provisioning Server install dir]/data/tls/client/eta2_clientcert.pem
[Provisioning Server install dir]/data/tls/client/eta2_clientkey.pem
Z Pr'ovisioning [Prov?s?oning Manager ?nstall d?r]/data/tls/cl?ent/etaz_clﬁentcert.pem Used by the Provisioning Server in .pem format and by [assign the value for iamcs in your
Client [Provisioning Manager install dir]/data/tls/client/eta2_clientkey.pem book] in .p12 format (including signed cert, private key and root CA cert)
I—l— Certificate cs_install/ccs/data/tls/ client/eta2_clientcert.pem [If NOT on IMPS Server] ' ! ’
] c¢s_install/ccs/data/tls/ client/eta2_clientkey.pem [If NOT on IMPS Server]
c¢s_install/jcs/conf/eta2_client.p12
LLI L Used by CA Directory in .pem format. It must contain certificate content in the following
I Provisioning structure:
Directory L . .
m Trusted cadir_install/config/ssld/impd_trusted.pem feee BEGIN CERTIFICATE-----
\/ Certificate Cert contents
----- END CERTIFICATE-——--
O Provisioning cad/:r_/:nsta///conf?g/ssld/personaIities/impd-'co.pem
Directory cadl.r_l_nstall/conf!g/ssld/personaI!t!es/!mpd-mc..pem . .
O Personality cadir_install/config/ssld/personalities/impd-main.pem Used by CA Directory in .pem format.
Certificate cadir_install/config/ssld/personalities/impd-notify.pem
m cadir_install/config/ssld/personalities/impd-router.pem
[Provisioning Server install dir]/data/tls/et2_cacert.pem Cfertificate is Imported into Connector Xpress keystore located at [Connector Xpress install
[Provisioning Manager install dir]/data/tls/et2_cacert.pem dir}/conf/ssl keystore.
Root CA . .y The certificate must also be imported into the jiam.jar keystore. To import, extract the jar,
Certificate cs_install/ccs/data/tls/ et2_cacert.pem [If NOT on IMPS Server] import the certificate into admincacerts.jks and then repackage the jar contents. The

keystore password of admincacerts.jks is "changeit". Verify that all copies of jiam.jar are
replaced.

https://wiki.ca.com/cim/12-6-7/EN/configuring/ca-sso-integration/replace-native-certificates-with-sha-2-signed-ssl-certificates




CA Directory Defaults

impd\config\ssld

dxldap.conf

impd\config\ssld\personalities

TLS _CACERT C:\Program Files\CA\Directory\dxserver/config/ssld/trusted.pem

default.dxc

# CA Directory - DXserver/config/ssld
# This is a read-only default configuration file. If you need to make changes,
# copy this file and reference the new file from servers/<dsa>.dxi

# default CA Directory ssl configuration
# - 'dxcertgen certs' can be used to create a basic set of certificates

set ssl ={
# folder containing DSA personality certs
cert-dir = "config/ssld/personalities"

# trusted root CA that signed DSA certificates
ca-file = "config/ssld/trusted.pem"

dxcertgen certs  {default.dxc}

trusted.pem {No contents; default}




CA Directory - IMPD

impd\config\ssld

impd.dxc

set ssl = {
cert-dir = "C:\Program Files\CA\Directory\dxserver\config\ssld\personalities"
ca-file = "C:\Program Files\CA\Directory\dxserver\config\ssld\impd_trusted.pem'
fips = false

|3

impd\config\ssld\personalities

Impd_trusted.dxc

dxcertgen -d 365 -i "dc=etadb" certs"

Will create a new entry in trusted.pem; copy / append to impd_trusted.pem.
Validate personalities were created based on DSA names.

Ref:

http://www.ca.com/us/support/ca-support-online/product-content/knowledgebase-articles/tec429160.aspx

MIIDJTCCAo6gAWIBAgIJANLOG+XKgiKoMAOGCSqGSIb3DQEBBQUAMGsxCzAJBgNV
BAYTAIVTMQswCQYDVQQIEwWJOWTERMA8GA1UEBxMISXNsYW5kaWExHDAaBgNVBAoT
EOIkZW50aXR5IE1ThbmFnZW1lbnQxHjAcBgNVBASTFVByb3Zpc2lvbmluZyBTZXJ2
aWNIczAeFwOwWNzExMjgwODI1INTBaFwOxNzEwMDYwODIINTBaMGsxCzAJBgNVBAYT
AIVTMQswCQYDVQQIEwWJOWTERMASGA1UEBXxMISXNsYWS5kaWExHDAaBgNVBAoTEOlk
ZW50aXR5IE1hbmFnZW1lbnQxHjAcBgNVBASTFVByb3Zpc2lvbmluZyBTZXJ2aWNI
czCBnzANBgkghkiGO9WOBAQEFAAOBjQAwWgYkCgYEAUXFI8Uqw2uAOxbbOXfPZG38m
KPNiFnD3MIpYTuiiOXx7+hzL/EXrgKsOd4XXZYixP2)g56ti9zg2dwgmxRGLgedWo




— IMPD — DXCERTGEN REPORT

impd\config\ssld dxcertgen repport

impd\config\ssld\personalities

C:\Program Files\CA\Directory\dxserver\config\ssld>dxcertgen report
Reporting on certificates...
TRUSTED ROOT CERTIFICATES

PERSONALITY CERTIFICATES

- dxadmin.pem -

certificate : 1

version :1

serialNum :1

issuer :/C=AU/O=DXadmin/CN=Certificate Authority
notBefore :Feb 2019:18:00 2012 GMT

notAfter :Feb 20 19:18:00 2027 GMT

subject :/C=AU/O=CA/CN=DXadmin

status  :valid

- imps001-impd-co.pem -

certificate : 1

version :3

serialNum :311

issuer  :/C=US/ST=NY/L=Islandia/O=ldentity Management/OU=Provisioning Services
notBefore :Nov 28 02:26:00 2007 GMT

notAfter :Nov 25 02:26:00 2017 GMT

subject :/C=US/ST=NY/O=ldentity Management/OU=Provisioning Services/CN=eta_server
status  :valid

- imps001-impd-inc.pem -

certificate : 1

version :3

serialNum :311

issuer  :/C=US/ST=NY/L=lIslandia/O=Identity Management/OU=Provisioning Services
notBefore :Nov 28 02:26:00 2007 GMT

notAfter :Nov 25 02:26:00 2017 GMT

subject :/C=US/ST=NY/O=Identity Management/OU=Provisioning Services/CN=eta_server
status  :valid

- imps001-impd-main.pem -

certificate : 1

version :3

serialNum :311

issuer  :/C=US/ST=NY/L=Islandia/O=Identity Management/OU=Provisioning Services
notBefore :Nov 28 02:26:00 2007 GMT

notAfter :Nov 25 02:26:00 2017 GMT

subject :/C=US/ST=NY/O=Identity Management/OU=Provisioning Services/CN=eta_server
status  :valid

- imps001-impd-notify.pem -

certificate : 1

version :3

serialNum :311

issuer  :/C=US/ST=NY/L=Islandia/O=Identity Management/OU=Provisioning Services
notBefore :Nov 28 02:26:00 2007 GMT

notAfter :Nov 25 02:26:00 2017 GMT

subject :/C=US/ST=NY/O=Identity Management/OU=Provisioning Services/CN=eta_server
status  :valid

- imps001-imps-router.pem -

certificate : 1

version :3

serialNum :311

issuer  :/C=US/ST=NY/L=Islandia/O=Identity Management/OU=Provisioning Services
notBefore :Nov 28 02:26:00 2007 GMT

notAfter :Nov 25 02:26:00 2017 GMT

subject :/C=US/ST=NY/O=ldentity Management/OU=Provisioning Services/CN=eta_server
status  :valid




IMPD CA Cert

C:\Program Files\CA\Directory\dxserver\config\ssld\impd_trusted.pem

IMPS CA Cert

C:\Program Files (x86)\CA\ldentity Manager\Provisioning Server\data\tls\et2_cacert.pem

Al impd_trusted.pem - Notepad \;‘i-

File Edit Format View Help

£ et?_cacert.pem - Notepad M

File Edit Format Wiew Help

————— BEGIMN CERTIFICATE-----MIIDITCCAcbzAwIBAsTIANLAG
+XKgiKoMABGCSqGSIb3DQEBBQUAMGSsxCzATBgV
BAYTAIVTMQswCQYDVOQIEwWIJOWTERMASGALUEBXMISXNSYWSkalWExHDAaBgNVBAGT
EB1k/W58aXR5IELhbmFniW11bnQxHjAcBgNVBASTFVByb3 pc2lvbmlulyBTIX]2
aliN1lczAeFuwbwNzExMjgwlODI1NTEaFwdxNz EwMDYwODI1NTBaMGsxCzAJBgNVBAYT
AIVTMQswCQYDVQQIEwIOWTERMABGALUEBxMISXNsYWSkalWExHDAaBgNVBACTEG LK
ZW58aXR5IE1hbmFnZWl1bnQxHjACBENVBASTFVByb3Zpc2lvbmluZyBT X1 2aliN1
czCBnzANBgkghkiGO9wBBAQEFAADE jQAweYkCgYEAUXFI8Uqu2ullxbb@XFPIG38m
KPNiFnD3M1pYTuiiOKx7+hzL /EXrgKsOdAXXIYixP21g56tifzg2dwemxRGLgedl
1DDW5WBbgAenBQprHeb TATCSWTAI9 1 tGVNIXsGErFIj ZNn]qool DKYhNS 7K Z 7 riC
2KkhpbmrbWMFVUNGIVMCAWEARAOBBDCBzTAdBgNVHOAEF2gQUE jNqBdoliAyBoc3BE
OWFwEMikfnowgZB8GATIUdIWSE1TCEkoAUE jNg@dolityBoc 3BEOWFWEMikfnehbbRt
MGsxCzAJBgNVBAYTAIVTMQswCOYDVOQT Ew1OWTERMABGALIUEBxMISXNs YIS kallEx
HDﬂaBgNUBﬂuTEBlkEWSBaKREIE1hbanEwllanxHjﬂcBgNhBﬂ5TFUByb32pc21v
bmluZyBTZXI2aWN1cATJANLBG+XKeiKoMAwGATlUdEw)FMAMBAFBWDOY IKoZ Thvcll
AQEFBEQADgYEApFOrcEFBE2sKijPOBjXg2yBezxlwxRE,/dnwd 114/ 3 TmLrOYDAHD /1w
CulNmPDE3IxIyzVkgblwl5j9zipcirdGhuGCalVoblUil5nghOeVOQHAY en7 MBS

SAME but format is skewed on 1% file; seemed to have no impact

MIIDITCCAcEgAwIBAgT JANLBG+XKgikKoMABGCSqGSIb3DQEBBQUAMGsxCZzATBgNY
BAYTAIVTMQswCQYDVQQIEwIOWTERMASGAIUEExMISXNsYWSkaWExHDAaBgNVEAOT
E@1lkZWS5@aXR5IELIhbmFnZW11bnQxHjACBgNVEBASTFVByb3Zpc2lvbmlulyBTIXI2
aWNlczﬂeFwaNzExMjgwﬂDIiNTBaFwaNzEwMDYwﬂDIiNTBaFFSXCzﬂ]BgNUBﬂYT
AIVTMOswCQYDVQQIEwIOWTERMABGALUEEBXMISXNsYWSkaWExHDAaBEgNVBACTES LK
ZW5BaXR5IE1hbmFnZW11bnQxHjACBgNVBASTFVBYb3Zpc2lvbmluiyBTZXI2alN1
czCBnzANBgkghk1G9wBBAQEFAADE jQAWEYkCgYEAUXFIEUqw2uADxbb8XTPZG38m
KPNiFnD3M1pYTuiiOXx7+hzL /EXrgKs0dAXXIYixP2]1q56ti9zg2dwgmxRGLgedl
1DDWSWEbghenBQprHeb TGTCSvTd991tGVNIXsGErF9jZNnIqoolDEYRNS 7K Z 7 rNC
2KkhpemrbWMFVuNGIVMCAWEAAOBBDCBz TAdBEgNVHQ4EFgQUE jNg@doWAyBoc3BE
OWFw8Mik fnowgZB8GA1UdIwSBITCEkoAUEjNg@doWAyBoc 3BEOWFwEMik fnehbeRt
MGsxCzAJBgNVBAYTAIVTMQswCQYDVQQL EwIOWTERMABGALUEBxMISXNSsYWSkaWEx
HDAaBgNVBACTES1kZW58aXR5IELhbmFnZW11bn(QxHjACBgNVBASTFVByb3Zpc2ly
bmluZyBTZX12aWN1c4TJANLBG+XKgikKoMAwGALUdEwQFMAMBATBWDQY JKoZ Ihvcll
AQEFBQADEYEAPTIrcEFfB2sK1jPQBEjXg2yBezxlwxRE/drwd J1A/3TmLrOYDAHD /w
CullmPDB3xIyzVkegblwlW5j9zipcirAGhuGCalVoblUilU5ngh0eVOQHAYen7sMBE3
KUbgY5+Q4iR2MeET+G+1bIQjSDBtS1kXusqIfd5ZHwYVhonxRUEFIoU=

————— END CERTIFICATE-----

Ln 5, Col 50
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IMPD CA Cert

C:\Program Files\CA\Directory\dxserver\config\ssld\impd_trusted.pem

TRUSTED ROOT CERTIFICATES

- trusted.pem -

certificate : 1

version :3

serialNum :4294967295

issuer  :/C=US/ST=NY/L=Islandia/O=Identity Management/OU=Provisioning Services
notBefore :Nov 2802:25:00 2007 GMT

notAfter :Oct 0602:25:002017 GMT

subject :/C=US/ST=NY/L=Islandia/O=Identity Management/OU=Provisioning Services
status  :valid

MIIDJTCCAo6gAWIBAgIJANLOG+XKgiKoMAOGCSqGSIb3DQEBBQUAMGsxCzAJBgNV
BAYTAIVTMQswCQYDVQQIEwJOWTERMA8GA1UEBXMISXNsYW5kaWExHDAaBgNVBAoT
EOIkZW50aXR5IELhbmFnZW1IbnQxHjAcBgNVBASTFVByb3Zpc2lvbmluZyBTZX)2K4
T

23S1] Ua81190Xp

wad pajsniy 0} wad paisniy pdwi Adod

IMPS CA Cert

C:\Program Files (x86)\CA\ldentity Manager\Provisioning Server\data\tls\et2_cacert.pem

TCP 20390 {CA Public Key}

MIIDJTCCAo6gAWIBAgIJANLOG+XKgiKoMAOGCSqGSIb3DQEBBQUAMGsxCzAIBgNV
BAYTAIVTMQswCQYDVQQIEwJOWTERMASGA1UEBXMISXNsYW5kaWExHDAaBgNVBAoT
EOIkZW50aXR51ELhbmFnZW1IbnQxHjAcBgNVBASTFVByb3Zpc2lvbmluZyBTZX)211



IMPD DSA Certs

Impd_trusted.pem PUBLICKEY IS THE SAME as IMPS et2_cacert.pem

imps001-impd-co (inc,main,notify,router) PUBLIC KEY IS THE SAME as IMPS eta2_servercert.pem
imps001-impd-co (inc,main,notify,router) RSA PRIVATE KEY IS THE SAME as IMPS eta2_serverkey.pem

C:\Program Files\CA\Directory\dxserver\config\ssld\personalities\imps001-impd-co.pem

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 311 (0x137)
Signature Algorithm: shalWithRSAEncryption
Issuer: C=US, ST=NY, L=Islandia, O=Identity Management, OU=Provisioning Services
Validity
Not Before: Nov 28 08:26:01 2007 GMT
Not After : Nov 25 08:26:01 2017 GMT
Subject: C=US, ST=NY, O=Identity Management, OU=Provisioning Services, CN=eta_server

MIIDSzCCArSgAwIBAgICATcwDQYJKoZlhveNAQEFBQAwazELMAKGA1UEBhMCVVMx
CzAJBgNVBAETAK5ZMREWDwWYDVQQHEwhJc2xhbmRpYTECMBoGA1UEChMTSWRIbnRp
dHkgTWFuYWdIbWVudDEeMBwWGA1UECXxMVUHJvdmlzaW9uaW5nIFNIcnZpY2VzMB4X
DTA3MTEyODA4MjYwWMVoXDTE3MTEyNTA4MjYwMVowbTELMAKGALIUEBhMCVVMxCzA)L Em = personalities = || = -
“ Home Share View ~ 0
asin / - 5 . R
= & & Moveto - X Delete - = y, ) £ seledt all
— 18] = il off Select none
Co Paste r = MNew Properties
= Fl _ElCopyto :ﬁ (=t folder pv Dn Invert selection
:(-:| * 1 | <« dxserver » config » ssld » personalities v & | | Search pe... 2@
v - MName Date modified Type Size
W = 7 dadmin.pem PEM File 4KB
] j imps001-impd-co.pem PEM File 5KB
Mll imps001-impd-inc.pem PEM File 5KB
Mll imps001-impd-main.pem PEM File 5KB
= U 'j imps001-impd-notify.pem PEM File 5 KB
= v 'j imps001-imps-router.pem PEM File 5KB
Gitems  1item selected 433 KB
12




IMPS CA Server Cert

IMPS CA Server Key Cert

C:\Program Files (x86)\CA\ldentity Manager\Provisioning Server\data\tls\server\eta2_servercert.pem

C:\Program Files (x86)\CA\ldentity Manager\Provisioning Server\data\tls\server\eta2_serverkey.pem

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 311 (0x137)
Signature Algorithm: shalWithRSAEncryption
Issuer: C=US, ST=NY, L=Islandia, O=Identity Management, OU=Provisioning Services
Validity
Not Before: Nov 28 08:26:01 2007 GMT
Not After : Nov 25 08:26:01 2017 GMT
Subject: C=US, ST=NY, O=Identity Management, OU=Provisioning Services, CN=eta_server

TCP 20390 Server Public Key

MIIDSzCCArSgAwIBAgICATcwDQYJKoZlhveNAQEFBQAwazELMAKGA1UEBhMCVVMx
CzAJBgNVBAETAK5ZMREWDwWYDVQQHEwhJc2xhbmRpYTECMBoGA1UEChMTSWRIbnRp
dHkgTWFuYWdIbWVudDEeMBwWGA1UECXxMVUHJvdmlzaW9uaW5nIFNIcnZpY2VzMB4X
DTA3MTEyODA4MjYwWMVoXDTE3MTEyNTA4MjYwMVowbTELMAKGALIUEBhMCVVMxCzA)MIICXQIBAAKBgQCnwzJLEHgflQMzAhjFhZetewUa62ZdFjwMwo7eRrjxO3HhHbUB13




IMPS CA Server Client Cert

IMPS CA Server Client Key Cert

C:\Program Files (x86)\CA\ldentity Manager\Provisioning Server\data\tls\client\eta2_clientcert.pem

C:\Program Files (x86)\CA\ldentity Manager\Provisioning Server\data\tls\client\eta2_clientkey.pem

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 312 (0x138)
Signature Algorithm: shalWithRSAEncryption
Issuer: C=US, ST=NY, L=Islandia, O=Identity Management, OU=Provisioning Services
Validity
Not Before: Nov 28 08:26:10 2007 GMT
Not After : Nov 25 08:26:10 2017 GMT
Subject: C=US, ST=NY, O=Identity Management, OU=Provisioning Services, CN=eta_client

MIIDSzCCArSgAwIBAgICATgwDQYJKoZIhveNAQEFBQAwazELMAKGALUEBhMCVVMx
CzAJBgNVBAETAK5ZMREWDwWYDVQQHEwhJc2xhbmRpYTECMBoGA1UEChMTSWRIbnRp
dHkgTWFuYWdIbWVudDEeMBwWGA1UECXxMVUHJvdmlzaW9uaW5nIFNIcnZpY2VzMB4X
DTA3MTEyODA4MjYXMFoXDTE3MTEYNTA4MjYxMFowbTELMAKGA1UEBhMCVVMxCzAJ
BgNVBAgTAK5ZMRwwGgYDVQQKEXNJZGVudGl0eSBNYW5hZ2VtZW50MR4wHAYDVQQL
ExVQcm92aXNpb25pbmcgU2VydmljZXMxEzARBgNVBAMUCMVOYV9jbGllIbnQwgZ8w
DQYJKoZIhveNAQEBBQADgYOAMIGJA0GBANX04bIXS+iXptPKke+zDJcnuhGYbZHp
IWOnuGnOMX80B0kUZTI2g6Y2rHcimhejQEo)gTCI3m++1IChQAb5Iv2pD6HImwsk)JQuz/I6fg/FA6AfyljcGglgrRsMEBIS
CMHQCM]jGxOBI6fbfbgvpN9fMcehEScT2IAVXP3y9vg==

These Certs are used for the IMPS Provisioning Managers

MIICXgIBAAKBgQDcdOG5V0vol6bTypHvswyXJ70RmG2R6ZVt)7hpzjF/KAdJFGUy14




IMPS Data Key File IMPS PRNG SEED File

C:\Program Files (x86)\CA\ldentity Manager\Provisioning Server\data\tls\keymgmt\imps_datakey C:\Program Files (x86)\CA\ldentity Manager\Provisioning Server\data\tls\prng_seed

— - ) - | O -
| imps_datakey - Notepad -8 - o prng_seed - Notepad

File Edit Format View Help File Edit Format View Help

iA10= ~ CPERREEDI S S R EETE < R ST ¥ oB0RI BT S H DS ESHE SR BT TP R TE AR AR FE -
WaKzUJo3LrYuBMfHtZAOBQUSF2+dEVAAPK 12y fiA10= B2 UE SR SRS S BRI S & #2128 E ~NE PR IeIRe [ OO R — 2y
£ S8 AE0IE B R RS ER 1D 5E ot E0Z B2 T 234 HiltE AR 1R FHH L o4f BEEE B B
H E B S AE R - B = 4R 3 E R 0BT E ST REECE S UEE IR R P 21 2
HEuLtion B dE A B4 BOME {1l VTR IS I 67 BE<ENr AR4RY | EESR ot = 1E * SR 32y Ris By
v R FE T DR AR IAE S S BRI IR E ) | |3 S S 0 IR 1L S O 2k O B R B4
HIEEEFTOCRER 2V I BERR VS IFERRE SIS0 - E I EL g IE R
=P8R {EETED Y DX £ SHERRELWES i 58 S EEY B IR B S B EREIEIZ 7 < 58
VaKzUJo3LrYuBMfHtZAO8QV5F2+dEVAAPKIV2yfjA10= KRR IDE A S BRI S - IR S L DT B SR S SSRGS o
B EE I NDARE T 2B B (e x AR ER ORI E RS 2 B 2R
pE 2R - HE-S 2 tEEE CE ISR S EE
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IMPS Cert Management Folder

C:\Program Files (x86)\CA\ldentity Manager\Provisioning Server\data\tls\certmgmt\imps_certgen.bat

@ECHO OFF
rem This script should be run under ~Identity Manager\Provision Server\data\tls\certmgmt directory.

rem This script performs the following tasks:

rem 1. Generate a self-signed root CA cert

rem 2.Generate a server certificate and private key

rem 3. Generate a client certificate and private key

rem 4. Copy the generated root CA certificate, server certificate & key,

rem client certificate & key to the output folder, matching IMPS deployment
rem Create location for new certs

mkdir CA\newcerts

rem 1. Generate a self-signed root CA cert

echo

echo Generate a self-signed root CA certificate for
echo Identity Manager Provisioning Server
echo

.\..\..\bin\openssl req -config .\etassl.conf -x509 -days 3600 -sha512 -newkey rsa:1024 -nodes -keyout .\CA\private\cakey.pem -out .\CA\et2_cacert.pem

rem 2 Generate a server certificate & private key
rem 2.1 Generate a server certificate request
rem 2.2 Sign the server certificate request

rem 2.1 Generate a server request

echo
echo Generate a server certificate request for
echo Identity Manager Provisioning Server
echo

.\..\..\bin\openssl req -config .\etassl.conf -sha512 -newkey rsa:1024 -nodes -keyout eta2_serverkey.pem -out .\server_req.pem

rem 2.2 Sign the server certificate request

echo

echo  Sign server certificate request for
echo Identity Manager Provisioning Server
echo

.\..\..\bin\openssl ca -config .\etassl.conf -in server_req.pem -out .\eta2_servercert.pem
rem 3 Generate a server certificate & key
rem 3.1 Generate a client certificate request

rem 3.2 Signthe client certificate request

rem 3.1 Generate a client request

echo
echo Generate a client certificate request for
echo Identity Manager Provisioning Server
echo

.\..\..\bin\openssl req -config .\etassl.conf -sha512 -newkey rsa:1024 -nodes -keyout eta2_clientkey.pem -out .\client_req.pem

rem 3.2 Sign the client certificate request

echo

echo  Sign client certificate request for

echo Identity Manager Provisioning Server
echo

.\..\..\bin\openssl ca -config .\etassl.conf -in client_req.pem -out .\eta2_clientcert.pem

rem Relocate the certificates for IM PS deployment
rmdir /Q /S .\data\tls\client

rmdir /Q /S \data\tls\server

md data\tls\client

md data\tls\server

echo "moving eta2_clientkey.pem to .\data\tls\client"
copy .\eta2_clientkey.pem .\data\tls\client

echo "moving eta2_clientcert.pem to .\data\tls\client"
copy .\eta2_clientcert.pem .\data\tls\client

echo "moving eta2_serverkey.pem to .\data\tls\server"
copy .\eta2_serverkey.pem .\data\tls\server

echo "moving eta2_servercert.pem to .\data\tls\server"
copy .\eta2_servercert.pem .\data\tls\server

echo "copying et2_cacert.pem to .\data\tls"
copy .\CA\et2_cacert.pem .\data\tls

rem DESTROY THE ROOT CA PRIVATE KEY FOR SECURITY PRUPOSE
del .\CA\private\cakey.pem

echo
echo The following certificates have been generated:
echo .\data\tls\client\eta2_clientkey.pem

echo .\data\tls\client\eta2_clientcert.pem

echo .\data\tls\server\eta2_serverkey.pem

echo .\data\tls\server\eta2_servercert.pem

echo
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IMPS Cert Management Folder

C:\Program Files (x86)\CA\ldentity Manager\Provisioning Server\data\tls\certmgmt\etassl.conf

HOME =,

RANDFILE = SENV::HOME/.rnd
#oid_file = SENV::HOME/.oid
oid_section = new_oids

[ new_oids ]

[ca]

default_ca = CA_default

[ CA_default ]

dir =./CA

certs = Sdir/certs

crl_dir = Sdir/crl

database = Sdir/index.txt
new_certs_dir = $dir/newcerts
certificate = Sdir/et2_cacert.pem
serial = Sdir/serial

crl = Sdir/crl.pem
private_key = Sdir/private/cakey.pem
RANDFILE = Sdir/private/.rand
x509_extensions = usr_cert
default_days =3650
default_crl_days =30

default_md =sha512

preserve =no

policy = policy_match

[ policy_match ]

countryName  =match
stateOrProvinceName= match
organizationName= match
organizationalUnitName= optional
commonName = supplied
emailAddress = optional

[ policy_anything ]

countryName = optional
stateOrProvinceName= optional
localityName = optional

organizationName= optional
organizationalUnitName= optional
commonName = supplied

emailAddress = optional
[req]
default_bits =1024

default_keyfile = privkey.pem
distinguished_name= req_distinguished_name
attributes = req_attributes
x509_extensions =v3_ca

string_mask = nombstr

[ req_distinguished_name ]

countryName = Country Name (2 letter code)
countryName_default =US
countryName_min =2
countryName_max =2

stateOrProvinceName = State or Province Name (full name)
stateOrProvinceName_default= NY

localityName = Locality Name (eg, city)

localityName_default = Islandia

0.organizationName = Organization Name (eg, company)
0.organizationName_default= Identity Management
organizationalUnitName= Organizational Unit Name (eg, section)
organizationalUnitName_default= Provisioning Services

commonName = Common Name (eg, YOUR name)

commonName_max =64
emailAddress = Email Address
emailAddress_max =40

[ req_attributes ]

challengePassword = A challenge password
challengePassword_min=4

challengePassword_max= 20

unstructuredName = An optional company
name

[ usr_cert]

basicConstraints=CA:FALSE

nsComment ="OpenSSL Generated Certificate"

subjectKeyldentifier=hash
authorityKeyldentifier=keyid,issuer:always

[v3_req]
basicConstraints = CA:FALSE
keyUsage = nonRepudiation, digitalSignature, keyEncipherment

[v3_ca]

subjectKeyldentifier=hash
authorityKeyldentifier=keyid:always,issuer:always
basicConstraints = CA:true

[crl_ext]
authorityKeyldentifier=keyid:always,issuer:always
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| I\/I P S Ce rt I\/I a n a ge m e nt FO | d e r C:\Program Files (x86)\CA\ldentity Manager\Provisioning Server\data\tls\certmgmt\readme.txt

Identity Manager Provisioning Server provides a simple, and limited,
certificate management mechanism, which allows security administrators
to generate self-signed root CA certificate, client, and server certificates.
The self-signed root CA certificate can then be used to sign client and server
certificates.

Please note that the root CA private key is deleted at each run.

The CertMgmt directory, and its sub-directories, should be installed under
~ldentity Manager\Provisioning Server\data\tls. This is because the scripts
for certificate management use path relative to

~Identity Manager\Provisioning Server\bin to locate the SSL-related
binaries and DLLs.

The imps_certgen.bat utility is used to generate Identity Manager Provisioning
Server certificates.

enable_fips_mode.bat - enables FIPS 140-2 mode
disable_fips_mode.bat - disables FIPS 140-2 mode

imps_certgen.bat -> The script generates a self-signed root CA certificate,
server certificate & key, and client certificate & key.

The utility generates the following certificates at each run:
~certmgmt\data\tls\et2_cacert.pem -> Self-signed root CA certificate
~certmgmt\data\tis\server\eta2_servercert.pem -> provisioning server certificate
~certmgmt\data\tis\server\eta2_serverkey.pem -> provisioning server private key
~certmgmt\data\tls\client\eta2_clientcert.pem -> provisioning client certificate
~certmgmt\data\tis\client\eta2_clientkey.pem -> provisioning client private key

To deploy the new certificates on a Provisioning Server installation, replace the
following installed certificates and keys by those generated above:

~ldentity Manager\Provisioning Server\data\tls\et2_cacert.pem
~ldentity Manager\Provisioning Server\data\tls\server\eta2_servercert.pem
~ldentity Manager\Provisioning Server\data\tls\server\eta2_serverkey.pem

~ldentity Manager\Provisioning Server\data\tls\client\eta2_clientcert.pem
~ldentity Manager\Provisioning Server\data\tls\client\eta2_clientkey.pem

To deploy the new certificates on a Provisioning Manager installation, replace the
following installed certificates and keys by those generated above:
~ldentity Manager\Provisioning Manager\data\tls\et2_cacert.pem
~ldentity Manager\Provisioning Manager\data\tls\client\eta2_clientcert.pem
~ldentity Manager\Provisioning Manager\data\tls\client\eta2_clientkey.pem

The configuration of the certificate management infrastructure is in etassl.conf.

Impd_trusted.pem PUBLIC KEY IS THE SAME as IMPS et2_cacert.pem

imps001-impd-co (inc,main,notify,router) PUBLIC KEY IS THE SAME as IMPS eta2_servercert.pem
imps001-impd-co (inc,main,notify,router) RSA PRIVATE KEY IS THE SAME as IMPS eta2_serverkey.pem

To deploy the new certificates on a Provisioning Directory (data & router) installation, replace the

following installed certificates and keys by those generated above: _
copy et2_cacert.pem to ~DXHOME\dxserver\config\ssld\impd_trusted.pem

join eta2_servercert.pem AND eta2_serverkey.pem to new file IMPD_DSA.pem

copy IMPD_DSA.pem to ~DXHOME\dxserver\config\ssld\personalities\HOSTNAME-impd-main.pem

copy IMPD_DSA.pem to ~DXHOME\dxserver\config\ssld\personalities\HOSTNAME-impd-co.pem

copy IMPD_DSA.pem to ~DXHOME\dxserver\config\ssld\personalities\HOSTNAME-impd-inc.pem

copy IMPD_DSA.pem to ~DXHOME\dxserver\config\ssld\personalities\HOSTNAME-impd-notify.pem
copy IMPD_DSA.pem to ~DXHOME\dxserver\config\ssld\personalities\HOSTNAME-imps-router.pem

Note: If older system with etrustadmin.pem, etc.; replace those files with IMPD_DSA.pem AND et2_cacert.pem to
etrustadmin_trusted.pem
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- 0%z
0 %%
| I\/l P S TC P 2 O 3 9 O ( | m p S t | S ) openssl s_client -connect imps001:20390 -showcerts % LQ(\\%‘ 3
[}
220 %
C:\>openssl s_client -connect imps001:20390 -showcerts | | - BEGIN CERTIFICATE----- (3/‘_ g% %
Loading 'screen' into random state - done MIIDJTCCAo6gAWIBAgIJANLOG+XKgiKoMAOGCSqGSIb3DQEBBQUAMGsxCzAIBgNV ’%’) %%‘%
CONNECTED(0000012C) BAYTAIVTMQswCQYDVQQIEwWJOWTERMABGA1UEBXxMISXNsYW5kaWExHDAaBgNVBAoT S % 2%
depth=1 C=US, ST = NY, L = Islandia, O = Identity Management, OU = Provisioning Services EOIkZW50aXR51ELhbmFnZW1IbnQxHjAcBgNVBASTFVByb3Zpc2lvbmluzyBTZXJ2 7/6,%\% A
verify error:num=19:self signed certificate in certificate chain aWNIczAeFwOwWNzExMjgwODI1NTBaFwOxNzEwMDYwODI1INTBaMGsxCzAJBgNVBAYT %,_ “ ”'2 7;‘2
verify return:0 AIVTMQswCQYDVQQIEWJOWTERMA8GA1UEBXMISXNsYW5kaWExHDAaBgNVBAoOTEOIk 2 %
- ZW50aXR5IE1hbmFnZW1lbnQxHjAcBgNVBASTFVByb3Zpc2lvbmluZyBTZXJ2aWNI %9 %a
Certificate chain czCBnzANBgkqhkiGOWOBAQEFAAOBjQAWEYKCgYEAUXFI8UGqw2uAOxbbOXfPZG38m g %
05:/C=US/ST=NY/O=Identity Management/OU=Provisioning Services/CN=eta_server KPNiFnD3MIpYTuiiOXx7+hzL/EXrqKsOd4XXZYixP2)q56ti9zg2dwgmxRGLgedW ?9‘ )
i:/C=US/ST=NY/L=Islandia/O=Identity Management/OU=Provisioning Services 1DDW5W8bgAen0QprHe6TGTCSVTd991tGVNIXsG8rF9jZNnJqoo1DKYhNS7Kz7rNC 2. %
2Kkhp6mrbWMFVUNGiVMCAWEAAaOBODCBzTAdBgNVHQAEFgQUEjNGOdoWAy0oc30E %9 %
OWFw8MikfncwgZ0GA1UdIwSBITCBkoAUEjNGOdoWAy0oc30EOWFw8Mikfnehb6Rt 2 %
""" BEGIN CERTIFICATE---- MGsxCzAJBgNVBAYTAIVTMQswCQYDVQQIEwJOWTERMASGA1UEBXMISXNsYW5SkaWEx 6 %
CzAIBgNVBAGTAKSZMREWDWYDVQQHEwhJc2xhbmRpYTECMBOGALUEChMTSWRIbnRp bmluZyBTZXJ2aWNIc4JANLOG+XKgiKoMAWGALUJEWQFMAMBAf8WDQYJKoZIhveN % %
DTA3MTEyODA4M;YwMVOXDTESMTEYNTA4M|YwMVowbTELMAKGATUEBhMCVVMxCzA] CuANmMPDO3xlyzVkgb1wWS5j9zipcirAGhuGCaOVoblUiUSnghOeVOQH4Yen7sMBO3 )
ExVQcm92aXNpb25pbmcgU2VydmljZXMxEzARBgNVBAMUCMVOYV9zZXJ2ZXlwgZ8wWw | | _____ END CERTIFICATE—— \(,}1
DQYJKoZlIhveNAQEBBQADgYOAMIGJA0GBAKfDMksQeB+VAzMCGMWFI617BRrrZIOW LY
PAzCjt5GuPE7ceEdtQHh4VKjbZpp9u9rySRRCECwQomScUDFZ+eozAIZ5WvUkKSIA . =
WF+79J7GnkBw9rBLZ7KzVZtoozOdH4rEhX1V0jy5UuPHzC/YacjxSR3qzM+jVFpl Server certificate 3
OthI9Uch6xAgMBAAGJgfswgfngQYDVROTBAIwADAngIghkgBhthAQOEHde‘ subject=/C=US/ST=NY/O=Identity Management/OU=Provisioning Services/CN=eta_server
T3BIbINTTCBHZW5lemFOZWQgQ2VydGlmaWNhdGUwHQYDVROOBBYEFMmVEIyriyS6 issuer=/C=US/ST=NY/L=Islandia/O=Identity Management/OU=Provisioning Services
dQroAhwmn9S+DGvVMIGdBgNVHSMEgZUwgZKAFBIzatHaFgMtKHN9BDIhcPDIpH53

oW+kbTBrMQswCQYDVQQGEwWJVUzZELMAKGA1IUECBMCTIkxETAPBgNVBACTCEIzbGFu
ZGIhMRwwGgYDVQQKEXNJZGVudGl0eSBNYW5hZ2VtZW50MR4wHAYDVQQLEXVQcm92
aXNpb25pbmcgU2VydmljZXOCCQDS9BvlyoligDANBgkghkiGO9wOBAQUFAAOBgQCS
/wM4qgreDh5uri3WL3JfDkg3jbgPtg3qPfTriUgg7Mo/OYbY1iK5iNyCleAQDDV5
e/vRdD9isLoW/2yD/AdT6gASRpHOQmMyyVhVE1zyjeM2TRqHIvd3zIREdZx6V7EzC
hnAwDnJDPJhTghgG7R1jSMGBudxdZVHFZkSMikhtEA==

1s:/C=US/ST=NY/L=Islandia/O=Identity Management/OU=Provisioning Services
i:/C=US/ST=NY/L=Islandia/O=Identity Management/OU=Provisioning Services

No client certificate CA names sent
SSL handshake has read 1972 bytes and written 511 bytes

New, TLSv1/SSLv3, Cipher is AES256-GCM-SHA384
Server public key is 1024 bit
Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
SSL-Session:

Protocol : TLSv1.2

Cipher :AES256-GCM-SHA384

Session-ID:
A649073CA49434274A55E4B9D18742F388FADEB6AB0C669E7ECAODE42C675D5
1

Session-ID-ctx:

Master-Key:
6482C9AFDEEESAC1C6268D6716526D4F402A4855BFF1BBODCCABFEEFBF3859A
0731328FEFE1B9647B80B7E6525096511

Key-Arg : None
PSK identity: None
PSK identity hint: None
SRP username: None
TLS session ticket lifetime hint: 300 (seconds)
TLS session ticket:
0000 - 63 61 5e b5 62 9d 99 42-95 8e c134f9 54 3e 12 ca™.b..B...4.T>.
0010 - b0 a5 cd 53 95 7d 9a 39-a6 81 02 64 97 1b 61 33 ...S.}.9...d..a3
0020 - a0 a2 b3 f7 74 61 cd f9-98 bd 14 20 35 cb 2f e6 ....ta..... 5./.
0030 - 3f 8b b2 71 af d6 9e 7c-67 79 f383 8e 19 7b ¢4 ?..q...|gy....{.
0040 - c3 a3 76 11 58 ad 27 6b-80 fb 08 59 07 6a e7 c9 ..v.X.'k...Y.j..
0050 - 25 4f 18 4b d8 e2 2e 54-e1 95 17 e2 e7 ee 42 92 %0.K...T......J.
0060 - 5¢ ¢3 80 a0 95 4b c6 31-d4 24 45 80 b7 a6 59 cc \....K.1.SE...Y.
0070 - 2d 31 ae 3f54e106 11-433949e671f6f8ed -1.7T...COlLq...
0080 - f8 17 17 33 de e8 7e 90-73 fa 06 89 05 92 4b 24 ...3..™.s....KS
0090 - d8 00 f3 4a b4 34 04 92-1d 4a bf 00 9e fa 20 5e ...J.4..).. "

Start Time: 1447369557
Timeout : 300 (sec)
Verify return code: 19 (self signed certificate in certificate chain) ]_9
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C:\>openssl s_client -connect imps001:20391 -showcerts | | - BEGIN CERTIFICATE----- ‘3)0‘?;7/%‘;‘2
Loading 'screen' into random state - done MIIDJTCCAo6gAWIBAgIJANLOG+XKgiKoMAOGCSqGSIb3DQEBBQUAMGsxCzAIBgNV 7/0 22 P
CONNECTED(0000013C) BAYTAIVTMQswCQYDVQQIEwWJOWTERMABGA1UEBXxMISXNsYW5kaWExHDAaBgNVBAoT 3 % %, %
depth=1 C=US, ST = NY, L = Islandia, O = Identity Management, OU = Provisioning Services EO0IkZW50aXR5IELhbmFnZW1lbnQxHjAcBgNVBASTFVByb3Zpc2lvbmluzZyBTZXJ2 3 %\02/ A
verify error:num=19:self signed certificate in certificate chain aWNIczAeFwOwWNzExMjgwODI1NTBaFwOxNzEwMDYwODI1INTBaMGsxCzAJBgNVBAYT ‘é “ % ‘(‘2
verify return:0 AIVTMQswCQYDVQQIEWJOWTERMA8GA1UEBXMISXNsYW5kaWExHDAaBgNVBAoOTEOIk ’% %
- ZW50aXR5IE1hbmFnZW1lbnQxHjAcBgNVBASTFVByb3Zpc2lvbmluZyBTZXJ2aWNI 2& @70
Certificate chain czCBnzANBgkqhkiGOWOBAQEFAAOBjQAWEYKCgYEAUXFI8UGqw2uAOxbbOXfPZG38m 4 %
05:/C=US/ST=NY/O=Identity Management/OU=Provisioning Services/CN=eta_server KPNiFnD3MIpYTuiiOXx7+hzL/EXrqKsOd4XXZYixP2)q56ti9zg2dwgmxRGLgedW %,3 0"‘4
i:/C=US/ST=NY/L=Islandia/O=Identity Management/OU=Provisioning Services 1DDW5W8bgAen0QprHe6TGTCSVTd991tGVNIXsG8rF9jZNnJqoo1DKYhNS7Kz7rNC ﬁ/ ‘"@
2Kkhp6mrbWMFVUNGiVMCAWEAAaOBODCBzTAdBgNVHQAEFgQUEjNGOdoWAy0oc30E 2
OWFw8MikfncwgZ0GA1UdIwSBITCBkoAUEjNGOdoWAy0oc30EOWFw8Mikfnehb6Rt %@ S
""" BEGIN CERTIFICATE---— MGsxCzAJBgNVBAYTAIVTMQswCQYDVQQIEWJOWTERMASGALUEBXMISXNsYWS5kaWEx ‘g
CzAIBgNVBAGTAKSZMREWDWYDVQQHEwhJc2xhbmRpYTECMBOGALUEChMTSWRIbnRp bmluZyBTZXJ2aWNIc4JANLOG+XKgiKoMAWGALUJEWQFMAMBAf8WDQYJKoZIhveN e
DTA3MTEyODA4M;YwMVOXDTESMTEYNTA4M|YwMVowbTELMAKGATUEBhMCVVMxCzA] CuANmMPDO3xlyzVkgb1wWS5j9zipcirAGhuGCaOVoblUiUSnghOeVOQH4Yen7sMBO3
ExVQcm92aXNpb25pbmcgU2VydmljZXMxEzARBgNVBAMUCMVOYV9zZXJ2ZXlwgZ8wWw | | _____ END CERTIFICATE——
DQYJKoZlIhveNAQEBBQADgYOAMIGJA0GBAKfDMksQeB+VAzMCGMWFI617BRrrZIOW
PAzCjt5GuPE7ceEdtQHh4VKjbZpp9u9rySRRCECwQomScUDFZ+eozAIZ5WvUkKSIA .
WF+79J7GnkBw9rBLZ7KzVZtoozOdH4rEhX1V0jy5UuPHzC/YacjxSR3qzM+jVFpl Server certificate
OXbIP;IIQUchﬁxAgMIBAAGJgfswgfng(;).YIIDVROTB:(ijADAngIghkgBhthAQOEHx\I(d . subject=/C=US/ST=NY/O=Identity Management/OU=Provisioning Services/CN=eta_server
T3BIbINTTCBHZWSlcmFOZWQgQ2VydGImaWNhdGUwHQYDVROOBBYEFMmVElyriys6 issuer=/C=US/ST=NY/L=Islandia/O=Identity Management/OU=Provisioning Services
dQroAhwmn9S+DGvVMIGdBgNVHSMEgZUwgZKAFBIzatHaFgMtKHN9BDIhcPDIpH53
oW+kbTBrMQswCQYDVQQGEwWJVUzZELMAKGA1IUECBMCTIkxETAPBgNVBACTCEIzbGFu
ZGIhMRwwGgYDVQQKEXNJZGVudGl0eSBNYW5hZ2VtZW50MR4wHAYDVQQLEXVQcm92 Key-Arg : None
aXNpb25pbmcgU2VydmljZXOCCQDS9BvlyoligDANBgkghkiGO9wWOBAQUFAAOBgQCS No client certificate CA names sent PSK identity: None
/WM4qgreDh5uri3WL3Jkag3jbgPtg3qPﬂ-rlUgg7MO/OYbYliKSiNyCIeAQDDVS _S_S_L handshake has read 2388 bytes and written 531 bytes :FS(I; I\jjseer::?:nr:'n:\;oﬁoene
e/vRdD9isLoW/2yD/AdT6gASRpHOQmMyyVhVE1zyjeM2TRqHIvd3zIREdZx6V7EzC Y Y TLS session ticket:
hnAwDnJDPJhTghgG7R1jSMGBudxdZVHFZkSMikhtEA== New, TLSv1/SSLv3, Cipher is DHE-RSA-AES256-SHA 0000 - 36 ¢6 5¢ 2e d6 d9 ef 55-f0 48 db ¢9 f925293d 6.\....U.H...%)=
_____ END CERTIFICATE----- Server public key is 1024 bit 0010 - e5 dc 9e 0f 68 c7 3f a2-98 02 6f 8¢ 1176 c0 89 ...h.?...0..v..
Secure Renegotiation IS supported 0020 - 5a 1e 9a 7c 8b 53 04 0d-74 9a 4f 7359 1b 78 33 Z..|.S..t.0sY.x3
Compression: NONE 0030 - 2f 53 cd 73 21 4c 04 80-7f 41 50 94 5a b0 fe 1b /S.s!L...AP.Z...
K K L. K Expansion: NONE 0040 - 659c 20883 12 cd 89-e8bcfl 8039 a3 ecee e. ... 9...
15:/C=US/ST=NY/L=Islandia/O=Identity Management/OU=Provisioning Services SSL-Session: 0050 - c2 cd f4 b9 85 ca 29 3-54 6¢ f8 9f 1d 20 €2 <O ......).Tl.....
i;/C:US/ST:NY/|_=|5|andia/0=|dentity |\/|anagement/OU=Provisioning Services Protocol : TLSv1 0060 - 2c 5a d4 8f e4 7a cc c0-65 e9 ce 6a 15 b7 5a c9 ,Z...z..e..j..Z.
Cipher : DHE-RSA-AES256-SHA 0070 - ¢9 d4 59 60 ec d5 ff a5-32 11 fd 81249979 e5 ..Y'...2..5.y.
Session-ID: 0080 - c2 a9 3f f5 48 e2 f4 1e-d6 63 23 64 f208 92 84 ..7.H....cid....
B324607D24F8BB4CCBIE1C27FA132FCFI16F816FDFE3B656A58D41126867CABC 0090 - b2 f5 50 8a 03 59 64 ee-45 95 ¢5 f5 82 fd 77 2d ..P..Yd.E....w-
Session-ID-ctx:
Master-Key: Start Time: 1447370267
CA1DB99BAD2623DEAF590340943AB723C33A1FFAA2EA2E37F4400DBF8734448 Timeout : 300 (sec)
776CA0OBD2B0B7C074D81A6BD8652885C6 Verify return code: 19 (self signed certificate in certificate chain)
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openssl s_client -connect imps001:20394 -showcerts

IMPD TCP 20394 (Data DSA)

[o /\%\ 60
® QY 2
) :)2 O,
2338
= 9O v n
C:\>openssl s_client -connect imps001:20394 -showcerts | | - BEGIN CERTIFICATE----- ‘3)0‘?;767 ‘—}‘2
Loading 'screen' into random state - done MIIDJTCCAo6gAWIBAgIJANLOG+XKgiKoMAOGCSqGSIb3DQEBBQUAMGsxCzAJBgNV 7/0 '%/9—: P
CONNECTED(0000013C) BAYTAIVTMQswCQYDVQQIEWJOWTERMA8GA1UEBXxMISXNsYW5kaWExHDAaBgNVBAoOT E ER %
depth=1 C=US, ST = NY, L = Islandia, O = Identity Management, OU = Provisioning Services EO0IkZW50aXR5IELhbmFnZW1lbnQxHjAcBgNVBASTFVByb3Zpc2lvbmluzZyBTZXJ2 3 %\02/ A
verify error:num=19:self signed certificate in certificate chain aWNIczAeFwOwWNzExMjgwODI1NTBaFwOxNzEwMDYwODI1INTBaMGsxCzAJBgNVBAYT ‘é “ % ‘(‘2
%

verify return:0 AIVTMQswCQYDVQQIEwJOWTERMA8GA1UEBXMISXNsYW5kaWExHDAaBgNVBAoTEOIk ,

- ZW50aXR5IE1hbmFnZW1lbnQxHjAcBgNVBASTFVByb3Zpc2lvbmluZyBTZXJ2aWNI 2&

Certificate chain czCBnzANBgkghkiGOWOBAQEFAAOBjQAwgYkCgYEAUXFI8Uqw2uAOxbbOXfPZG38m {3
ER
&

05:/C=US/ST=NY/O=Identity Management/OU=Provisioning Services/CN=eta_server KPNiFnD3MIpYTuiiOXx7+hzL/EXrqKsOd4XXZYixP2)q56ti9zg2dwgmxRGLgedW

i:/C=US/ST=NY/L=Islandia/O=Identity Management/OU=Provisioning Services 1DDW5W8bgAen0QprHe6TGTCSVTd99ItGVNIXsG8rF9jZNnJqool1DKYhNS7Kz7rNC ﬁ/
2Kkhp6mrbWMFVUNGiVMCAWEAAaOBODCBzTAdBgNVHQAEFgQUENGOdoWAy00c30E >

OWFw8MikfncwgZ0GA1UdIwSBITCBkoAUEjNgOdoWAY0oc30EOWFw8Mikfnehb6Rt 2

""" BEGIN CERTIFICATE--—-- MGsxCzAJBgNVBAYTAIVTMQswCQYDVQQIEwJOWTERMASGA1UEBXMISXNsYW5SkaWEx e
HDAaBgNVBAOTEOIkZW50aXR5IE1hbmFnZW1lbnQxHjAcBgNVBASTFVByb3Zpc2lv
bmluzyBTZXJ2aWNIc4lJANLOG+XKgiKoMAwWGA1UdEwQFMAMBAf8wDQYJKoZlhvcN
AQEFBQADgYEApfIrcEfB2sKijPQBjXg2yOezxZwxRE/dnw4l 1A/3TmLrOYDAHb/w S
CuANmMPDO3xlyzVkgh1wW5j9zipcirAGhuGCaOVoblUiU5nghOeVOQH4Yen7sMB03
KUbqgY5+Q4iR2MeET+G+lbJQjSDOtSIkXusqlfd5ZHwWYVhonxRUEFloU=

Server certificate
subject=/C=US/ST=NY/O=Identity Management/OU=Provisioning Services/CN=eta_server
issuer=/C=US/ST=NY/L=Islandia/O=Identity Management/OU=Provisioning Services

ZGIhMRwwGgYDVQQKEXNJZGVudGl0eSBNYW5hZ2VtZW50MR4wHAYDVQQLEXVQcm92
aXNpb25pbmcgU2VydmljZXOCCQDS9BvlyoligDANBgkghkiGO9wOBAQUFAAOBgQCS
/wM4qgreDh5uri3WL3JfDkg3jbgPtg3qPfTriUgg7Mo/OYbY1iK5iNyCleAQDDV5
e/vRdD9isLoW/2yD/AdT6gASRpHOQmMyyVhVE1zyjeM2TRqHIvd3zIREdZx6V7EzC

Key-Arg : None
PSK identity: None
PSK identity hint: None
SRP username: None
TLS session ticket:

No client certificate CA names sent

SSL handshake has read 2388 bytes and written 531 bytes

hnAwDnJDPJhTghgG7R1jSMGBudxdZVHFZkSMikhtEA== New, TLSv1/SSLv3, Cipher is DHE-RSA-AES256-SHA 0000 - a6 1b c7 5 b5 dc be 7a-da a7 54 fa45ad a2 7a ......z.T.E.z
_____ END CERTIFICATE----- Server public key is 1024 bit 0010 - 92 3f 07 a3 fb 1f 87 df-29 04 71 4f b8 5d 5b 25 .2......).q0.1[%
Secure Renegotiation IS supported 0020 - 46 76 8e 71 Oe 69 ff d0-32 df d100e2c9a9c0 Fv.q.i..2.......
Compression: NONE 0030 - ¢9 4b ed 2a ae d3 55 ca-30 15 66 ed 70 5f 9a 3¢ .K.*..U.0.f.p_.<
Expansion: NONE 0040 - 84 1c 8b bf 53 36 a0 e6-68 36 53 cd 8d a0 2e f0 ....S6..h6S.....
15:/C=US/ST=NY/L=Islandia/O=Identity Management/OU=Provisioning Services SSL-Session: 0050 - 95 13 73 88 01 31 c4 7d-40 b8 1a 06 7c 88 85 31 ..5..1.}@...|..1
i;/C:US/ST:NY/L:|s|andia/0=|dentity Management/OU:Provisioning Services Protocol : TLSv1 0060 - 8a 96 94 80 77 5e 5f e3-9d 56 17 5a b6 5f913a ...wA_.V.Z._.:
Cipher :DHE-RSA-AES256-SHA 0070 - f3 34 €8 20 a6 98 a0 23-7¢ 59 54 ac 17 6d 3d b3 .4. ..#|YT..m=.
Session-ID: 0080 - c0 da bc 44 b5 9b 1c cO-ee f8 ab ef ea d1 2b 8c ...D.......... +.
668D2312C57FF7FOFA47F3E6E49FDB03A96BF19922829EF38D6A519C97F501B0 0090 - 39 64 9a 2f e6 6e f9 3¢c-56 2e 9d 30 bb 1a 9940 9d./.n.<V..0..@
Session-ID-ctx:
Master-Key: Start Time: 1447370801

423F39B4623A19328CA1FE8B91593476799F60F43ECCCB2BDF70BB385078270C6
8B939112B59325D8B7353789CA53C2F

Timeout : 300 (sec)

Verify return code: 19 (self signed certificate in certificate chain)
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|A M CS TC P 2 0443 (We b U | ) openss| s_client -connect imps001:20443 -showcerts

C:\>openssl s_client -connect imps001:20443 -showcerts | | - BEGIN CERTIFICATE-----
Loading 'screen’ into random state - done MIIDJTCCAo6gAWIBAgIJANLOG+XKgiKoMAOGCSqGSIb3DQEBBQUAMGsxCzAJBgNV
CONNECTED(00000144) BAYTAIVTMQswCQYDVQQIEWJOWTERMA8GA1UEBXxMISXNsYW5kaWExHDAaBgNVBAoOT
depth=1 C=US, ST = NY, L = Islandia, O = Identity Management, OU = Provisioning Services EOIkZW50aXR51ELhbmFnZW1IbnQxHjAcBgNVBASTFVByb3Zpc2lvbmluzyBTZXJ2
verify error:num=19:self signed certificate in certificate chain aWNIczAeFwOwWNzExMjgwODI1NTBaFwOxNzEwMDYwODI1INTBaMGsxCzAJBgNVBAYT
verify return:0 AIVTMQswCQYDVQQIEWJOWTERMA8GA1UEBXMISXNsYWS5kaWExHDAaBgNVBAoOTEOIk
1200:error:1408D13A:SSL routines:SSL3_GET_KEY_EXCHANGE:unable to find ecdh ZW50aXR5IE1hbmFnZW1lbnQxHjAcBgNVBASTFVByb3Zpc2lvbmluZyBTZXJ2aWNI
parameters:.\ssl\s3_cInt.c:1634: czCBnzANBgkghkiGOWOBAQEFAAOBjQAwgYkCgYEAUXFI8Uqw2uAOxbbOXfPZG38m
KPNiFnD3MIpYTuiiOXx7+hzL/EXrqKsOd4XXZYixP2)q56ti9zg2dwgmxRGLgedW
Certificate chain 1DDW5W8bgAen0QprHe6TGTCSVTd99ItGVNIXsG8rF9jZNnJqool1DKYhNS7Kz7rNC
05:/C=US/ST=NY/O=Identity Management/OU=Provisioning Services/CN=eta_server 2KkhpbmrbWMFVUNGiVMCAWEAAaOBODCBzTAdBgNVHQ4EFgQUEjNgOdoWAy0oc30E
i:/C=US/ST=NY/L=Islandia/O=Identity Management/OU=Provisioning Services OWFw8MikfncwgZ0GA1UdIwSBITCBkoAUEjNgOdoWAy0oc30EOWFw8Mikfnehb6Rt

MGsxCzAJBgNVBAYTAIVTMQswCQYDVQQIEWJOWTERMA8GALUEBXxMISXNsYW5kaWEx

HDAaBgNVBAOTEOIkZW50aXR5IE1hbmFnZW1lbnQxHjAcBgNVBASTFVByb3Zpc2lv
bmluzyBTZXJ2aWNIc4lJANLOG+XKgiKoMAwWGA1UdEwQFMAMBAf8wDQYJKoZlhvcN
AQEFBQADgYEApfIrcEfB2sKijPQBjXg2yOezxZwxRE/dnw4l 1A/3TmLrOYDAHb/w
CuANmMPDO3xlyzVkgh1wW5j9zipcirAGhuGCaOVoblUiU5nghOeVOQH4Yen7sMB03
KUbqgY5+Q4iR2MeET+G+lbJQjSDOtSIkXusqlfd5ZHwWYVhonxRUEFloU=

MIIDSzCCArSgAwIBAgICATcwDQYJKoZIhveNAQEFBQAwazELMAKGA1UEBhMCVVMx
CzAJBgNVBAETAK5ZMREWDWYDVQQHEWhIc2xhbmRpYTECMBoGALUEChMTSWRIbnRp
dHkgTWFuYWdIbWVudDEeMBwGALUECXMVUHIvdmlzaW9uaW5nIFNIcnZpY2VzMBA4X
DTA3MTEyODA4M}YwMVoXDTE3MTEyNTA4MjYwMVowbTELMAKGA1UEBhMCVVMXxCzAJ
BgNVBAgTAk5ZMRwwGgYDVQQKEXNIZGVudGl0eSBNYW5hZ2VtZW50MRAWHAYDVQQL
ExVQem92aXNpb25pbmcgU2VydmljZXMxEzARBgNVBAMUCMVOYV9zZX)2ZXIwgZ8w
DQYJKozIhveNAQEBBQADgYOAMIGJA0GBAKfDMksQeB+VAzMCGMWFI617BRrrZIOW
PAzCjt5GuPE7ceEdtQHh4VKjbZpp9u9rySRRCECwQomScUDFZ+e0zAIZ5SWvUKSIA
WF+7qJ7GnkBw9rBLZ7KzVZtooz0dH4rEhX1VO0jy5UuPHzC/YacjxSR3gzM+jVFpl
OXbhI9UxFc6xAgMBAAG]gfswgfgwCQYDVROTBAIWADAsBgIghkgBhvhCAQOEHXYd
T3BIbINTTCBHZWS5IcmFOZWQgQ2VydGlmaWNhdGUwHQYDVROOBBYEFMmVElyriyS6

Server certificate
subject=/C=US/ST=NY/O=Identity Management/OU=Provisioning Services/CN=eta_server
issuer=/C=US/ST=NY/L=Islandia/O=Identity Management/OU=Provisioning Services

dQroAhwmn95+DGVWMIGdBgNVHSMEgZUwgZKAFBIzatHaFgMtKHN9BDIhcPDIpH53 SSL-Session:
oW-+kbTBrMQswCQYDVQQGEWIVUzELMAKGA1UECBMCTIKXETAPBgNVBACTCEIzbGFu No dlient certificate CA names sent Protocol : TLSV1.2
ZGIhMRwwGgYDVQQKEXNJZGVudGl0eSBNYW5hZ2VtZW50MR4AwWHAYDVQQLEXVQcm92 Cipher : 0000
aXNpb25pbmcgU2VydmljzXOCCQDS9BvlyoligDANBgkghkiGOwWOBAQUFAAOBgQCS SSL handshake has read 2044 bytes and written 7 bytes Session-ID:
/wM4qgreDh5uri3WL3JfDkg3jbgPtg3qPfTr1Ugg7Mo/OYbY1iK5iNyCleAQDDVS 56452229B2FE937F28734EB22B308FCD310D98B2927B80EBDDC3305
e/vRdD9isLoW/2yD/AdT6gASRpHOQmMYYVhVE1zyjeM2TRqHIvd3zIREAZXx6V7E2C New, (NONE), Cipher is (NONE) 8B3DB2684
hnAwDNJDPJhTghgG7R1jSMGBudxdZVHFZkSMikhtEA== :ef"er F;”b"c k‘:)/t'_s 1°|254 bit e lswess't"“'l'(D'CtX:
__________ ecure Renegotiation supporte aster-Key:
END CERTIFICATE Compression: NONE Key-Arg :None
Expansion: NONE PSK identity: None

PSK identity hint: None

. . L . SRP username: None
1s:/C=US/ST=NY/L=lIslandia/O=Identity Management/OU=Provisioning Services Start Time: 1447371305

i:/C=US/ST=NY/L=Islandia/O=Identity Management/OU=Provisioning Services Timeout : 300 (sec)

Verify return code: 19 (self signed certificate in certificate chain)
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IAMCS TCP 20411 (im_jcs tls)

openssl s_client -connect imps001:20411 -showcerts

C:\>openssl s_client -connect imps001:20411 -showcerts

Loading 'screen’ into random state - done

CONNECTED(00000094)

depth=1 C=US, ST = NY, L = Islandia, O = Identity Management, OU = Provisioning Services

verify error:num=19:self signed certificate in certificate chain

verify return:0

Certificate chain

0 s:/C=US/ST=NY/O=ldentity Management/OU=Provisioning Services/CN=eta_server
i:/C=US/ST=NY/L=Islandia/O=Identity Management/OU=Provisioning Services

MIIDSzCCArSgAwIBAgICATcwDQYJKoZIhveNAQEFBQAwazELMAKGA1UEBhMCVVMx
CzAJBgNVBAETAK5ZMREWDWYDVQQHEWhIc2xhbmRpYTECMBoGALUEChMTSWRIbnRp
dHkgTWFuYWdIbWVudDEeMBwGALUECXMVUHIvdmlzaW9uaW5nIFNIcnZpY2VzMBA4X
DTA3MTEyODA4M}YwMVoXDTE3MTEyNTA4MjYwMVowbTELMAKGA1UEBhMCVVMXxCzAJ
BgNVBAgTAk5ZMRwwGgYDVQQKEXNIZGVudGl0eSBNYW5hZ2VtZW50MRAWHAYDVQQL
ExVQem92aXNpb25pbmcgU2VydmljZXMxEzARBgNVBAMUCMVOYV9zZX)2ZXIwgZ8w
DQYJKozIhveNAQEBBQADgYOAMIGJA0GBAKfDMksQeB+VAzMCGMWFI617BRrrZIOW
PAzCjt5GuPE7ceEdtQHh4VKjbZpp9u9rySRRCECwQomScUDFZ+e0zAIZ5SWvUKSIA
WF+7qJ7GnkBw9rBLZ7KzVZtooz0dH4rEhX1VO0jy5UuPHzC/YacjxSR3gzM+jVFpl
OXbhI9UxFc6xAgMBAAG]gfswgfgwCQYDVROTBAIWADAsBgIghkgBhvhCAQOEHXYd
T3BIbINTTCBHZWS5IcmFOZWQgQ2VydGlmaWNhdGUwHQYDVROOBBYEFMmVElyriyS6
dQroAhwmn9S+DGVWMIGdBgNVHSMEgZUwgZKAFBIzatHaFgMtKHN9BDIhcPDIpH53
oW-+kbTBrMQswCQYDVQQGEWIVUZELMAKGA1UECBMCTIKXETAPBgNVBACTCEIzbGFu
ZGIhMRwwGgYDVQQKEXNJZGVudGl0eSBNYWS5hZ2VtZW50MRAWHAYDVQQLEXVQcm92
aXNpb25pbmcgU2VydmljZXOCCQDS9BvIyoligDANBgkghkiGOWOBAQUFAAOBEQCS
/wM4qgreDh5uri3WL3JfDkg3jbgPtg3qPfTr1Ugg7Mo/OYbY1iK5iNyCleAQDDV5
e/vRdD9isLoW/2yD/AdT6gASRpHOQmMyYyVhVE1zyjeM2TRqHIVd3zIREZX6V7EZC
hnAwDNJDPJhTghgG7R1jSMGBudxdZVHFZkSMikhtEA==

MIIDJTCCA0o6gAWIBAgIJANLOG+XKgiKoMAOGCSqGSIb3DQEBBQUAMGsxCzAJBgNV
BAYTAIVTMQswCQYDVQQIEWJOWTERMA8GA1UEBXxMISXNsYW5kaWExHDAaBgNVBAoOT
EOIkZW50aXR51E1hbmFnZW1lbnQxHjAcBgNVBASTFVByb3Zpc2lvbmluzyBTZXJ2
aWNIczAeFwOWNzExMjgwODI1INTBaFwOxNzEwMDYwODI1NTBaMGsxCzAJBgNVBAYT
AIVTMQswCQYDVQQIEWJOWTERMA8GA1UEBXMISXNsYWS5kaWExHDAaBgNVBAoOTEOIk
ZW50aXR5IE1hbmFnZW1lbnQxHjAcBgNVBASTFVByb3Zpc2lvbmluZyBTZXJ2aWNI
czCBnzANBgkghkiG9wWOBAQEFAAOBjQAwgYkCgYEAUXFI8Uqw2uAOxbbOXfPZG38m
KPNiFnD3MIpYTuiiOXx7+hzL/EXrqKsOd4XXZYixP2)q56ti9zg2dwgmxRGLgedW
1DDW5W8bgAen0QprHe6TGTCSVTd991tGVNIXsG8rF9jZNnJqoolDKYhNS7Kz7rNC
2Kkhp6mrbWMFVUNGiIVMCAWEAAaOBODCBzTAdBgNVHQAEFgQUEjNgOdoWAy0oc30E
OWFw8MikfncwgZ0GA1UdIwSBITCBkoAUEjNgOdoWAy0oc30EOWFw8Mikfnehb6Rt
MGsxCzAJBgNVBAYTAIVTMQswCQYDVQQIEWJOWTERMA8GALUEBXxMISXNsYW5kaWEx
HDAaBgNVBAOTEOIkZW50aXR5IEIThbmFnZW1lbnQxHjAcBgNVBASTFVByb3Zpc2lv
bmluzyBTZXJ2aWNIc4lIJANLOG+XKgiKoMAWGA1UdEwQFMAMBAf8wDQYJKoZIhvcN
AQEFBQADgYEApPfIrcEfB2sKijPQBjXg2y0ezxZwxRE/dnw4)1A/3TmLrOYDAHb/wW
CuANmMPDO3xlyzVkgb1wW5j9zipcirAGhuGCaOVoblUiU5nghOeVOQH4Yen7sMB03
KUbqgY5+Q4iR2MeET+G+lbJQjSDOtSIkXusqlfd5ZHwWYVhonxRUEFloU=

Server certificate
subject=/C=US/ST=NY/O=Identity Management/OU=Provisioning Services/CN=eta_server
issuer=/C=US/ST=NY/L=Islandia/O=Identity Management/OU=Provisioning Services

1s:/C=US/ST=NY/L=lIslandia/O=Identity Management/OU=Provisioning Services
i:/C=US/ST=NY/L=Islandia/O=Identity Management/OU=Provisioning Services

- SSL-Session:
No client certificate CA names sent Protocol :TLSv1.2
SSL handshake has read 2344 bytes and written 519 bytes Session-ID:

New, TLSv1/SSLv3, Cipher is EDH-RSA-DES-CBC3-SHA Session-ID-ctx:
Server public key is 1024 bit Master-Key:
Secure Renegotiation IS supported
Compression: NONE

Expansion: NONE Key-Arg :None

PSK identity: None

PSK identity hint: None
SRP username: None
Start Time: 1447371926
Timeout : 300 (sec)

Cipher : EDH-RSA-DES-CBC3-SHA

564524961E871E8B7B5046C42A775C59F18849A6381FE8BOF7896670ACC103B7

52890B5C403B5FC509DBD12B3CD840005D1602F69E1BCC5E7880ECB5214781F
553A9BEE6BDD7157B7A5FE49564AE74B1

Verify return code: 19 (self signed certificate in certificate chain)




IM CCS TCP 20403 (im_ccs tls)

openssl s_client -connect imps001:20403 -showcerts

C:\>openssl s_client -connect imps001:20403 -showcerts

Loading 'screen’ into random state - done

CONNECTED(00000130)

depth=1 C=US, ST = NY, L = Islandia, O = Identity Management, OU = Provisioning Services

verify error:num=19:self signed certificate in certificate chain

verify return:0

Certificate chain

0 s:/C=US/ST=NY/O=ldentity Management/OU=Provisioning Services/CN=eta_server
i:/C=US/ST=NY/L=Islandia/O=Identity Management/OU=Provisioning Services

MIIDSzCCArSgAwIBAgICATcwDQYJKoZIhveNAQEFBQAwazELMAKGA1UEBhMCVVMx
CzAJBgNVBAETAK5ZMREWDWYDVQQHEWhIc2xhbmRpYTECMBoGALUEChMTSWRIbnRp
dHkgTWFuYWdIbWVudDEeMBwGALUECXMVUHIvdmlzaW9uaW5nIFNIcnZpY2VzMBA4X
DTA3MTEyODA4M}YwMVoXDTE3MTEyNTA4MjYwMVowbTELMAKGA1UEBhMCVVMXxCzAJ
BgNVBAgTAk5ZMRwwGgYDVQQKEXNIZGVudGl0eSBNYW5hZ2VtZW50MRAWHAYDVQQL
ExVQem92aXNpb25pbmcgU2VydmljZXMxEzARBgNVBAMUCMVOYV9zZX)2ZXIwgZ8w
DQYJKozIhveNAQEBBQADgYOAMIGJA0GBAKfDMksQeB+VAzMCGMWFI617BRrrZIOW
PAzCjt5GuPE7ceEdtQHh4VKjbZpp9u9rySRRCECwQomScUDFZ+e0zAIZ5SWvUKSIA
WF+7qJ7GnkBw9rBLZ7KzVZtooz0dH4rEhX1VO0jy5UuPHzC/YacjxSR3gzM+jVFpl
OXbhI9UxFc6xAgMBAAG]gfswgfgwCQYDVROTBAIWADAsBgIghkgBhvhCAQOEHXYd
T3BIbINTTCBHZWS5IcmFOZWQgQ2VydGlmaWNhdGUwHQYDVROOBBYEFMmVElyriyS6
dQroAhwmn9S+DGVWMIGdBgNVHSMEgZUwgZKAFBIzatHaFgMtKHN9BDIhcPDIpH53
oW-+kbTBrMQswCQYDVQQGEWIVUZELMAKGA1UECBMCTIKXETAPBgNVBACTCEIzbGFu
ZGIhMRwwGgYDVQQKEXNJZGVudGl0eSBNYWS5hZ2VtZW50MRAWHAYDVQQLEXVQcm92
aXNpb25pbmcgU2VydmljZXOCCQDS9BvIyoligDANBgkghkiGOWOBAQUFAAOBEQCS
/wM4qgreDh5uri3WL3JfDkg3jbgPtg3qPfTr1Ugg7Mo/OYbY1iK5iNyCleAQDDV5
e/vRdD9isLoW/2yD/AdT6gASRpHOQmMyYyVhVE1zyjeM2TRqHIVd3zIREZX6V7EZC
hnAwDNJDPJhTghgG7R1jSMGBudxdZVHFZkSMikhtEA==

MIIDJTCCA0o6gAWIBAgIJANLOG+XKgiKoMAOGCSqGSIb3DQEBBQUAMGsxCzAJBgNV
BAYTAIVTMQswCQYDVQQIEWJOWTERMA8GA1UEBXxMISXNsYW5kaWExHDAaBgNVBAoOT
EOIkZW50aXR51E1hbmFnZW1lbnQxHjAcBgNVBASTFVByb3Zpc2lvbmluzyBTZXJ2
aWNIczAeFwOWNzExMjgwODI1INTBaFwOxNzEwMDYwODI1NTBaMGsxCzAJBgNVBAYT
AIVTMQswCQYDVQQIEWJOWTERMA8GA1UEBXMISXNsYWS5kaWExHDAaBgNVBAoOTEOIk
ZW50aXR5IE1hbmFnZW1lbnQxHjAcBgNVBASTFVByb3Zpc2lvbmluZyBTZXJ2aWNI
czCBnzANBgkghkiG9wWOBAQEFAAOBjQAwgYkCgYEAUXFI8Uqw2uAOxbbOXfPZG38m
KPNiFnD3MIpYTuiiOXx7+hzL/EXrqKsOd4XXZYixP2)q56ti9zg2dwgmxRGLgedW
1DDW5W8bgAen0QprHe6TGTCSVTd991tGVNIXsG8rF9jZNnJqoolDKYhNS7Kz7rNC
2Kkhp6mrbWMFVUNGiIVMCAWEAAaOBODCBzTAdBgNVHQAEFgQUEjNgOdoWAy0oc30E
OWFw8MikfncwgZ0GA1UdIwSBITCBkoAUEjNgOdoWAy0oc30EOWFw8Mikfnehb6Rt
MGsxCzAJBgNVBAYTAIVTMQswCQYDVQQIEWJOWTERMA8GALUEBXxMISXNsYW5kaWEx
HDAaBgNVBAOTEOIkZW50aXR5IEIThbmFnZW1lbnQxHjAcBgNVBASTFVByb3Zpc2lv
bmluzyBTZXJ2aWNIc4lIJANLOG+XKgiKoMAWGA1UdEwQFMAMBAf8wDQYJKoZIhvcN
AQEFBQADgYEApPfIrcEfB2sKijPQBjXg2y0ezxZwxRE/dnw4)1A/3TmLrOYDAHb/wW
CuANmMPDO3xlyzVkgb1wW5j9zipcirAGhuGCaOVoblUiU5nghOeVOQH4Yen7sMB03
KUbqgY5+Q4iR2MeET+G+lbJQjSDOtSIkXusqlfd5ZHwWYVhonxRUEFloU=

Server certificate
subject=/C=US/ST=NY/O=Identity Management/OU=Provisioning Services/CN=eta_server
issuer=/C=US/ST=NY/L=Islandia/O=Identity Management/OU=Provisioning Services

Key-Arg : None
PSK identity: None
PSK identity hint: None
SRP username: None

No client certificate CA names sent

1s:/C=US/ST=NY/L=lIslandia/O=Identity Management/OU=Provisioning Services
i:/C=US/ST=NY/L=Islandia/O=Identity Management/OU=Provisioning Services

SSL handshake has read 1972 bytes and written 511 bytes

New, TLSv1/SSLv3, Cipher is AES256-GCM-SHA384
Server public key is 1024 bit
Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
SSL-Session:
Protocol : TLSv1.2
Cipher :AES256-GCM-SHA384
Session-ID:
981EE967F7341319FA8F76F964146BC4D55C87B108F78E88274C9AEB832A901A
Session-ID-ctx:
Master-Key:
699406E9495094A13CB3794DDF13A63582A72C8F31DC736B6BDBE2D2CA37B2F
22454EBFA60CCE9D116493ED992CEF594

TLS session ticket lifetime hint: 300 (seconds)
TLS session ticket:

0000 -
0010 -
0020 -
0030 -
0040 -
0050 -
0060 -
0070 -
0080 -
0090 -

d2 ec5f298715f8d4-779bd97ccada3793 .. )...w..|.7.
€412 b19a6581a907-efbc7445ecaba719 ...e...tE..

b8 a3 d7 fa 52 f1 ee 6f-7f 5 74 01 a2 Oc f7 aa ....R..0. t.....

bf 1e 39 b9 d1 4e 71 4e-85 6d 01 6a af f4 09 15 ..9..NgN.m.j....
caf3cfd6ecac03c6-e9f85841fa0f89db ..F....XA....

79 37 6f 2a 43 63 Oc 39-86 11 74 e8 a0 9f 20 c7 y70*Cc.9..t....
82 de 8c 79 cd a8 76 e4-78 be 51 fd b9 ef 7b 08 ...y..v.x.Q...{.

3b 8e d5 5d 34 37 ¢7 76-06 d5 10 ce 03 34 4c 93 ;..]47.v....4L.
3047 0b 73 53 78 30 cf-87 60 1d 37 5d fb 19 74 0G.sSx0..".7]..t
2b 34 3b 8154 ¢99d 8a-7a57d46502920b 39 +4;T..zZW.e...9

Start Time: 1447372167
Timeout : 300 (sec)
Verify return code: 19 (self signed certificate in certificate chain) 24




IMPS TCP 20389 (im_ps no tls)

C:\>openssl| s_client -connect imps001:20389 -showcerts
Loading 'screen' into random state - done
CONNECTED(00000144)

write:errno=10054

no peer certificate available

No client certificate CA names sent

SSL handshake has read 0 bytes and written 321 bytes

New, (NONE), Cipher is (NONE)

Secure Renegotiation IS NOT supported
Compression: NONE

Expansion: NONE

IMPS TCP 4105 (cam)

C:\>openssl s_client -connect imps001:4105 -showcerts
Loading 'screen' into random state - done
CONNECTED(0O00000EO)

write:errno=10054

no peer certificate available

No client certificate CA names sent

SSL handshake has read 4 bytes and written 321 bytes

New, (NONE), Cipher is (NONE)

Secure Renegotiation IS NOT supported
Compression: NONE

Expansion: NONE

openssl s_client -connect imps001:20389 -showcerts

openssl s_client -connect imps001:4105 -showcerts

IAMCS TCP 20410
IM CCS TCP 20402
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0o%%
S, K5
DXA D I\/I | N D TC P 2 1 2 3 (t | S ) openssl s_client -connect imps001:20403 -showcerts %’%’%%
$%23°
ERENe o)
zo%
C:\openssl s_client -connect imps001:2123 -showcerts | | - BEGIN CERTIFICATE----- uyo\%) g/ o
Loading 'screen' into random state - done MIIB9TCCAV4ACCQDHXIUIShSW5TANBgkghkiGOWOBAQUFADA/MQswCQYDVQQGEwIB 7/0 % 2. ‘{‘%
CONNECTED(00000138) VTEQMA4GA1UEChMHRFhhZG1pbjEeMBwWGA1UEAXMVQ2VydGImaWNhdGUgQXV0aG9y 2% LAY
depth=1 C = AU, O = DXadmin, CN = Certificate Authority aXR5MB4XDTEyMDIyMTAXMTgyMIoXDTI3MDIyMTAXMTgyMlowPzELMAKGA1UEBhMC % %(: "2/’1&
verify error:num=19:self signed certificate in certificate chain QVUXEDAOBgNVBAOTBORYYWRtaW4xHjAcBgNVBAMTFUNIcnRpZmljYXRIIEF1dGhv %1% 2
verify return:0 cml0eTCBnzANBgkghkiGOWOBAQEFAAOBjQAwWgEYkCgYEA1pakMOJ5gnkTTLcOEvjo ’f& % (;
ViDE74IDJunxpAFSiOrP4vtPUKOiIRwe)2TBUZERSjl4bzbngjHwOp1JXbBkCm926 2 “2 <
Certificate chain mzDp5KoWrH27xJJSvigDud1kXOLtfAAlrar+orc205biE02hvs)gfQQc8wwzRK1J % %“.
0'5:/C=AU/O=CA/CN=DXadmin InFT2m09jaweYfb/tSYQ2K8CAWEAATANBgkqhkiGOWOBAQUFAAOBEQCPVqyFn6ba E: &
i:/C=AU/O=DXadmin/CN=Certificate Authority f9ZbPmcGDnnioAXwLCjYN4f9vs)3Bn76QRPX22c7RddiBrzg/NL8ii4Eeu3jVvmw 4‘,} ‘"@

H3LmJHdWgPAznKzz1 WwRtf8+uYv74LF29xRaXjINniYO90u+rVEOq9yqBP37DapA %2 %

yGCPCerasOWwyjjQNPpJ9viXWkIB6dzwHQ== ’é@ S

————— END CERTIFICATE----- 36

>,

----- BEGIN CERTIFICATE----- Z,
MI1IB2jCCAUMCAQEwDQYJKoZIhveNAQEEBQAWPZELMAKGA1IUEBhMCQVUXEDAOBgNV %
BAOTBORYYWRtaW4xHjAcBgNVBAMTFUNIcnRpZmIjYXRIEEF1dGhvemIOeTAeFwOx
MjAYMjEwMTE4MjJaFwOyNzAyMjEwMTE4MjJaMCwxCzAIBgNVBAYTAKFVMQswCQYD

VQQKEwJDQTEQMA4GA1UEAXMHRFhhZG1pbjCBnzANBgkghkiGOWOBAQEFAAOBjQAW
gYkCgYEA9OfkRSFSmOvmMtemjl1WMhxhQqzajqf2ypeaQYD4WH6QoSyGp0QsoDLOhW
1TWgPDztTmWXnbj71f2sF7N1B4KIUKRsTXgKIGZI7denDVNXcxonzZ57B9gX6950
b8htc23TnexOyX07KCcq6VAFLVkihmjilwYmt5264pPWU6uU0c+0CAWEAATANBgkq
hkiG9wOBAQQFAAOBgQDKrzQoQg9a008iljVaqg+5hyP+IT90a5RMm6v6ZR9bOhmNO
rpghNmX75JnrNT+Ej7TwbLgbvj9R1T4RGx4vi65SRKUXFLIN/X56jsIILHVmMmwH56
gq5DUX/r3hARTZMvap9CVPQal91/PnbZMulV5AZs2/5VSNgOWYyiZH3gl/mZGfrg==

Server certificate
subject=/C=AU/0=CA/CN=DXadmin
issuer=/C=AU/O=DXadmin/CN=Certificate Authority

1s:/C=AU/O=DXadmin/CN=Certificate Authority
i:/C=AU/O=DXadmin/CN=Certificate Authority

No client certificate CA names sent
SSL handshake has read 1302 bytes and written 519 bytes

New, TLSv1/SSLv3, Cipher is AES256-SHA
Server public key is 1024 bit
Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
SSL-Session:

Protocol : TLSv1

Cipher :AES256-SHA

Session-ID:
2BC60D99C48C38BEFESE3DED36F44B8C9B31C2D322E74D2770A50BD1801A68D
F

Session-ID-ctx:

Master-Key:
971FFF34DADS5F6DF2CB884E9BD536AED32AAA4756DE4791E6BDD61596693A7D
0E51929439F0A3C90DAA9297DA1639A24

Key-Arg : None
PSK identity: None
PSK identity hint: None
SRP username: None
TLS session ticket:

0000 - cc 24 38 ac f4 70 4f b2-db 7 58 71 41 7c dc 51 .$8..p0...XgA|.Q
0010 - 23 8d ed 78 d6 d9 91 c7-e5 6f 3e db 1e 22 37 f8 #..x.....0>.."7.
0020 - e7 ee 0d 7c d3 10 a9 cb-68 39 13 €8 76 b5 15a5 ...|....h9..v...
0030 - ef 8e 29 f0 c4 Oa €8 10-d3 de 4f cd d0O Oc f3 d2 ..).......0.....

0040 - 56 99 6d f8 42 1d ba cf-e0 7a b2 d2 3b f5889a V.m.B....z..;...

0050 - fe 9a 7f a9 e7 fe a7 3b-67 4c 04 Oe f9 Oc 42 cb
0060 - da f5 0f 13 f9 ab b7 c5-4b 5a 8c 57 e6 6d 95 63
0070 - 95 00 12 60 01 76 d3 84-e6 c5 6 €6 56 9b 9d 84 ...

0080 - fe dc 11 a3 02 5d 1b 07-d4 1a aa fc b2 68 79 3f ..... T hy?
0090 - f7d2 el cc63 01 ce d2-28d3 8f3ad7aedbcd ....c...(....K.

Start Time: 1447372364
Timeout : 300 (sec)
Verify return code: 19 (self signed certificate in certificate chain)
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DXADMIND Server Cert

C:\Program Files\CA\Directory\dxserver\config\ssld\personalities\dxadmin.pem

Certificate:
Data:
Version: 1 (0x0)
Serial Number: 1 (0x1)
Signature Algorithm: md5WithRSAEncryption
Issuer: C=AU, O=DXadmin, CN=Certificate Authority
Validity
Not Before: Feb 21 01:18:22 2012 GMT
Not After : Feb 21 01:18:22 2027 GMT
Subject: C=AU, O=CA, CN=DXadmin

MIIB2jCCAUMCAQEwDQYJKoZIhveNAQEEBQAWPZELMAKGALIUEBhMCQVUXEDAOBgNV
BAOTBORYYWRtaW4xHjAcBgNVBAMTFUNIcnRpZmIjYXRIIEF1dGhvemIOeTAeFwOx
MjAYMIEWMTE4MjlaFwOyNzAyMjEwMTE4MjlaMCwxCzAJBgNVBAYTAKFVMQswCQYD
VQQKEwIDQTEQMAA4GALUEAXMHRFhhZG1pbjCBnzANBgkghkiGOWOBAQEFAAOBjQAW
gYkCgYEA9OFkRSFSmOvmMtémj1WMhxhQgzajgf2ypeaQYD4WH6QoSyGp0QsoDLOhW
1TWgPDztTmWXnbj7If2sF7N1B4KIUKRsTXgKIGZI7denDVNXcxonzZ57B9gX6950
b8htc23TnexOyX07KCcqb6VAFLVkihmjilwYmt5z64pPWU6uOc+0CAWEAATANBgkq
hkiG9wOBAQQFAAOBgQDKrzQoQg9a008iljVqg+5hyP+IT90a5RMm6v6ZRIbOhmMmNO
rpghNmX75JnrNT+Ej7TwbLgbvj9R1T4RGx4vf65SRKUXFLIN/X56jsIILHVmMwHS56
g5DUX/r3hARTZMvap9CVPQa191/PnbZMulV5AZs2/5VSNg9WYyiZH3gl/mZGfrg==

MIICXAIBAAKBgQDO5+RFIVKY6+a3gaPVYyHGFCrNqOp/bKI5pBgPhYfpChLlanRC
ygMVSFbVNaA8P0O10ZZeduPuV/awXs3UHgohSRGxNeAogzkjt16cNU1dzGifNnnsH
2pfr3mhvyG1zbdOd7E7)fTsolyrpXgUtWSKGaOInBia3nPrik9ZTq7Rz7QIDAQABDXADMIND CA Cert

C:\Program Files\CA\Directory\dxserver\config\ssld\dxadminCA.pem

Certificate:
Data:
Version: 1 (0x0)
Serial Number:
€7:5c:85:25:4a:14:b0:e5
Signature Algorithm: shalWithRSAEncryption
Issuer: C=AU, O=DXadmin, CN=Certificate Authority
Validity
Not Before: Feb 21 01:18:22 2012 GMT
Not After : Feb 21 01:18:22 2027 GMT
Subject: C=AU, O=DXadmin, CN=Certificate Authority

MIIB9TCCAV4ACCQDHXIUIShSW5TANBgkghkiGOWOBAQUFADA/MQswCQYDVQQGEwIB
VTEQMA4GALUEChMHRFhhZG1pbjEeMBwWGALUEAXMVQ2VydGlmaWNhdGUgQXV0aG9y
aXR5MB4XDTEyMDIyMTAXMTgyMIoXDTI3MDIyMTAXxMTgyMlowPzELMAKGA1UEBhMC
QVUXEDAOBgNVBAOTBORYYWRtaW4xHjAcBgNVBAMTFUNIcnRpZmljYXRIIEF1dGhv
c¢cml0eTCBnzANBgkghkiGOWOBAQEFAAOBjQAWgEYkCgYEA1pakMOJ5gnkTTLcOEvjo
viDE74IDJunxpAFSiOrP4vtPUKOiIRwel2TBUZERSjl4bzbngjHwOp1JXbBkCm926
mzDp5KoWrH27xJJSvlgDud1kXOLtfAAlrar+orc2o5biE02hvs)gfQQc8wwzRK1)
InNFT2m09jaweYfb/tSYQ2K8CAWEAATANBgkghkiGOWOBAQUFAAOBgQCpVqyFn6ba
f9ZbPmcGDNnioAXwLCjYN4f9vs)3Bn76QRPX22c7RddiBrzg/NLS8ii4Eeu3jVvmw
H3LmJHdWgPAznKzz1WwRtf8+uYv74LF29xRaXjINniYO90u+rVEOq9yqBP37DapA
yGCPCerasOWwyjjQNPpJ9viXWkIB6dzwHQ==
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HOW TO UPDATE THE TLS CERTS IN PDI

aUse PDI Transformations on a Server with SSL Configured
To use PDI transformations on a CA GovernanceMinder server that is configured with SSL, use the following procedure.
Note: For more information on how to configure a CA GovernanceMinder server for SSL communication, see the Installation Guide.
Follow these steps:
1.Install OpenSSL.
2.0pen a command prompt and run the following command: openssl s client -connect RCM HOST:8443
3.Copy all text between the following (including the begin and end lines) to a cert.txt file:-——-BEGIN CERTIFICATE---- —-——- END
CERTIFICATE-—-—--
4.Run the following command to verify the certificate:"$JAVA HOME$\bin\keytool" -printcert -file cert.txt
5.Create a rcmServer.keystore file by using the key tool, as follows:"$JAVA HOME$\bin\keytool" -import -file cert.txt -
keystore rcmSrever.keystore -storepass password B
The file is created under the java bin directory.
6.Copy the rcmServer.keystore file to the PDI home directory.
7.Edit the PDI application files, as follows:
eWindows: Edit set-pentaho-env.bat and add the following:set PENTAHO DI JAVA OPTIONS =%PENTAHO DI JAVA OPTIONS%
Djavax.net.ssl.trustStore=rcmSrever.keystore -Djavax.net.ssl.keyStorePassword=password
eLinux: Edit set-pentaho-env.sh and add the following:PENTAHO DI JAVA OPTIONS ="$ PENTAHO DI JAVA OPTIONS
Djavax.net.ssl.trustStore=rcmSrever.keystore -Djavax.net.ssl.keyStorePassword=password"
8.0pen the spoon.bat/sh file and add the Input step for Users to a transformation.
9.Edit the Input Users step, and click Edit the RCM Connection.
10.Verify the following:
1.The RCM connection information lists https://servername:ssIPort as the connection URL.
2.The Accept any certificate check box is cleared.
3.Click Test RCM Connection.
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HOW TO UPDATE THE TLS CERTS IN CX

Set Up TLS/SSL for a JNDI Data Source
In Connector Xpress, you can define a JNDI data source as TLS/SSL enabled.
If a JNDI data source is TLS/SSL enabled, import the JNDI data source certificate into the Connector Xpress trusted

certificate store.

Follow these steps:

1.Create a PEM file for each issuer in the target certificate’s chain.

2.For each file enter the following command:keytool -import -trustcacerts -keystore "conxp-
home/conf/ssl.keystore" -file trusted-certificate.pem

The JNDI Data Source certificate is imported into the ssl.keystore

Repeat this command for each PEM file.

3.Restart Connector Xpress.

4.Test the TLS/SSL connection in Connector Xpress.

https://support.ca.com/cadocs/0/CA%20GovernanceMinder%2012%206%201-ENU/Bookshelf_Files/HTML/idocs/index.htm?toc.htm?2016283.html?zoom_highlight=tls
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HOW TO UPDATE FIPS

How To Enable FIPS 140-2 Encryption

Federal Information Processing Standards (FIPS) 140-2 is a US federal standard that dictates the security requirements for
cryptographic modules that are utilized within a security system protecting sensitive information in computer systems.

The product makes limited use of encryption, primarily to protect passwords and other information that is used to access other
applications, databases, or operating environments.

To enable FIPS 140-2 compliant encryption in CA GovernanceMinder, do the following:

*Implement Transport Layer Security (TLS/SSL) protection at the application server level.

*Provide an acceptable level of key (passphrase) security.

*Download and install Java security components.

*Configure the product to use FIPS-certified encryption algorithms. CA uses the RSA Crypto-J library for FIPS-compliant encryption.

Important! If FIPS-compliant encryption is adopted after the product begins to function, inconsistencies can result. Previously
encrypted data can be rendered inaccessible, and passwords must be redefined. Select algorithms and a key storage method, and
implement FIPS-compliant encryption immediately after installation, before you begin to work with the product.

https://support.ca.com/cadocs/0/CA%20GovernanceMinder%2012%206%201-ENU/Bookshelf _Files/HTML/idocs/index.htm?toc.htm?1150668.html
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HOW TO UPDATE FIPS

Password Tool Syntax

This command has the following syntax:

pwdtools - [FIPSKEY|JSAFE|FIPS] -p [plain text] -k [key file location]
JSAFE

Encrypt a plain text value using non-FIPS algorithm.

Example:

pwdtools -JSAFE -p mypassword

FIPSKEY

Create a FIPS key file.

Example:

pwdtools -FIPSKEY -k C:\keypath\FIPSkey.dat

Where keypath is the full path to the location where you want the FIPS key to be stored.

The password tool creates the FIPS key in the location specified.

Note: Be sure to secure the key by setting the directory access permissions for specific group or user types.
FIPS

Encrypt a plain text value using a FIPS key file. This uses the existing FIPS key file.

Example:

pwdtools -FIPS -p firewall -k C:\keypath\FIPSkey.dat

Where keypath is the full path to the FIPS key directory.

https://support.ca.com/cadocs/0/CA%20GovernanceMinder%2012%206%201-ENU/Bookshelf _Files/HTML/idocs/index.htm?toc.htm?1150668.html
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