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DevTest Components

Enterprise Dashboard DevTest License and Usage Monitoring

Registry DevTest Component Registration, DB management
Portal DevTest Web Ul Server

Workstation Rich DevTest Client Ul

Broker DevTest Java Agent Coordinator

Coordinator Coordinator for Tests run on Simulators

Simulator Runs Tests

Virtual Service Environment (VSE) Hosts Virtual Services
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SAP Architecture

Presentation Layer

* Provides Graphical Screem to Users
* Users enter data on screen

* Shows processed data to user

Application Layer
* Processes Data using Application Logic

* Communicates with both layers
e Read/Write from database

Database Layer
e Stores Data

G
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SAP Architecture — SAP Instance

SAP R/3 Instance

Dialog
SAP R/3 Instance ,01°
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SAP Architecture — SAP System

SAP Message Server on System ,LO0’

SAP System

R/3 Group

SAP Instance

SAP Instance

sapms<SAP System ID>
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R/3 Group

SAP Instance

SAP Instance

SAP Instance
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SAP Java Connector (JCo) Architecture

SAP Java
Connector

SAP System

DevTest
Workstation
VSE
Simulator

Function

ALE IDoc
G

RFC (aRFC,
tRFC, qRFC)

RFC Layer
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SAP IDoc Structure

= Control Section

Single segment, header information, oocaemey 1 I remcaisnonin -
IDoc ID, sender, receiver j T e

Total number: 000005 ;
Segment 000001 Basic type

Segment 000002 Extension

. - XYJ  Segment 000003 Message type
= Data Section o QEMDN  [segmen20000

Partner no.
Segment 000005 Partn Type

— Multiple Segments, payload, e | Sate raneneo L
hierarchical (parent/child)

1Doc generated - |
IDoc was created bytel 1ei4 name {Fld cont..
[2) This IDoc has b

= Status Section

— Multiple Segments, local to system,
last status segment is significant

KICI{— [E7/D] —"
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SAP IDoc Exchange — Live Mode

CR2 CS2

CS2CLNT100
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SAP IDoc Exchange — Recording Mode

Client Server
CR2 o

H
AMD.ABAQY DEVTDEMO1

_ _ — Repository request_ _ _ - - - = — = -~

HRMD _ABAQ4 CR2CLNT100

DEVTDEMO1

Repository request

CR2CLNT100
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SAP IDoc Exchange — Replay Mode

Client
CR2

DEVTDEMO1

Repository request_ _ — - — - — - - -~

CR2CLNT100
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SAP RFC Destination

= SAP Logical System

= SAP Partner Profile

— Service Registration

— Supported Outbound and
Inbound IDocs

— RFC Destination
= SAP User privileges

— Access to IDoc Meta Data

Repository

Change View "Logical Systems": Overview

o g

Name
cumige
LNT020 Logical system for DC 0

NT080 Logical system for D
CLNT100 Logical sy

GLCLNTO010 Logical System for DG1-010
CLNT020 tem for DG1-020
NT100 Logical tem for DG2-100

V]

Address | Logon Data

Assigned Authorization Profiles

Profil Type

SAP_ALL N _All SAP System authorizations
SAP_NEW ) New authorization checks
T-C2840354 & Profile for role ZSRAS:SECUSR_GEN

\

Partner

Status

Parameters

Partner Profiles
Partner Type B
Partner Type B8P
Pariner Type GP
Partner Type KU
Partner Type U
Partner Type LS

CG2CLNT100
CR2CLNT100

DR1CLNT080

DR3100

INFPCINTG!
NFPCIN'

Partner Type US

Saved

Roles

al System for

Patner No. DevTestDemo System No. 1

Partn Type Logical system
e LR T Classificaton

'RIALEREMOTE RIALEREMOTE
English

Outbound parmirs.

PamnerR.  Message Type Messagev.. MessageF.. Test ]
SCLONE A
HRMD.
SYNCH
USERCLONE

mfor

DevTest Demo Sy

Inbound parmis
PamnerR..  MessageType Messagev.. MessageF.. Test ]

al System for 88PCO -

B8PV
MBGMCR
ZAC C

User (first 10 char

Groups Personalization Lic. Data

technologies



SAP Application Server e -

Name: SAP AsHost Connection

Descriptions

= Host name (FQDN) of SAP
Application Server

Server Type:
- @ Applcation Server Message Server

\ Host: LOD 1809. ca.com

=  SAP System Number

User: DEMOS01

- SAP Insta nce ID Password: ssssssss

Client: 100

— Two Digits — 00" is common

=  SAP Authentication —
 Ueer i Succeas: clazs con.sap.conn. 3co.ct.RecDestination
— Password
— SAP Client Number

[ Advanced Connection Settings ]
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SAP Message Server

= Host name (FQDN) of SAP
Message Server

= SAP R/3 Name
— Aka SAP System ID
— Three chars - 'LOO" is commap

= SAP R/3 Group Name

=  SAP Authentication
— User D

— Password
— SAP Client Number

Server Type:

Application Server (@) Message Server

Host:LOD 1809.ca

COm

Advanced Connection Settings
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SAP IDoc Exchange — Recording Mode

Client Server
CR2 o

HBMD ABAGs DEVTDEMO1

_ _ — Repository request_ _ _ - - - = — = -~

HRMD _ABAQ4 CR2CLNT100

DEVTDEMO1

Repository request

CR2CLNT100
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SAP Virtual Service Recorder Configuration

Where to listen for requests?

Locally Unique Connection Name

Where to send the responses?

Where to find IDoc Meta Info for request?

Where to listen for responses?

Locally Unique Connection Name

Where to send the requests?

Where to find IDoc Meta Info for response?

Virtual Service Image Recorder

Please provide us with the client and server connection information

Client RFC Conneckion Properties:
Client RFC Destination Mame:

Client System Conneckion Properties:
Client System MName:

Request Identifier xPath Expressions:

Setver RFC Conneckion Prooerties:
Server RFC Destination Mame:
Server System Connection Properties:

Server Syskem MNarne:

Responsz Identifier XPath Expressions

Data)CRZ_RFC_Destination. properties

IDoC_CR2

Data/CRZ_Syskem.properties

CR2

fHRMO_ABA04 10O E1PLOGLELPITYP[ 7 JEIPO10S/USRICY bexti)

DatalC52_RFC_Destination.properties
IDoZ_C52
.l}‘lata,l'CSZ_System.prnperties

sz

L fzack D00 Do c)ZaCk_IDoC_SEG/USRID text()

XPath Queries to match Request and Response

cGa
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SAP Virtual Service Configuration

(@) sap-IDOC-1 X

QXDH_J%D 0 7g @D ¢k

¥ JCo IDoc Listener - JCo IDoc Listener
O JCo IDoc Listener

iina =fficient [ 1=

e

p;;

Where to listen for requests?
Locally Unique Connection Name

e )< [__1 rormat step response as XML
Where to send the responses?

| %9 Ir environment error

If environment error:

Where to find IDoc Meta Info for request? /

Client RFC Connection Properties:

Client RFC Destination Name:

Client System Connection Propetties:
Client System Mame:

Request Idercifier ¥Path Expressions:

Responss [dentifier XPath Expressions: | /ZACK_IDOCO1/IDOC{ZACK _IDOC_SEG/USRID text()

Data/CR2_RFC_Destination.properties
IDOC_CR2

salado.d <t

Data/CR2_System.properties

CR2
JHRMD_ABAD4/IDOC/EIPLOGIJE1PITYP[7]/E1PO10S/USRID text()

suiaqied i

eqop &

XPath Queries to match Request and Response
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SAP Virtual Service Configuration — Where to Listen

E: CRZ_RFC_Destination.properties X
Properties Editor

Sy Yalue
,Registered Program Name® in RFC Destination Definition in SAP i “wer, progid EYTDEMO]L
jco.server, guwhosk od1809,ca.com
SAP Host Name . o . _
] , W :1.:||:||;|I.-'-.II_II_I
SAP service (port no. in '

] 1
etc/services) is in SAP Instance '00° . el 1
r.frace 1

Concurrent connections to SAP. Should

et . repository_destinatigh  CRZ
match RFC Destination configuration in SAP.

& connecton  Edt  Go

Unicode support on this connection? Must

match RFC Destination configuration in SAP

Connection Test  Unicode Test %3

RFC Destination DEVTDEMO1
Connection Type  [T| [TCP/IP Connection

SAP JCo connection Trace level

Description 1 DevTest Demo Server #1
Description 2
Description 3

Administration  Technical Settings | Loy
SAP System ID to find the IDoc Meta Repository

Activation Type

& Security | Unicode Special Options

Registered Server Program

Program ID DEVTDEMO1

Start Type of Extemal Program



SAP Virtual Service Configuration
Send to Message Server

O= rnn Couckam mrmmarkios
SAP R/3 Connection Type O= ERZ_System.properties

SAP Message Server:

* SAP Host Name

- SAP R/3 System ID jeo.client. type
* SAP R3 Application Group JBO-CIEME.

jca.client.r3name
jco. client, group

SAP Client Credentials: jca.client.client 100

User ID jco.client, user dernos01
Password jco.client. passwd SAProcks

SAP Client ID jco, client. lang

Login language jro.client. trace
jco, destination, repository_deskination

SAP JCo connection Trace level

SAP System ID to find the IDoc Meta Repository

CGa
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SAP Virtual Service Configuration
Send to Application Server

SAP Connection Type: R/3

SAP Application Server:
* SAP Host Name
* SAP Instance ID

SAP Client Credentials:
e UserID

e Password

* SAP Client ID

* Login language

SAP JCo connection Trace level

SAP System ID to find the IDoc Meta Repository

D= CS2A_System.properties

jro.client. passwd
jco.client.lang
jco.client. trace

jco.destination, repository_destination

lod1810.ca.com
oo

100

deraos01
SAProcks

=]]

1

Loz

CGa
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SAP Virtual Service Configuration
IDoc Request/Response Correlation

<?yml version="1.1"2>

>01</PLVAR>
E>P</OTYPE>
<OBJID>00044087</0BJID>
<OPERA>I</OPERA>

<E1PITYP GMENT="1">
<PLVAR>01</PLVAR>
Request: /HRMD_ABAO04/IDOC/E1PLOGI/E1PITYP[6]/E1P0105/USRID/text() <OTYPE>F</OTYPE>
<OBJID>00044087</OBJID>
<INFTY>0105</ INFTY>
<SUBTY>0001</SUBTY>
<BEGDA>18000101</BEGDA>
<ENDDA>99991231</ENDDA>
<E1P0105 GMENT="1">
<PERNR>00044087</PERNR>
<INFTY>0105</ INFTY>
<SUBTY>0001</SUBTY>
<ENDDA>99991231</ENDDA>
<BEGDA>20110704</BEGDA>
<3EQNR>000</SEQNR>
<AEDTM>20110602</ AEDTH>
AME>DEVSUO2</ UNAME>

</E1P0105>
</E1PITYP>
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SAP Virtual Service Configuration
IDoc Request/Response Correlation

Response: /ZACK_IDOC01/IDOC/ZACK_IDOC_SEG/USRID/text()

1:/*SCHCH44%/} </ USRID>
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SAP Virtual Service Configuration
SAP Service/Port Configuration

etc/service on Windows

SAP Message Server Services

SAP Application Server Services S
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SAP Configuration Checklist

=  SAP JCo Libraries = XPath Specification for IDoc

— DEVTEST_HOME/lib/shared request and response
— DEVTEST_HOME/bin

= SAP User Credentials

— Privileges to Read IDoc Meta Data
from IDoc Repository

=  SAP Service aka Gateways in
etc/services

= RR Pairs in XML Format

= SAP Communication Settings

— RFC Destination (SAP JCo Server)
— SAP System (SAP JCo Client)






SAP Service Virtualization — Bill of Material

=  SAP JCo Libraries (Version 30P_12 (14/11) used in demo)

= SAP Service RR Pairs in XML Format

XPath queries for Request/Response Correlation identified

=  SAP Communication Specifications

SAP User ID and Credentials

SAP User Privileges to access/read from IDoc Repository
SAP RFC Destination configured

SAP Message Server or Application Server identified

SAP Services for etc/services
Unicode enabled/disabled
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SAP Virtualization Best Practices

=  Get SAP Communication Configuration settings in advance to create the
SAP JCo configuration files in advance
— Validate the settings with the SAP administrator or on the target SAP system

= Get SAP IDoc RR pairs in XML format in advance
— Test creation of virtual SAP service with connection to inhouse SAP test system
— Determine the Xpath expressions
= Two Appointments
— Communication Configuration Setup and Validation
— Use Case Execution
= SAP Administrator support/attendance required

=  SAP Application SME support/attendance required

technologies



SAP Transaction
Codes and
Troubleshooting




SAP Transaction Codes
BD54 — List Logical Systems

= DevTest System must be

IISted In SAP as a Ioglcal [& Table View Edit Goto Selection Utiities System Help
@ b Q@ = HHhaH 868

system (LS)

Display View "Logical Systems": Overview

Logical Systems

Log.System Name

DC3CLNT100 Logical system for DC3-100
DEVIDEMOL DevTest Demo System No. 1
DG1CLNTO010 Logical System for DG1-010
DG1CLNT020 Logical System for DG1-020
DG2CLNT100 Logical System for DG2-100

DE2. [ 0N (0]
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SAP Transaction Codes
WE20 — Partner Profile

m DevTest must have a
partner profile in SAP for —
configuration of outbound | S

+ [ Partner Type GP

[ partner Type KU

: [ partner Type LI

IDoc requests and inboun
CB2CLNT100

CC2CLNTO020

CC2CLNT100

OocC responses cozanTion
CR2CLNT100

CS2CLNT100

CS2CLNTRTP

CX2CLNT100

DR1CLNT020
DRICLNTO030
DR1CLNTO80
DR3100
INFPCINTGI
INFPCINTGN
» [ Partner Type US

Description

Bank

Benefits provid:
Business Partne
Customer
Vendor

Logical system
Logical System
Logical System

Logical System
Logical System
Logical System
Logical System
Logical System
DevTest Demo
Logical SYstem

Logical System

Logical System

User (first 10 cl

Partne
Partn.Type

Post processing: permitted agent : Classification

US [3 user
R3ALEREMOTE | R3ALEREMOTE
EN English

OQutbound parmtrs.

Partner Role Message Type Message va... MessageFu.

CCLONE
HRMD_ABA
SYNCH

USERCLONE
»

€V =3 =Y

Inbound parmtrs.

Partner Role Message Type
BBPIV
MBGMCR

ZACK_IDOC

o Tes&[ﬂ

technologies



SAP Transaction Codes
WE20 — Partner Profile: Immediate Transfer

" Double click on the e n e

© «H eae®
Outbou nd IVI essage Type t:arl‘nerprafiles: Outbound parameters
= Verify IDocs are submitted |

§ Message Type HR: Basis Plan Data, Central Person

immediately, i.e. ‘“Transfer b e
. . ! Message Control Post Processing: Permitted Agent Tel...
IDoc immed. is selected.

Receiver port DEVTESTY) Transactional RFC DevTest Port
Pack. Size 1

Queue Processing

D
) Transfer IDoc Immed. Qutput Mode 2

Collect IDocs

IDoc Type

Basic type HRMD ABAO4 HR: Plan & Personnel Master ..
Extension

View

v|Cancel Processing After Syntax Error

Seg. release in IDoc type Segment Appl. Rel.

CGa

technologies



SAP Transaction Codes
SM59 — Configuration of RFC Connectlons

m  RFC Destination for DevTest |ERES ) HER o=

ection Edit Goto Extras Utiities System Help

must be configured <0 @ee B¢
RFC Destination DEVTIDEMO1

transaction code SM59 BIRID2 e

. . = - § ! RFC Destination DEVTDEMO1
n Ofte n t h e R F C D e St I n at I O n = : .kl: S'-sl Connection Type  |T| | TCP/IP Connection Description

name is identical to the SAP ik St

Logical System (LS) name. f et (N
= The ‘Registé
Program’ n:
used in JCo |k
(jco.server.

DevTest Demo Server #1

Unicode Special Options

Registered Server Program
Program ID DEVTDEMO1

Start Type of External Program
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SAP Transaction Codes

SM59 — Connection Tests

=  Tests require virtual SAP
service or VSE recorder for
SAP IDoc recording is started
successfully

= |f Unicode is required in
‘jco.server’ settings, Unicode
must also be defined in RFC
Destination configuration.

= Connection  Edit Goto Extras  Utilities
] <H e®

RFC Destination DEVIDEMO1

Connection Test | Unicode Test §°2*

RFC Destination PEVTDEMO1

Connection Type  |T| |TCP/IP Connection Description
Description

Description 1 DevTest Demo Server #1
Description 2
Description 3

Administration TemniaTSgtalgs Logon&SecurWMSpecal Options |

Activation Type

Registered Server Program
Program ID DEVTDEMO1

StartTypeo E: CR2 F"F' _QE

Yalue

CPIC Timeout |4 r . progi DENTDEMCIT

l[od15809,ca,cam

it QUSErY sapgwii
Gateway Opti | .

== | conneckion_counkt

Gatevay senv i ', Unicode

jco.server . trace

joo.server, repository _deskination

|| Technical Settings Lo_g'qn_&,!f:_eﬁcyr,:v Ui

I fspecal options |




SAP Transaction Codes
SM59 — Connection Test Outcomes

= Successful =  Failed

T3 Loo (1) (100)

(Al ]

RFC - Connection Test

Qonnection Test LISAITKO

C on Ty F Connection

n
Action

r T =
Logon Connection Error
o,

L
Logon
L
fer of 0 K

Error Details Errarwhen opening an RFC connection (CPIC-CALL: ThSAPOCMINIT : cmRe=2 thRc=6T
Error Details ERROR: program DEMOIDOC not registered

Error Details LOCATION: SAP-Gateway on host cie-lisasvsap.ca.com / sapgw00
Error Details DETAIL: TP DEMOIDOC not registered

Error Details COMPONENT: SAP-Gateway

Error Details COUNTER: 10623

Error Details MODULE: gwr3cpic.c

Error Details LINE: 1972

Error Details RETURN CODE. 679

Error Details SUBRC: 0

Error Details RELEASE: 721

Error Details TIME: Fri Sep 18 11:26:37 2015

Error Details VERSION: 2

» | L00 v

» | L00 v
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SAP Transaction Codes
WE19 — Test Tool for IDoc

BasicTyp

u Re S e nt I D o C withEnhancement

) Via message type
_)File as template Unicode

— Query for sent IDocs or i ot
— Enter known IDoc ID

= Submit by Standard
Outbound Processing

Port of Sender

Partner Number of Sender
Partner Type of Sender
Partner Function of Sender

S DN B L&l

Test tool for IDoc processing

D DT BE Standard inbound  Inbound function module  Inbound file Standard outbound processing

_____ 10016156283740 03

G1 E1PLOGI

0000000016156278

0000000016156279

0000000016156280

0000000016156281
0

technologies



SAP Transaction Codes
SUO1 — Display Users

= SAP user ID must have access to IDoc Meta data repository.

In our SAP test environments the user ID has SAP privilege

‘SAP_ALL

= User Edit Goto Info. Environment  System  Help

Display Users
t'n:v»

User DEMOSO01
Changed By VOGULO1 09/29/2015|(11:14:48 Status Saved

_~ Address " Logon Data |  SNC | Defaults |~ Parameters RolesGroups  Personalization

EEREIFEL ([SEL

Assigned Authorization Profiles

R i Type Text
SAP_ALL [y All SAP System authorizations

| [ New authorzation ched

T-C2840354 @ Profile for role ZSR:AS:SEC:USR_GEN
T-D1610266 @ Profile for role D:RHRX_ALL_INTY_X0XXX
T-D1610316 @ Profile for role D:RHRX_ESS

¢ Lic.Data |
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Troubleshooting DevTest/SAP Connectivity issues |

= Symptom: Workstation or VSE cannot conne~** . “AP system
although connection settings are correc?

= Cause: SAP JCo resources bound to an 2ven “liled connec ion
to the SAP system are not released cc rectly ai. 1 are
considered still in use

= Workaround: Bounce Workstation or V. 'E that was co.>nr _ted
or attempted to connect to SAP system, €. ~n with er-_neous
connection settings. Shutdown virtual SAP service first
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Troubleshooting DevTest/SAP Connectivity issues |

= Symptom: VSE or Workstation cannot connect to SAP system.
S Bl

Log f||e ShOWS error Yirtual Service Image Recorder

com.itko.lisa.test.TestNod Please provide us with the client and server connection informakion

com. sap.conn. jco.3co Excep Client RFC Connection Properties _RFC_Destination, propetties
not exist java.lang.Runti
JCO_ERROR_RESOURCE: Desti

= Cause: jco.server.ref
to an existing client
or Server System iNa |
= Fix: Renam~ ‘Clicint
virtual SAP service ©
Workstation.
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Troubleshooting DevTest/SAP Connectivity issues Il

= Symptom: SAP System sends IDoc, but Workstation or
VSE does not receive IDoc. Log file shows error

2016-11-30 08:44:34,821Z (09:44) [ICoServerThread-2] ERROR com.ca.sv.protocol.jcoidoc.connector.JcoldocConnector -
Server Error Occurred for connection 1-lod1809.ca.com|sapgw00|DEVTDEMO1
com.sap.conn.idoc.IDocMetaDataUnavailableException: (3) IDOC_ERROR_METADATA_UNAVAILABLE: The metadata for the

IDoc type " el 7] EB M FF 1 U4k t t" with extension " HRMSAPCRL CR2CL "is unavailable.
] Ca u Se : SAP R FC Desti n atio n iS n Ot __ Administration |~ Technical Settings -~ Logon & Securityd " Unicode - §Special Op

configured for Unicode IT' -

= Fix: Adjust SAP RFC Destination
configuration. Restart VS

Character Conversion

Ignore Error, Error Indicator: '#' = U+0023

Display of Conversion Errors

Error Indicator #




Summary

= DevTest Concept for SAP Service Virtualization

= SAP JCo Configuration for DevTest

= SAP BOM for DevTest and SAP Configuration Checklist
= Best Practices for virtualizing SAP Services

= |mportant SAP Transaction Codes to Validate SAP
Configuration and to test IDoc transfer to DevTest

= Troubleshooting hints



Questions?




Ulrich Vogt

Senior Principal Engineering Services Architect
ulrich.vogt@ca.com
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