TRACK VI: DESIGN
Session 640

An Audit Trail for
Your DB2 System

Patricia A. Tuchman
University of Illinois- AISS

Hi. My nameisPat Tuchman. | would liketo describeageneral purpose audit
trail system that we' veimplemented at the University of Illinois. Thissystem
auditschangesto DB2 data, regardless of how the changeswereinitiated. | am
theprimary analyst and programmer for thissystem.



WhereisU of 1?

+ Chicago

& Champaign-Urbana

+ Springfield

+ NOT the University of
Chicago

TheUniversity of lllinoisisastatefunded University. It onceagain hasthree
main campuses. AttheUIUC campus, we haveapproximately 35,000 students
and about the same number of faculty and support staff. The Chicago campus
hasboth themedical school (UIMC) andtheold Circle (UICC). Springfield was
added totheUniversity last summer andismuch smaller.



Who isAISS?

& Administrative Information Systems and
Services

& Administrative computing for the
University of Illinois

« Staff both in Chicago and in Champaign-
Urbana

& NOT ateaching department

AlSSisageneral University department - wedon’t belongto aspecific campus.
We are responsible for administrative computing including the traditional
businessapplicationsof payroll and human resourcesaswell asuniversity
specificapplicationssuch asstudent records. A1SSisnot ateaching department.

AlSShasbeenusing | EF/Composer since1987.



Topics

& Overview
— Dataflow
— Database design
« Specific Example
« Specifics
— Problems encountered
— Userreactions
— System statistics
— Good thingsto know

Inmy talk, I’dliketofirst givean overview of our audit trail system, then show
aspecific exampleof databeing audited, and follow that with somedetailed
technical information. | hopethat all of thisisonyour CD-ROM, along with
reportsshowing thedetail s of the datamodel we used.



Why did we do thisproject?

& The University MUST be able to account
for all changes made to a student’ s record
by authorized staff

& The University SHOULD be able to explain
how a student’s record got that way

& The University MUST be able to detect
unauthorized changes to a student’ s record

Over thepast several years, were-engineered oneof our existing student
systems. Wehad a10+year old IM S system that needed work. TheUIUC
campusalso wanted to provide studentswith theability to register for classes
directly, without going through the cycleof filling out formsand waiting to see
what classeswerealready filled. The soon-to-beobsol ete system had a
rudimentary audit capability whosefunction needed to be carried over intothe
new system. Intheold system, selected online programswould write beforeand
after imagesto an audit database. Thisprovided only limited audit capability and
wasvery inflexible. None of the batch programsdid any auditing. Onthe
positiveside, very few peoplewereallowed to updatethedata, so theaudits
were sufficient.

Whenwe switched to the new student system, not only could many more people
updaterecords(including the 35,000 studentsthemselves!), but wealso had the
QMFtableeditor and SPUFI which don’ tlend themselvesto self-auditing. We
knew weneeded adifferent approach.

Wearecurrently using theaudit system for student records; we have several
other applicationsthat may usethisinthefuture.



What we'reNOT using thisfor

« Problems occurring right then

« Paper trail of all changes done

Theresulting system isnot used for resol ving problemsthat just happened.
Thereisatimedelay before the datashowsupinthe database. Also, wearenot

producing apaper trail of all the changesthat happened any whereinthe DB2
region.



Vocabulary

& Audit Trail - arecord of (all) changes made
to key data

& Log Analyzer - utility from Platinum
Technology

¢ BSDS- DB2'sBoot Strap Data Set

« Unit of Recovery - changes done between
commits

Some basic vocabulary...

TheBoot Strap Data Set holdstheindex to the DB2 log information. The data
here can direct you to theexact DB2log for either adate/timerange or an RBA
range.

Unit of Recovery/commit: For an onlinetransaction, thisisusually theinterval
between enter and/or function keysbeing hit. For abatch transaction, thisisthe
interval between DBCOMMIT commands. Inour audit system, wegroup
together all changesdoneinaunit of recovery.



Design Requirements

& Minimal changes to existing applications
We really made none

« Easy to report from
« Easy to control what datais being audited

+ Capture changes made anywhere
Not just by |EF generated applications

Hereareour design requirements. We decided that we needed to audit from the
DB2logsdirectly. Whenwestarted there-engineering process, therewereno
productsavailableto help with this. By thetime we started working on this part
of the system, Platinum Technology (PT) hadtheir Log Analyzer (LA) product
inlate beta; we decided to go with this.



Data Flow

DB2writesall changestoitslog, regardless of how the changeswere made. We
thenrun PT’sLA over thelog, culling out changesto tablesthat we are
interestedin. LA producestwofiles; the control file describesthelayout of the
tablesthat have been found in thelog; the datafile hasthe changed data. (1 have
samplesof thesecoming up.) Theseareinput to our build/popul ate program
which parsesthe control file and usesthisinformation to decipher thedatafile.
Theinteresting changesarewrittentotheaudit database.

Thereisasecond batch job which purges datafrom the audit database when we
nolonger needit.

WekeeptheL A control and datainformation for 2 years. Thismakesthe
auditors happy.



DataisFiltered Out

o DB2 table definition must be DATA
CAPTURE ON

¢ LA job must have table namein list

« Audit definition must include table

« Audit definition must include column
& Audit definition must not exclude plan

Wedon'trecord all changesmadewithinthe DB2region. Thechanged datais
filteredinthese5ways.

Datacaptureon - if thisisn’t set for atable, thenthelog doesn’t havetheentire
row that changed. We need theentirerow to get theidentifiersand foreign keys
so weknow what changed. After all, it’ sno good knowing that agrade changed
from“D” to“A” if wecan't derivefor what student and for what course.

LA tablelist-theLA jobhasalist of tablesthat it will extract changesfor. If
we' renot interested in auditing atable, wedon’tincludeit onthislist.

Audit definition - wedefinewithin theaudit system what tableswe’ reinterested
in.

Audit definition- wefurther definewhat columnsof what tableswe' re
interestedin. For example, werarely audit create_dateor update time. Wealso
only record columnsthat have been changed.

Audit exclusion - we can ignore changesto atable based on the plan that did the
change.



Databases Used

& Audit

« Audit definition
« Audit control

« Audit report

& “Live’

Theaudit system hasfour databasesinit. Thefirst threeonthelistare
operational; thefourthispending. Weal so do readsof the® live” (non-audit) data
toresolveidentifyinginformation (remember thegradechange!) I’ [l describethe
firstthreeaudit databasesin moredetail.



SIMPLIFIED Student Data
Model

Gre
Student Person  ——— Point

Student Term

Student Course

Butfirst, let megiveyou alittle background in the datamodel design philosophy
weuse. Inall but afew of our entity types, we haveageneric “identifier” thatis
theuniqueidentifier for theentity type. Wedo not includerelationshipsin
unique identifiers.

So, inthisvery small portion of the student datamodel, we have 4 entity types.

SP hasthe basicinformation about astudent. Thisisrel ated to the enterprise-
wide PERSON entity type, whichisn’t shown.

ST istheterm based information for astudent.
SCistheactual coursethat astudentisor wasenrolledin.

SGPiswheregradepointinformationisstored. Wedon't actually storea
student’ sgrade point average; we savethe number of earned hoursand the
number of grade pointsand do the cal culation when the GPA isneeded. The
campushasdefined anumber of different GPA’ s, so thisseemed abetter
approach.

Theseentity typeswill beusedintherest of my examples.
Notetothereader: | never typetable names; | use acronymsinstead.



Student Data Columns

Student Person Student Grade Point
Identifier Identifier
DN_Persondl_ID Graded Credit
DN_Name Graded Points
S Credit Type
FK_personidentifie

Detal Type
FK_student_perside
Student Term

Identifier

Yearlterm

Term hours graded

FK_student_perside

Student Course
Identifier
Rubric
Number
Title

Grade
FK_student_termide

Just to show you what can befound in thetables.

Inevery table, thereisacolumnnamed“IDENTIFIER”. Thisisatext(16) field
that containsatimestamp that hasbeen shuffled.

Thismakesreading aspecific row very easy and keepsthelength of the key
short and the length of theforeign key short. Users can change any column they
want, without us needing to worry about not changing part of auniquekey.
However, it meansthat thereisnointrinsicidentifyinginformationto befound
inarow. Again, just becauseyou haveread arow in student_course, you don’t
know who took it and when. Y ou must do additional readsfor thisinformation,
if youneedit.



Audit Database

& Where the changed data goes

+ HUGE!!

« Tried to keep design simple for reporting
purposes

« All before and after images are varying
character data

Now, back to theaudit system databases.

Themainaudit databaseisconceptually very simple. Thisiswherethe changes
arerecorded. Wetried to keep it simple so that reporting would be easy and
could be done by anyone using any tool - and not limited to | EF/Composer.

ThereisaLOT of datahere. I' |l show some statisticslater.



Audit Data M odel

Audit Change
Set

Audit Change
Entity

Audit Chenge Audit Change
Logical Key Detail

ACS- therewill be one of these for each unit of recovery - it hasbasic
information about the associated changes - who did them, with what plan, and
when. For an online update, thisisusually not very muchinformation. For a
batch update, thiscan beassociated withaL OT of changed data, depending on
thecommitinterval for the program.

ACE - describeswhat tablewas changed; thisrecordstable name, table creator,
entity identifier, and type of change. Theentity identifier isthegenericidentifier
that describesthe exact row withinthetablethat changed.

ACD -isfor each audited, changed column of thetable; thisshowsthe before
and after imageswhich havebeen converted to varchar. Defaultsbased on data
typeareused for the beforeimagefor insertsand the after imagefor del etes.

ACLK - eachrow of atablethat hasachanged column or columnsneedsto be
identified for theuser - to havelogical keys; thisdatadescribescompletely what
changed, whichisdifferent from what the changeswere. Since our physical
“key” (identifier) doesn’t haveany inherent meaning, weneedto associatethe
changeswith other datathat will describewhat changed, e.g. thestudent’ sID
number, name, term, coursename. A person verifyingachangewould be
helplessif they were presented with one of our identifier’ sto match against the
paper trail that validated the changed data. Werefer to thisset of information as
“the logical keys’ or “the identifying information”.



Definition Database

& Maintained by programming staff
« Date sensitive

+ Defines what columns (attributes) of which
tables (entity types) will be audited

« Defines how to fully identify a change
(logical key)
« Substitution not being used

Thedefinition databasedefineswhat columnsof what tableswe’ reactually
interested in. Thisismaintained by the programmers, sincethe DB2 namesare
used and must match exactly what isinthe DB2 catalog. Everythinginthis
databaseisdate sensitive, so we can havedifferent databeing audited depending
onthetimeof year. It turnsout we' re not using the date feature very much. We
don'’t audit based ontype of change (insert, update, delete).

Wedefine heretheidentifying information - thisisused to build thelogical keys
intheaudit database.

Wealso allow for thedefinition of asubstitute for acolumn. Wethought
originally that instead of recording that acoded field changed, we might want to
record the decoded values. We'renot using thiseither.



Definition Data M odel

AET - DB2tablecreator and name.

AA -DB2columnname, Y/N auditindicator; thesefirst two tablesdefinewhat
changedfieldswill beinthe audit database.

ASE - DB2tablecreator and namefor whereto find the substitute val ue(s).
ASA - DB2 column name(s) for the substitute

All - start and stop date for identifying information; thisallowsfor the
identifyinginformationto changeover time. Weactually haven’t neededtodo
0.

AIE - DB2tablecreator and namefor whereto find apart of theidentifying
information.

AlA - DB2 column namefor apart of theidentifying information; also known as
thelogical key. Thistableand the preceding tabledefinethelogical key pieces
that will be built for aparticular table.

AE - what plan or plan mask to exclude changesfor.



Audit Entity Type Example

AUOS List Audit Entity Types 02-13-96 11:26:04

Start at Table Creator AEZCASE Table Name TIMETABLE_ll_OPEN
Select Table Creator Table Name Start Date  Stop Date

AEZCASE ~ STUDENT_COURSE

AEZCASE ~ STUDENT_COURSE_XM

AEZCASE ~ STUDENT_CRSE_X_LOC

AEZCASE ~ STUDENT_CURRICULUM

AEZCASE ~ STUDENT_DEGREE

AEZCASE ~ STUDENT_DEGREE_CUR

AEZCASE ~ STUDENT_DEGREE_HON

AEZCASE ~ STUDENT_DISTINCTIO

AEZCASE ~ STUDENT_ENCUMBRANC

AEZCASE ~ STUDENT_EXTERNAL_D

AEZCASE ~ STUDENT_FERPA

AEZCASE ~ STUDENT_GAS

AEZCASE ~ STUDENT_GDOL

AEZCASE ~ STUDENT_GRAD_DATA

AEZCASE ~ STUDENT_GRAD_EXAM

AEZCASE ~ STUDENT_GRADE_POIN

AEZCASE ~ STUDENT HS SUBJECT

Thisshowsapartial list of thetablesthat are defined within the audit definition

database. A table must be on thislist for any changesto arow from thetableto
be audited.



Audit Attribute Example

AU04 List Attributes for Audit Entity Type 02-13-96 11:29:35

Table Creator AEZCASE Table Name STUDENT_GRADE_POIN
Start Date 00000000 Stop Date 00000000

Select Column Name Start Date  Stop Date Audit? Substitute?
CREDIT_TYPE 00000000 00000000 Y N
DETAIL_TYPE 00000000 00000000 Y Y
EARNED_CREDIT 00000000 00000000 Y N
FK_STUDENT_PERSIDE 00000000 00000000 N N
GRADED_CREDIT 00000000 00000000 Y N
GRADED_POINTS 00000000 00000000 Y N
IDENTIFIER 00000000 00000000 Y N
NOMINAL CREDIT 00000000 00000000 Y N

For one of thedefined tables, hereisan example showing the defined columns.

Y ou can seethat we are not auditing changesto theforeign key; thiswill only
changeoninsertsand deletessincethisisnot atransferrablerelationship. 1’ ve
included it onthelist so that | remember that we' ve made adeliberate decision to
NOT audit thefield.

Weare al so doing asubstitution for one of the coded fields.

Again, if afieldisnotinthedefinition with an audit flag=Y, changesto that
fieldwill not beaudited.



Audit Substitution Example

AU19 List Substitutes for Audit Attribute 02-13-96 11:41:53
Table Creator AEZCASE Table Name STUDENT_GRADE_POIN 00000000 00000000
Column Name DETAIL_TYPE 00000000 00000000 Audit? Y Substitute? Y
Select Table Creator Table Name Column Name
EZCASE ~ TABLE_VALUE LONG_VALUE
AEZCASE TABLE_NAME DESCRIPTION

Thisisafairly simplesubstitution.... for theencodedfield, goto the codetables
and look up the decoding.



Audit Logical Key Example

AUL2  List Entities/Attributes for Identifying Information  02-01-96 12:18:26

Teble Crestor AEZCASE Teble Name STUDENT_COURSE
Identifying Information Start Date 00000000 Stop Date 00000000
Order Teble Creator TebleName Atribute Name
1 AEZCASE  STUDENT PERSON DN_PERSONAL_ID
2 AEZCASE  STUDENT_PERSON DN_CURRENT_FULL_NA
3 AEZCASE  STUDENT_COURSE YEAR_TERM
4 AEZCASE  TERM
5 AEZCASE ~ STUDENT_COURSE RUBRIC
6 AEZCASE  STUDENT COURSE NUMBER PREFIX
7 AEZCASE  STUDENT_COURSE NUMBER
8 AEZCASE ~ STUDENT COURSE SECTION_ID

Thisshowstheactual definition of thelogical key (identifyinginformation) for
one of thetables. Inorder to fully identify arow in student_course, you need to
know thestudent’ sID number, thestudent’ sname, theyear/term (e.g. FA96),
thetermtype(e.g. traditional, extramural, or correspondence), thecourserubric
(e.g. MATH), thecoursenumber (e.g. 120), the course number prefix, and the
section. Someof thisinformation comesfrom student_courseitself. Sincewe
only recordthe CHANGED columnsintheaudit_change detail table, weneed
to havethisdatainthekey. After all, the courserubric rarely changes; the course
grade often does.

Weactually don’t need both the student | D and name, but having both as part of
thelogical key makesreporting easier.



Audit Exclusion Screen

AUL7 List Audit Exclusions 02:01-96 12:10:2

Table Crestor AEZCASE Tble Name STUDENT_GRADE_POIN
Select  Plan Name Sart Date Stop Date Indlude Or Exclude
AREGADD2 00000000 00000000 E
R 00000000 E
REGATOAT 00000000 00000000 1
REGATO4U 00000000 00000000 1
REGATO4V 00000000 00000000 1
REGATOAW 00000000 00000000 1

Here’ san example of excluding datachangesbased onthe plan. GPisthe Grade
Point data. It hasthe numberswe need to compute agrade point average. Since
lotsof thingsgo into agrade point average, lots of changesall over the system
can cause“invisible” changestothe GPA. Theusershavesaidthey don’t care
about theseindirect updates. Weexclude GP changesdoneby AREGADD?2 (a
batch update) and R* (all onlinestudent & staff plans). However, we can change
astudent’ sGP numbersdirectly on 4 screens. Wewant any changesdoneon
those4 screensto beaudited. So, we' veexplicitly included those4 plans.
Implicitincludesoverrideexcludes. During theend of semester massgrade
update, EVERY ONE’ sgrade pointinformationwill beupdated; noonewantsto
look at that volume of information. Another reason for the excludesisthat alot
of the batch updates have validated input datathat issaved. If thereisa
suspected problem, checking theinput might befaster.

Thishascut down on avast amount of datathat noonewould ever want to see
anyway.

Note: the excluded dataisstill being extracted by LA andisonthe LA data
tapes. If wewanted, we could go ook at thetapesfor aparticular change. We
can also runthetapein at alater time, having changed the exclusion to now

allow thisaudit.



Control Database

& Used while adding data to audit database
« Information from LA control data
+ Not saved beyond build job

The control databaseiswherethe LA control fileisparsed into just beforethe
LA dataisread and deciphered. We don't save thisbeyond thelife of thejob.



Control Data Model

ACR - Containsinformation that isconstant for all recordswithintherun. This
includesthestart position and length of : plan name, update date, updatetime,
etc.

ACT - Hasinformation for each requested DB2 tablethat wasfound in thelog;
containsDB2 creator and tablename.

ACC - For each columnwithin atable, recordsthestart position, length, update
flag position, column domain, and decimal position.

Werebuildthisinformationfor every LA extract run. Sincetabledefinitions
changeover time, thisseemsthesafest. Also, if arequested tablehasno updates
for aexecutionof theL A, LA doesn’tincludethat table’ scontrol informationin
thecontrol file.



Putting the Pieces Together

Wehaveour two datasetsthat LA created for us. Thefirst batch procedure step
of thebuildjob readsthe control data, parsesit, and createsaDB2 version of
that informationinthe Audit Control database.

The second batch job step readsthe LA datadataset. For each record here, the
tablenameisextracted, theaudit control informationisfound for that table, and
then therest of therecord isbroken intoindividual fieldsbased onthe
informationinaudit_control _column. For eachfieldthat hasbeenflagged as
updated, the audit definition databaseisread to seeif thisisan updateto record.
If so, the dataisconverted to character, the before and after images are created,
thelogical key isbuilt, and al of thisisadded to the audit database.



Log Analyzer Control Raw Data

INTO TABLE AEZCASE STUDENT_GRADE_POIN
WHEN (1:26) ='AEZCASE.STUDENT_GRADE_POIN'

(PLASTMT_TYPE  POSITION( 27: 28) CHAR( 2)
PLAZURID POSITION( 29t 34) CHAR( 6)
PLAUPDT_DATE  POSITION( 35 44) DATE EXTERNAL(10)
PLAUPDT_TIME ~ POSITION( 45: 52) TIME EXTERNAL(S)
PLAPLAN POSITION( 53 60) CHAR( 8)
PLA_AUTHID POSITION( 61 68) CHAR( 8)
[PLA_CORRID POSITION( 69: 76) CHAR( 8)
[PLA_CONNID POSITION( 77: 84) CHAR( 8)
PLAZCONN_TYPE  POSITION( 85: 85) CHAR( 1)
PLA_STATUS POSITION( 86: 86) CHAR( 1)
[PLA_LOGRBA POSITION( 87: 92) CHAR( 6)
JPLA_UPDT_001 POSITION( 93 93) CHAR( 1)
JIDENTIFIER POSITION( 94: 109) CHAR( 16)
PLA_UPDT_002 POSITION( 110t 110) CHAR( 1)
CREDIT_TYPE POSITION( 112 112) CHAR( 1)
NULLIF(111) = *7
[PLA_UPDT_003 POSITION( 113 113) CHAR( 1)
NOMINAL CREDIT ~ POSITION( 115: 119) DECIMAL

NULLIF( 114)='7

For one of our audited tables, here’ spart of theinformationinthe control file.

Columnsbeginning“PLA” areL A control fields. Thefieldsareshowninfile
position order.

For instance, for thisrun of the LA, thefield named nominal credit will befound
inpositions 115 - 119 of the output record. Itisadecimal field. If thefield
containsanull, thiswill besignalled by a‘*? incolumn 114. If thisfield
changed, thiswill besignalled by a‘U’ incolumn 113.



Log Analyzer Control Parsed
Data

AUOL Audit Control Run Display/Delete 01-22-96 16:29:33

Run Date 01-13-96  Run Time 11:29:55

Stmt Type URID DateTime Plan AuthID CorrID ConnID  Status
Start Pos: 027 029 035 045 053 061 069 077 086
Length: 002 006 010 008 008 008 008 008 001

Table Creator AEZCASE Name STUDENT_GRADE_POIN

Column Type  StatPos Length UpdatePos Decimal Pos
CREDIT_TYPE CHAR 12 001 110
DETAIL_TYPE CHAR 161 002 159
EARNED_CREDIT DECIMAL 122 005 120 005
FK_STUDENT_PERSIDE ~ CHAR 143 016 141
GRADED_CREDIT DECIMAL 120 005 127 005
GRADED_POINTS DECIMAL 136 005 134 005
IDENTIFIER CHAR 094 016 093
NOMINAL_CREDIT DECIMAL 115 005 113 005
PLA_CONN_TYPE CHAR 085 001

PLA_LOGRBA CHAR 087 006

Here' sthe sameinformation after it’ sbeen parsed and inserted into the audit
control database. Thecolumnsare sortedinto ascending order by name.

Thetop part of the screen showsthefieldsthat arein all the LA records: for
example, we seethat the plan namebeginsin column 53 and is of length 8.

Thebottom part of the screen showsthefieldsthat are specific to thetable being
displayed. Weseeherethat nominal_creditisadecimal field, withastarting
position of 115, alength of 5intherecord, and that the resulting number should
beinterpreted ashaving 5 decimal positions.

Givensomeclever substringing, wenow haveenoughinformationto decipher
theLA datal



Proposed Report Database

+ Used to define reports
+ Can specify updates not only by table but
by plan
+ Generic output format
+ Can specify
— Datato include
— Sortorder
— Pagebreaks

Asanadd-ontothesystem, wearecurrently (thisiswrittenin February)
designing areport database. Thiswill givethe userscomplete control over what
ison areport. It turns out that they want to see updatesto acolumn done only on
certain screensby certain usersfor some of their auditing. We continueto put all
of the changesin the database and will only report on some of them.

Wehaven't done anything beyond the datamodel work on thissubsystem yet.



Report Data M odel

Audit Report Audit Report
Definition Extract

)

Audit
Report Renge

)

Audit Report Audit Report Audit Report
Member Operator Sort

Thepreliminary designfor thereport database all owsthe user to definemultiple
reports. Each report definitionisvalid for arange of dates. For each range, the
user will be ableto specify the exact fieldsfor each update screentoincludeon
thefinal report, the operator id’ sto include or exclude, and asort order. This
informationwill beused to read from theaudit trail database and information
will be put into thereport extract table. The actual report will bewritten from the
extract table.

Thisapproach will allow usto optimizethereadsof thedatainthemain
databasewithout regard to thefinal appearance of dataonthereport.



“Live’ Database

& Used to resolve logical keys
& Only used for reading

+ Only code in audited |EF application
— accessed through external action blocks

Sinceweneed to build thelogical keys, wewill not haveall of the necessary
informationinthe audit databaseitself orintheinput LA data. Wehavewritten
aseriesof readsagainst the”live” (non-audit) databasetoretrievethat
information. For example, if weneed astudent_courselogical key, wewill read
for student_term and student_person. Sincetheaudit systemisinitsown model,
theinformationispassed by way of external action blocks. Wehavetwo external
action blocks: oneacceptsatablenameand identifier; it returnsidentifiersof
interesting related tables. Thesecond acceptsatablename, identifier, and
column name. It readsthat row in that table and returnsthe valuein that column.

Thiswastheonly codewritten in the non-audit model that had anything to do
with auditing. If the system being audited was not written with Composer, we
would beableto accesstheinformation through external action blocksalso.

If wehad fully concatenated logical keys(aswedidinthe M S system), we
wouldn’t have needed to accessthelivedataat all.



Example - Retrieve Identifiers
From “Live’ Database

Table name: STUDENT_COURSE  Creator: AEZCASE Id: 9999999947454209
ble Name Identifier Length
AEZCASE STUDENT_TERM 9999999996901471 016
AEZCASE TERM 0195993190539890 016
AEZCASE STUDENT_PERSON 9999999994415970 016
AEZCASE PERSON 9999999990000000 016

Thisshowsan examplefrom our test screenfor retrieving from thelive database.
For agiventablecreator, name, and identifier, it returnstheidentifiersof all of
theassociated tablesthat would hel pidentify thisrow inthistable.



Example- RetrieveDataValue
from “Live’ Database

RG6M Audit Get Attribute Value 03-13-96 12:28:09
Table name: STUDENT_TERM Attribute name:  YEAR_TERM
Creator: AEZCASE Entity Identifier: 9999999996901471

Attribute value:
96SP

Thisshowstaking oneof theidentifiersfound on the previoustest screen and
requesting aspecific datavalueto bereturned.



Example- ChangeaStudent’s
Grade

+ show update screen
+ show entity/attributes changed
« show logical keys

Now, I’d liketo show an examplethat will (hopefully) tieall of thistogether. I' 1
changeastudent’ sgrade and follow the dataflow from my fingertipsintothe
audit database.



Before Screen

Maintain Course Enrollment 02-96 13:41:13

1D: 999999999 Tem/Year: SP9%6  Type: TR Campus 1
Name: Tuchmen Patricia Amy

Hours Earned Graded: Points Nom: 1300 Gpa

Units Eamed: Graded: Points Nom: Gpa:
College: 32 Curriculum Code: 1423 Class Code: 4 Subspecialty:  Val: 6

Residence: R New Status 0 35 Chanc Honors

EnSaus R Registration Date: 011196 Reg Term Dater

RBM Fee Code:

CriNc
Act Call# Rubric Num Title Sect. I-TypeG Credit Gd# Ind HV
O0236EEE 105ENVIRONMENTALBIO A LECTY 300H
00010MATH 120CALC& ANAL GEOM | F QUIZ Y 500H
07075 SCAN 102 ELEMENTARY SCAND D LECD Y 400H

Here sthe* student coursesfor aterm” update screen, beforethegradeis
changed. This screen shows student_person, student_grade_point, and
student_term dataat thetop and the student_courseslisted at the bottom. This
student isenrolled for three classesthisterm. Don’t worry - thisisn’t real datal



After Screen

Maintain Course Enrollment 02-96 13:43:02

1D: 999999999 Tem/Year: SP9%6  Type: TR Campus 1

Name: Tuchmen Patricia Amy

HoursEamed: 500 Graded: 500 Points 2500 Nom: 1300 Gpa 5000

Units Eamed: Graded: Points Nom: Gpa:
College 32 Curriculum Code: 1423 Class Code: 4 Subspecialty:  Val: 6

Residence: R New Status 0 35 Chanc Honors

En Saus R Registration Date: 011196 Reg Term Dater

RBM Fee Code:

CriNc
ActCall# Rubric Num Title Sect. I-TypeG Credit Gd# Ind HV
O0236EEE 105ENVIRONMENTALBIO A LECTY 300H
00010MATH 120CALC& ANAL GEOM | F QUIZ Y 500H A
07075 SCAN 102 ELEMENTARY SCAND D LECD Y 400H

Thestudent’ sgradefor Math 120 hasbeen changed from spaces (not yet graded)
toan A. Atthe sametime, some of the GP data has been updated automatically.

Incaseyou’ rewondering - UlUCiscurrently onaA=5.0 grade point scale.
We'll beswitchingtoa4.0scale L abor Day weekend.



LA JCL generated

STRATEGY = (DB2DAEZZPATAUDITI)

START = (DATE(1996-02-02), TIME(13:40:00.00))
END = (DATE(1996-02-02), TIME(13:45:00.00))
LOGSRC =(BSDS)

OBIRC = (CATALOG)

DYNSORT = (DSNUM(2) SPACE(10.10) MAINSIZE(1000))
GENUNIT ~ =(SYSDA)

RPTLINES  =(60)

DMLREPT = (LEVEL (DETAIL)

ROLLBACK (EXCLUDE)

(CATALOG  (EXCLUDE)

(ORDERBY  (URID)

INCLUDE ~ (AND

\TABLE (AEZCASEPERSON,

AEZCASE STUDENT_ GRADE_FOIN,
AEZCASESTUDENT_COURSE,
AEZCASESTUDENT_TERM,

| wentinto LA and requested all changes madeto student related tablesfor the
timeframe in question.

Theproduction version of thisjobisset up todo “resume” processing. It will
pick up wherethe previousjob left off and will process 24 hoursworth of data.
Thisisgreat sinceit meanswedon’t need to make JCL changesconstantly.



LA Data (partial)

STUDENT_GRADE_POINUA @ @m1996-02-0213.43.01REGATO0BAEZZPAT PTOORG08
STUDENT_GRADE_POINUB @ @m1996-02-0213.43.01REGATO08AEZZPAT PTOORGO8
STUDENT_GRADE_POIND @ @m1996-02-0213.43.01REGATO08AEZZPAT PTOORGO8
STUDENT_TERM UA @ @m1996-02-0213.43.01REGATO0BAEZZPAT PTOORG08
STUDENT_TERM UB @ @m1996-02-0213.43.01REGATO0BAEZZPAT PTOORGO8
STUDENT_COURSE ~ UA @ @m1996-02-0213.43.01REGATO0BAEZZPAT PTOORGO8
STUDENT_COURSE ~ UB @ @m1996-02-0213.43.01REGATO08AEZZPAT PTOORG08

and the data continues...

U 13300 U 10700 U 496 3414099141590767 A
U 12800 U 10200 U 471 3414099141590767 A
U 00000 U 00000 U 000 U 3414099141590767U D
PR 0 4 S C1996-01-08 1996-01-11 0001-01-01 R
PR 0 4 S C1996-01-08 1996-01-11 0001-01-01 R
P MATH 120 CALC & ANAL GEOM|  HUA 0001-01-01 0001-01-01
P MATH 120 CALC & ANAL GEOM | HU 0001-01-01 0001-01-01

Thereare7 recordspulled from the DB2 log for the grade change. We updated
one student_grade_point, deleted a different student_grade point, updated the
student_term, and updated thestudent_course. Thisoverhead showsthestart of
therecordswherethe standard information is(table name, type of change, date,
time) and then aportion of the data part of therecords. Every field that is
changed will havea“U” infront of it. Some of thefieldsshown are binary
numberswhichdon’tdisplay very well; I’ veretyped them to be moreinteresting.

Wecan seeinthedatatheplan name (REGATO008), theuserid (AEZZPAT), and
other information. Thepositionsof thesefieldscan befoundinthecontrol
dataset.

So, for the user making aone character change on the screen, quite alot of
background updating happened.



Audit Build Statistics

Insert log records read:
Delete log records read:

Updte pair log records reat
Invalid log records react
Uncomitted log records ignorect
Log records not in control db:
Log records ot i defiition db:
Log records excluded:

URID's processed:

Control entities created:

Logical key pieces created:
Unknown detatype found:
Chenge detas created
Commitsinitiated:

FrRONRRNOOOOWRO

After running theaudit build (populate) program, we get these statistics. The
records excluded were the student_cad detail’ s which have audit_exclusions
writtenfor them.

We created:

1ACS

1ACE

1ACD

and 7logical key pieces!



Audit Online Display

List Student Audit Details 02-02-96 15:54:58

ID:999999999  Network Id: PTUCHMAN  Term/Year: SP9%6  Term Type: TR
Name: Tuchmen Patricia Amy

Plan Name: REGATO08 Change Date: 02:02-96  Time: 134301 Agent: AEZZPAT
Program Name:

TebleName CoumnName  BeforeVaue  After Vaue
STUDENT_COURSE ~ GRADE A

Wehaveafew online screensto look at theinformation. These are not ones

we' vegiventotheusers, so they have minimal information onthem. Thisscreen
showsthe ACS, ACE, and ACD informationfor thischange. It doesn’t show all
of thelogical keys; someareinthe screen’ sheader.



Audit Report

1996-02-02 13.43.01 DONE BY AEZZPAT

COLUMNNAME/  BEFORE VALUE/ AFTER VALUE/ REP
TABLE NAME ACT KEY TABLENAME  KEY COLUMN NAME KEY VALUE LINE
STUDENT_COURSE U GRADE A c

STUDENT_PERSON ~ DN_PERSONAL_ID 999999999 L
STUDENT_PERSON  DN_CURRENT_FULL_NA Tuchman PatriciaAmy L
STUDENT_COURSE ~ YEAR_TERM

TERM TYPE TR L
STUDENT_COURSE ~ RUBRIC MATH L
STUDENT_COURSE ~ NUMBER_PREFIX L
STUDENT_COURSE ~ NUMBER 120 L

Here stheauditinformationformatted by aQMF report. IntheREPLINE
(report line) column, aCindicatesthat the line has Change data; an L indicates
that thelinecontainsL ogical key information.

Weusethedenormalized versionsof personal | D and namefor thelogical keys
whenever possible; thismeansonelesstabletoreadinthelive databaseto build

the keys.



Specifics!

Hopefully, thisall makessense. Now, I’ [l go onto some of thereality we
encountered.



Problems Encountered

¢ Toomuchdata!

+ Not enough disks

Wewere AMAZED at theamount of datathat we were gathering. Sincetheold
IM S system had only audited limited onlinetransactions, we knew that we had
no good way to estimate the amount of datawe would be getting based on the
old approach. When you add inthereality that we have many more people
making changes, wehad aproblem...



Solutions Found

« Eliminate updates from large batch jobs

« Data partitioned by year/month

& Unload partitions that aren’t being used

+ Reload partitions when needed for reports
o Lost alot of time implementing these

We' vedecided to exclude updatesdone by certain of thelarger batch jobs. Every
report that the users have asked for so far hashad usexclude thisinformation.
Westill are extracting thedatafrom the DB2 logsand we could add it to the
databaseif therewasaneed. M ost of the batch jobsthat we' re excluding have
input datathat wasverified and saved, so the usershavethat asan alternative
sourceof information about changesto the student records. End of term grade
updatesisoneexampleof this.

We've partitioned the 4 audit change tables (in the audit database); the
partitionfieldisYYYYMM. Our planisto add datainto apartition; then, at the
end of themonth, reorg it to set freespaceto O, report it to death, and unload the
partition. Wewill beableto reload apartitionif thereisaneed.

We'recurrently (in February) running aspecialized purgejob to selectively
deletefrom apartition thedatafrom thelarge batch jobsthat we' re no longer
auditing inthenewer partitions. Onceapartition hasbeen cleansed inthisway,
we'll dotheunload.

Weactually lost aL OT of time (person and machine) because we added all
thedataoriginally and then deleted it out. If we had been ableto estimate the
volume of datamoreaccurately beforewe started adding data, wewould have
saved alot of agony. Also, wehad VERY explicitinstructionsfrom the usersto
saveeverything; sincewedidn’t haveany estimates, wecouldn’t reasonably say

no .



User Reactions

& Reportsdidn’t look like they used to

& Too much information!

# A delete shows all the fields as being
changed

& Aninsert shows all the fields as being
changed

Needlessto say, the usersthought that there wastoo much dataon theinitial
reports. A row deleteisshownwith all of the after imagesasdefaults; arow
insertisshownwith all of the beforeimagesasdefaults. Thisreally bulksup a
report. It wasvery disconcerting to the user when arecord wason thereport as
aninsert and both before and after valueswerethe same, which happens
everytimeacolumnisdefaulted.

Theusersdiscovered that the volume of datathey were seeing on their reports
wasmasking what they werereally interestedin. If you' rereally looking for
unauthorized grade changes, you don’ t want to seethelegitimateend-of -term
grade processing for 35,000 students.

Atonepoint, it wastaking 1 FTE 1 week to work though 1 week’ sworth of
audit reports.



System Statistics - DB2

+ Number of tables audited - 131
+ Number of rows added in month

—audit_change_set: 31,000
—audit_change_entity: 234,000
—audit_change_detail: 1,822,000

—audit_change_logical_key: 1,189,000
« Peak disk usage

— 31 disk packs before starting to reduce

— getting more than 60% reduction

We'recurrently auditing 131 DB2 tables. Sincewe’ ve partitioned theaudit db
by month, we can easily break-out monthly statistics. Thesestatisticsarefor
monthsthat weredone AFTER we started excluding the big batch updates.

At onepoint, wewere consuming 31 complete disk packs; we had not yet added
all of thedatawe had extracted. Thisiswhen we decided to start to both stop
adding sel ected batch updatesand to del ete the datafrom those updatesthat had
already been added.

By theway, we do have datacompression turned on. The numbersfor that are:
ACS-99%%

ACE-78%

ACD - 80%

ACLK -75%



System Statistics - Programs

o Number of batch jobs
-2
+ Number of online screens for definition db
-20
+ Number of display screens for audit db
-3
+ Number of external action blocks
-9

Thebatch jobsarethe add dataand the del ete datajobs. We havetwo versions of
the delete - onefor regular and oneto get rid of the datawe decided we never
should have put in the databasein thefirst place.

Thereare 20 screens(display and update) for thetablesintheaudit definition db.
Theseareonly used by theprogrammersand aren’t “ user friendly”.

Wehave 3 different displaysfor thedatain theaudit db - again, theseare only
used by the programmers. We have some QM F queriesthat we' ve used for
problem resolution also.

Wehave 9 external action blocks. In addition tothe 2 that read the“live” data,
wehave2toreadthe LA files, and therest do various conversions (eg packed
datatotext.)

Thecurrent reportstheusersaregetting arewrittenin DB2/Natural, by a
different part of my department. | don’ t haveinformation onthem.



Requirements

o DATA CAPTURE ON for selected tables
& LOTS of tapes at data center

¢ DB2installed

¢ Log Analyzer installed

¢ BSDS aslarge as possible

Hereare some of therequirementsfor using theaudit system:

L otsof tapes- sincewe' resaving the output from LA for 2 years, we' reusing a
lot of tapes. Also, setting Data Capture On increased the size of therowsbeing
written to the DB2 log, which increased the number of tapesbeing used for the

log.

BSDS- LA canretrieveinformation from DB2|og tapesthat are no longer in the
BSDS, butit’ sapain. Y ou need to hard-code thelog dataset namein the JCL

and you can’t do resumeprocessing. On several occasions, wegot behindinthe
daily processing (whenwewere doing tuning) and found out theBSD Shad
rolled tapesof interest out.



Errata

+ Should associate during create, not
afterwards

+ Cascade delete shows as delete of “parent”
row followed by deletes of “children” rows

Wehave someentrieswithout logical keysbuilt. Uponinvestigation, | found that
the create processwasdoing the associate asa separate update. Because of this,
theforeign key wasnull for the create. Each of theseinsertsisfollowed by an
update, but that doesn’t help. By changing thecreate PAD, we not only madethe
audit datamore usable, but we got rid of auneccessary update.

Cascadedel etesconfused the userssincethey didn’ t understand the datamodel
structure. If they deleted astudent’ sterm, they really didn’t want to seeall of the
associated student_courses.



Log Analyzer Overview

« |SPF dialog to define “strategy”
— Definetablesto extract from DB2 log
— Defineoutput format
— Specify “resume” processing
— GenerateJCL
& Need JCL changes for production
« Save run information (optional)

LA by itself isquiteuseful. We' veusedit to track down application problems
beforethe datawasavailablein theaudit database. It hasan | SPF dial og that
stepsyouthrough defining your log extraction criteria, defining your output
format, and specifying what date/time period you’ reinterestedin. Y oucanruna
LA either onlineor batch; if batch, it generates JCL for you.

Oncel had thegenerated JCL, | needed to modify it for production; it had some
dataset sizesthat wereinappropriate, some dataset namesthat didn’t meet
standards, etc.

For now, I’ ve enabled the option to save information about the LA runs. | can
easily see what data has been extracted from the logs and when. Thishashel ped
resolve some production turnover problems.



Log Analyzer Benefits

& Use during development to easily see what
ishappening

& Usefor tuning

+ Use for problem resolution

Although webought LA for the audit project, we' ve actually beenusingit for a
number of other reasons. For those of uswith an IM Sbackground and
accustomedtorunning BTS, thisisawonderful way to get atrace of all database
updatesdoneduring atrial execution of aprogramin development. (*'Y ou mean
it updated THAT table?’)

Asl mentioned before, we' veused it for tuning - we' ve caught optional
relationshipsthat were never being updated or being updated to thewrong entity,
or an ASSOCIATE not being donewithinthe CREATE.

We'veasorunLA inproductionto help resolve problemsbeforetheaudit data
isavailableintheaudit database or for datathat isn’t being audited.



Log Analyzer Quirks

« Alter side effects
& Very awkward dialog

LA isawonderful product, but it hasafew quirks.

If you alter atabledefinition, LA doesn’t alwaysremember how to decodethe
tablelayout. Evenif what you did isadd anullable column on the end of arow.
Recycling DB2 or image copying thetableusually fixesthisproblem. PT says
they haveafix they’ reabout to ship. When L A encountersachanged row for a
tablethat it can’t format, it printsthe hex version of therow(s). My program
can’t add thisto the audit database.

The | SPF dialogisoneof themost awkward I’ ve ever used. For example, in
most | SPF dialog’ s(including Composer’s), F3 meansto go back to the previous
screen. Within LA, F3 sometimesmeansto go back to the previousscreen;
sometimesit meansto go forward to the next screen. Sometimestheenter key
meansto go forward and the command “BA CK” meansto go back. Sometimes
you can’t go back but can only go forward.



Summary

+ We now have aworking audit system
& We now know all sorts of tuning techniques

& We can use thisfor any DB2 system we
have or will develop

Inconclusion, | hopethisoverview of our working audit system hasbeen of
interest. Wearecurrently usingit for our “mission critical system” andweare
lookinginto expanding it to other systems, including systemsthat were not
developed with IEF/Composer.

Thank you for your timeand attention!

Arethereany questions?



