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Introduction
This LDAP Search plugin was originally developed to allow the selection of organizations stored in Identity Manager’s User Store, since this type of object is not in IP’s scope.
Eventually it was decided to transform this into a more generic tool to allow LDAP searches on any type of object in any LDAP Server.
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The plug-in was coded in Javascript (using Java classes) to allow quick editing and adaption for eventual different usages.
It also leverages IP’s initialization parameters for simpler configuration and update of the connection information as well as global limits to the searches.
As for the usage syntax, it receives 3 arguments:
1. LDAP Filter: the expression defining the filter to apply in your search;
2. Attributes: a comma-separated list of attributes to be retrieved by the search;
3. Base DN: the starting point in the tree where your search will begin. Note that the subtree scope is used by the plugin, which can be changed and even exposed as another argument if needed.
The return of the plugin call is a Hashmap of 2 or 3 levels, allowing a simpler iteration of the results in a structured manner (cf. the “Examples of Plugin Call” chapter for more details on how to work with the results).
Here’s a depiction of a search result in a browser’s console:
[image: ]
As we can see, the 1st level of the plugin’s return contains the ‘DN’ of every entry found by the LDAP search as the Key in the Hashmap. The value of every Key is a Hashmap containing the attributes of that particular entry, hence composing the 2nd level. If an attribute contains multiple values, that entry will have another Hashmap as its value, the eventual 3rd level, as evidenced for the “objectclass” attribute in the picture above.
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In Identity Portal’s administrative interface, under the “Services” top menu, click on “Plugins”:
[image: ]
Click the “+ New Plugin” button and be sure to name it “LDAPSearch”:
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Add all of your forms that will make use of it:
[image: ]
Add the following “init Params” with special attention to the names and their case:
[image: ]
For information:
· Host: the LDAP Server hostname or IP address;
· Port: the LDAP Server listening port;
· BindDN: the DN of the credential used to connect to the LDAP Server;
· Password: the password of the credential used to connect to the LDAP Server (Yes, it is in clear text, unfortunately… I’m open to ideas on how to make this more ‘secure’. Keep in mind that this is supposed to be a read-only account anyway.);
· CountLimit: the maximum number of entries to be returned by the query. Set it to ‘0’ if no limit needs to be enforced;
· TimeLimit: the maximum amount of time, in seconds, that a query can be allowed to run (not sure if partial results are returned);
Select the “Javascript” option for the “Execution Type” and paste code found in “Annex A – The Plugin Code”:
[image: ]
Don’t forget to save it!
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This is a generic example on how to handle the plugin call’s result as an iteration:
api.server(['LDAPSearch', '(&(objectclass=Organization)(c=BR))', 'ou,description,objectclass', 'o=acme,c=br']).then(
	function(success) {
		// First of all, get your return object
		var result = success.returnValue;
		
		// Iterate through every entry in the result 
		for (var dn in result){
            
			// To use the entry's DN, just refer to the "dn" variable
			var entry_dn = dn;
			
			// Creates the object containing all attributes for that particular DN
			var attributes = result[dn];
			
			// To get one particular attribute value use the format attributes['attribute name']
			var org_name = attributes['ou'];
			var org_desc = attributes['description'];
			
			// For multivalued attritues, create a new object to hold the values...
			var multivalued = attributes['objectclass'];
			//... and iterate through it, just like for the other levels
			for(var i in multivalued) {
				var value = multivalued[i];
			}	
		}		
	}, 
	function(error) {
		// Do some eventual error handling like a message display 
	}
);
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In the “initialization handler” of your prop use the following code:
api.server(['LDAPSearch', '(ou=*1234)', 'ou,description', 'o=bnpp,c=fr']).then(
	function(success) {
		var result = success.returnValue;
		for (var dn in result){
            var attributes = result[dn];
			prop.options.push({name: attributes['ou'], value: attributes['ou'], description:attributes['description']});
		}		
	}, 
	function(error) {
		console.log('ERROR');
	}
);
Result (Searchable List & Dropdown):
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Add two props, one being a simple Text Box for input, where the following code will be entered in the “change handler”, and another one where the values will be displayed, like a dropdown or single-select (important: the “reference” field of the 2nd prop needs to be set to “list”).
// Gets the current value 
var v = prop.value;

// If it has more than one character, proceed to the search 
if(v.length > 1) {
	
	// Retrieves the display Prop and strip its values and options
	var list = api.getProp('list');
	list.options = [];
	list.value = "";
	list.hidden = false;
	
	api.server(['LDAPSearch', '(ou=*' + prop.value + '*)', 'ou,description','o=bnpp,c=fr']).then(
		function(success) {
			var result = success.returnValue;
			for (var dn in result){
				var attributes = result[dn];
				list.options.push({name: attributes['ou'], value: attributes['ou'], description: attributes['description']});
			}		
		}, 
		function(error) {
			console.log('ERROR');
		}
	);
} 
There’s an enhancement that can be done to avoid making searches while the user is still typing. 
Result as the user types in, the list is updated:
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function LDAPSearch(query, attributes, baseDN) {
// Params:
// 	query		LDAP filter 									- ex: '(cn=IAM_*)'
// 	attributes	Comma-separeted list of attributes to retrieve	- ex: 'cn,description,owner'
//	baseDN		base DN used for the search						- ex: 'o=acme, c=br'

	// Allows the usage of 'importPackage' with JRE8
	try{
		load("nashorn:mozilla_compat.js");
	}
	catch(e){}
	
	// Import LDAP Packages
	importPackage(Packages.java.util.Hashtable);
	importPackage(Packages.java.util.HashMap);
    importPackage(Packages.javax.naming.Context);
    importPackage(Packages.javax.naming.NamingEnumeration);
    importPackage(Packages.javax.naming.NamingException);
	importPackage(Packages.javax.naming.directory.DirContext);
	importPackage(Packages.javax.naming.directory.InitialDirContext);
	importPackage(Packages.javax.naming.directory.SearchControls);

	// Connexion and Search Control Variables
	var host 	= getInitParamValues("Host");
	var port 	= getInitParamValues("Port");
	var bindDN 	= getInitParamValues("BindDN");
	var pwd 	= getInitParamValues("Password");
	var cLimit	= getInitParamValues("CountLimit");
	var tLimit	= getInitParamValues("TimeLimit") * 1000;
	
	// Formats the attribute list into a String Array
	var attr = attributes.split(",");
	
	// Connection info
	var env = new java.util.Hashtable(11);
	env.put(javax.naming.Context.INITIAL_CONTEXT_FACTORY, "com.sun.jndi.ldap.LdapCtxFactory");
	env.put(javax.naming.Context.PROVIDER_URL, "ldap://" + host + ":" + port);
	env.put(javax.naming.Context.SECURITY_PRINCIPAL, bindDN);
	env.put(javax.naming.Context.SECURITY_CREDENTIALS, pwd);
	
	// Start the context and launches the query
	try	{
		var ctx = new javax.naming.directory.InitialDirContext(env);
		var ctls = new javax.naming.directory.SearchControls();
		ctls.setSearchScope(javax.naming.directory.SearchControls.SUBTREE_SCOPE);
		ctls.setReturningAttributes(attr);
		ctls.setCountLimit(cLimit);
		ctls.setTimeLimit(tLimit);
		
		var result = ctx.search(baseDN, query, ctls);
		
		ctx.close();
		
		var retvalMap = new java.util.HashMap();
		
		// Iterates through results
		while(result.hasMoreElements()){
			var sr = result.next();
			
			// gets the DN
			var id = sr.getNameInNamespace();
			var atbs = sr.getAttributes().getAll();
			
			// HashMap used to store the result attributes as an independent object
			var retAtbs = new java.util.HashMap();

			// Iterates through all attributes		
			while (atbs.hasMoreElements()){
				var atb = atbs.next();
				
				// For multi-valued attribute content
				if(atb.size() > 1) {
					var multi = atb.getAll();
					
					// HashMap used to store the result attribute's values as an independent object
					var retMulti = new java.util.HashMap();
					// Counter used as Key in the key/value pair of the HashMaps
					var i = 0;
					
					// Iterates through all values
					while(multi.hasMoreElements()){
						retMulti.put(i, multi.next());
						i++;
					}
					
					retAtbs.put(atb.getID(), retMulti);
				}
				// For single-valued attribute, just get the content
				else {	
					retAtbs.put(atb.getID(), atb.get());
				}
			}
			// Sets the return as a key/Object containing the attributes
			retvalMap.put(id, retAtbs);
		}
	
	
	return retvalMap;
		
	}
	catch (e)	{
		return 'Error: ' + e.toString();
	}
		
}	
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