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Introduction
This document covers the steps needed for CEM to successfully monitor Service Desk. The approach used is for Service Desk to add a clear cookie containing the user and/or session identifier. This is based on multiple successful implementations.
Guiding Principles
1. This approach has been used with Service Desk R6 and R11. It should work with later releases but this may need to be tested. 
2. In the future, Service Desk and CEM may make the needed changes to make this monitoring easier. This could include:
a. Adding a Service Desk application type to CEM.
b. Service Desk migrates to a Java application so CEM/Introscope can better determine why a particular defect has taken place.

c. Adding a cookie with the login name and the session identifier to all Service Desk implementations.
d. Changing Service Desk not to use the plus sign as a parameter-value pair delimiter
3. Don’t forget to add the following to tess-customer.properties so you can record Service Desk:
          recorder.mainComponentExtensions=.asp .htm .html .jsp .php .swe .fcc .dll   

         .shtml .exe
Pre-configuration Decisions

  One decision to make before implementation is whether the Service Desk cookie will contain the user and session identifier or the session identifier only. The major reason for choosing the different cookie contents is to reduce the slight possibility of a hacker performing a session replay. This possibility is reduced if CEM is just using a  cookie with only the user identifier. For many companies, this possibility is slight enough and they will go with containing both identifiers in the Service Desk Cookie
Setting Up the Service Desk for Monitoring
The following is how Service Desk is set up to be monitored by CEM:
1) Three templates are added to the Service Desk server(s). These are :
       a. ahdtop_site.htmpl
       b. menu_frames.htmpl.ANALYST (analyst view)
       c. menu_frames.htmpl.EMPLOYEE (employee view)
2) The install steps are the following:

   a. Take the modified ahdtop_site.htmpl file and place it into the <Service  

       Desk install directory>\site\mods\www\htmpl\default directory on each   

       Service Desk web server. 
    b. Take the modified menu_frames.htmpl.ANALYST and rename it to  

         menu_frames.htmpl and then place it into the <Service Desk install 
         directory>\site\mods\www\htmpl\web\analyst directory on each Service 
         Desk web server. 

     c.  take the attached menu_frames.htmpl.EMPLOYEE and rename it to  

         menu_frames.htmpl and then place it into the <Service Desk install    

         directory>\site\mods\www\htmpl\web\employee directory on each Service 
         Desk web server.
    d. If any of the three files exist in the above locations, then you will need to 
        merge the changes into the existing file.
e. Refresh HTMPL cache -- Run the pdm_webcache command on the Service    

Desk Primary Server.
3) Don’t forget to add these templates back after every Service Desk upgrade.
Setting Up CEM for Monitoring
The following is how CEM is typically set up to monitor Service Desk:
      1) Application 

               a. Application Name – Service Desk
               b. Description – Add appropriate description

               c. Application Type – Generic
               d. Authentication Type – Application-Specific
               e. Case Sensitive URL Path – Unchecked
               f. Case Sensitive Login Names – Unchecked
               g. Session Timeout – 60 minutes
               h. User-Processing Type – Enterprise (if less than 100,000 total Service 
                   Desk users)

2) Identifiers

a. User Identifier – Parameter name of USERNAME. Parameter type of query or cookie variable depending on the pre-configuration decision. 

b. Session Identifier – Parameter name of SID. Parameter type of cookie  

     variable. The session identifier typically will be the Service Desk 
      Session ID (SID).
Service Desk Transaction Definitions
The following are tips while creating transaction definitions for Service Desk:
1) Typically the Service Desk parameters appear to CEM as one long string of 

parameter-value pairs separated by a plus. While CEM should be able match on the individual parameter-value pair, this does not always work. So using a 

      regular expression that matches on some static text sandwiched by some 
      dynamic text works all of the time such as in the example below.

       .*OP=string\*FACTORY=str\+variable=.*

2) The most useful parameters to match on are the following:
a. HTMPL - Template Name
b. OP – Service Desk operation

c. FACTOR – Factory Setting
d. QBE.EQ.active – Query flag
3) Note that Path (pmdweb.exe) and Hostname are the same on each transaction so 

      they would not be good transaction parameters to match with. 

Troubleshooting
The following are some troubleshooting steps:

1) No user name appears in defects. (Only unidentified users.)
a. Are the user/session identifiers correct?

b. Are the modified templates been added to Service Desk and displaying?
2) Not seeing defects
a. Are the transaction definitions correct?
b. Change definition to use regular expressions to match on the 

Entire string rather that the specify parameter-value pair.

c. Are the modified templates been added to Service Desk and displaying?

Appendix: Changes Made to Service Desk Templates

Below lists the changes to the Service Desk templates where the USERNAME is passed as a Query Parameter and the SID is stored as a clear cookie variable.
- File ahdtop_site.htmpl: The following 3 lines were added to this file:

//////////////////////////////////////////////////////////////////////

// Code to create a Cookie that allows for monitoring by Wily CEM 

var cookieExpiryDate = new Date();

cookieExpiryDate.setDate(cookieExpiryDate.getDate() + 1); 

document.cookie="SID=$SESSION.SID;expires=" + cookieExpiryDate.toGMTString(); 

////////////// End of Cookie code ////////////////////

 

- File menu_frames.htmpl (analyst): The following line was modified to add the text "&USERNAME=$cst.userid"

 

      <FRAME SRC="$cgi?OP=JUST_GRONK_IT+SID=$SESSION.SID+FID=123+HTMPL=welcome_banner.htmpl&USERNAME=$cst.userid" name=welcome_banner SCROLLING=NO NORESIZE="NORESIZE" MARGINHEIGHT=0 MARGINWIDTH=0 FRAMEBORDER=0 BORDER=0 title="User name and logoff link">

 

- File menu_frames.htmpl (employee): The following line was modified to add the text "&USERNAME=$cst.userid"

 

          <PDM_IF "$prop.initial_load" == "">

                   <frame src="$cgi?OP=JUST_GRONK_IT+SID=$SESSION.SID+FID=5+HTMPL=home.htmpl&USERNAME=$cst.userid" name=cai_main marginheight=0 marginwidth=0 frameborder=1 title="Main">
The following is the code for adding a SID and USERNAME to a cookie.
- File ahdtop_site.htmpl:
//////////////////////////////////////////////////////////////////////

// Code to create a Cookie that allows for monitoring by Wily CEM

var cookieExpiryDate = new Date();

cookieExpiryDate.setDate(cookieExpiryDate.getDate() + 1);

document.cookie="USERNAME=$cst.userid;expires=" + cookieExpiryDate.toGMTString();

document.cookie="SID=$SESSION.SID;expires=" + cookieExpiryDate.toGMTString();

////////////// End of Cookie code ////////////////////
No changes should be needed for menu_frames.htmpl (employee or analyst).
Etcetera
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