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Increase IMPS to Endpoint Performance

with “legacy” Failover CCS Service (CA IM r12.0/5 framework)

E

Increase vCPU from 1 to 2 Increase minimal pool of
CCS ConneCt|0nS tO Parameter: Funned\onstS Pool Minimum Size

T endpoints from 2 to 20
RAM Slze. mln ZGB p - Description:  [The minimum size of each of the provisioning server's CS ~

Recommend 4GB for use with HostoL : i the vt i b ey
JCS JVM of 1 GB. WinOS

Domain Configuration | Statistics I

DB Pocl Maximum Size

DB Pool Minimum Size ™ Restore defaut [ Show default
Expiration Time

Other Pool Maximum Size - Values): _ Add.. |
Other Pool Minimum Size
Refresh Time

£ Fndnnint Fremove |

Host02

Host03 Use ConnectorXpress to update CCS
WinOS

WinOs Default IMPS Server = null

W2KNamespace.dl il i
P W2KNamespace.dll Force Failover by endpoint type .
Net 3.5 Net 3.5 | 5 3
+ CA cert for SSL + CA cert for SSL
Connector Server Host Name Managed Objects
imps001.exchange.dom
Object Handle
Port TLS Port
1] 20403
UseTLS * W
|$ass exe Provisioning server (optional) Mamespace =eTrust S50 WAC Domain=im,Server =Server
- [MPS001)| Mamespace =R.SA, Domain=im,Server =Server
TCP 636 LDAP(S) MNamespace =Siebel Domain=im,Server =Server
-------------- Password MNamespace =CA-Top Secret,Domain=im,Server =Server
\ : : Mamespace =Orade Applications, Domain=im,Server =Server
: AD : Mamespace =EIAM Mamespace Domain=im,Server =Server
\ L e Note that changing any of the MNamespace =ActiveDirectory, Domain =im,Server =Server
. host name, part, Provisioning Server or "Use TLS" fields Mamespace =UNIX - NIS-NIS plus Domains, Domain =im, Server=Server
D C L requires that the passward be re-entered. Mamespace =082 705 Server Domain=im, Server =Server

Mamespace =Windows NT,Domain =im,Server=Server
Mamespace =DB2 Server Domain=im,Server =Server
Mamespace =RACF,Domain=im,Server =Server
MNamespace =UNLX - etc,Domain=im,Server =Server

. - )
wsmsmEsEmEEEE ] Make this the default C5

Rate of Updates = 15-17 /sec

No LB feature in CA IM r12.0/5 framework for CCS; only Falloygrs
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Increase IMPS to Endpoint Performance

with IAM CS (JCS) as a router (CA IM r12.6 framework)

Increase minimal pool of T

1| Domain Configuration | Statistics |

Increase VCPU from 1 tO 2 CCS ConneCtlonS to Parameter: FcnnedionstS Pool Minimum Size
endpoints from 2 to 20

RAM Size: m i n 2 G B l'—_"@ c;?::::??\-"laximum Size Description:  [The minimum size of each of the provisioning server’s CS ~

; Connection Pools. The connection monitor thread, when it closes
Recommend 4GB for use with Host01 ' e v
JCS JVM of 1 GB. WinOS .4/ DB Pool Minimur Size

J DB Pool Maximum Size
----- [~ Restoredefautt [~ Show default

.. Expiration Time

J Other Pool Maximum Size Value(s): _ Add... |
E----JO‘ther Pool Minimum Size

& Frdnnoint Remaove I

Use ConnectorXpress to update CCS
Default IMPS Server = null
Force Failover by endpoint type

IMPS Server token != Null

.
Connector Server Host Name Managed Objects
Hostoz HOSt03 imps001.exchange.dom
> Object Handle
WinOS WInOS Part TLS Port
a 20403
W2KNamespace.dll
W2KNamespace.dll p i Use LS > -y
Net 3.5 Net 3.5
) . + CA cert for SSL Provisioning server (optional) Mamespace=eTrust 550 WAC,Domain =im,Server=Server
+ CA cert for SSL MPS001] Namespace=RSA,Domain =im, Server =Server
Namespace=Siebel,Domain =im,Server=Server
Password Mamespace=CA-Top Secret,Domain=im,Server=Server
MNamespace=0rade Applications,Domain =im,Server =Server
Namespace =EIAM Namespace,Domain=im,Server =Server
Mote that changing any of the Namespace=~ActiveDirectory, Domain=im,Server=Server
host name, port, Provisioning Server or "Use TLS" fields Namespace=LNIX - NIS-HIS plus Domains,Domain=im,Server =Server

requires that the password be re-entered. Namespace=DB2 Z05 Server,Domain=im, Server=Server

aEEEEEEEEEEEER
- ] MNamespace=Windows NT,Domain=im,Server =Server
1 e [ Make this the default CS Namespace=DB2 Server,Domain=im, Server=Server
Isass.exe .
. : AD : Namespace =RACF,Domain =im,Server =Server
TCP 636 LDAP( —_ —] — — - " Mamespace=UNIX - etc,Domain=im,Server =Server
"
. DC :
. "
. "
. "
L R R L]

Rate of Updates = 25-28 /sec
with two (2) CCS + IAM CS => LoadBalancing in IM r12.6 frameworkCa
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IMPS server with IAMCS service + im_ccs service

= Process Explorer - Sysinternal | |
File Options Yiew Pr Find Users Help € http://localhost:2 . -2 @ .
X p://localhost:2 main ] & Connector Xpress On-line Help | G2 CA 1AM Connector Server
d @ =E0OR & x| #eé |k — :
Process CPU' Prvate Bytes [XXMVoriing Set 1AM Connector Server - localhost
n | svchost exe 0.04 3168 K 406K
n | svehost exe 175 5.500 K 7104 K r
o e 433 488,152 K 177792 K Certificates Connector Servers Logs Users Connector Servers: En_dpoints
m | svchost exe 6.096 K 8332K
m- | svchost exe <0.01 9568 K 3436 K The fields presented on the Add Endpoint dialog are unir
o 6872 K 6,928 K each endpoint type, but all required fields need to be co
i e — 1580 K 2560 K before the endpoint can be added.
cam .exe <0.01 1,156 K 364 K - -
=] ceadimind e 29.900K 584K AL BT
| dxserver.exe 112 136,300 K 6.600 K The endpoints can be filtered with the following inputs:
8| ceserver exe 0.39 15776 K 3132K Local Connector Server
0 dxserver.exe 2m 63512 K 22.828K Domain
' : localhost I
dxs f 0.67 58724 K 211380 K
= Sneree f : The LDAP domain is included for backwards compability
n | cheserver.exe 538 21580 K 11444 K hould not d to be ch di < ci t
=] <CSqdmn exe 1032K 148K should not need to be changed in most circumstances.
n | e TFWService exe 1.052K 108K Endpoint Type
n-|svchost exe 11428 K 7248 K _ =
7| eCSsafmar.exe 2700K 1488K Servers Bundles Endpoints Directory Sync Select I::lhe endpoint typehto search for endpoints. The re
t t a time.
O ECShLUgD'm ?gﬁgi zii‘éi Domain Endpoint Type Endpoint Filter i
® | svchost exe . £ - 9 . » .
- - ;
= dlhost exe 1596 K 1336 K im ActiveDirectory Name x Endpoint Name
- taskhostex exe <001 4340 K 4732K _ - . - | o x value in the e
E—— 2852K ETR Server Name & Endpoint Type o] C\Windows\system32\cmd.exe o e
svchost exe 1016 K 2,152 K zETA_S e;m%(nlnm ﬂctlEeFD1E. I’Iccoung ;Ee.,t _user_B2' on 'Example_B3_Delegated_fc |
- ith_Exchange’ modified successfu
1 |sppsve.exe 4256 K 4560K 1 TAUTIL command completed Thu Jan 89 12:62:58 2014
ﬁVﬂOOlSd-W 0.06 5384 K 5640 K BBB6<MAC>,. Active Dir. Account ’test_user_ B2’ on ’Example_B3_Delegated_fc
®|im cos.exe 1017 27912 K 35,656 K ith_Exchange’ modified successfully i -
| — _1336,. ETAUTIL command completed Thu Jan 8% 12: B 2814 cking on the
r'_,!"ujg X8 277 78.004K 80.032K BA6<MAC>. Active Dir. Account ‘test_user_B2° on ‘Example_B3_Delegated_fic g "Modify” or |
=l icaljcs.exe 053 673404 K 891972 K ith_Exchange’ modified successfully fify" button fro
[ conhost exe <0.01 608 K 2444 K _1336,. ETAUTIL command completed Thu Jan 8% 12:82:58 2814
57 Trusted [pet=lL conw E197 1 _BAB6<MAC>, Active Dir. Account ’test user B2’ on ’Example B3 Delegated Ac
) y 5 ess_with_Exchange’ modified successfully to the Add En
7 lsass exe EX ChA\Windows\system32\cmd.exe I 1336 ETAUTIL command completed T}lu Jan 8% 12:82:58 2014

BRB6CMACY . Act Div. A t ’test_user_B2’ *E le_B3_Delegated_fn ent options wil
cETA_S_AABG<MAC>. Active Dir. Account 'test_user_@A1' on 'Example_B3_Delegated_fc]H h_Exchange‘Cm;Eil-‘i;:l sugggg;full; —USEr on xamp le —elegated Hec

winlogon exe

-1 dwm_exe i ! if i successfully com :B2:
_ s S8 pleted Thu Jan 8% 12:82:58 2014
- - explorer.exe = _ 1 completed' Thu Jan 8% 3}-2:32,:53 2814 6<{MAC>, Active Dir. Account 'test_user_B2’' on 'Example_B3_Delegated_fic
ﬁvmmo\sd_em - e Din. Account ’test_user_B1’' on *Example_B3_Delegated_Ac ith_Exchange’ modified successfully
ith_Exchange' modified successfully 36. ETAUTIL command completed Thu Jan @9 12:@82:58 2014

ERe R EE N - FTA [ 1336, ETAUTIL command completed T}lu Jan A% 12:82:50 2814

B6<MAC>, Acti Dir. A t ‘test_user_ B2’ E le_B3_Del ted_ A eturn an updat
b‘{pmceap 'ETR_S ABB6<MAC>, Active Dir. Account ’test_user_B1’' on ’Example_B3_Delegated_Ac ctave [ Geoun est_user an xample_Hs_Uelegated Ho

ith_Exchange’ modified successfully filter. The list

_with_Exchange’ modified successfully 1336, ETAITIL d leted T] J A9 12:@2:58 2014 ilable for sele
fcal ETadrin = & TA_I_1336. ETAUTIL command completed Thu Jan B9 12:02:58 2814 “@PPR<MACS . ﬂctisgmszr.caggoﬁnz te.:::l ui:r B2’ on ’'Example_B3_Delegated_fc
g vmtoolsd exq PABECMAC>, Active Dir. Account ’test_user_B1’' on 'Example_B3_Delegated fAc ith_Exchange’ modified successfully - -
) vmtoolsd e = ith Excg%gﬁgu‘mudlfleg succes ;fglln Jan B9 12:02:58 2014 1336, ETAUTIL command completed Thu Jan @9 12:62:58 26814 E
| Taskmar e - command complete hu Jan

Account ’test_user_@A1’' on 'Example_@3_Delegated_fic

v
successfully Q
completed Thu Jan B9 12:02:58 2814 -'-

Account ‘test_user_@1' on ‘Example_@3_Delegated_fc
successfully

_ completed Thu Jan B9 12:82:58 2814

(VR L RSN - FTA_S_AAAG<MAC>, Active Dir. Account ’test_user_@1’ on *Example_B3_Delegated_Ac
ezs_with Exchange modified successfully

SETA T 1336 FTAITIL command comoleted T

B conhost I Pt

oK ‘ | Cancel

. H:Dﬁ@ 12:02 PM

1/9/2014
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File Options View

Process  Find

Process Explorer - Sysinternals: www.sysinternals.com [ROADRUNNERO 1\caadmin]

Users  Help

= IEEEEREEEIY X

Aﬂn—| |

Frocess
7| System Idle Process
=] B System
] Intermupts
| smss.exe
B csrss.exe
7| csmss.exe
=1 B wininit exe
= .| services.exe
[m7svchost exe
[m7Tsvchost exe
[="svchost exe
[msvchost exe
[m"svchost exe
[="svchost exe
[msvchost exe
e spoolsv exe
€A cam.exe
[m°7eCSqdmn exe
[="taskhostex.exe
[m e TFWService exe
= [m"svchost exe
5| WUDFHost.&xe
(i vmtoolsd exe
[="|eCSsafmgr.exe
[meCSLogD exe
[m7Tsvchost exe
[="svchost exe
[=7 dllhost exe
e mshc exe
[m7im_ces.exe
[m7]Isass exe
= & winlogon.exe
| dwm.exe
=] ﬁ'nplm!m
| vmtoolsd exe
= [ procexp exe
¥ procexp6d.exe
E @iexplcre.exﬁ
' @iexp\ore.eme
=

CPU  Private Bytes
8352

025
0.0z
012

075
om
<0.01

Working Set

PID = Description
1]
4

Compary Name

n/a Hardware Intemupts and DPCs

228
364
432
440
528

628 Host Process for Windows S... Microsoft

668 Host Process for Wir

Corporation
o

Server 2 with local im_ccs service managed by remote IAMCS

736 Host Process for Windo
812 Host Process for Windo
840 Host Process for Windo
932 Host Process for Windo
428 Host Process for Windo
1032 Spooler SubSystem Apd
1064 CA Message Queving
1144 Enterprise Common Sen
1216 Host Process for Windo
1328 Enterprise Common Sen|
1440 Host Process for Windo
2112
1464 VMware Tools Core Ser|
1588 Enterprise Common Ser
1728 Enterprise Common Ser|
1268 Host Process for Windo
1200 Host Process for Windo
7232 COM Sumogate
2372 Microsoft Distributed Trg
2936 CA LDAP Server for Wit
536 Local Securty Authority|
468
784
1296 Windows Explorer
2752 VMware Tools Core Ser|
2384 Sysintemals Process Bq
964 Sysintemals Process Bq
1132 Intemet Explorer
768 Intemet Explorer

LY

CPU Usage: 16.08%

Commit Charge: 10.13%  Processes: 40 Physical Usage: 22.45%

=

im_ccs.exe:2936 Properties

| Image I Performance | Performance Graph I GPU Graph I Services I Threads | TCR/IP |SECLIrit¥ I Environment | Strings |

Resolve addresses

Protdcol
TCP
TCP
TCP
TCP
TCP
upp
upp
TCPVE
TCPVE
TCPVE

Local Address
roadrunnerd localdomain 43253
roadrunnerD1 localdomain 20403
roadrunnerD localdomain 20403
roadrunnerd localdomain: 20403
roadrunner(1:20402
roadrunner(1:57585
roadrunner(1:60657
roadrunner(1:20402
roadrunner01:20403
roadrunner(1:20403

Remote Address

dcl01 exchange...

roadrunnerd1:0

imps001 .exchan...
imps001 exchan...

roadrunnerd1:0

r\‘)admnnerﬂ? 0
roadrunnerd1:0
roadrunnerd1:0

State
ESTABLISHED
LISTENING
ESTABLISHED
ESTABLISHED
LISTENING

LISTENING
LISTENING
LISTENING

Servi...
im_ccs
im_ccs
im_ccs
im_ccs
im_ccs
im_ccs
im_ccs
im_ccs
im_ccs
im_ccs
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Active Directory server: Isass service manages the LDAP(s)
communication to ADS Less that 5% CPU hit

https://technet.microsoft.com/en-us/sysinternals/bb896653
Process Explorer - Sysinternals: www.sysinternals.com [EXCHANGE\administrator] HE“

File Options View Process Find Users Help

C IREIR REESERIN- B3N XA IV ===lj 1HIN " |
Process CPU  Private Bytes Warking Set FID  Description Company Name
[m*svchost exe . 12668 K 984 Host Process for Windows S... Microsoft Comporation
[m7svchost exe . 19,348 K 1076 Host Process for Windows S... Microsoft Comporation (n] Isass.exe:756 Properties
[m7svchost.exe | 15,572 K 1256 Host Process for Windows S... Microsoft Corporation
fspoolsy exe £ 12000K 1576 Spooler SubSystem App Microsoft Corporation GPU Graph | Services | Threads | TCP/IP | Securi Environment | Sirings
[n Microsaft. Active Directory... . 40116 K 1604 Microsoft. ActiveDirectory. W... Microsoft Corporation e Performance Performanice Graph Disk and Network
[m"svchost exe . 9856 K 1628 Host Process for Windows S_.. Microsoft Comparation
%cedsrv.eme 14728 K 15820 K 1652 Microsoft® Cerificate Service  Microsoft Corporation CPU Usage
7 dfsrs.exe 5548 K 1720 Distributed File System Repli... Microsoft Comporation
[@7dns.exe 88476 K 1748 Domain Name System (DMS)... Microsoft Coporation
[m"ismserv exe b K 1820 Windows NT Intersite Messa... Microsoft Corporation
£ masve exe . X 1852 Message Queuing Service Microsoft Comporation
[m"15MSvcHost exe X L 1968 SMSvcHost exe Microsoft Comoration
mvmtoclsd.exe . . . 964 VMware Tools Core Service  Viiware, Inc
[m7svchost exe 1 1 1544 Host Process for Windows 5... Microsoft Comporation 495%
[@7 dfssve.exe ¢ . 1768 Windows NT Distributed File ... Microsoft Comporation Private Bytes
[m"5MSvcHost exe 8 . 2104 SMSvcHost.exe Microsoft Corporation
=7 vds exe A 1 2360 Virtual Disk Service Microsoft Comporation
[m"svchost exe . 1 2652 Host Process for Windows 5. Microsoft Corporation
(=7 dilhost exe . i . 2744 COM Sumogate Microsoft Corporation
;\wmsdlc.exe X k 2884 Microsoft Distributed Transa... Microsoft Corporation
[m7taskhostex.exe k . 3172 Host Process for Windows T... Microsoft Comporation
[m"svchost exe X 3468 Host Process for Windows S... Microsoft Corporation
[m"svchost exe 1224 Host Process for Windows S5... Microsoft Corporation
=7 sqhwriter exe . 3248 5QL Server W55 Witer - 64 Bit Microsoft Corporation
[m7|=glservr.exe 0.07 . 3352 SAL Server Windows NT - 6... Microsoft Corporation
[m7svchost exe 3660 Host Process for Windows 5... Microsoft Comporation
[m7svchost exe 2608 Host Process for Windows 5... Microsoft Comporation
[n7lsass.exe ! 756 Local Security Authority Proc... Microsoft Corporation
L =] [m7winlogon exe 1 684 Windows Logon Application  Microsoft Coporation
root_ca_fo dwm.exe i 600 Desktop Window Manager Microsoft Comaoration
ﬁgmu.m \ m“ﬁ'ldu:sBplmug MaumﬁCo:Eordinn L b b B8 38 A b4 B
| vmtoolsd exe . 3736 VMware Tools Core Service  VMware, Inc
= ¥ procexp exe ’ E 540 Sysintemals Process Explorer  Sysintemals - www sysinter..
L procexp 64 exe : U . 3648 Sysintemals Process Explorer  Sysintemals - www sysinter..
mmC. exe ) L 2544 Microsoft Management Cons... Microsoft Corporation
= Ecmd exe X . 276 Windows Command Processor Microsoft Coporation
Shorteul {58 conhost exe . . 3896 Console Window Host Microsoft Comporation . .
- mme.exe X L 816 Microsoft Management Cons... Microsoft Comporation snapShOt Time: 11/14/2013 3:13 PM

@ mme.exe ¥ ! 328 Microsoft Management Cons... Microsoft Comporation

Sy Vi Domain Controller, Pri
CPU Usage: 1592%  Commit Charge: 50.24% Processes: 53 Physical Usage: 48.75% Us = mdoWg‘SE’ffverzO 2

Consolel)

UD VETSIOn.
Startup -

6 of 8 -
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Script to emulate PX framework; and determine maximum rate
from IMPS and CCS to Active Directory for group modifications to

AD accounts.

@echo on

'C:\Program Files (x86)\CA\ldentity Manager\Provisioning Server\bin\etautil.exe" -o -d im -u etaadmin -p Password01 -f test03.txt

pause

Created input file with these two (2) lines copied 10K times

update
'eTADSOrgUnitName=0ffice_002,eTADSOrgUnitName=CompanyABC_Users_OU,eTADSDirectoryName=Example_03_Delegated_Access_with_Exchange,eTNa
mespaceName=ActiveDirectory,dc=im' eTADSAccount eTADSAccountName=test_user_01 to -eTADSmemberOf="CN=Help Desk,OU=Microsoft Exchange
Security Groups,DC=exchange,DC=dom’;

update
'eTADSOrgUnitName=0ffice_002,eTADSOrgUnitName=CompanyABC_Users_OU,eTADSDirectoryName=Example_03_Delegated_Access_with_Exchange,eTNa
mespaceName=ActiveDirectory,dc=im' eTADSAccount eTADSAccountName=test_user_01 to eTADSmemberOf="CN=Help Desk,OU=Microsoft Exchange
Security Groups,DC=exchange,DC=dom’;

update

Default setup: No changes to IMPS server: log level =3

IMPS 2GB RAM: 99% CPU utilization on 1 CPU (i7) for etautil CLI until file is read; then 5% execution for etautil
+ 5% for console CLI window.

NOTE: less than 1% CPU utilization for for im_ccs, im_ps, im_jcs, dxserver services during loading; then 25% for
im_ccs and im_ps during execution.

AD 2GB RAM, <5% CPU utilization on 1 CPU (i7) for Isass process (which is used for LDAP(S) communication
on AD)

Rate: max of 15-17 mods / second for Add AD group / Remove AD group from same account via etautil via CCS
connector strings; based on number of entries in the IMPS etatrans logs for successful update/delete of the
memberOf attribute.

70r8
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Improve Performance for MS Exchange Powershell API

by increase the default throttle limit from 18 to 100

1. Create a throttle limit to be used exclusively by the CA IdentityMinder service account. Set the limit to 100 concurrent connections. For
example:

New-ThrottlingPolicy MaxPowershell -PowerShellMaxConcurrency 100
2. Apply the new policy to the CA IdentityMinder service account on the Exchange server. For example:

Set-Mailbox “User Name” -ThrottlingPolicy MaxPowershell where “User Name” = service account to manage AD & Exchange accounts for CA IM

Justification: Scenario: 2000 creations from IME BLC.

Exchange able to create user mailbox in 20 seconds. Timeouts bumped to 600 seconds

18 session pool: 2000 * 20 / 18 = 40,000 seconds / 18 = 2222 seconds = < 40 minutes (Expect 5-10% failure due to timeout over 600 seconds)
100 session pool: 2000 * 20 / 100 = 40,000 seconds / 100 = 400 seconds = < 5 minutes [Expect no failures]

3. Increase the default timeouts of the CA IdentityMinder Exchange Agent to 600 seconds.

a. On the Exchange server, increase the agent timeout as follows:
HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\Identity Manager\Ex2k7AgentTimeout = 600 (seconds)
b. On Provisioning servers (ALL of them), set the environmental variables as follows:

ADS_E2K_SEND_DC = 1 & ADS_CONFIRM_MAILBOX = 600 (seconds)

4. Restart the im_ccs service.

Ref: http://cookbooks.ca.com/cagovernanceminder/2014/02/14/solution-for-microsoft-exchange-performance-problems/
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http://cookbooks.ca.com/cagovernanceminder/2014/02/14/solution-for-microsoft-exchange-performance-problems/

