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Dear CA Customer:

The purpose of this Critical Alert is to inform you of a potential problem that has been recently identified with CA Service Operations Insight.  Please read the information provided below and follow the instructions in order to avoid being impacted by this problem.   

PRODUCT AFFECTED: CA Service Operations Insight	

RELEASES: 3.3, 3.2 (and any CU), 3.1 SP1

PROBLEM DESCRIPTION: 
The CA Service Operations Insight (CA SOI) Console Java JRE certificate will expire on Monday, March 01, 2015. This will impact all customers who are currently using CA SOI 3.3, 3.2 (and any CU), 3.1 SP1. The CA SOI Console will not launch on any client machine whose security setting is HIGH or VERY HIGH in the Java Control Panel. The CA SOI Console will have warning messages when launch on any client machine whose security setting is MEDUIM in the Java Control Panel. 
[bookmark: _GoBack] 
SYMPTOM: 
When launching the CA SOI Console a Java certificate error / warning will be displayed.
 
IMPACT: 
For users whose security setting is HIGH or VERY HIGH user will need to either change the security setting as specified in the circumvention section or apply the patch as specified in the problem resolution section of this document.

For users whose security setting is MEDIUM you may choose to ignore the warning and the CA SOI Console will behave without any problem.
 
CIRCUMVENTION: 
1. Customers can add the CA SOI Console URL into the “Exception Site List” in the Java Control Panel to work around the issue. 

2. Alternatively, customers can modify the security setting to MEDIUM in the Java Control Panel and can then launch the CA SOI Console Clients (Please refer to the screenshots below for details). 

PLEASE NOTE:  This needs to be applied on the client box that launches the CA SOI Console ONLY







Steps for applying the circumvention: 
Upon expiration of the JRE certificate, the below error will be encountered while trying to launch the CA SOI Console Client.
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2. Open Java Control Panel and set the Java security Level to Medium or add the CA SOI Console URL to Exception Site List to allow the SOI Console client to launch. 
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3. The security warning message below will be appear. Please click the check box at the bottom of the dialog box and the CA SOI Console Client will be launched successfully. 
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PROBLEM RESOLUTION: 
Customers who cannot utilize recommendations from the circumvention section of this document can apply the new patch available for CA SOI versions 3.3, 3.2 (and any CU) and 3.1 SP1. Please contact CA Support for access to the patch.

If you have any questions about this Critical Alert, please contact CA Support.
 
Thank you,
CA Support Team
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