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User Authentication and Authorization

Authentication
— Validate who is who

N
)

Authorization
— Verify access or performance of an action

Prevents unauthorized access / usage

Important aspects of DevTest

>
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Authentication / Authorization in DevTest

3 viest Portal

- ome
°

Role based Access Control

ACL

e Users
® Roles

Roles have permissions

¢ Defined for various action / activities
® Ex: VSE Service Deployment, Stage Test etc.

Enabled by default from DevTest 8.0

e Optional for older versions

Settings = Access Control

ACL Data is stored in DB



Challenges with ACL

Maintenance of
Separate passwords

passwords e Especially in large
organizations

Manual addition
of users

User maintenance

CaA DevTest Portal

http://swagger.io
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Solution

= |ntegration with an existing
authentication mechanism

= Should work in conjunction
with ACL

= Centralized management of
users / passwords

Existing System

DevTest
ACL



LDAP / AD Integration with DevTest

" |ntegration with an LDAP or
Active Directory based system.

= Enables LDAP administrator to
manage users and their

passwords

— User passwords can no longer be
managed through ACL.

= Will ensure integration into an
already existing user
management system.
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Why do we need this?

= Helps take advantage of existing
user management system
= Use the same LDAP / AD || @

passwords for DevTest

— ACL admin no longer needs to
maintain passwords

= Easier to configure and manage

users for large organizations
— Auto add for users into DevTest ACL
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How does this work?

Authentication-
DevTest User

oroviders.xml

Idap-mappings.xml

Authorization at
DevTest ACL

Authentication at
LDAP / AD Server

O O ﬁ
0 & ¢ :

@)
LU [—\
DevTest

Workstation
/ Portal

1

O

I

DevTest

Role based

access

aa

>
technologies



How do we configure this?

= Local.properties
— Older method

= Properties configured
— Ldap url

— Ldap user and credentials

— Base Context and user search
filter

— DefaultRole

= Remove or comment
— lisa.acl.auth.enabled property
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How do we configure this?

=  Authentication-
providers.xml

— Configuration of LDAP
involves configuring LDAP
settings

— Providers — LDAP, Active
Directory, Custom

= Ldap-mappings.xml

— LDAP groups can be mapped
against DevTest ACL user roles

— Multiple LDAP groups can be
mapped to single role
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