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Glossary

AC Access Control

ACNT Account

ACWS Access Control Web Service

APM Advanced Policy Management

APMS Advanced Policy Management Server

AWS Amazon Web Services

CA formerly Computer Associates — now CA Technologies
CM ControlMinder (formerly Access Control)
CMPE ControlMinder Premium Edition

CMVE ControlMinder for Virtual Environments

(& Connector Server

DH Distribution Host

DMS Distribution Management Server

DN Distinguished Name

DR Disaster Recovery

DS Distribution Server

EC2 Elastic Compute Cloud

ELM Enterprise Log Manager

ENTM Enterprise Manager

EP Endpoint (server)

GECOS GE Comprehensive Operating System (finger field in passwd file)
GID Group ID

HA High Availability

1AM Identity and Access Manager

JDK Java Development Kit

MS Microsoft Corporation

MSADS Microsoft Active Directory Server / Services
MssQL Microsoft SQL/Server

MQ Message Queue

NSS Network System Services

(6N Operating System

PAM Pluggable Authentication Module

PCI Payment Card Industry

PR Production

PUPM Privileged User Password Management

RIA Rapid Implementation Architecture

RIG Rapid Implementation Guide

RS Report Server

RSS Resident Security System

SAM Security Account Manager (formerly PUPM)
Se0S Security for Open Systems

UARM User Access Reporting Module (formerly ELM)
UAT User Acceptance Test

uiD User ID

UNAB UNIX Authentication Broker

VPC Virtual Private Cloud

W2K3 Windows 2003

W2K8 Windows 2008

WAS Web Application Server

CA Technologies, 2013
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Prerequisites
It is assumed that you are using existing Amazon deployed services and have:

e An Amazon EC2 account (if not, create one at: http://aws.amazon.com/ec2/)

ControlMinder Enterprise Management is a browser-based administration interface, you need one of
the following web browsers:

¢ Microsoft® Internet Explorer® 7 or higher with Java 7 version 1.7.0_03 or higher
¢ Firefox (latest version) with Java 7 version 1.7.0_03 or higher

The web interface has been tested to work only with the browsers listed above.

To view the ControlMinder user manuals, you can use:
e A web browser to view the documentation in HTML format.

e Adobe® Reader® or any other compatible PDF viewer

Introduction

This document presents the process of deploying ControlMinder 12.8 Endpoints on Amazon EC2
instances (Windows and Linux), and managing this deployment through an ENTM and Distribution
Server also located in an Amazon EC2 instance.

The deployment architecture presented in this document is shown in the following diagram.

CA Technologies, 2013
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ENTM DataBase Protected
Instance

VPC

Figure 1 — Reference Deployment Architecture

Solution Highlights

ENTM and its Database (MS SQL or Oracle) are deployed on a Private Subnet (Amazon VPC) which

prevents users from directly accessing them.

ENTM can be managed through the internet by exposing its HTTP services through Amazon Elastic Load
Balancer. The load balancer bridges internet HTTP traffic into the ENTM deployed on the private subnet.

ControlMinder Endpoints are deployed on every Amazon Instance which needs security protection.
These endpoints communicate with ENTM through Distribution Servers, deployed on the same subnet

as the protected instances.

CA Technologies, 2013
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Instances Summary

Amazon EC2 instances are the fundamental building blocks (virtual servers) located in the Amazon Web
Service (AWS) cloud. Each instance is created from a standard server profile that is sized (and priced) to
meet the general needs of low to high-end application requirements.

Instances may be created from the Amazon Machine Image (AMI) template where the image represents
a standard server and OS configuration, or may be created using a client-owned OS and application
software. If a standard configuration is used then this may be viewed as renting the server hardware
and software whereas in the second configuration model one is renting the hardware but owns the
software.

In order to setup a ControlMinder deployment environment on Amazon EC2 you will need the instances
shown in the following table.

Table 1 — Required Amazon EC2 Instances

Name Type Subnet Comments

Enterprise M1 Large Private subnet (VPC)

Management Server Windows 2008 R2

(ENTM)

Distribution Server M1 Medium Every subnet that contains

(DS) Windows 2008 R2 ControlMinder endpoints

MS SQL Database M1 Large Private subnet (VPC)
Windows 2008 R2

JumpBox M1 Medium Public subnet Needed for
Windows 2008 R2 connecting to the

MSSQL or ENTM

instances (the
instances are not
connected to the

internet)
Amazon Elastic Load Public subnet Used to expose
Balancer Server browser access to

the ENTM server
from the internet.

CA Technologies, 2013 10
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Prerequisites and Getting Started

This document assumes that you have signed up for Amazon Web Services (AWS) and you are able to
navigate in AWS Management Console. The AWS Management Console provides a simple web interface

for Amazon Web Services.

You need to log in using your AWS account name and password to perform the configuration.

You can the console at:

https://console.aws.amazon.com/console/home

T} Services v  Edit v

Amazon Web Services

Compute & Networking
& Direct Connect
S

Dedicated Network Connection to AWS

hES

Virtual Servers in the Cloud
< Elastic MapReduce

WP \ianaged Hadoop Framework
. Route 53
Scalable Domain Name System

s VPC
"¥ Isolsted Cloud Resources

Storage & Content Delivery

o CloudFront
®® Global Content Delivery Network

Glacier

Archive Storage in the Cloud
L

Scalable Sterage in the Cloud

Storage Gateway

ntegrates On-Premises T Environments with Cloud
Storage

Generating a Key Pair

Database

DynamoDB
Predictable and Scalable NoSQL Data Store

< ElastiCache

=~ In-lemory Cache

. RDS
Managed Relational Database Service

Redshift =

lanaged Petabyte-Scale Data Warehouse Service

Deployment & Management
CloudFormation
Templated AWS Resource Creation
CloudW

Resource and Applcation Monitoring

<& Data Pipeline
"= Orehestration for Dats-Driven Workflows

Elastic Beanstalk
AWS Appication Container

‘ OpsWorks N

DevOps Applcation Management Service

App Senvices
CloudSearch

Nanaged Search Service

wu Elastic Transcoder "=
S Easy-to-use Scalable edia Transcoding

SES
‘l\' Email Sending Service

|, SNS
Push Notification Service
5Q8

Message Queue Service

SWF
n” Workflow Service for Coordinating Application
Componenis

To log in to your instances you must first create a key pair. Specify the name of the key pair when you
launch the instance and provide the private key when you connect to the instance.

Linux/UNIX instances have no password, and you use a key pair to log in using SSH.

With Windows instances, you use a key pair to obtain the administrator password and then log in using

RDP.

If you currently use any of Amazon’s deployed services, you will have created a certificate key pair
already. If you are new to Amazon’s deployed services, follow the steps below to create a key pair.

CA Technologies, 2013
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Select AWS Services to create a Key Pair.

Enter a name in the Key Pair Name field,
for example “IT GROUP”. A private key is
created and you are prompted to save it.

Create Key Pair Cancel [

Key Pair Mame: |ControlMinded

Select Close once the Key Pair has been Create Key Pair Cancel |x
created.

. . & key pair has been created for you with
Save the private key file to your local the name ControlMinder.

machine and remember the location. _ _
Your private key should begin

downloading in a few seconds, please
save it in a safe location.

Note that the Key Pair is downloaded
to your browser and once the
downloaded Key Pair has been
retrieved then you cannot retrieve the [

Key Pair from Amazon again.

Creating a Virtual Private Cloud

Amazon Virtual Private Cloud (VPC) enables you to launch Amazon Web Services (AWS) resources into a
virtual network that you've defined.

This virtual network closely resembles a traditional network that you operate in your own data center,
with the benefits of using the scalable infrastructure of AWS.

We will create 2 subnets:
e Public subnet
e Private subnet

Internet access can be allowed to instances in the public subnet.

CA Technologies, 2013 13
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The ENTM server and the Microsoft SQL Server will be located on the private subnet to further limit

access.

Login to the AWS Console. Click VPC,

Bl Services v

Amazon Web Services

Compute & Networking
4 Direct Connect
2

Dedicated Network Connection to AWS

52

Wirtual Servers in the Cloud
e Elastic MapReduce

WP tanaged Hadoop Framevrork
L. Route 53
Scalable Domain Name System

s VPC
W isoiafq Coud Resources

Storage & Content Delivery

wew CloudFront
W® Global Content Defivery Network

Glacier
Archive Storage in the Cloud

L
Sealable Storage inthe Cloud
Storage Gateway

Integrates On-Premises IT Environments with Cloud
Storage

Click the Get started creating a VPC
button (ensure that correct region has
been selected in which to create the
VPC).

Database

DynamoDB
Predictable and Scalable NOSQL Data Store

= ElastiCache

> In-hiemory Cache

. RDS
Managed Relational Database Service

Redshift '

Managed Fetabyte-Scale Data Warehouse Service

Deployment & Management
CloudFormation
Templated AWS Resource Creation
CloudWWatch
Resource and Appiication Monitoring
<& Data Pipeline
"= Orchesiration for Data-Driven Workflows

Elastic Beanstalk
AWS Application Container

1AM

Secure AWS Access Control

‘ OpsWorks NE

DevOps Appication Management Service

App Services
CloudSearch

Wanaged Search Service

w Elastic Transcoder =
So¢ Easy-to-use Scalable Hedia Transcoding

SES
‘l\' Email Sending Service
Ul SNS

Push Notification Service

? sQs
Message Queue Service

u" SWF
Workflow Service for Coordinating Application
Components

Your Virtual Private Cloud

wee Baanbasta Amazan VP enaties yau to o

AWS Service Health

- nchidng subnets and raute ]
o

Related Links

Fosdback
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For this example, “VPC with Public and
Private Subnets” was chosen.

The ENTM server and the Microsoft SQL
server will be isolated on the private
subnet.

Other instances will be public facing.

Choose the type of VPC that meets your
needs.

Click the Continue button to proceed.

Create an Amazon Virtual Private Cloud

Select 2 YPC configuration below:

© ¥PC with a Single Public Subnet Only

Your instances run in a private, isolated section of the AWS cloud with direct
access to the Internet. Network access control lists and security groups can be
used to provide strict control over inbound and outbound network traffic to
your instances.

—

©

) ¥PC with Public and Private Subnets

In addition ta containing a public subnt, this confiquration adds a private
subnet whose instances are not addressable from the Internst. Instances in
the private subnet can establish outbound connections to the Internet via the
public subnet using Netwark Address Translation.

Ty

© vPC with Public and Private Subnets and Hardware VPN
Access

This canfiguration adds an IPsec Virtual Private Netwark (VPN) connection
between your Amazon YPC and your datacenter - effectively extending your
datacenter to the cloud while als providing direct access to the Internet for
public subnet instances in your Amazon WPC.

) ¥PC with a Private Subnet Only and Hardware YPN Access

Your instances run in a private, isolated section of the AWS cloud with a
private subnet whose instances are not addressable from the Internet. You
can connect this private subnet to your corporate datacenter viz an IPsec
Virtual Private Network (YPN) tunnel,

Cancel [

Internet

Amazon S3, EC2,
SimpleDB, RDS

Private
Subnet

VPC

NAT instances apply)

Creates: a /16 network with two /24 subnets,
Public subnet instances use Elastic [Ps to access
the Internet. Private subnet instances access the
Internet via a Network Address Translation (NAT)
instance in the public subnet, (Hourly charges for

This VPC has two subnets:
e apublic subnet (10.0.0.0/24)

e  aprivate subnet (10.0.1.0/24)

Verify that both subnets are deployed
on the same availability zone.

Click the Create VPC button.

Create an Amazon Virtual Private Cloud

VPC with Public and Private Subnets

Please review the information below, then click Create VPC.

One VPC with an Internet Gateway
IP CIDR block: 10.0.0.0/16
DNS Hostnames: Enabled
Two Subnets
Public Subnet: 10.000/24
Availability Zone: |us-east-1a E
Private Subnet: [10.0.1.0/24
Availability Zone: |us-east-1a E

Additional subnets can be added after the VPC has been created.

One NAT Instance with an Elastic IP Address

Instance Type: mil.small
Key Pair Name: ControlMinder

Note: Instance rates apply. View rates.

Hardware Tenancy
Tenancy: Default

< Back

Create VPC

Cancel [X

Edit VPC IP CIDR Block

Edit Public Subnet

Edit Private Subnet

Edit NAT Instance Type
Edit Key Pair

Edit Hardware Tenancy

You will see confirmation that the VPC
was successfully created.

Create an Amazon Virtual Private Cloud

VPC with Public and Private Subnets

Your YPC has been successfully created.
You can now launch instances into your VPC.

Cancel X

CA Technologies, 2013
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Defining Security Groups

A security group acts as a firewall that controls the traffic for one or more instances. When you launch

an instance, you associate one or more security groups with the instance. You add rules to each security

group that allow traffic to or from its associated instances. You can modify the rules for a security grou

p

at any time; the new rules are automatically applied to all instances that are associated with the security

group.

You need to create security groups to open all the necessary ports for implementing and running CA
ControlMinder.

We will use the following groups:
e Default_Private - Defines default access to the private subnet.
o Default_Public - Defines default access to the public subnet.

e RDP_SSH_Public — Allow Remote Desktop (RDP) and Secure Shell (SSH) access to members of
this group from the internet. NOTE: Only instances on the public subnet can be members of
this group. Instances on the private subnet cannot be accessed from the internet.

o Web_ Access — Allow web browser access to members of this group from the internet. NOTE:
Only instances on the public subnet can be members of this group. Instances on the private
subnet cannot be accessed from the internet.

Follow the steps below to create the security groups.

CA Technologies, 2013
CA ControlMinder Rapid Implementation Guide — Amazon EC2 Deployment — 1.0.docx
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Go to Amazon AWS console and select
EC2.

Select “Security Groups” from the EC2
dashboard.

EC2 Dashboard
Events
Tags

Instances
Spot Requests
Reserved Instances

AMIs
Bundle Tasks

Volumes
Snapshots

Security Groups
Elastic IPs
Placement Groups
Load Balancers
Key Pairs

Network Interfaces

Click “Create Security Group”.

| p . ) EC? Dashboard Create Security Group
Select C Security Groups Events . .
Tags 4 Viewing: |VPC Security Groups El ':_ _}
Provide the name and description for .
P Create Security Group Canceal |x

the group and select the VPC you
created previously.

You will use Default_Private for the
group name.

Name: |Default Private

Description: Default for the private subr

VPC: ypc-at17ebc0 [ |

| Cancel H Yes, Create

CA Technologies, 2013
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Create a rule that permits all access
between members of the private
subnet.

This is accomplished by adding an “All
Traffic” rule with the Source field set to
the Security Group of the private
subnet..

1 Security Group selected

@ Security Group: Default_Private

| Details | Inbound* | Cutbound |

Create a All Traffic Ed
new rule:
Source:  |5g-56908334 |

(e.g., 192.168.2.0/24, =g-47ad482e, ar

1234567890/ /default)
5P Add Rule

Your changes have not been applied yet.

Apply Rule Changea|

1 Security Group selected

@ Security Group: Default_Private

Details | Inbound || Outbound |

Group Name: Default_Private

Group ID: 5Q-56908334
Group Description: Default for the private subnet

VPC ID: vpc-al17ebcO

Add rules to allow members of the
public subnet access to members of the
private subnet (10.0.0.x in our
case).over the following ports:

1 Security Group selected
@ Security Group: Default_Private

Details || Inbound || Outbound

new rule: Port (Service] Source
e Remote Desktop (3389) i sg-56908334
(e.g., 80 or 49152-65535)
Source: 0.0.0.010 i Source
e  Browser access over SSL P R e 200 (00) e
(18443) 7243 10.0.0.0/24
e Tibco Message Queue (7243)
Click “Apply Rule Changes”
CA Technologies, 2013 18
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Create group Default_Public”

Create Security Group

Name:
Description:

VPC:

Cancel X

Default_Fublic

Default for the public segn

vpc-al117ebcl E|

| Cancel || Yes, Create

Add rules that permit access from all
members of the public subnet and all
members of the private subnet.

@ Security Group: Default_Public

Details Inbound Outbound
Create a

new rule:

Custom TCP rule

El ALL
Port (Service) Source

This is achieved by adding the security Port range: i ALL 5g-719e8d13
] (e.g., B0 or 49152-65535) ALL 10.0.1.0/24
group ID of the public subnet as the source: (00000
d All Traffic as the issrssareat)
source an 7350/defaul
. [ Add Rule
port/service. Allow also all the Ly
communication from the private
segment (10.0.1.x in our case).
Create a Security Group to allow .
i P Create Security Group Cancel [x

Remote Desktop (RDP) and Secure Shell
(SSH) access to group members.

Name:

Description:  Allow RDP and SSH to pu

VPC:

RDP_SSH_Public

vpc-al17ebcl El

| Cancel H Yes, Create

Add rules to allow members of the
public subnet access to members of the
private subnet over the following ports:

e Remote Desktop (3389)
e  Secure Shell (22)

This example allows access to group
members from the public subnet, the
private subnet, and the internet.

Limit access further to meet your
specific requirements.

Click “Apply Rule Changes”

1 Securil ity Group selected
@ Security Group: RDP_SSH_Public

Details || Inbound || Outbound

Createa  |Custom TCP rule =]
new rule:
Port range:
(=-a., 80 or 49152-65535)
Source: 00000
(e-g., 102.168.2.0/24, sg-47ad482e, or
1234567890/ default)
< Add Rule
[Apply Rule Changes

TCcP

Port (Service)
22 (SSH)

3389 (RDP)

Source
0.0.0.0/0
0.0.0.0/0
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Create the Web_Access group to allow
browser access.

1 Security Group selected
@ Security Group: Web_Access

Details || Inbound* || Outbound

Creste a | Custom TCP rule = |
new rule: Port (Service) Source
Port range: 80 (HTTP) 0.0.0.0/0
(e.g., 80 or 49152-65535) 443 (HTTPS) 0.0.0.0/0
Source: 0.0.0.0/0
(e.g., 192.168.2.0/24, sg-47ad482¢, or
1234567830/default)
Your changes have not been applied yet.
Allow browser access to the:
1 Security Group selected
° Defau |t HTTP port (80) @ Security Group: Web_Access
Details Inbound* Outbound
Creat: TCcP
e Default HTTPS port (443) vy [Gostom TCP e C e —
Port range: 80 (HTTP) 0.0.0.0/0
. (e.g., 80 or 49152-65535) 443 (HTTPS) 0.0.0.0/0
This example allows access to group Source: 00000
(e.g., 192.168.2.0/24, sg-47ada82e, or
1 1234567890/default)
members from the public subnet, the
private subnet, and the internet. our changes have o been appiied yet.

Limit access further to meet your
specific requirements.

Apply Rule Changes|

Setting Up a Jump Box

Since the ENTM server and Microsoft SQL server will be on the private subnet, you will need an internet
accessible JumpBox on the public subnet to connect to and maintain instances on the private subnet.

We will deploy a medium-sized Windows 2008 R2 instance on the public subnet as the JumpBox.

Click the EC2 tab on the Amazon Web
Services (AWS) Console.

Amazon Web Services

m

ro

BESO: BDFBOM

pgron i

@ Eisstic Transcoder
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Click the “Launch Instances” button.

| Ec2Dashboard Resources
Events
You are using he following Amazon EC2 resources in the US East (N. Virginia) region
Tags
9 Running Instances 2 ElasticIPs
5 INSTANCES 10 Volumes 0 Snapshots
Instances 3 Key Pairs 1 Load Balancer

0 Placement Groups

15 Security Groups

Spot Requests
Reserved Instances

= IMAGES
AMIs.

Bundle Tasks

= ELASTIC BLOCK STORE

[ @ Optimize your resources' cost, performance and security with AWS Trusted Advisor

Create Instance

To start using Amazon EC2 you will want to launch & virtual server, known as an Amazon EC2 instance.

Volumes
Snapshots

Note: Your instances will launch in the US East (N. Virginia) region

Click the radial button for the Classic
Wizard.

b Launah with the Clesdlc wizard

 Clossic Wieard

AW Markrtplace

Scroll through the Quick Start list of
Amazon Machine Images (AMls) and
select Microsoft Windows 2008 R2
Base.

Request Instances Wizard Cancal x|

CHOOSE AN AMI

Choose an Amazon Machine Image (AMI} fram one of the tabbed lists below by dicking its Select buttan

‘ Iy AMIs H community AMIs H AWS Marketplace

Ubuntu Server 12.04.2 LTS for HYM Instances n
Ubuntu Server 12.04.2 LTS, with support available from Cananical

ubuntu® (http:/fwww ubuntu.com/cloud/services), For use with Cluster and other HvM
Instances
Root Device Size: 2 GB © 64 hit 32 bit

Ubuntu Server 13.04 for HVM Instances
Ubuntu Server wersion 13.04, with support auailable from Canonical

ubuntu® chttp://wwew . ubuntu.com/cloud/services). For use with Cluster and other HYM Select M|
instances
Root Device Size: & GB ©® 64 hit 32 bit

m

Microsoft Windows Server 2008 Base

L% Windows  Microsoft Windows 2008 R1 SP2 Datacenter edition. [English] D Lsetect 14

Root Device Size: 0 GB © 64 bit © 32 bit

Microsoft Windows Server 2008 R2 Base

Microsoft Windows 2002 R2 SP1 Datacenter edition, 64-hit architecture

25 wodows [English] S0 sttt 1)
Root Device Size: 0 GB @ 64 bit 32 bit
Microsoft Windows Server 2008 R2 with SQL Server Express and IIS

- Microsoft Windows Server 2008 R2 SP1 Datacenter edition, 64-hit architecture, -

P Free tier eligible if used with a micro instance. See AWS free tier for complete details and terms.
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Select M1 Medium instance.

Ensure that the JumpBox is deployed on
the public subnet (10.0.0.0/24).

Click the Continue button.

Request Instances Wizard Cancel (X

INSTANCE DETAILS

Provide the details for your instance(s). You may also decide whether you want to launch your instances as "on-demand” or
"spot” instances

Number of Instances: 1 Instance Type: W1 Medium (m1.medium, 3.7 Gi) -
Launch as an EBS-Optimized instance (additional charges apply): Mot supported for this instance type
@ Launch Instances

EC2 Instances let you pay for compute capacity by the hour with no long term commitments. This transforms what are
commonly large fixed costs into much smaller variable costs.

Launch into: © EC2-Classic | @ EC2-VPC

Subnet: | supnet-aal7ebch (10.0.0.0/24) us-east-1a[x] 250 available 1P addresses

© Request Spot Instances

Provide User data to identify your
instance.

Ensure that the Auto assign Public IP
option is chosen to make the JumpBox
internet accessible.

Click the Continue button.

Request Instances Wizard Cancel [X

INSTANCE DETAILS

Number of Instances: 1 Availability Zone: us-east-1a

Advanced Instance Options

You can choose to enable CloudWatch Detailed Menitoring or enter data that will be available frem your instances once they
launch.

Monitoring: [l Enable CloudWatch detailed monitoring for this instance
(additional charges will apply)
User Data: Cantrolinder JumpBox
© as text
- ) x
© as file

(Use shift+enter to insert a newline)
[0 bases4 encoded

m

Termination  [[] Prevention against sccidental termination. Shutdown Stop [=]
Protection: Behavior:
1AM Role: @ [one =] Tenancy: Detat [=]
Number of Network Interfaces: | 1[~]
otho Network Interface: | new merface = Secondary IP add
Addresses:
Assign Public IP: [] Auto-assign Public 1P LA
Subnet: [ subnet-aat7ebcd (10.0.0.0/24)
10 Addrecs =2
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Keep the default storage configuration.

30 gigabytes of disk storage is sufficient
for the JumpBox server.

Request Instances Wizard Cancel [%
O

INSTANCE DETAILS
Number of Instances: 1

Availability Zone: us-east-1a

Storage Device Configuration

Your instance will be launched with the following storage device settings. Edit these settings to add EBS volumes, instance store
volumes, or edit the settings of the root volume.

Type Device ID  Size Volume Type IOPS  Delete on Termination

Root /devfsdal  snap-7ds2sfzd 30 standard true I_;I
Ephemeral  xvdea instance store volume: ephemeral0 |3 Remove | I
Ephemeral  xvdcb instance store volume: ephemerall | Remove| _

0 EBS Volumes 26 Ephemerals

(%, Edit|

Name your instance and provide any
additional tags as required.

Request Instances Wizard Gancel [x

O

INSTANCE DETAILS

Add tags to your instance to simplify the administration of your EC2 infrastructure, A form of metadata, tags consist of a
case-sensitive key/value pair, are stored in the cloud and are private to your account, You can create user-friendly names
that help you organize, search, and browse your resaurces. For example, you could define a tag with key = Name and walue
= Webserver, You can add up to 10 unique keys to each instance along with an optional value for each key. For more
information, go to Tagging Your Amazon EC2 Resources in the £C2 User Guide

Key (127 characters maximum} Value (255 characters maximumn) Remove
Name JumpBiox %
Enviranment ControlMinder] 4

P 4

add another Tag. (Maximurm of 10}

Use the key pair associated you’re your
AWS ECS Account.

Request Instances Wizard Cancel | X
O

CREATE KEY PAIR

Public/private key pairs allow you to securely connect to your instance after it launches, For Windows Server instances, a Key
Pair is required to set and deliver 3 secure encrypted passwaord, For Linux server instances, a key pair allows you ta SSH inta
your instance,

To create a key pair, enter 2 name and click Create & Download Your Key Pair. You will be prompted to save the private key to
your computer. Mote: You only need to generate a key pair once - not each ime you want to deploy an Amazon EC2 instance.

@ Choose from your existing Key Pairs
Your existing Key Pairs*: | Controllinder [+]

© Create a new Key Pair

@ Proceed without a Key Pair

< Back
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Assign the following Security Groups to
the JumpBox:

e Default_Public

e RDP_SSH_Public

Click the “Launch” button.

Request Instances Wizard Cancel [x
O
REVIEW
Please review the information below, then dlick Launch.

. m
AML G \indows AMI ID ami-90c4bsfe (x86_64)

Name: Microsoft Windows Server 2008 R2 Base
Description: Microsoft Windows 2008 R2 SP1 Datacenter edition, 54-bit
architecture. [English] Edit AML

Number of Instances: 1
VPCID: wpc-all7ebcd
VPC Subnet: subnet-aal7ebcb (10.0.0.0/24)
Availability Zone: us-east-13
Instance Type: M1 Medium (m1i.medium)
Instance Class: On Demand
EBS-Optimized: No

I

Edit Instance Details

Monitoring: Disabled
Tenancy: Default
Kernel ID: Use Default
RAM Disk ID: Use Default
Network Interfaces: 1
Primary IP Addresses: 1 auto-assigned

Assign Public IP
Address:

User Data: ControlMinder JumpB... -

Termination Protection: Disabled

Shutdown Behavior: Stop

Yes

Launch Instance Wizard Gancel (X

Yaur instances are now launching.
Instance ID(s): i-1393ec?4

Naote: ¥our instances may take a few minutes to launch, depending on the software you are running

Mote: Usage hours on your new instances will start immediately and continue to accrue until you stop or terminate your
instances.

You can perform the following tasks while your instances are launching:

> | Create Status Check Alarms

“You can use status check alarms to be notified if these instances fail status cheeks (additional charges may apply)
> Create EBS Volumes (Additional charges may apply.)
> Wiew your instances on the Instances page

Nate: To view the WPC ID and Subnet ID columns an the Instances page click the Show/Hide button and check the corresponding
boxes.

Close

Click on “Running Instances” on the EC2
Dashboard to verify that your instance
is up and running.

Services -

EC2 Dashboard Resources
Events Al
You are using the following Amazon EC2 resources in the US East (. Virginia) region
Tags
9 Running Instances 2 ElasticIPs
S INSTA 10 Volum 0 Snapshots
Instances 3 Key Pairs 1 Load Balancer
0 Placement Groups 15 Security Groups

Spot Requests

Reserved Instances ‘ @ Optimize your resources' cost, performance and security with AWS Trusted Advisor

Create Instance
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Wait until the “Status Check” for the
instance changes to “2/2 checks
passed”.
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Go to the list of running instances and
select the JumpBox instance.

The instance properties are displayed.

Note the Public DNS, which you will use
to access the JumpBox via RDP.

Filter: Allinstances ¥ All instance

types ¥

e - Stotus Checks

Instance:

Deseription

Ao Stotus -

s
%
Y

Public DHS

£C2:64-208-200-136.compute-1.amazonsws com

C2/54:209-16-261 compute-1.amazonaws com

Click “Connect”.

Connect

Launch Instance

Filter: All instances

Y -

Mame

MSSQL Server
Apache Feverse Proxy
JumpBox

0S_Public

VPC NAT

AuthMinder 53
ubuntu-ac-12.8

ENTM

AmLinuxBox

Actions ¥

All instance types v

Instance ID =~

i-06355¢c63
I-1ced5878
I-60345d05
i-be3aeb15
I-B8baadeb
I-981cbees
i-a94fddce

I-d2c69db1
i-e756739f
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Click the Retrieve Windows
Administrator password link.

To retrieve the Windows Administrator
password for the JumpBox server, you
need to provide the Private Key file
associated with your AWS EC2 Account.

Click the Decrypt Password button and
record the password.

console Connect - Remote Desktop Connection Cancal |x

Instance: JumpBox

Public IP: 54.208.178.230

Log in with your credentials
Retrieve Windows administrator password

A Windows Administrator password was created and encrypted in the system
log. Your key pair is required to decrypt the password, Browse to your key
pair or copy and paste the contents of your private key in the text box
below,

Private Key: ControlMinder.pem

Private Key file:

Choose File | ContralMinder. pem

Private Key contents:

----- EEGIN ES2 FRIVATE XLY----- ~

MIIEpOIRBAKE 247 i bvelin Lk s efzod. Bpi] or =

LT/FPqrBe i TYKLHL 4Ehdl 7/ MEL EF§ 1P ool i 7Tt MKEFR T m

3T UL o/ x01ul/LIl Tiral HI 5K qra T KX gl s (/K 4
Decrypt Password

our private key should begin with "----- BEGIN REA PRIVATE KET----- " and end with "-----

EMD RSA PRIVATE KEY----- .

Need help configuring your remote access software?

Close

Click the Log in with your credentials
link.

Click the Download shortcut file link.

Instance: JumpBox

Console Connect - Remote Desktop Connection Cancal [%

Public IP: 54.208.178.230

Log in with your credentials

Log in to your instance with your credentials:
Public IP:  54.208.178.230
Username: Administrator
Password: E—

Mote: If you are having problems with vour decrypted password, try typing it instead of
using copy and paste,

You can download an ROP file for this instance which will launch Remote
Desktop Connection and connect to your instance, You will need to note
down your password because the Remote Desktop Connection software will
open in a new window,

C Download shortcut file

If you need help configuring your remote desktop software, click here.

Retrieve Windows Administrator password
Need help configuring your remote access software?

Close
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Click “Download shortcut file”

console Connect - Remote Desktop Connection Cancal [x

Instance: JumpBox Public IP: 54.208.178.230

Log in with your credentials

Log in to your instance with your credentials:

Public IP: E£4,208.178.230
Username: Administratar
Password: Retrieve Password *Click if you do not know your password,

You can download an RDP file for this instance which will launch Remote
Desktop Connection and connect to your instance. You will need to note
down your password because the Remote Desktop Connection software will
open in a new window,

© Download shortcut file

If you need help configuring your remote desktop software, click here.

Retrieve Windows Administrator password
Need help configuring your remote access software?

Close

Click the Connect button on the
Remote Desktop Connection form.

B Rernote Desktop Connection @

{i\ﬁ The publizsher of this remote connection cannot be identified. Do you want to
connect anyway?

Thiz remote connection could harm your local or remote computer. Do not connect unless you know
wihere this connection came from or have used it befare

Publigher: Unknown publisher

S
W e Femote Desktop Connection

Remate computer, 54.208.178.230

[Tl Dron't ask me again for connections to this computer

Enter the credentials that will be used
to connect to 54.208.178.230.

From the JumpBox server you may
connect to the ENTM server the
Microsoft SQL server by starting RPD on
the JumpBox server.

Enter your credentials
These credentials will be used to connect to 54.208.178.230,

1| Administrator

8]

Uze another account

[«

Insert a smart card

[ Remember my credentials
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Deploying the RDBMS Using Microsoft SQL Server

Create the Microsoft SQL Server Instance on the private subnet.

Following similar steps as described
above, launch another instance. This
time select “Windows 2008 R2 with SQL
Server Standard”.

Request Instances Wizard Cancel [x

O
CHOOSE AN AMI

Choose an Amazon Machine Image (AMI) from one of the tabbed lists below by clicking its Select button,

Q a My Az Community AMIs AWS Marketplace
N L U i w1 v o mh 5rs avase nmn Soun, wemun siaew e,

E¥wWindows  Microsoft SQLServer 2008 Express, Internet Information Services 7, ASP.NET ‘
3.5, [English] i o
Root Device Size: 0 GB @ 64 bit
Microsoft Windows Server 2008 R2 with 8QL Server Weh

. Microsoft Windows Server 2008 R2 SP1 Datacenter edition, 64-hit architecture,

ATWindows e rasoft SOL Server 2008 R2 Web edition. [English] )
Root Device Size: 0 GB @ 64 bit
Microsoft Windows Server 2008 R2 with SQL Server Standard

o, Microsoft Windows Server 2008 R2 SP1 Datacenter edition, 54-hit architecture, —

ASWindots icrasoft SQL Server 2008 R2 Standard edition. [English) )
Root Device Size: 0 GB ©® 64 bit
Microsoft Windows Server 2012 Base

P, Microsoft Windows 2012 RTM Standard edition with 64-bit architecture.

v Mo _ y
Root Device Size: 0 GB @ 64 bit
Microsoft Windows Server 2012 with SQL Server Express L4

. Microsoft Windows Server 2012 RTM Standard edition, S4-hit architecturs,

ATWindows e rasoft SOL Server 2012 Express edition. [English] )
Root Device Size: 0 GB @ 64 bit

Free tier eligible if used with 3 micro instance, Sse AWS free tier for complete details and terms.

m

Deploy the instance on the private
subnet.

Request Instances Wizard Cancel [%

O
INSTANCE DETAILS

Provide the details for your instance(s). You may also decide whether you want te launch your instances as "on-demand” or
"spot” instances.

Number of Instances: 1 Instance Type: W1 Large (m1.Jarge, 7.5 GiB)
Launch as an EBS-Optimized instance (additional charges apply): [
@ Launch Instances

ECZ Instances let you pay for compute capacity by the hour with no long term commitments. This transforms what are
commonly large fixed costs into much smaller variable costs.

Launch into: © EC2-Classic © EC2-VPC

Subnet:  [sypnet-aB17ebc7 (10.0.1.0/24) us-east-1a[w] 251 available 1P addresses

Request Spot Instances
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Provide “User data” to identify your
instance.

Click the Continue button.

Request Instances Wizard Gancel [x
O
Number of Instances: 1 Availability Zone: us-east-1a

Advanced Instance Options ==

ou can choose to enable CloudWatch Detailed Monitoring ar enter data that will be available from your instances once they
launch.

Monitoring: [ Enable Claudwatch detailed rmonitaring for this instance
(additional charges will apply}
User Data: ControlMinder Database Machine (MS-SQL Server)
@ as text
) P
© as file

[

(Use shift+enter ta insert a newlin)
[ bases4 encoded

Termination  [] Prevention agsinst accidental termination, Shutdown Stop [
Protection: Behavior:
IAMRole: @  [none [<] Tenancy: Detaut [v]

Number of Network Interfaces: |1 [~]
etho Network Interface: |New interface = SEA:;SE;;VEISD_ add
assign Public 1P [7] Auta-assign Public 1P .
Subnet: | supnet-67533806 (10,01 0i24)

P address
Back
Click the Continue button to accept the Request Instances Wizard Gancel 1x
o)

default allocation of 50 gigabytes of
disk storage.

Number of Instances: 1

Availability Zone: us-east-1a

Storage Device Configuration

Your instance will be launched with the follawing storage device settings. Edit these settings to add EBS volumes, instance store
volumes, or edit the settings of the roat volume.

Type Device ID  Size  Volume Type IOPS  Delete on Termination

Root fdev/sdal  snap-3fielasf SO standard true ;I
Ephemeral  wvdca instance store valume: ephemerald |3 Remove | M
Ephemeral  xvdch instance stors volume: ephemerall |# Remove | _

0 EBS Yolumes 26 Ephemerals
(% Edit |

CA Technologies, 2013

CA ControlMinder Rapid Implementation Guide — Amazon EC2 Deployment — 1.0.docx

30




technologies
CA ControlMinder Rapid Implementation Guide — Amazon EC2 Deployment

Name your instance and provide any
additional tags as required.

Request Instances Wizard Cancel X

O

4dd tags to your instance to simplify the administration of your EC2 infrastructure. & form of metadata, tags consist of a
case-sensitive key/value pair, are stored in the cloud and are private to your account. You can create user-friendly names
that help you organize, search, and browse your resources. For example, you could define a tag with key = Name and value
= Wehserver, Vou can add up to 10 unique keys to each instance along with an optional value for each key. For more
information, go to Tagging Your Amazon ECE Resources in the £C2 User Guide.

Key

AWS ECS Account.

Value Remove
Nare MSSQL Server %
Enviranment ControlMinder X
x
add another Tag. (Maxirmum of 10)
Back
Use the key pair associated you’re your Request Tnstances Wizard Bl

O

Public/private key pairs allow you to securely connect to your instance after it launches. For Windows Server instances, a Key

Pair is required to set and deliver 3 secure encrypted password. For Linux server instances, a key pair allows you to SSH into
your instance.

To create 3 key pair, enter a name and click Create & Download Your Key Pair. You will be prompted to save the private key to
your compliter, Note: You only need to generate a key pair once - not each time you want ta deploy an Amazon EC2 instance,

@ choose from your existing Key Pairs

Your existing Key Pairs*: [ ¢outolhinder [«

© Create a new Key Pair

@ Proceed without a Key Pair

Add the Default_Private Security Group
to this instance.
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Launch the instance by clicking the
Launch button.

Request Instances Wizard

Please review the information below, then dlick Launch.

AMI:

Name:
Description:

Number of Instances:
VPC ID:

VPC Subnet:
Availability Zone:
Instance Type:
Instance Class:
EBS-Optimized:

Monitoring:

Tenancy:

Kernel ID:

RAM Disk ID:
Network Interfaces:
Primary IP Addresses:

Assign Public 1P
Address:

User Data:

Back

iy Windows AMI ID ami-dac7bbb3 (x86_64)
Microsoft Windows Server 2008 R2 with SQL Server Standard
Microsoft Windows Server 2008 R2 SP1 Datacenter edition, 64-bit

architecture, Microsoft SQL Server 2008 R2 Standard edition. [English]

1
vpc-all7ebecl

subnet-a617ebc7 (10.0.1.0/24)

us-east-1a

M1 Large (ml.large)
On Demand

No

Disabled

Default

Use Default

Use Default

1

1 auto-assigned
Mo

ControlMinder MSSQL...

Termination Protection: Disabled

Shutdown Behavior: Stop

Cancel [x

Edit AMI

Edit Instance Details

I
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Preparing the Database

From the JumpBox server connect to the Microsoft SQL Server via RDP.

G

technologies

You can obtain the IP address of the Microsoft SQL Server from its instance properties.

Create an empty database using Microsoft SQL Server Management Studio.

Create the database owner

=] 3

5 Senpt ~ ) Help
G |
Create a database user. Select SQL 4 Serve Fes _
. . . & User Mapping Login name: Icmdhusar Sgach...
Server authentication for this user. 37 Securables T -
. . A
Define this user’s password and = e @ SOL Serverautherticaton
deselect Enforce password policy. et :
Confirm password LTI
In the example, the Login name of the
. Cld passwore
database user is set to cmdbuser. Ce - I
Enforce password policy
=
= Use
" Mapped to cerfficate | =l
~ Mapped to asymmetric key I ﬂ
™ Map to Credential | =
Connechon Mapped Credentials Credential | Provider |
Server:
DBl
Connection:
8a
47 View connection properties
Ready Default database Imasler j
Default language I“j‘afa'-'"> ﬂ
Cores
4
Create the database === - TO]
_’EI 5 Serpt - [ Help
When creating the database, set S Glstor: :SmﬁmtﬁmwMLAS j
. Recovery model. Full -
C0||atlon tO: Compatibilty level [saL server 2008 (100) =l
Other options:
SQL_Latinl_General_CP1_CI_AS E |
= Automatic =
Auto Close False
Failure to configure the correct settings ke o
Auto Update Statistics True
may cause lookup problems later. L gﬂ:;?dls::‘jmmmw Foe
o o com Ereied e
Set the database owner to the user © Ml ~
previously created. If that user is set as  Connecter A1 Pting Enai e B
Server: ANS| Wamings Enabled False
the owner (dbo) then no other access oe1 et Aot Encied Fake
. . CGomnection: Eu:niat ate Mull Widﬂs'?\l’u[” — Ez\ij
rights are required. " o et e Conelaon Opimaton Ecbied Fase
Jew connection properties Numeric Round-Abort False
Parameterization Simple =
For the example, assume the name of m; " R
the database is cmdb.
o] |
2|
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It is important to pre-allocate sufficient e T B=IEd
. . A General
database space to hold configuration = e N —
2 Filegroups
information and snapshot data. By femcbuser |
¥ | Use full-text indering.
In the example above we pre-allocated Do s
Logical Name_| Fiie Tupe | Filegioup [ Initial Size [MB)_[ Autogrowith [ Path
2 GB of data space and 1 GB of log eai L e | ettt i sen
space. This is sufficient for small
environments.
Please refer to the “Sizing the
Implementation” section of the CA
ControlMinder Premium Edition i
. . . wIN-2G20 R 3HOOUL ddministrat
Implementation Guide for more details. 22 Vi corepon psenies
@ Sl:upt\ng’ Tmp\eted 4 |
e Add | Remove |
bancel_|
4|
;
Update the properties of the database K Login Properties - cmdbuser =l E3
. Select 5 Senpt ~ (4 Hel
user setting the new database as the = General e - (e
ol Rol
user’s default database. 2 Lser Mopoing Login name: [emdbuser Seaich
%4 Securables
} Status
Password |-"--"--"""
Confirm passward |...............
u Specify old password
Qld password I
u Enforce password policy
™ Enforce pi
at next login
I7|
El
™ Map to Credential I ﬂ Add
m Mapped Credertials Credential I Provider I
S T
o
Connection:
sa
¢ View connection properties
Remoyve
Ready Default database jcmdb d
Default language IE”gl'ih ﬂ
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Deploying Enterprise Management

Create a Windows 2008 R2 instance on the private subnet and install CA ControlMinder Enterprise

Management.

Create ENTM Instance

Create another instance using the
Classic Wizard. Select “Microsoft
Windows Server 2008 R2 Base” 64 bit.

Request Instances Wizard Caneal [x

CHOOSE AN AMI

Choose an Amazon Machine Image (AMI) from one of the tabbed lists below by clicking its Select button.
My AMIs Community AMIs AWS Marketplace

uEuntug (http:

ubuntu.com/cloud/services). For use with Cluster and other HYM Select -

instances
Root Device Size: & GB @ 64 bit
Microsoft Windows Server 2008 Base

£ windows  Microsoft Windows 2008 R1 SP2 Datacenter edition. [English] .
Root Device Size: 0 GB @ 64 bit ' 32 bit )
Microsoft Windows Server 2003 R2 Basej

B windows Ng;rgc‘l‘ss;& Windows 2008 R2 SP1 Datacenter edition, 64-bit architecture -
Root Device Size: 0 GB @ 64 bit

Microsoft Windows Server 2008 R2 with SQL Server Express and IIS

Microsoft Windows Server 2008 R2 SP1 Datacenter edition, 64-bit architecture,
£ Windows  Microsoft SQLServer 2008 Express, Internet Information Services 7, ASP.NET

3.5. [English]

Root Device Size: 0 GB 9 64 bit

n

‘

Microsoft Windows Server 2008 R2 with SQL Server Web

P Microsoft Windows Server 2008 R2 SP1 Datacenter edition, 64-bit architecture, |
RS Windows i rosoft SQL Server 2008 R2 Web edition. [English]
Root Device Size: 0 GB @ 64 bit -

Free tier eligible if used with a micro instance. See AWS free tier for complete details and terms.

Set Instance Type to M1 Large.

For the Launch into information, select
the radial button for EC2-VPC and set
the subnet to the private subnet
(10.0.1.0/24).

Click the Continue button.

Request Instances Wizard Cancel [X

INSTANCE DETAILS

Provide the details for your instance(s). You may also decide whether you want to launch your instances as "on-demand” or
"spot” instances.

Number of Instances: 1 Instance Type: 111 Large (mA.large, 7.5 GiB} -
Launch as an EBS-Optimized instance (additional charges apply): [
@ Launch Instances

EC2 Instances let you pay for compute capacity by the hour with no long term commitments. This transforms what are
commonly large fixed costs into much smaller variable costs.

Launch into: EC2-Classic | @ EC2-VPC

Subnet: subnet-a617ebe? (10.0.1.0/24) us-east-1a E| 250 available IP addresses

) Request Spot Instances
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Provide User Data to identify your
instance.

Keep default values for all other
Settings.

Click the Continue button.

Request Instances Wizard

-

INSTANCE DETAILS

Number of Instances: 1

Advanced Instance Options

You can choose to enable CloudWatch Detailed Monitoring or enter data that will be available from your instances once they

Availability Zone:

us-east-1a

Cancel [x

1

launch.
Monitoring: [ enable Cloudwatch detailed monitoring for this instance
(additional charges will apply)
User Data:  CantrolMinder ENTM
9 as text
- N 2
" as file
(Use shift+enter to insert a newline)
[ bases4 encoded
Termination  [[] Prevention against accidental termination. Shutdown sip =]
Protection: Behavior:
IAMRole: @  [ione [¥] Tenancy: Defaut  [¥]
Number of Network Interfaces: | 1[¥]
etho Network Interface: |new iterface [¥] SecondaryIP .4

Assign Public IP: [] auto-assign Public TP
Subnet: [supnets6i7ebc?
1P address

Back

Addresses:

281 ¥

Click the Continue button.

30 gigabytes of disk storage is sufficient
for the ENTM Server.

Request Instances Wizard

O

INSTANCE DETAILS

Number of Instances: 1

Availability Zone: us-east-1a

Storage Device Configuration

Your instance will be launched with the following storage device settings. Edit these settings to add EBS volumes, instance store

volumes, or edit the settings of the root volume:

Cancel (X

Type Device ID Size Volume Type TIOPS Delete on Ter

Root /dev/sdal  snap-7d525f2d 30 standard true o
Ephemeral  xvdca instance store volume: ephemerald | Remove| —
Ephemeral  xvdcb instance store volume: ephemerall | ¥ Remove | _

0 EBS Volumes 26 Ephemerals

Back

%, Edit |
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Name your instance and provide any
additional tags as required.

Request Instances Wizard Cancel [X
O
INSTANCE DETAILS

Add tags to your instance to simplify the administration of your EC2 infrastructure. A form of metadata, tags consist of a
case-sensitive key/value pair, are stored in the cloud and are private to your account. You can create user-friendly names
that help you organize, search, and browse your resources. For example, you could define a tag with key = Name and value
= Webserver. You can add up to 10 unique keys to each instance along with an optional value for each key. For more
information, go to Tagging Your Amazon EC2 Resources in the EC2 User Guide.

Key (12

AWS ECS Account.

Value (25 Remove
Name ENTM x
Environment CantrolMinder o
E
Add another Tag. (Maximum of 10)
Use the key pair associated you’re your Request Instances Wizard Cancel X

O
CREATE KEY PAIR

rivate key pairs allow you to securely connect to your instance after it launches. For windows Server instances, a Key

Pair is required to set and deliver 3 secure encrypted password. For Linux server instances, a key pair allows you to SSH into
your instance.

To create a key pair, enter a name and click Create & Download Your Key Pair. You will be prompted to save the private key to
your computer. Note: You only need to generate a key pair once - not each time you want to deploy an Amazon EC2 instance.

@ Choose from your existing Key Pairs

Your existing Key Pairs*: | conyallinder [~

Create a new Key Pair

Proceed without a Key Pair

Add the Default_Private Security Group
to this instance
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Launch the instance by clicking the
Launch button.

Request Instances Wizard

Please review the information below, then click Launch.

AMI:
Name:
Description:

Number of Instances:
VPC ID:

VPC Subnet:
Availability Zone:
Instance Type:
Instance Class:
EBS-Optimized:

Monitoring:

Tenancy:

Kernel ID:

RAM Disk ID:
Network Interfaces:
Primary IP Addresses:

Assign Public TP
Address:

User Data:

Back

8
% Windows AMI ID ami-90c4bafe (x86_64)
Microsoft Windows Server 2008 R2 Base

Microsoft Windows 2008 RZ SP1 Datacenter edition, 84-bit

architecture. [English]

1
vpc-all7ebcO

subnet-a617ebc? (10.0.1.0/24)

us-east-1a

M1 Large (m1.large)
On Demand

No

Disabled
Default

Use Default
Use Default

1

1 auto-assigned

No

ControlMinder ENTM

Termination Protection:

Shutdown Behavior:

Cancel [x

Edit AMI

1

Edit Instance Details

Disabled

Stop
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Transferring the Software

From support.ca.com, download the ControlMinder software to the JumpBox server.

G

technologies

You will also need to download software that emulates a DVD drive. The ISO images of the
ControlMinder software will be mounted in a virtual DVD drive.

From the JumpBox server, copy the software to the ENTM Server.

Go to the list of running instances on
the EC2 dashboard and select the ENTM
instance.

Note the IP address of the ENTM
server.

Oooo|c

=

Name ¥ Instance AMI ID
MS5QL Server | .'f'- i-06355¢c63 ami-dac7bbb3
JumpBox [ i-60345d05 ami-90c4 b9
WVPC NAT i#l i-8B6aadeb ami-4f9fee?t
ENTM [ i-d2c69db1 ami-20c4baf9

Scheduled Events:
VPC ID:

Source/Dest. Check:

Placement Group:
RAM Disk ID:

Key Pair Name:
Monitoring:
Elastic IP:

Root Device Type:
IAM Role:

EBS Optimized:

Block Devices:

Network Interfaces:

Public DNS:
Private DNS:

Private IPs:

Secondary Private IPs:

Mo scheduled events
vpc-all7ebcO

enabled

ControlMinder

basic

ebs

false

sdal
etho

ip-10-0-1-128.ec2.internal

10.0.1.128

Root Device
ebs
ebs
ebs

ebs
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From the JumpBox server, use Remote
Desktop to connect to the ENTM
Server.

Before clicking the Connect button,
click the Show Options button.

E_a Remote Desktop Connection !E E

| Remote Desktop
"¢ Connection

Computer  |10.01.124 d|
Uszer name:  Mone specified

“'ou will be asked for credentials when you connect.

x Showgptlonsl Connect I Help |

Click the Local Resources tab.

Click the More button.

Ea Remote Desktop Connection = B

| Remote Desktop
¢ Connection

.Generall Display  Local Resources | Programsl Experience | Advanced

- Remate audio
B Configure remote audio settings.

~ Keyboard
Apply Windows key combinations:

Only when uzing the full screen j

Example: ALT+TAB

i~ Local devices and resources
/ Choose the devices and resources that you want ta use in
2| your remate session.

¥ Printers |+ Clipboard

More... |
< Hide Options |

Connect I Help |

Select the local drive to the JumpBox
server where you already downloaded
the ControlMinder software.

Click the OK button and then click the
Connect button.

To obtain the Windows Administrator
password for the ENTM Server follow

the same steps described as described
for the JumpBox server.

Copy the software to the Temporary
Storage available on the ENTM Server.

Ea Remote Desktop Connection E

| Remote Desktop
"¢ Connection

i~ Local devices and resources

Choosge the devices and resources on this computer that you want to
uze in your remote session.

Smart cards

O Ports
=l [ Drives
[ Local Disk (C:)
Mew Yolume [D:)

O Temporary Starage 1 22
[ Drives that | plug in later
[ Other supparted Plug and Play [PnP) devices

oK I Cancel
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ENTM Installation
Steps to install Enterprise Management include:
e Install the DVD Drive emulator.
e |Install the third party prerequisite components.
e Install the Enterprise Management software.
e Reboot the server.
The installation process typically requires from as little as 15 minutes up to 60 minutes.

After you install the DVD drive emulator, mount the CA ControlMinder Third-Party Components I1SO
image.

Always run the installation utilities as administrator. On Windows 2008 R2 servers, this implies right-
clicking the installation binary and selecting Run as administrator from the menu. An example is noted
in a screenshot below.

The following installation example loads the product ISO images in the D: drive. Adjust the drive letter
as required for your environment.

The drive letter of the target disk drive is not important, but it is important to pick a disk drive with
sufficient disk storage. The minimum space required is :

= JDK (from the Third-Party Components) 200 MB
= JBoss (from the Third-Party Components) 850 MB
= Enterprise Management 1.10GB
CA Technologies, 2013 41
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Install Third-Party Components

Login to the ENTM Server as a member of the local Administrators group.

Mount the I1SO image containing CA ControlMinder Third-Party Components for Windows.

Important: Do not use a UNC path or remote share to specify the software location

Locate install_PRK.exe found in the
Prereqlnstaller directory of the Third-
Party Components ISO image.

Start the installation by right-clicking
Install_PRK.exe and selecting Run as
administrator from the menu.

This will install the Java Development Kit
and JBoss.

= install_PRE 4
| TRAMS.TBL Qf17/2013 4108 AM TEL File 1KB
Troubleshoot campatibility
Send to >
Copy

Create shortcut

Properties

Click the OK button to accept English as
the installation language.

IEninsh - l

Click the Next button.

L Pre-Requisite Kit

InstallAmywhere will guide you through the installation of
Pre-Requisite Kit .

Itis strongly recommended that you quit all programs befare
continuing with this installation

Click the Mext' button to proceed to the next screen. If you want to
change something on a previous screen, click the 'Previous' bution.

‘fou may cancel this installation at any ime by clicking the ‘Gancel’
hutton.

Cancel Erevious
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JDK Installation

Read the License Agreement as you use
the scrollbar to advance through the
document.

Click the radial button noting | accept the
terms of the License Agreement.

Click the Next button.

« JDK Installation

Installing and Using the Java Development Kit (JDK) Requires
That You Accept the License Agreement:

Sun understand and optimize them. Sun does not LI
associate the data with personally identifiable
information. You can find more information about
the data Sun collects at htrp://java.com/data/s.

For inguiries please contact: Sun Microsystems,
Inc., 4150 Network Circle, Santa Clara,
California 95054, U.S5.A.

(¢ {'Zccapt the isms of the Licenss Agrésmant

{ | do NOT acospt the terms of the License Agresment

Previous

Select the destination folder.

Click the Next button.

«= JDK Installation

Please choase a destination falder for this installation.

[caigk.7.0

Restore Default Folder Chaose

Previous

Click the Next button.

«= IDK Installation

Cancel

Please Review the Fi ing Before C

Product Name:
JDK Installation

Disk Space Information (for Installation
Target):

Required: 324,050,362 Bytes

Available: 12,991 246 336 Bytes

Previous
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JBoss Installation

Read the License Agreement as you use
the scrollbar to advance through the
document.

Click the Next button.

«% JBoss Installation

Installing and Using the JBoss Application Server Requires That
You Accept the Following License Agreement:

without regard to any conflict of laws provisions, d

except that the United Nations Convention on the
International Sale of Goods shall not apply.

Copyright 2006-2007 Red Hat, Inc. Rll rights
regerved.

"JBoss™ and the JBoss logo are registered
trademarks of Red Hat, Inc.

A1l other trademarks are the property of their
respective owners.

4

&' {'3CcEpt the Tarme of th Licenss Agreament

{7 | do NOT accept the terms of the License Agresment

Cancel Previous i

Select the destination folder.

Click the Next button.

< JBoss Installation

Flease choose a destination folder for this installation

|c:\jt:uss-4.2.3.GA

Restare Default Folder Choose

Cancel Frevious

Click the Next button.

L JBoss Installation

Specify the communication ports that the JBoss Application Server
will use.

HTTP Port| 18080

HTTPS Port] 18443

I~ Advanced Configuration

Cancel
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Click the Install button.

< JBoss Installation

Please Review the F

ing Before C

Product Name:
JBoss

Install Folder:
CAhoss-4.2.3.GA

HTTP Port
18080

HTTPS Port
18443

AJP Port
18009

Previous

Wait for installation to complete

@ Installing Merge Module

CA Technologies, 2013
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Install Enterprise Management

Either the Third-Party Components installer can launch the Enterprise Management installation, or you
can manually start the installer by running ProductExplorer from the CA ControlMinder Server

Components ISO image.

The following example has the Third-Party Components installer start the Enterprise Management

installation.

Mount the CA ControlMinder Server
Components ISO image in the same
virtual DVD drive where the Third-Party
Components ISO image was installed.

Click the Done button.

&, Pre-Requisite Kit |- (O]

If yau want the Prerequisite kit to launch another installerinsert a
media containing the installer into your DVD drive D:,

or, specify a folder containing the installer and click Dane.

Ifnot, click Done and then Finish.

Restare Default Folder Choose..

Erevious Done

If ProductExplorer is started manually,
select Enterprise Management from the
available choices.

Click the OK button to accept English as
the installation language.

CA ControlMinder

Copyright & 2013 C&, Al rights reserved,

IEninsh - l
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Click the Next button.

~i, CA ControlMinder Enterprise Management [_ o]
Introduction

InstallAmpvhere will guide you through the installation of CA ControlMinder
Enterprise Management

Itis stronaly recommended that you quit all programs before cortinuing with
this installation.

Click the Mest button 1o proceed to the next screen. Ifyou wantto change
something on a previous screen, click the Previous' button.

“fou may cancel this installation at any time by clicking the 'Cancel" hutton.

InstallAnywhere

Cancel

Brevious |

Read the License Agreement as you use
the scrollbar to advance through the
document.

Click the Next button.

<%, CA ControlMinder Enterprise Management [_[CIx]
License Agreement

Installation and Use of CA ControlMinder Enterprise Management Reguires
Acceptance of the Following License Agreement:

TO DTOCEET WITHUUT VISRIg Lo TICess SgTeSTET, appem ]
the following argument to the installation command:
-DLICENSE_KEYWORD=Froceed

Example: install XXX rl25.xxx -DLICENSE KEYWORD=Froceed

WIZERD

If you proceed with this installation, you accept the
terms of this license agreement. Ic proceed, select I
accept the terms of the License Agreement and click
Next. To cancel, select I do NOT accept the terms of the
License Agreement and click Cancel.

CONSOLE

If you proceed with this installation, you accept the
terms of this license agreement. To proceed, preas Y. To
cancel, press N.

g

@i

" | do NOT acoept the terms of the License Agreement

InstallAnywhere

Cancel

Previous Next
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Select the radial button next to Primary
Enterprise Management Server

Click the Next button.

~i, CA ControlMinder Enterprise Management [_ o]

Enterprise Management installation type

Select Enterprise Management installation type

' Primary Enterprise Management Server

" Load Balancing Enterprise Management Server

InstallAnywhere

Cancel

Previous |

Select the destination folder.

Click the Next button.

<, CA ControlMinder Enterprise Management [_[CIx]

Choose Install Folder

Flease choose a destination folder for this installation.

IC:\Prngrarn Files\CA\AccessControlServer

Restore Default Folder Choose

InstallAnywhere

Cancel Previous

CA Technologies, 2013
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Specify the location where you installed
the Java JDK from the Third-Party
Components ISO image.

Note: This page will only appear if you
started the installation manually from
ProductExplorer.

«L CA ControlMinder Enterprise Management

[ o] x]
Java Development Kit (JDK])

Specify the location of an existing JDK installation:

LN
jdkl,
:\Program Files\Javaljre7\bin\java.exe

Search Another Location...

InstallAnywhere

Verify the JBoss settings.

NOTE: The JBoss service must NOT be
running at this time.

Click the Next button.

Cancel Previous | Mext |
<, CA ControlMinder Enterprise Management [_[CIx]

JBoss Application Server Settings

Please enter the application server settings.

JBoss Folder (no spaces): IC:\jboss-4‘2‘3.GF\

Restore Default Choose..

App Server Port [ 18080

App Server HTTPS Port [ 16443

App Server Naming Part. |11099

InstallAnywhere

Cancel

Previous
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Provide the communication password.

NOTE: This password Is used internally
by Enterprise Management
components.

Click the Next button.

[ x]
Communication Password

& CA ControlMinder Enterprise Management

Define the passward that the product components use for communication.

Password:

Confirm Password:

Mote: ¥ou must gpecify this pagsward when installing endpoint
components. We recommend that you change the default key store after
installation. For more information, see the Implementation Guide

InstallAnywhere

Cancel Previous | MNext |
Select the radial button for Microsoft 2 00 EOE TS5 iy (e maTEt: M= E
SQL Server as the Database Type. Database Type

Click the Next button.

Specify the database type used for storing infarmation:

7 Oracle Database 10a/11g
& Microsoft SGL Server 200520082012

InstallAnywhare

Cancel

Previous T Mt
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Enter the connection information for
the Microsoft SQL Server database.

Click the Next button.

& CA ControlMinder Enterprise Management

[ x]
Database Connection Information

Define the database connection:

Host Narne [io0.1112
Port Number: J1433
Database Name: Icmdb
Usernarme: Icmdbusar
Passward: I»cmc:«»cmc:m*

InstallAnywhere

Select the radial button for Embedded
User Store as the User Store Type.

Account information for all Enterprise
Management users will be stored in the
Microsoft SQL Server database.

Click the Next button.

Cancel Previous | Hext |
&, CA ControlMinder Enterprise Management [_ o]
User Store Type

Specify the user store you want to uge for this product:

7 Active Directary
& Embedded User Store
¢ Other User Store

InstallAnywhare

Cancel

Previous T Mt
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Provide the password for the
superadmin account. This will be the

only user available after the installation.

The superadmin account is assigned the
System Manager role.

Click the Next button.

1S B3
Administrator Password

«L CA ControlMinder Enterprise Management

Define the supetadmin account password

Password: Iwwwmw

Confirm Fagsword: |”‘****”‘***”‘

Mote: Use the superadmin account, which receives the System Manager
rale, to log into CA ControlMinder Enterprise Management for the first
time. You can then configure the application for use by other users.

InstallAnywhere

Review the installation details.

Click the Install button.

Cancel Previous | Mext |
<, CA ControlMinder Enterprise Management [_[CIx]

Pre-Installation Summary

Please Review the before continuing:

Product Name:
CA ControiMinder Enterprise Management

Install Folder:
CAProgram FilesiCAWCcessCaontrolServer

Application Server:
JBOSS

JBoss Folder: | |
Cijboss-4.2 3.GA

JBoss URL and Port:
http AIN-LIKLIMLRDA40: 18080

JBoss HTTPS Port:
18443

JDK Folder: =l

InstallAnywhere

Cancel

Previous |

CA Technologies, 2013
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Wait for the installation to complete

Important: If the installation does not
appear to start, an installation
confirmation window may be hiding
under the current window. Move the
top window and check for an
underlying window.

«L CA ControlMinder Enterprise Management

Installing CA ControlMinder Enterprise Management

Installing... Execute Script/Batch file: Installing EndPointManagement - Win

InstallAnywhere

Cancel

IS E3

The installation is expected to take
from 15 to 60 minutes to complete

< CA ControlMinder Enterprise Management

Inztalling Merge Module

[

After the installation successfully
completes, click the Done button to
reboot the server and finalize the
installation.

<L CA ControlMinder Enterprise Management

Installation Complete

Congratulations! CA ControlMinder Enterprise Management has heen
successfully installed to:

CAProgram Files\CAWccessControlSener
Press "Done” to quit the installer.

Legal Motice: &A ControlMinder Enterprise Management may use JEoss
Application Serverv.4.2.3 and JBoss Mative v.2.0.6, which are licensed
under the Lesser General Public License (LGPL). Copies of JBoss
Application Serverv.d.2.3, JBoss Native v.2.0.6 and the LGPL are provided hy
a geparate installation. Use of JEoss Application Serverv.4.2.3 and JBoss
Mative v.2.0.6 is subject to the terms of the LGPL as setforth in such
installation

You need to restart the system to complete the installation.

% ves, restart my system

" Mo, Dwill restart my system myself

InstallAnywere

cancel Previous | Done I

O]
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Create Amazon Elastic Load Balancer

The ENTM Server is not accessible from the internet because it is deployed in the VPC private subnet,
but browser access to Enterprise Management may be required. Amazon Elastic Load Balancer can be

employed to provide such access.

In case it is necessary to implement Load Balancing Enterprise Management servers for scalability, the
Amazon Elastic Load Balancer can also balance the load across all Enterprise Management servers.

As an alternative, Appendix C describes how to configure an Apache proxy server instead of using

Amazon Elastic Load Balancer.

Choose “Load Balancers” option on the
Amazon EC2 left side menu. Click on the
“Create Load Balancer” button.

Grente Load Batancer

Vo [ o9 e 5

Create the load balancer on the public
subnet.

Configure two listeners:

e Oneto route port 443 to port
18443

e The other to route port 80 to
port 18080

Create a New Load Balancer Cancel (X

This wizard will walk you through setting up a new load balancer. Begin by giving your new load balancer a unique name so
that you can identify it from other load balancers you might create. You will also need ta configure ports and protocols for
your load balancer. Traffic from your clients can be routed from any load balancer port to any port on your EC2 instances.
By default, we've configured your load balancer with a standard web server on port 80.

Load Balancer Name: |ENTI1-Elastic-LB

¥\ Load balancer names must contain only alphanumeric characters or dashes
Create LB inside: [,pc a117ebc0 (10.0.0.0116) [«

Create an internal load balancer: [T (uhats this?)

Listener Configuration:

Load Balancer Protocol Load Balancer Port  Instance Protocol Instance Port  Actions
HTTPS (Secure HTTP) 443 HTTPS (Secure HTTP) 18443
e = e [ ]

CA Technologies, 2013
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You should supply certificate
information which will be used for SSL
connectivity. Use the following guides
for help.

How to create a server certificate:
http://docs.aws.amazon.com/IAM/lates
t/UserGuide/InstallCert.html

How to create a self-signed certificate:
http://www.akadia.com/services/ssh te

st _certificate.html

Create a New Load Balancer Cancel [x

An SSL Certificate allows you to configure the HTTPS/SSL listeners of your Load Balancer. You may select a previously
uploaded certificate below, or define a new SSL Certificate by supplying certificate name, a private key (pem encoded), and
a public key certificate (pem encoded). You may also provide an optional public key certificate chain (pem encoded). Learn
more about setting up HTTPS load balancer listeners and certificate management. (Note: The certificate you choose here
will apply to all the HTTPS/SSL listeners you configured. Click here to learn about the API to use to customize the SSL
certificates of your load balancer.)

© Choose from your existing 55L Certificates
@ Upload a new SSL Certificate
Certificate Name:* ENTM_LB

(e.g., myServerCert)

N . ~—-BEGIN CERTIFICATE---
Private Key:* "

(pem encoded)

|» -BEGIN RSA PRIVATE KEY-—

Public Key Certificate:*

(pem encoded)
Certificate Chain:

(pem encoded. Opticnal field)

* Required field

Select ELBSample-
ELBDefaultNegotionPolicy that includes
SSLv3 and TLSv1.

Create a New Load Balancer Cancel %

You can configure SSL ciphers for the HTTPS/SSL listeners of your Load Balancer. You may select the ciphers from one of
the sample cipher policies listed below or you can customize your own ciphers. Learn more about configuring SSL ciphers for
HTTPS/SSL listeners. (Note: The SSL ciphers you choose here will apply to all the HTTPS/SSL listeners you configured. Click
here to learn about the API to customize the SSL Ciphers for your load balancer.)

@ ELBSample-ELBDefaultNegotiationPolicy G Brotnerls -

m,

Protocol-SSLv2
Protocol-SSLv3
© custom Protocol-TLSw1
Protocol-TLSv1.1
Protocol-TLSv1.2

() ELBSample-OpenSSLDefaultNegotiationPolicy

SSL Ciphers
ADH-AES128-GCM-SHA256
ADH-AES128-SHA
ADH-AES128-SHA256
ADH-AES256-GCM-SHA384
ADH-AES256-SHA
ADH-AES256-SHA256 o
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Select “Proceed without backend
authentication” and click Continue.

Create a New Load Balancer Cancel [X

You have selected HTTPS/SSL protocol between your load balancer listener and backend application server. In order to
enable backend server authentication and encryption, please provide a list of public key certificates to trust. Learn more
about configuring backend authentication policies for secure HTTPS/SSL backend ports. (Note: The list of public key
certificates you selected will apply to all the secure HTTPS/SSL backend ports you configured. Click here to learn about the
API to customize it per backend port.)

@ Proceed without backend authentication
I do not want to enable backend authentication.

© Emable backend authentication

Back * Required field

Configure the URL that will be used by
the Load Balancer for health
monitoring. Specify port 18433 and path
“f/iam/ac”.

Create a New Load Balancer Cancel [x

Your load balancer will automatically perform health checks on your EC2 instances and only route traffic to instances that
pass the health check. If an instance fails the health check, it is automatically removed from the load balancer. Customize
the health check to meet your specific needs.

Configuration Options:

Ping Protocol: HTTPS E
Ping Port: |18443

Ping Path: /iam/ac
Advanced Options:

Time to wait when receiving a response from

Response Timeout: 10 Seconds the health check (2 sec - 60 sec).

Amount of time between health checks (0.1 min

Health Check Interval: 05 | Minutes g
- 5 min)

Number of consecutive health check failures

Unhealthy Threshold: before declaring an EC2 instance unhealthy

Number of consecutive health check successes

Healthy Threshold: 10 before declaring an EC2 instance healthy
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Select the private subnet as the subnet
where load balanced instances are
located.

As already noted, this scenario is
interested in providing browser access
to the ENTM Server.

Create a New Load Balancer Cancel %

ou will need to select a Subnet for each Availability Zone where you wish to have load balanced instances. A Virtual
Network Interface will be placed inside the Subnet and allow traffic to be routed into that Availability Zone. Only one subnet
per Availability Zone may be selected.

VPC: vpc-all7ebcO

Available Subnets

Subnet ID Subnet CIDR  Availability Zones
@  subnet-a617ebc? 10.0.1.0/24 us-east-1a

Selected Subnets*

Subnet ID Subnet CIDR  Availability Zones
@  subnet-aalfebch 10.0.0.0/24 us-gast-1a

< Back

* Required field

Assign the Web Access Security Group
to the Amazon Elastic Load Balancer.

Create a New Load Balancer

Cancel [x

You have selected the option of having your Elastic Load Balancer inside of a VPC, which allows you to assign security
groups to your load balancer. Please select the security groups to assign to this load balancer. This can be changed at any
time. Hold down shift or Control {Command on Mac) to select more than one security group.

© Choose from your existing Security Groups

® Create a new Security Group

Group Name ENTM Elastic LB
Group Description Elastic LB Security Groug.
Inbound Rules
Create a Custom TCP rule =] |
new rule: Port .
It ice) Source Action

Port range: Servic

(e.g., 80 or 49152-65535) 80 (HTTP) 0.0.0.0/0 Delete
Source: 0.0.000 g

0.0.0.0/0 Delete
(e.g., 192.168.2,0/24, sg-47ad482e, or (ERIES)

1234567890/default)
5 Add Rule
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Add the ENTM Server instance to the
load balancer.

Create a New Load Balancer Cancel (X

The table below lists all your running EC2 Instances that are not already behind another load balancer or part of an auto-
scaling capacity group. Check the boxes in the Select column to add those instances to this load balancer.

Manually Add Instances to Load Balancer:

Select ' Instance Name State Security Groups Availability Zone VPC ID
[} i-1ce45878  Apache Reverse Proxy @ running Web us-east-1a vpc-a117ebc
(=} i-06355c63  MSSQL Server @ running MssaL us-east-1a vpc-a117ebcl
= i-60345d05  JumpBox @ running JumpBox us-gast-1a vpc-a117ebcl
= i-886aadeb  VPC MAT @ running default us-east-1a vpc-a117ebcl
i-d2c69db1  EMTM @ running ENTM us-east-1a vpc-a117ebcl

select all | select none

Availability Zone Distribution:

1 instances in us-east-1a

Click the Create button to create the
new load balancer.

Create a New Load Balancer

Load Balancer Name: ENTM-LE
Scheme: internet-facing
Port Configuration:
80 (HTTP] forwarding to 80 (HTTP)
443 (HTTPS, Certificate: ENTM) forwarding to 443 (HTTPS)
Edit Load Balancer

Ping Target: HTTPS:18443 Unhealthy Threshold:
Timeout: 10 Healthy Threshold:
Interval: 0.5

Edit He:

EC2 Instances: i-d2c69dbl
Edit EC2 Instance

VPC: vpc-all7ebcO
Subnets: subnet-aal7ebch

Please review your selections

Clicking "Create” will launch your

balancer pricing infc

Back
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The newly created load balancer will be
displayed in the list.

Allow access to ENTM from the load
balancer.

You need to use the security group ID of
the load balancer.

You can obtain the group name from
the load balancer properties — Security
tab.

Vs A Lood Blaners 5]

7 Load Balancer Mame NS Name Pont Configuration Availabilit
¥ ENTMSsstic LS ENTM-Elastic-L5-1210936808 us-sast-1 alb amazonsms com 80 (HTTP) forwarding to 13080 (HTTP), 443 (HTTPS, Certicate. ENTM) forwarding to 18443 (HTTPS) | us-east-1a

1 Load Balancer selected
4 Load Balancer: ENTM £
Description || Instances || Health Check || Monitonng || Security || Ustaners
ONS Nome: N

en L8 eb,

Scheme:
Status:

Port Cor

Avallability Zones:
Source Security Group:

Ec Create Load Balancer | | Delete [
«
Tags hewtngs [ Al Lozd Batancers [ %] [
[ Load Balancos Nams | DN Nama

Part Canfiguration
Instanees

¥ ENTM Elastic LB

ENTM Elastic-LB-1210936808 us-cast-1 elban 80 (HTTR) forwarding lo 18081 (HTTR), 443 (HTTPS. Cantiicate: ENTM] forwarding ta 18443 {HTTFS)

Aals
Bundle Tasks

voumes

NTM-Elastic-LB L_ |

Snapshots Descrption || instances Health Chack || Monitaring | Security | Lstaners

o

Security Groups:
Select the sacurity groups that you want appied to this Eiastic Load Balancer. Hold dawn Shift or Control (Command on Mac) to sslect mors than ane securty

55998054 - ROP_SSH §

Network interfaces

Update the Default_Private Security
Group adding a rule to allow
communication from the Amazon Elastic
Load Balancer to instances on the
private subnet over port 18443.

Remember that the ENTM Server is
located on the private subnet.

1 Security Group selected
@ Security Group: Default_Private

Details || Inbound* || Outbound

Crestea | Custom TGP nile [=] | oy
new rule: Port (Service) o

Part range: ALL 5- 56008334
(e.g., 80 or 49152-65535) TcP
Source: 0.0.0.0/0 Port (Service) Source
(e.g., 192.166.2.0/24, sg-47ad482z, or 3389 (RDP) 10.0.0.0/24
1234567890/default) 18443 10.0.0.0/24
7243 10.0.0.0/24
“Your changes have not been applied yet. 18443 5g-3cag0bs3

|Apply Rule Changes
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Enable the idmmange URL on the ENTM
server:

Edit the following file:

C:\jboss4.2.3.GA\server\default\deploy\ld
entityMinder.ear\management_console.w
ar\WEB-INF\Web.XML

Change the “AccessFilter” token value to
“true”

<filters

<ﬁ:1ter—ﬂame>Accesst'1ter</fﬂter—name> . . .
<filter-class-com. netegrity. ims.manage. f41ter. accessFilter</filter-classs

<init-params

<param-name>Enable</param-name>
<param-valuertruek/param-value>

</init-params
</filters

Restart JBoss to effect the change.

JBoss Application Server 4.2.3

istribut, .

Automatic

From your Remote Desktop session to the
ENTM Server, browse to the idmmanage
URL:

http://localhost:18080/idmmanage

Choose “Environments” -> “ac-env”.

Change the “Base URL” property to point
to the public address of the Amazon

Elastic Load Balancer (e.g. https://<ip
address>)

Click the Save button.

Descriptiul}: £ Manual

JBoss Application Server 4.2.3 €5 Linket Stop

GA/Platform: Windows x86 Ghtink-Layer Topolog. . FEiEE Manual
£ Microsoft \MET Fra... Disabled
€ Microsoft NET Fra,.,  =eUTE Disabled
ChMicrasaft NET Fra,,,  estart Automatic 1

G [E s EE I P = |

m Management Console

The following warning(s) occurred

+ Changes have been made that require a restart of the environment 10 take effect. _Rastart

Environment Properties

Property

Value

oo

Hame

Descripiion

Directory

‘ac-dir

Provisioning Server

(None) @

Version

12.0.6.395

Base URL

[tps:/754 208187 108.1

Protected Alias

fac

Public Alias

[pub_ac

Public User

Unigue Name: 1

Job Timeaut

User Consale

Statu

Running_Restart | Stop

Disable the idmmanage URL
Edit the following file:

C:\jboss-
4.2.3.GA\server\default\deploy\ldentityMi
nder.ear\management_console.war\WEB-
INF\Web.XML

Reset the AccessFilter token value to false.

Restart JBoss to effect the change.

<filters

<filter-name>accessFilter</f11ter-name>
<filter-class>com. netegrity. ims.manage. filter. accessrilter</filter-classs

<init-params

<param-name=enable</param-names
<param-valuesfalsek/param-values

</init-params
</ Filters
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H 7(— € fk baps//entm-elastic-Ib-1210936808 us-east-1.elb.amazonaws.com/iam
YOU Ccan now access Enterprlse 4 Google [ Virtusizabon. (] Access Cortral [ Links (5] ssh_safe - Clouc (] Bucks
Management via the Amazon Elastic Load
Balancer.

CA ControlMinder Enterprise
Management

e I
—
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Deploying Distribution Server

Deploy a Distribution Server on each subnet where there are ControlMinder endpoints.

The Distribution Server provides communication services and scalability between the endpoints and the
ENTM Server while limiting direct access to the ENTM Server.

We will implement a distribution server that will be used to manage endpoint sin the public subnet.

The endpoint located in the private segment can be directly managed by the embedded distribution

server on the ENTM.

Create the Distribution Server Instance

Use the Classic Wizard to launch a new
“Microsoft Windows Server R2 Base”
instance

Request Instances Wizard Cancel [X

O

Choose an Amazon Machine Image (AMI) from one of the tabbed lists below by clicking its Select button

Lol | My AMIs || Community AMIS || AWS Marketplace
Root Device Size: 30 GB 9 64 bit 7 32 bit A

Microsoft Windows Server 2008 R2 Base

Microsoft Windows 2008 R2 SP1 Datacenter edition, 64-bit architecture.
[English]

Root Device Size: 30 GB @ 64 bit

£ Windows Select

Microsoft Windows Server 2008 R2 with SQL Server Express and IIS
Microsoft Windows Server 2008 R2 SP1 Datacenter edition, 64-bit architecture,
£ windows  Microsoft SQLServer 2008 Express, Internet Information Services 7, ASP.NET Select
3.5. [English] )
Root Device Size: 30 GB @ 64 bit

Microsoft Windows Server 2008 R2 with SQL Server Web

Microsoft Windows Server 2008 R2 SP1 Datacenter edition, 64-bit architecture,
Microsoft SQL Server 2008 R2 Web edition. [English]

Root Device Size: 50 GB 9 64 bit

£7 windows Select

1

Microsoft Windows Server 2008 R2 with SQL Server Standard

Microsoft Windows Server 2008 R2 SP1 Datacenter edition, 64-bit architecture,
Microsoft SQL Server 2008 R2 Standard edition. [English]

Root Device Size: 50 GB @ 64 bit

£ windows Select

Microsoft Windows Server 2012 Base

¢ Free tier eligible if used with a micro instance. See AWS free tier for complete details and terms.

Set Instance Type to M1 Large.

For the Launch into information, select
the radial button for EC2-VPC and set
the subnet to the public subnet
(10.0.0.0/24).

Click the Continue button.

Request Instances Wizard Caneal [x

O

Provide the details for your instance(s). You may also decide whether you want to launch your instances as "on-demand” or
"spot” instances.

Number of Instances: 1 Instance Type: M1 Medium (m1.medium, 3.7 GiB) -
Launch as an EBS-Optimized instance (additional charges apply): Not supported for this instance type
@ Launch Instances

EC2 Instances let you pay for compute capacity by the hour with no long term commitments. This transforms what are
commonly large fixed costs into much smaller variable costs

Launch into: EC2-Classic | @ EC2-VPC

Subnet: | supnet-aal7ebeb (10.0.0.0/24) us-east-1a [¥ | 247 available 1P addresses

) Request Spot Instances
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Provide User Data to identify your
instance.

Click the Continue button.

Request Instances Wizard

~

INSTANCE DETAILS

Number of Instances: 1

Advanced Instance Options

*You can choose to enable CloudWatch Detailed Monitoring or enter data that will be available from your instances once they

Availability Zone:

Cancel %

us-east-13

launch.
Monitoring: [l Enable CloudWatch detailed manitoring for this instance
(additional charges will apply)
User Data: CantrolMinder Distribution Server
@ as text
y A
as file
(Use shift+enter to insert a newline) =
[ bases4 encoded
Termination [ Prevention against accidental termination. Shutdown Stop.
Protection: Behavior:
IAMRole: @ | ione [v] Tenancy: Defautt [ 7]
Number of Network Interfaces: 1 E|
etho Network Interface: |peyw interface [=] Secondary IP Add
Addresses:
Assign Public IP: [[] Auto-assign Fublic 1P L
Subnet: [supnetaal7ebeh (1 ~
10 addrazs: i

Keep the default storage configuration.

30 gigabytes of disk storage is sufficient
for the Distribution server.

Request Instances Wizard

O

INSTANCE DETAILS

Number of Instances: 1

Availability Zone: us-east-1a

Storage Device Configuration

Cancal (X

Your instance will be launched with the following storage device settings. Edit these settings to add EBS volumes, instance store

volumes, or edit the settings of the root volume.

Type Device Snapshot ID Size Volume Type IOPS  Delete on Ter

Root Jdev/sdal snap-0c2f0202 30 standard true

Ephemeral  xvdca instance store volume: ephemeralo | 3 Remove
Ephemeral  xwdcb instance store volume: ephemerall |3 Remove |

0 EBS Volumes 26 Ephemerals

Back

| % Edit]
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Name your instance and provide any
additional tags as required.

Request Instances Wizard Cancel [X
O
INSTANCE DETAILS

Add tags to your instance to simplify the administration of your EC2 infrastructure. A form of metadata, tags consist of a
case-sensitive key/value pair, are stored in the cloud and are private to your account. You can create user-friendly names
that help you organize, search, and browse your resources. For example, you could define a tag with key = Name and value

= Webserver. You can add up to 10 unique keys to each instance along with an optional value for each key. For more
information, go to Tagging Your Amazon EC2 Resources in the EC2 User Guide.

Use the key pair associated you’re your
AWS ECS Account.

Key (12 Value (25 s maximum Remove
Name DS_Public ®
X
Add another Tag. (Maximum of 10)
Request Instances Wizard Cancel [%

O
CREATE KEY PAIR

Public/private key pairs allow you to securely connect to your instance after it launches. For Windows Server instances, a Key
Pair is required to set and deliver a secure encrypted password. For Linux server instances, a key pair allows you to SSH into
your instance.

To create a key pair, enter 2 name and click Create & Download Your Key Pair. You will be prompted to save the private key to
your computer. Note: You only need to generate a key pair once - not each time you want to deploy an Amazon EC2 instance.

@ Choose from your existing Key Pairs

Your existing Key Pairs*: cDmrolMinderEI

©) Create a new Key Pair

) Proceed without a Key Pair

Add the Default_Public Security Group
to the Distribution Server instance
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Click the Launch button.

Request Instances Wizard Cancel [x

O

REVIEW

»

Please review the information below, then click Launch.

AME: ¥ \windows AMI ID ami-7f236a16 (x86_64)

Name: Microsoft Windows Server 2008 R2 Base

Description: Microsoft Windows 2008 R2 SP1 Datacenter edition, 64-bit
architecture. [English] Edit AMI

Number of Instances: 1
VPCID: wpc-all7ebc0
VPC Subnet: subnet-aal7ebcb (10.0.0.0/24)
Availability Zone: us-east-13
Instance Type: M1 Medium (m1.medium)
Instance Class: On Demand
EBS-Optimized: No

n

Edit Instance Details

Monitoring: Disabled Termination Protection: Disabled
Tenancy: Default
Kernel ID: Use Default
RAM Disk ID: Use Default
Network Interfaces: 1
Primary IP Addresses: 1 auto-assigned
Assign Public 1P

Shutdown Behavior: Stop

Address: "?
User Data: ControlMinder Distr... -
< Back
CIICk the ClOSE button, Launch Instance Wizard Cancel [x

Your instances are now launching.
Instance ID(s): i-6e3ae615

Note: Your instances may take a few minutes to launch, depending on the software you are running.
Note: Usage hours on your new instances will start immediately and continue to accrue until you stop or terminate your
instances.

You can perform the following tasks while your instances are launching:

> | Create Status Check Alarms

You can use status check alarms to be notified if these instances fail status checks (additional charges may apply).
> Create EBS Volumes (Additional charges may apply.)
> View your instances on the Instances page

Note: To view the VPC ID and Subnet ID columns on the Instances page click the Show/Hide button and check the corresponding
boxes.

Close
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Prepare to Install the Distribution Server

Tibco Communication Configuration

Pratocaols and Ports | Scope | Advanced I

Ensure there are Microsoft Windows Gonordl | ProgamsandSenices | Conputes
Firewall rules on both the ENTM Server [ e
and the Distribution Server to allow
. . . . . Description:
Incomlng and OUthIng Commun|cat|0n Tibizo 551 communication for Ca ControlMinder ;I
on the Tibco SSL Port (7243). =l

¥ Enabled

[ Action
& 5 Allow the connection

L€ Allow the connection if it is secure

Customize...

" Black the conhection

Leam more about these settings

ok | cancal | s |

Tibco SSL Propetties
General | Programs and Services | Computers |
Proiocols andFots | Scope | Advanced | Users

[~ Protocals and ports

™ Brotoalpe: -
Frotocol number: 53:

Local part: Specilic Ports 'I
=k

Example: 80, 443, 5000-5010
Bemote port [SpecticPats |
7242

Example: 80, 443, 5000-5010

Intemet Contral Message Pratacol Customize
[ICMP] settings:

Learm more about pratocel and ports

ok | Canesl Aol
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Configure Name Resolution

The ENTM Server and the Distribution Server need to resolve each other’s hostname.
This is not provided by default for an Amazon EC2 environment.

The hostname of the ENTM server throughout this example is WIN-LKLIMLRD440; however, nslookup
resolves the hostname as ip-10-0-1-128.ec2.internal.

Following the example, add an entry for the ENTM Server to the Distribution Server’s hosts file:

10.0.1.128 WIN-LKLUMLRD440 WIN-LKLJMLRD440.ec2.internal

Copy the ControlMinder software to the Distribution Server. Copy the same software that was copied to
the ENTM Server:

e DVD Drive Emulator
e CA ControlMinder Third-Party Components for Windows
e CA ControlMinder Server Components for Windows

Remember that you can obtain the Distribution Server’s IP address from its instance properties.

Steps to install Distribution Server include:
e Install the DVD Drive emulator.
e Install the third party prerequisite components.
e Install the Distribution Server software.
e Reboot the server.
The installation process typically requires from as little as 15 minutes up to 60 minutes.

After you install the DVD drive emulator, mount the CA ControlMinder Third-Party Components ISO
image.

Always run the installation utilities as administrator. On Windows 2008 R2 servers, this implies right-
clicking the installation binary and selecting Run as administrator from the menu. An example is noted
in a screenshot below.

The following installation example loads the product ISO images in the D: drive. Adjust the drive letter
as required for your environment.

The drive letter of the target disk drive is not important, but it is important to pick a disk drive with
sufficient disk storage. The minimum space required is :

= JDK (from the Third-Party Components) 200 MB
= JBoss (from the Third-Party Components) 850 MB
= Enterprise Management ??? GB
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Install Third-Party Components

Login to the Distribution Server as a member of the local Administrators group.

Mount the I1SO image containing CA ControlMinder Third-Party Components for Windows in the virtual
DVD drive.

Important: Do not use a UNC path or remote share to specify the software location

Mame « | Date modified Type Size

Application

Locate the Java SDK installer, jdk- Open

H || TRANS. TBL ﬁ_! Run as administrator TEL File 1 KB
7u21-wmdow.s-x64.exe, from the JDK- B e
1.7.21\_x64 directory on the DVD —— N
drive.

Copy
Right click jdk-7u21-windows-x64.exe Create shorteut
and choose Run as administrator. Properties
i'.;!-" Java SE Development Kit 7 Update 21 {64-bit) - Setup

ORACLE

Click the Next button to start the Java
SDK installation. welcome to the Installation Wizard for Java SE Development Kit 7 Update 21

This wizard will guide vou through the installation process for the 1ava SE Development
Kit 7 Update 21,

The JavaFy SDE is now included as part of the DK,

Mexk = I Cancel
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Click the Next button.

i'é—’l Java SE Development Kit 7 Update 21 {64-|

- Custom Setup

ORACLE

Select optional Features to install From the list below, *ou can change vour choice of Features after
installation by using the AddiRemaove Pragrams utility in the Control Panel

- (=0~ | Development Tools
- (=0 = Source Code

---------

Install ta:
C:\Program Filesydawaljdkl. 7.0_21)

— Feature Descripkion
The standalone JRE and JavaF
runkime. Any application can use
this JRE. It registers the Java
Plug-in and Java Web Start with
browsers, It can be uninstalled
separately From the JDK. It
requires 173MB on your hard
drive.

Change... |

< Back

I Mexk = I Cancel |

Click the Next button.

i'é" Java Setup - Destination Folder

Install ko:
Ci\Program Filesi Javaljre?)

oRACLE

Change... |

Cancel |
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Click the Close button to finish the
installation.

i'é—’l Java SE Development Kit 7 Update 21 {64-bit) - Complete

ORACLE

Successfully Installed Java SE Development Kit 7 Update 21 {64-bit)

Click Mext Steps bo access tutorials, API documentation, developer quides, release notes
and more to help vou get starked with the DK,

Mext Steps |

Close
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Install the Distribution Server
Mount the CA ControlMinder Server Components ISO image in the virtual DVD drive.

Important: Do not use a UNC path or remote share to specify the software location.

Start the Distribution Server [ ]PE.KOR, 9/18/2013 S:06 AM  KOR Flle 16 KB
installati by | hi |_|FEFTE 9/18(2013 5:08 4M  PTE File 20KE
Installation Dy launching

%] PE_DLLPROC.dIl 9/18f2013 5:06 AM Application extension 52 KB

ProductExplorer from the virtual DVD ProductExp of M Appication
. Open X
drive. 2| README_CHS R s administrator 182013 5:04 &M HTML Document SKE
2| README_DEL Troubleshact compatibiity  18/2013 5:05 AM  HTML Document JKE
Remember to start ProductExplorer S README _ENU — , [18/2013 503 AM  HTML Document 10KB
. s L 2| README_FRA 182013505 AM  HTML Document 10KE
by right-clicking the executable and 2 N Copy !
R . | README_ITA "l 18(2013 505 4M  HTML Diocument akEe
choosmg Run as administrator. 2| README_1PN 18013 505 AM  HTML Document aKE
Create shortcut
2| README_KOR /18}2013 5:03 &M HTML Document aKE
2 |README_PTE fiocerics |18/2013 5:04 &AM HTML Dacument aKE
2| README_SP4 9(16/2003 5:04 AM  HTML Documenk SKE
TR AKS TRI QUMM 2 AN AW TRI Fil= TKR
From the Components fOlder Of CA ControlMinder Premium Edition r12.8 Product Explorer = B

Please select a component to install o search by title (F3 repeats):

(= £3 CA CantrolMinder Premium Edition 112, Products
=54 Companents

@
-

ProductExplorer, select CA
ControlMinder Distribution Server.

Click the Install button.

— Component Information:

Instal Status: This companent is net yet instaled.

bikbpe ey, ca.com

Prerequisites: None,
Copyright (c) 2013
A International

A ControlMinder Distribution Server
All rights reserved.

Exit Uninsta( System Requirements Install
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Click the OK button to accept English
as the language for the installation.

CA ControlMinder

Copyright & 2013 CA. All rights reserved,

IEninsh vl

Click the Next button.

& CA ControlMinder Distribution Server

M= B3
Introduction

ControlMinder Distribution Server.

continuing with this installation.

hutton.

InstallAmywhere will guide you through the installation of CA

Itis strongly recommended that you quit all programs hefore

Click the 'Next' hutton to proceed to the next screen. Ifyou want to

change something on a previous screen, click the 'Previous' buttan.

You may cancel this installation at any time by clicking the 'Cancel

Cancel

Erevious
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Read the License Agreement as you
use the scrollbar to advance through
the document.

Click the radial button noting | accept
the terms of the License Agreement.

Click the Next button.

<& CA ControlMinder Distribution Server

License Agreement

Installation and Use of CA ControlMinder Distribution Server
Requires Acceptance of the F ing License Agr

If you proceed with this installation, you accept ;I
the terms of this license agreement. To proceed,
gelect I accept the terms of the License Agreement
and click Next. To cancel, select I do NOT accept
the terms of the License Agreement and click

Cancel.

CONSOLE

If you proceed with this installation, you accept
the terms of this license agreement. To proceed,
press ¥. To cancel, press N.

=

& {geceptth

{7 | do MOT accept the terms of the License Agreement

Click the Next button.

Cancel Frevious | Mext |
Select the installation directory.

Cancel

Choose Install Folder

Please choose a destination folder for this installation.

C:\Program Files|CA\AccessControlDistServer

Eestare Default Folder Choose..

Previous

CA Technologies, 2013
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Select the location where you
previously installed the Java JDK from
the Third-Party Components ISO
image.

Click the Next button.

<& CA ControlMinder Distribution Server

\Windowssystem32ijava.exe
rarm Fi

C:YProgram FilesJavaljre?\binjava.exe

Search Another Location...

C:YProgram FilesiJavaljdkl, 7.0_214jrelbintjava.exe

Cancel

Frevious |

Provide the message queue password.

This is the communication password
you specified during the ENTM Server
installation.

Click the Next button.

& CA ControlMinder Distribution Server

IS E3
Message Queue Settings

Please pravide the message queues settings.

Password: I stk

Canfirm Password: I A

Cancel

Previous
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Provide the ENTM Server hostname.
Ensure this hostname can be resolved.

Click the Next button.

<& CA ControlMinder Distribution Server

Message Queue Settings

Please provide the Enterprise Management Hostname

Enterprise Management Hostname: | WIN-LKLIMLRDG40

Cancel

Frevious | Mext |

Provide a password for the Java
Connector Server.

Click the Next button.

& CA ControlMinder Distribution Server

Java Connector Server - Provisioning Directory Information

IS E3

Connector Server.

Please specify the following cannection password for the Java

Paseward: I**********

Canfirm Password: I A

Cancel

Previous Mext

CA Technologies, 2013
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Click the Install button.

«& CA ControlMinder Distribution Server | _ [ =]

Pre-Installation summary

Please Review the Following Before Continuing:

Product Name:
CA ControlMinder Distribution Server

Install Folder:
CAProgram FilesiCAraccessControlDistServer

Application Yersion:

12800121
=
Cancel Frevious |
After the installation successfully

completes, click the Done button to
reboot the server and finalize the
installation.

Installation Complete

Congratulations! CA Controliinder Distribution Server has been 2
successiully installed to:

CAProgram Files\CAWccessContralDistServer
Press "Done" to quit the installer.

Legal Motice: ©A Controlinder Distribution Server may use

JBoss Application Serverv.4.2.3 and JBoss Native v.2.0.6, which
are licensed under the Lesser General Public License (LGPL).
Copies of JBoss Application Serverv.4.2.3, JBoss Mative v.2.06 _
and the LGPL are provided by a separate installation. Use of
JBoss Application Serverv.4.2.3 and JBoss Mative v2.0.6 is T

You need to restart the systemn to camplete the installation.

¥ Yes, restart my system

™ Mo, Twil restart ey system myself

Cancel

Erevious

CA Technologies, 2013
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Install ControlMinder Endpoints

Each endpoint on which ControlMinder is installed must resolve the hostname of the Distribution
Server, and vice versa, the Distribution Server must resolve the hostname of each endpoint it services.

Update host files as appropriate, or if you implemented a DNS server, update DNS as appropriate.

Open Required Communication Ports

Either create of update a Security Group that allows communication on ports 8891 5249, and 7243 for
communication between endpoints and the Distribution Server. Earlier, the Distribution Server was
configured to allow communication on port 7243.For any active firewall, also ensure bidirectional
communication on these ports.

Connect to the endpoint where you want to install the endpoint software.

CA Technologies, 2013
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Microsoft Windows Installation

Transfer the CA ControlMinder Endpoint software to the instance.

You can either mount the ISO image or extract all of the files from the ISO image.

You must be a member of the local Administrators group to perform the installation.

The following example leverages a graphical user interface (GUI) to install the endpoint software. Silent
installation is available to facilitate unattended installation. Refer to the Implementation Guide for

additional information.

Locate the PRODUCTEXPLORERX86.EXE
executable. Right-click the executable

|%| PE_DLLPROC.DLL

762013 510 PM

Application extension S2KE

Dpen

and choose Run as administrator to L PRODUCTERPLORERXSS. EXE. MANIFEST JILEIZ0LS + e ———— LKe
Sta rt the insta ||at|0n 2 |README_ENU TIE/2013 4: Troubleshoot compatibilicy 10KE
Send ko 3
Copy
Create shartcut
162013 4:34 PM Date created: 7/16/2013 4:34 PM
120 KB Properties
ThIS example assumes that the CA ControlMinder 12.8 Product Explorer [_ O[]
end pOI nt is a 64-bit InteI/AM D Please select a component ko instal or search by e (73 repeats):

architecture. From the Components
folder of the Product Explorer, select
CA ControlMinder for Windows (64-Bit
x64)Click the Install button.

btk v, ca. com

Capyright (<) 2013
A International

All vights reserved,

Exit |

-3 Ca ControlMinder 12.8 Products
1423 Components

9 CA ControlMindet For Windows {32-Bit)
A C

Ca rolMinder Fo xfid)
8 Ca ContralMinder For Windows (64-6it Ttanium}
[ soK

 Companent Information:

Install Status: This component is not yet installed,

Prerequisites: None.

CA ContralMinder is an active, comprehensive security software solution for open systems, tisd
dynamically to the operating system.

Unimstall System Requirements

Install |
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Select the language for the installation CA ControlMinder - InstallShield Wizard E
and click the OK button.

Select the language For the installation Fram the choices below,

If prompted to install Microsoft Visual
C++ Redistributable libraries, click the

p & ControlMinder requires the Following items to be installed on wour computer, Click
Install button. Install to begin installing these requirements.,

CA ControlMinder - Installshield Wizard

Stakus | Requirernent
Pending Micrasoft Wisual C++ 2005 Redistributable (x86)
Pending Micrasoft Wisual C++ 2005 Redistributable (x64)

Install I Cancel |

Click the Next button to proceed with {i# CA ControlMinder

the ControlMinder endpoint software Introduction
installation.

This Wizard will inskall CA ContralMinder.

CA strongly recommends that you exit all other programs
befare starting this installation,

< Back | ek = I Cancel

CA Technologies, 2013
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Read the License Agreement as you use
the scrollbar to advance through the
document.

Click the radial button noting | accept
the terms of the License Agreement.

Click the Next button.

i'é—’l CA ControlMinder M=
License Agreement '
Seroll down and read the Agreement . -u

¥ ¥
by authorized representatives of both partles

Select the ["l accept the terms of the License Agreement”] radio button,
and then click on the "Next” hutton to accept the terms and conditions of
this Agreement as set forth above and proceed with the installation
process.

Select the [" do HOT accept the terms of the License Agreement"] radio
button and then click on the "Cancel” button to halt the installation
process. ZI

&' 1 accept the terms of the License Agreement

™ 1 do NOT accept the terms of the License Agreement

Installshield

Help | < Back I Mext = I Cancel |

Provide customer information.

Click the Next button.

{iZ CA ControlMinder =]
Customer Information 3
Enter your information -u

User Mame:

IMleompanyDl

Organization:

IMvCompanyDﬂ

Install this application For:

& Anyone who uses this computer {all users

 only For me fAmazon)

Insballzhield

Help | < Back Mextk = I Cancel
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Select the installation directory and the
components to be installed.

Add “PUPM Integration” and “Report
Agent” out of those no selected by
default.

Click the Next button.

i'é—’l CA ControlMinder M=

Select Features
Select the Features vou want ko install m..

- Feature Description

=3 ~ | Task Delegation :
(=) ~ | Advanced Policy Management Client Lets you configure the computer
v to send scheduled snapshot of

Stack Owerflow Protection (STOR) the: database to the Report
PUPM Integration SErver,
Policy Model Subscriber

X (X
(Kl

w -
» -

This Feature requires QKB on
wour hard drive. It has 0 of 1
subfeatures selected, The
subfeatures require OKE on your
hard drive,

Install bo:

:\Program FilesyCalAccessControly Change... |

Installshield

Help | Space | < Back I Mexk = I Cancel |

If you do not plan to use
ControlMinder reporting functionality
and audit event collection, do not
install the Report Agent component.

Click the Next button.

{iZ CA ControlMinder =]
Select Features
Select the features you wank ko install m

- Feature Description

Task Delegation )
Advanced Palicy Managerent Client The PUPM Agent configures the
local computer For Privileged User

Stack Owerflow Protection (STOR) Passward Management (PLIPH)
N t
PLIPM Imkegration =0 khat vou can discover and

Policy Model Subscriber manage privileged accounts and
Repart Agent applications on the computer.

This Feature requires 1KB on
waur hard drive.

Install bo:

:\Program FilesyCalAccessControly Change... |

Installshield

Help Space < Back I Mexk = I Cancel |
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Provide the names of the
ControlMinder administrators.

Identify the servers from which the
ControlMinder administrators are
allowed to manage the endpoint.
Typically, this is the endpoint itself and
possibly the Distribution Server and/or
the ENTM Server. For the latter
Security Group and/or firewall rules
may be required.

The user installing ControlMinder is
added by default as a ControlMinder
administrator. DO NOT REMOVE THIS
USER; otherwise the installation will
faill This user can be removed after
the installation has completed.

In the example screenshot,
Administrator was added by default as
the installer, and cmadmin was
manually added. Provide DNS domain
names to add to the hostname when
identifying the endpoint.

Click the Next button.

i'él CA ControlMinder =1C]

Administrator and Host Information

Define administrators and administration terminals

G

Add Remove

r— Define one or more CA ControlMinder administrators

il Administrakor
W IN-2GYMPTYHSSI| cmadrnin

r— Define one or more hosts from which the users listed above will administer Ca ControlMinder ——

Add Remove

WIN-2GEYMPRYHSEM

— Enter DMS domain names that CA ControlMinder will add to host names

ecZ.internal

Add | Remove

Insballzhield

Help |

= Back I ek = I

Cancel

Unless there is a specific need to do
otherwise, accept the default of
selecting the radial button for Yes to
Support users and groups from primary
stores. This allows ControlMinder to
recognize users from the native
environment.

Click the Next button.

i'e!:I‘ CA ControlMinder =1C]

Users and Groups

Retrigve Windows data

G

Suppart users and groups From primary stores?

{* Yes

Mo

r Impaort users

r Impork aroups

[™ conneck users to their default groups
™| chiange mwner of imporbed|data b

™ Import: from demain:

Impott Windows users' and graups data bo CA ContralMinder database?

Installshield

< Back | ek = I

Cancel

Help |
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S

Click the radial button for Yes to use
Secure Socket Layer (SSL)
communication.

Leave the Use Symmetric key
encryption checkbox checked.

Click the Next button.

{iZ CA ControlMinder

55L Communication

G

Use Secure Socket Layer (S5L) communication

Do you want ContralMinder ta use Secure Socket Layer (S5L) communication?

" No

& Yes

v Use Symmetric key encryption

Installshield

= Back | ek = | Cancel |

Specify the certificate to use for SSL
communication.

The example in the screenshot uses a
default root certificate to create a self-
signed certificate.

A consideration is whether or not to
use a certificate generated by the
Certificate Authority employed by your
organization.

Click the Next button.

{iZ CA ControlMinder

Certificate Settings

G

Choose Certificate Settings

In order for S5L communication to work properly, CA ControlMinder needs a server certificate
and a rook certificate,

% Generate CA ControlMinder certificate

& Use default root certificate

" Specify roak certificate

™ Use existing installed certificate

Installshield

< Back ek = Cancel

Help |
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Provide the password of the
certificate’s private key.

Click the Next button.

{iZ CA ControlMinder

Change Certificate Settings

G

— Set Server Private key password

Passward: I sasenennes

Canfirm: I [P

— 1 Change certificate settings
Certificate Subject Mare:

Icn=WIN—2GVMPMVH58M

Certificate Serial:

[ETETEEERELE!

Certificate expiration time (mmddfvy

TEENES
Installshield
Help | < Back Mext = | Cancel |
Select the encryption method to be {8 CA ControlMinder M= B

used for symmetric encryption. 256bit
AES Is the default and preferred
method. Other methods are available
for backward capability.

The example uses the default
encryption key. Typically, the
organization specifies a unique
encryption key. When symmetric
encryption is used, the same key must
be used between all endpoints and
servers.

Encryption settings

Select Encryption methad and Encryption key

G

Select the encryption method you want CA ContralMinder ko use:

£ Defaulk
" DES

™ 3DES

= 128hit AES
£ 192bit AES

{*' 256hit AES

Mew encryption key:

—1 Change the default encryption key

Confirm new encryption key:

Installshield

Help |

< Back

Mext = I

Cancel
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Provide the hostname of the
Distribution Server.

All communication between the
endpoint and the ENTM Server flows
through the Distribution Server.

The endpoint must be able to resolve
the hostname of the Distribution
Server.

Click the Next button.

{iZ CA ControlMinder
Advanced Policy Management Client

Configure advanced policy management client

G

Specify Advanced Palicy Management Server host name:

WIN-HSBICMBLEYR]

Installshield
Help | < Back | Mext = | Cancel |
Specify when the Report Agent sends {8 CA ControlMinder
snapshots of the endpoint’s Report Agent Configuration
ControlMinder database to the ENTM Specify Report Agent settings m
Server (via the Distribution Server).
The snapshot data are used for Felt Ryt Fams Ll
reporting purposes. [v 3un v Man v Tue v ed v Thu [ Fri [ Sat
Click the Next button.
Time: IDD j B IDD j
Installshield
Help | < Back | Mextk = I Cancel
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Specify the Distribution Server that the
endpoint will use for Message Queue
(Tibco) communication.

Use the same hostname as specified
for Advanced Policy Management.

Provide the communication password
that was specified during the
installation of Enterprise Management.

Click the Next button.

{iZ CA ControlMinder

Distribution Server Configuration

Specify Distribution Server settings

G

Define one or more distribution server names

Add | Remove

W IN-HSESCMILKYR,

v Use Secure communication

Server Park: I?243

Canmmunication key

Specify key:

Confirm kay: I T LI

Installshield

Help |

< Back,

Mext = |

Cancel |

Review the installation parameters and
click the Next button.

{iZ CA ControlMinder
Review Settings

Review settings before copying files

= B

G

To install with the Following settings, click Mext.

User Information:
Marmne: MyCompany1
Cornpary: MyCormpany01
Selected Features:
Task Delegation
Repaort Agent
PUPM Integration
Advanced Policy Management Client
Destination Folder:
C:\Program Files\CA\AccessContral,

Suppart users and groups from primary stores:

| »

Installshield

Help |

< Back

| Mext = I

Cancel
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Click the Install button.

{iZ CA ControlMinder

Ready to Install CA ControlMinder

G

The wizard is ready to begin installation.

Click Install ko begin the installation,

If you want ko review o change any of your installation settings, click Back, Click Cancel to
exit the wizard,

Installshield

| Inskall I

= Back Cancel |

After the installation has completed,
click the Finish button.

{iZ CA ControlMinder

Install Complete

Setup has finished instaling CA ContralMinder,

To exit setup, click Finish,

Legal Motice: C& ControlMinder 12,8 may use JBoss Application
Serwer v.4.2.3 and JBoss Mative v.2.0.6, which are licensed under
the Lesser General Public License (LGPL), Copies of JBoss
Application Server v.4.2.3, JBoss Mative v.2.0.6 and the LEPL are
provided by a separate installation, Use of JBoss Application
Server v.4.2.3 and JBoss Mative v.2.0.6 is subject to the terms of
the LGPL as set forth in such installation,

Installshield

The installation may require a reboot
to load ControlMinder kernel drivers.

Click the Yes button to reboot now or
click the No button to manually reboot
at a later time.

i'é'- CA ControlMinder Installer Information

‘ou must reskart vour syskem For the configuration
changes made ko C& ControlMinder to take effect, Click
"= Yes borestart now or Na if you plan ko reskart laker,

es Mo |
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Ubuntu Installation

We will be installing on an Ubuntu machine in the public subnet. Follow the details in the appendix if
you need step by step for connection to the Ubuntu machine.

Transfer the installation packages to a read/write directory on you Ubuntu instance.
You need the following files from the CA ControlMinder UNIX Endpoint installation DVD:
®  caeac-xxxspx-xxx_amd64.deb
e customize_eac_deb
e pre.tar
These are usually located under NativePackages\RPMPackages\DEBIAN directory.

Before you can install CA ControlMinder using a native package, you must customize the CA
ControlMinder package to specify that you accept the license agreement. You can also specify custom
installation settings when you customize the package.

You customize a package by extracting the installation parameters file from the package, modifying it as
required, and then loading it back into the package. Some commands are available in the customization
script so that you do not have to modify the parameters file.

Change your identity to root by [ & root@ip-10-0-0-69: fhome/ubuntu/CM12.8.01318 P — o e |
running: ] 0 -

sudo su

4 |1

Change to the directory where the
installation package is located.

untu ubuntu

Make sure that 1 ub ubuntu
customize_eac_deb is executable. 1 wbuntu ubuntu

CA Technologies, 2013 89
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Run:

customize_eac_deb -a
pkg_filename

to display the license agreement.

Take note of the keyword that
appears at the end of the license
agreement inside square brackets.

You specify this keyword in the
next step.

Get the installation parameters file
and save it as tmp_params by
running:

customize_eac_deb -g -f
tmp_params pkg_filename

Open the tmp_params file for
editing and customize the
parameters.

LIC_CMD=

Provide the keyword you extracted
earlier noting that you accept the
license agreement.

ADMIN_USERS="root,ubuntu”

Specifies the the root and ubuntu
users are ControlMinder
administrators of the endpoint.

ENCRYPTION_METHOD_SET=3

Specifies that both SSL encryption
and Symmectric key encryption are
enabled.

DH_NAME="Distribution_Server_Ho
stname”

Hostname of the Distribution Server
that manages the endpoint. NOTE:
the endpoint must be able to resolve
this hostname.

DIST_SRV_HOST="Distribution_Serve
r_Hostname”

Use the same value as assigned to
DH_NAME.

INSTALL_RA="yes”

Install the Report Agent for
collecting endpoint snapshots and
optionally to collect audit events.

REPORT_SHARED_SECRET=My Secret

This is the communication password
specified when Enterprise
Management was installed. Report
Agent uses it to communicate to the
Message Queue.

ENABLE_ELM="no”

Determines whether or not audit
events are collected. Set to “no”
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unless a UAR server is implemented.

INSTALL_PUPM="yes”

Installs the PUPM Agent.

Save your customized settings in
installation package.

customize_eac_deb -s -f
tmp_params pkg_filename

The package will be updated with
the customized settings.

2 o 0-0-0-69: /home/ubuntu/CM12.8.01318

L T T

Install the CA ControlMinder
package:

dpkg -i caeac-xxxspx-
Xxx_amd64.deb

The package is installed into the
/opt/CA/ directory by default.

The installation directory can be
modified in the parameter file.

@ root@ip-10-0-0-69: /home/ubuntu/CM12.8.01318

=X

Verify that the package status is
"OK installed".

dpkg -s caeac-xxxspx-xxx

E? root@ip-10-0-0-69: /home/ubuntu/CM12.8.01318
rootl bunt M

n
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Start the endpoint software.

Navigate to the bin directory under
ControlMinder home.

It is /opt/CA/AccessControl/bin in
our case.

Run the following command to
start the endpoint SW:

./seload

2P root@ip-10-0-0-69

pt/CA/AccessControl/bin

o (e

You can use:
./secons —s

to stop the endpoint software.

To configure the endpoint software for automatic startup

Navigate to:

opt/CA/AccessControl/samples/system.init/LINUX

This directory contains a sample script that can be used to start CA ControlMinder at system startup

time.

Follow the instructions in the README file found in the same directory.
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Validate Endpoint Installation

Login to Enterprise Management using . .
the superadmin account. CA ControlMinder Enterpnse
NOTE: The superadmin account’s Management

password was specified when User Name:

Enterprise Management was installed. Password: [l

Forgot yvour password?

Q.

Copyright @ 2013 CA. All Rights Reserved.

Navigate to World View -> View ->

er Enterprise Management

& Super Admin
Hosts
Home &
World View -

= View += Required

*Host Name:

« Host Groups Endpoint Type: | All
Policies

For multiple results Use the vildcard
« Shared Accounts -
* Endpoints Status

Policy Management
Privileged Accounts

Reports

Users and Groups

EEEIE

System

Click Go to display the list of registered

CA ControlMinder Enterprise Management

endpoints
weniview -

= Required

Observe that the ENTM Server,

. . . . *Host Name: = Endpoint Type: E Advance: d
Distribution Server, and Windows and .. EInTE (o] Aduseces
Ubuntu endpoints (on which e -

. . Privileged Accounts - Iwi| 10 Hosts per page Wil
ControlMinder endpoint software was Repere s aoraw]
H H Users and Groups % Show Details | ~ Host Name | - Type ~ Last Status
installed) are listed. — S | S Py —— v @ mmemo
B show .ﬂ WIN-2GVMPMVHSEM -3 ™ a;;-lg:t 18 05:41:00 UTC
Hishow | @ WIN-LLUMLRDS40 o B @ X7 0ct 9 0800 UTC
B show . ip10-0-0-69.ec2.intemal -ZD = O;;',';“ 18 07:47:00 UTC

Total of: 4 hosts.
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Expand the Windows and Ubuntu
endpoints.

You should see 2 managed devices per
endpoint:

e Shared Account Management

e  ControlMinder for
Windows/UNIX

This indicates that your endpoints were
registered successfully.

CA ControlMinder Enterprise Management

Home
World View =
= View

Hosts

* Host Groups

* Policies

+ Shared Accounts

+ Endpoints Status
Policy Management
Privileged Accounts
Reports
Users and Groups
System

FEAEIE3ED

|~ Search

2 Super Admin | localhost{DMS @ localhost) | @

+=Required

*Host Name: |«
F

GontrolMinder Deployment. Results Time: October 18, 2013 7:52:05 AM UTG

ElAd aaaaa d

Endpoint Type: | All

Show: | 10 Hosts per page [¥]
1-4of4[¥]
Show Details Host Name Type Last Status
M show @ WIN-H5BICM3LKVR B g;éwlgct 18 05:41:00 UTC
B Hide @ WIN-2GUMPMVHSEM B @PFri 0ct 18 05:41:00 UTC
None 1p: fe80::303¢:3774:f5ff:Ffag%11
Deployed Policies:
Information: Microsoft Windows Server 2008 R2 Datacenter Edition, 64-bit
Success
Installation Status:
2 Total of 2 managed devices
Managed Devices: [ in-2gvmpmvhs8m & tedify 2, View Accounts ® Add
@ ControlMinder for Windows (12.80.0679) #Manage JJImport
& show @ WIN-LKUMLRD440 B @i Oct 18 05:43:00 UTC
B Hide @ ip- 10-0-0-60.ec2.internal B g;‘g“ 48 Q7REHD Wre
None Ip: 10.0.0.69

o
Deployed Policies:

Information; LinUx 3.2.0-40-virtuzl x86_64, wheezy/sid

& Total of 2 managed devices
Managed Devices: (g5 10-0-0-69 #iModify @ View Accounts ¥ Add
@ ControlMinder for UNIX (12.80.0.1318) #Manage JJImport

Total of: 4 hosts
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Appendix A — Configure Apache Reverse Proxy Server

Apache Reverse Proxy is only needed in case Amazon Elastic Load Balancing is not used!
The reverse proxy will allow HTTP/HTTPS traffic from the internet to the ENTM Server running in the
private zone.

Deploy Ubuntu Instance

Use the Classic Wizard to launch an Create a New Instance Cancal X
Ubuntu instance. Selactanioption helowt Launch with the Classic Wizard

© Classic Wizard

Request Instances Wizard Canmt

| continue

H H Request Instances Wizard Cancel [X
Scroll through the Quick Start list of J
. o)
Amazon Machine Images (AMls) and choosE A am
select a 64-bit Ubuntu Server Choose an Amazon Machine Image (AMI) from one of the tabbed lists below by dlicking its Select button.
R ils | My AMIs || Community AMIs || AWS Marketplace
Red Hat Enterprise Linux 6.4 -
& redrar  Red Hat Enterprise Linux version 6.4, EBS-boot. ) i <
Root Device Size: 6 GB @ 64 bit © 32 bit )
SUSE Linux Enterprise Server 11 L
SUSE Linux Enterprise Server 11 Service Pack 3 basic install, EBS boot with 1
DL Amazon EC2 AMI Tools preinstalled; Apache 2.2, MySQL 5.5, PHP 5.3, and Ruby >
1.8.7 available _ i ) W
Root Device Size: 10 GB @ 64 bit © 32 bit
Ubuntu Server 12.04.2 LTS
Ubuntu Server 12.04.2 LTS with support available from Canonical —_—
C]
ubunty (http://www.ubuntu.com/cloud/services). i _ o ‘
Root Device Size: 8 GB @ 64 bit © 32 bit
Ubuntu Server 13.04
Ubuntu Server version 13.04, with support available from Canonical
©
ubunty (http://www.ubuntu.com/cloud/services). ) i
Root Device Size: 8 GB @ 64 bit © 32 bit
Cluster Compute Amazon Linux AMI 2013.03.1
The Amazon Linux AMI is an EBS-backed, HVM image. It includes Linux 3.4, AWS
amazon  tools, and repository access to multiple versions of MySQL, PostgreSQL, il

Puthan Bihu and Tamoat

Free tier eligible if used with a micro instance. See AWS free tier for complete details and terms.
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Set Instance Type to M1 Small.

For the Launch into information, select
the radial button for EC2-VPC and set
the subnet to the public subnet

(10.0.0.0/24).

Click the Continue button.

Request Instances Wizard Cancel [X
O

Provide the details for your instance(s). You may also decide whether you want to launch your instances as "on-demand” or
"spot” instances.

Number of Instances: 1 Instance Type: W1 Small (m1.small, 1.7 Gig) -
Launch as an EBS-Optimized instance (additional charges apply): Not supported for this instance type
@ Launch Instances

EC2 Instances let you pay for compute capacity by the hour with no long term commitments. This transforms what are
commonly large fixed costs into much smaller variable costs.

Launch into: © EC2-Classic | ® EC2-VPC

Subnet: | supnet-aal7ebcb (10.0.0.0/24) us-east-1a[v] 248 available IP addresses

© Request Spot Instances

Provide User Data to identify your

instance.

Ensure the Auto-assign Public IP

checkbox is checked.

Click the Continue button.

Request Instances Wizard Cancel [X
O
Number of Instances: 1 Availability Zone: us-east-1a

Advanced Instance Options

Here you can choose a specific kernel or RAM disk to use with your instances. You can also choose to enable Cloudwatch
Detailed Monitaring or enter data that will be available from your instances once they launch.

Kernel ID: Use Defautt[=] RAM Disk ID: Use Defaut[~]

Monitoring: [ Enable Cloudwatch detailed monitoring for this instance
(additional charges will apply)

User Data:  Apache Reverse Proxy|

@ as text =
_ ¥
© as file
(Use shift+enter to insert a newling)
[ basess encoded
Termination [ Prevention against accidental termination. Shutdown Stop =
Protection: Behavior:
IAMRole: @ [ene [+] Tenancy: Defaut [+]
Number of Network Interfaces: | 1[+] L4
etho Network Interface: | ney nterface Secondary IP
k] Addresses: A9
Assign Public IP: [¥] auto-assign Public IP =
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Keep the default storage configuration.

8 gigabytes of disk storage is sufficient
for the Apache Reverse Proxy Server.

Click the Continue button.

Request Instances Wizard Cancel [X
O
Number of Instances: 1
Availability Zone: Us-east-1a

Storage Device Configuration

Your instance will be launched with the following storage device settings. Edit these settings to add EBS volumes, instance store
volumes, or edit the settings of the root volume.

Type Device ID  Size Volume Type IOPS  Delete on Termi
Root /devisdal  snap-30d37269 8 standard true m
Ephemeral  /dev/sdb instance store volume: ephemeral0 (3¢ Remove|

0 EBS Volumes 1 Ephemeral

| % Edit ]

Name your instance and provide any
additional tags as required.

Click the Continue button.

Request Instances Wizard Cancel [
O

Add tags to your instance to simplify the administration of your EC2 infrastructure. A form of metadata, tags consist of a
case-sensitive key/value pair, are stored in the cloud and are private to your account. You can create user-friendly names
that help you organize, search, and browse your resources. For example, you could define a tag with key = Name and value
= Webserver. You can add up to 10 unigue keys to each instance along with an optional value for each key. For more
information, go to Tagging Your Amazon EC2 Resources in the £C2 User Guide.

Key Value Remove
Name Apache Reverse Proxy E
Environment ControlMinder *®

x

Add another Tag. (Maximum of 10)
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Use the key pair associated you’re your Request Instances Wizard Gancel x
AWS ECS Account. o

CREATE KEY PAIR

Public/private key pairs allow you to securely connect to your instance after it launches. For Windows Server instances, a Key
Pair is required to set and deliver a secure encrypted password. For Linux server instances, a key pair allows you to S5H into
your instance.

To create a key pair, enter a name and click Create & Download Your Key Pair. You will be prompted to save the private key to
. . your computer. Note: You only need to generate a key pair once - not each time you want to deploy an Amazon EC2 instance.
Click the Continue button.

@ Choose from your existing Key Pairs

Your existing Key Pairs*: Comro\MmdNE

O Create a new Key Pair

O Proceed without a Key Pair

Add Default_Public and RDP_SSH and
Web_Access security group to this
instance

Click the Launch button. Request Instances Wizard Cancel (X
O

REVIEW
Please review the information below, then click Launch. i
AMI:  Ubuntu Cloud Guest AMI ID ami-d0fgafbe (x86_64)
Name: Ubuntu Server 12.04.2 LTS
Description: Ubuntu Server 12.04.2 LTS with support available from Canonical
(http://www .ubuntu.com/cloud/services). Edit AMI

Number of Instances: 1
VPCID: vpc-all7ebcO
VPC Subnet: subnet-aal7ebcb (10.0.0.0/24)
Availability Zone: us-east-1a
Instance Type: M1 Medium (ml.medium)
Instance Class: On Demand Edit Instance Details
EBS-Optimized: No

n

Monitoring: Disabled Termination Protection: Disabled
Tenancy: Default
Kernel ID: Use Default Shutdown Behavior: Stop

RAM Disk ID: Use Default
Network Interfaces: 1 |
Primary IP Addresses: 1 auto-assigned

Assign Public IP
Address:

Yes

User Data: Apache Reverse Proxy

< Back
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Click the Close button. Launch Tnstance wizard o

“Your instances are now launching.
Instance ID(s): i-1ce45878

Note: Your instances may take a few minutes to launch, depending on the software you are running.

Note: Usage hours on your new instances will start immediately and continue to accrue until you stop or terminate your
instances.

You can perform the following tasks while your instances are launching:

> | Create Status Check Alarms

You can use status check alarms to be notified if these instances fail status checks (additional charges may apply).
> Create EBS Volumes (Additional charges may apply.)
> View your instances on the Instances page

Note: To view the VPC ID and Subnet 1D columns on the Instances page click the Show/Hide button and check the correspanding
boxes.

Close
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Connect to the Apache Reverse Proxy Server

G

technologies

Start a Remote Desktop session to the
JumpBox Server logging in as
Administrator.

Follow instructions already described.

Download PuTTy the JumpBox Server

Install PuTTy on the JumpBox Server

Specific instructions are not provided since this is a straight
forward installation.

The following steps describe how to
convert your AWS ECS account
certificate to a certificate that can be
used by PuTTy to login to your Ubuntu
instances.

You will convert the
ControlMinder.PEM Key Pair into the
PPK format used by PuTTy.

Run PuTTYKeyGen.

From the Conversions menu item,
choose Import Key.

P PuTTY Key Generator

B S |

File Key | Conversions | Help
Key Import key

No key.
= Export Open55H key

Export ssh.com key

Actions

Generate a public/private key pair

Load an existing private key file

Parameters

Type of keyto generate:
~) S5H-1 (RSA) @) 55H-2 RSA

MNumber of bits in @ generated key:

Save the generated key Save public key

_) 55H-2 DSA

1024

Make your AWS ECS account certificate
available. In the examples throughout
this document, the key pair file is
named ControlMinder.pem.

Choose the ControlMinder.pem key
pair file to import.

Create and confirm a key passphrase.
Remember this passphrase because you
must provide it each time you login to
the Apache Reverse Proxy Server.

Click the Save private key button and
the file as ControlMinder.ppk.

E PuTTY Key Generator

File Key Conversions Help
Key

Public key for pasting into OpenSSH authorized_keys file:
sshrsa

-
AAAAB3NzaC1yc2EAAAADAQABAAABAQCZIjwr TXb7uJudxadfWESyjq1FXTSypbeiKgToo [~
RWMGmMKOOBaQ5IRIZJKiU4gZP3U =
+qse2NNgoseXgGF2XvBxHUY oxArfs QXomASLGnWee3rmc Oucy GWHAIKxglu2swrYVEIYXO il
I ORRbRAWpBUINVVIDKpSAICAncKC3/EEW4j8usgEODGEH Jukp Toz3uS4gchlgCcFrsQpeAPA ~

Key fingerprint: ssh-rsa 2048 23:b8:dd:b4:d7.86:c4.9d:49:d3:9£91:c2:92.57.d6

| Keycomment ContraMinder AWS Key
Key passphrase sssessesse
Confirm passphrase CLLITTIT LT
l Actions
Generate a public/private key pair Generate
I Load an existing private key file Load I
Save the generated key Save public key I l Save private key I
Parameters
T_ype of key to generate: i i
") SSH-1(RSA) Q) SSH2RSA "18SH2DSA
Number of bits in a generated key: 1024
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Run PuTTY.

@ PuTTY Configuration

2 3 |

. Category:
Set Host Name to: =3 Session Basic options for your PuTTY session
i i Logging . .

u b untu @ <a pac h e hOSt name> & Termin Specify the destination you want to connect to

... Keyboard Host Name (or IP address) Port
where <apache host name> is either - Bel Uburtu@54.208.187.108 =

- Features Connection type:
the hostname or the IP address of the - Window ©Raw () Telnet ) Rlogn © SSH () Seral
ApaChe Reverse PrOXy Server. J;EE:::::_CE Load, save or delete a stored session

... Translation Saved Sessions
The JU m p BOX must be a ble to reSOIVe .. Selection Amazon Apache Reverse Proxy
the hostname if hostname is used. + Colours Defautt Settings

. [=I- Connection Amazon Apache Reverse Proxy
Under Saved Sessions, name the . Data Debian
. ec2-50-15-130-217 compute-1.amazonay

session Amazon Apache Reverse Proxy. ?‘T”‘; ismebel5

- 1Ene istaacjumpbox

. - Rlogin skipper
Click the Save button to save the - SSH
session.  Seral Close window on exit:
() Aways  (0) Never (@ Only on clean exit
[ Mot [ Hep [ open [ Cancel |

Under Category, select Connection - #2 PUTTY Configuration . R

SSH = Auth

Specify the path to ControlMinder.ppk
in Private key file for authentication

Under Category, select Session and save

the session again.
Click the Open button.

Category:

(- Terminal -

- Keyboard
Bell

- Features

- Window

- Appearance

- Behaviour

- Translation

- Selection

- Colours

[=I- Connection

m

Options controling SSH authertication

[~] Bypass authentication entirely (S5H-2 only)
Display pre-authentication banner (SSH-2 only)

Authentication methods

Attempt authentication using Pageant

[ Attempt TI5 or CryptoCard auth (S5H-1)
Attempt "keyboard-interactive” auth (SSH-2)
Authentication parameters

[ Allow agent forwarding

[ Allow attempted changes of usemame in S5H-2
Private key file for authentication:

ons\Antonio'Amazon'ControlMinder ppld| | Browse...

Cpen ] [ Cancel
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When prompted, provide the EP ubuntu@ip-10-0-0-6% ~ =S

passphrase associated with the private
key.

A PuTTy session will be started with the
Apache Reverse Proxy Server as the
ubuntu user.
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Install Apache 2.0
2P ubuntu@ip-10-0-0-69: / B

Install Apache Reverse Proxy Server.
Execute the following commands:
e sudo apt-get update

e sudo apt-get install apache2

Enable SSL by running:
e sudo a2enmod ssl

e sudo a2ensite default-ssl

Run the following commands to enable

Reverse Proxy:

e sudo In—s /etc/apache2/mods-

available/proxy.load
/etc/apache2/mods-enabled

e sudo In—s /etc/apache2/mods-

available/proxy_http.load
/etc/apache2/mods-enabled

@ ubuntu@ip-10-0-0-68: /etc/apachel/sites-available
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Modify the reverse proxy settings: #B root@ip-10-0-0-69: /etc/apache2/sites-available =

sudo vi /etc/apache2/sites-
available/default

Add the following lines:

ProxyPreserveHost On
ProxyRequests Off

ProxyPass / http://<ENTM private
IP>:18080/iam

ProxyPassReverse / http://<ENTM
Private IP>:18080/iam

sudo vi /etc/apache2/sites-
available/default-ssl

Add the following lines:

SSLProxyEngine On
ProxyPreserveHost On
ProxyRequests Off

ProxyPass / https://<ENTM private
IP>:18443/iam

ProxyPassReverse / https://<ENTM
Private IP>:18443/iam

Execute the following command to
restart Apache:

e service apache2 restart

Appendix B - Setup email notification using Amazon SES

You can use Amazon SES (Simple Email Service) for CA ControlMinder workflow notification.

You can either use the default “sandbox” access or request a production access from Amazon.
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Create E-Mail Sandbox

Go to Amazon AWS console.

Choose the SES Service to enable
Amazon Email Service.

W Services -

Amazon Web Services

E Jobs [}
®53 : -
L @
S e [ e
- cou ®°
o 52 E T
LB . [ 3%
[ Bty ! &
g
.

You must register the email address
of each sender and each recipient

e Services v  Edit v

when using “sandbox” access. peshbord

SMTP Settings ]
Click the Email Addresses button. Suppression LSt

Verified Sender: Email

Click the Verify a New Email Address erified Senders
putton,

Domains
Specify the email address you will

Verify a New Email Address X

be using.

To verity a new email address, enter it below and click the Verify This Email Address
button. A verification email will be sent to the email address you entered.

Email Address: \myemail@mycompany.com|

Cancel

Verify This Email Address

A verification email is sent to the
email address.

The recipient must click on the link
within this email.

Amazon SES Address Verification Request bex. x -

Amazon Web Services no-eply-aws@amazonaws com yig amazonses 4:23PM (0 minutes ago .- -

that you are authorized to use this
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Capture the SMTP settings from the
SMTP Settings menu.

Click the Create My SMTP
Credentials button.

Services v

Pashboard Using SMTP to Send Email with Amazon SES

3 Use the Amazon SES SMTP interface to integrate Amazon SES with your existing SMTP-enabled app
Suppression List servers. You can also add email capabilities to new applications that you create, provided that your
Removal click here .

To send email using SMTP, you will need to know the following:
Verified Senders

Server Name: email-smip.us-east-1. amazonaws.com
Email Addresses Port: 25, 465 or 567
Domains Use Transport Layer Security (TLS): Yes

Authentication: Your SMTP credentials - see below.

To send email with SMTP, you must create SMTP credentials. When you connect to the Amazor
obtain your SMTP credentials, click the button below. You will be asked to choose an SMTP user na
credentials. This is the only time you will be abie to view your SMTP password.

Note: Your SMTP credentials are not the same things as your AWS access key ID and secret key! I
your SMTP credentials instead.

Amazon SES uses AWS Identity and Access Management (AWS IAM) to manage your SMTP credent
automatically, along with the appropriate permissions and security credentials. Learn more about Al

' Create My SMTP Credentials '

After you have created your SMTP credentials, you can begin sending email immediately using the 2

If you want to delete your SMTP credentials, go to the AWS IAM Dashboard and delete your IAM

If you forget your SMTP password, you will need to delete your SMTP credentials using the AWS
SMTP user name.)

Specify a user name or accept the
default.

Click the Create button.

Create User for SMTP Cancel [x

This form lets you create an IAM user for SMTP authentication with Amazon SES. Enter the name of a new
1AM user or accept the default and click Create to set up your SMTP credentials.

1AM User Name ses-smtp-user.20131021-162616

Maximum B4 characters

» Show More Information

Create

Click on the Show Security Credentials.

— —

Create User for SMTP Cancel [X

Your 1 User(s) have been created successfully.

This is the only time these SMTP security credentials will be available for download. Credentials for
SMTP users are only available when creating the user. For your protection. you should never share your SMTP
credentials with anyone

» Show User SMTP Security Credentials

Download Credentials

Copy the SMTP user name and
password

Create User for SMTP Cancel [x

Your 1 User(s) have been created successfully.

This is the only time these SMTP security credentials will be available for download. Credentials for
SMTP users are only available when creating the user. For your protection, you should never share your SMTP
credentials with anyone.

¥ Hide User SMTP Security Credentials

; ses-smip-user.20131021-162616

SMTP Username:
SMTP Password:

Download Credentials Close Window
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Configure Email Workflow Notification
CA ControlMinder Enterprise Management can send email notifications when a specific event occurs.

Email notifications inform CA ControlMinder Enterprise Management users of events in the system, and
are generated from email templates. If you enable email notifications, CA ControlMinder Enterprise
Management can generate email notifications when one of the following occurs:

e An event that requires approval or rejection is pending.

e An approver approves an event.

e An approver rejects an event.

e An event starts, fails, or completes.

e A CA ControlMinder Enterprise Management user is created or modified.
It is a best practice to enable email notifications for events related to approval workflows.
The two most common events of interest include:
BreakGlassCheckOutAccountEvent

e A notification will be sent to the approver when a Break Glass action is performed on a
privileged account.

CreatePrivilegedAccountExceptionNotStartedEvent

e A notification will be send to the approver that a request is pending in his worklist for and access
to a privileged account.

e Notifications will be sent to the requestor when the request is approved, rejected or completed.

It is also possible to have a notification for “CheckOutAccountPasswordEvent” if you require a
notification to be received every time a password is checked out.

There is also CreatePrivilegedAccountExceptionEvent that represents the availability of the requested
account for usage. Once this event is completed the account is available for the user to be checked out
and checked in. If you want to enable notification for this event you must edit the corresponding
template in the “completed” folder.

To configure email notification settings follow these steps:

Start a Remote Desktop session with the ENTM server and login as Administrator.
Stop the JBoss service from the Services panel.

Open the mail-service.xml file. By default, the file is located in the following directory:
<JBoss_HOME>/server/default/deploy

Locate the User and Password attributes and change to the values you obtained from Amazon SES.

<attribute name="User">MySMTPUser</attribute>
<attribute name="Password">MySMTPPassword</attribute>

Add the following properties to the file to enable SMTP authentication and TLS security.
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<property name="mail.smtp.auth" value="true"/>
<property name="mail.smtp.starttls.enable" value="true"/>

If you are using some other SMTP service that does not require authentication you can skip the above
steps.

Locate the following entry in the file:

<property name="mail.smtp.host" value="smtp.nosuchhost.nosuchdomain.com"/>

Change the smtp.nosuchhost.nosuchdomain.com value to the full DNS domain name of the outgoing
email server host. For example:

<property name="mail.smtp.host" value="email-smtp.us-east-1.amazonaws.com"/>

Note: The Enterprise Management Server must resolve the IP address of the SMTP server to the full DNS
domain name that you specify for this property.

You can find the smtp server settings for Amazon SES if you navigate to SES and then SMTP Settings om
Amazon EWS console.

Dashboard i i H
Using SMTP to Send Email with Amazon SES

SMTP Settings

3 Use the Amazon SES SMTP interface to integrate Amazon SES with your existing SMTP-enabled

Suppression List applications. You can send email using many email client programs, packaged software applications, and

Removal email servers. You can also add email capabilities to new applications that you create, provided that
your programming language of choice has SMTP support. To learn more about the Amazon SES SMTP
interface, click here.
To send email using SMTP, you will need to know the following:

Email Addresses

Server Name: email-smip.us-east-1.amazenaws.com

Port. 25, 465 or 587

Use Transport Layer Security (TLS): Yes

‘Authentication: Your SMTP credentials - see below.

Domains

Update the smtp port if required.

<property name="mail.smtp.port" value="25"/>

Save the changes.

Open the corresponding email templates for the privileged account password request
CreatePrivilegedAccountExceptionNotStartedEvent.tmpl file in the following directories:

JBoss_ HOME/server/default/deploy/lIdentityMinder.ear/custom/emailTemplates/default/approved
JBoss_ HOME/server/default/deploy/IdentityMinder.ear/custom/emailTemplates/default/cancelled
JBoss_ HOME/server/default/deploy/ldentityMinder.ear/custom/emailTemplates/default/pending
JBoss_ HOME/server/default/deploy/ldentityMinder.ear/custom/emailTemplates/default/rejected

Change the URL from “http://localhost:8080/iam/ac” to the URL for Enterprise Management running on
the ENTM_Server. Since we are using the elastic load balancer, use that URL, for example,

https://entm-elastic-Ib-1210936808.us-east-1.elb.amazonaws.com/iam/ac

Repeat the above process for the following template:

BreakGlassCheckOutAccountEvent.tmpl found in the directory:
<JBoss_HOME>/server/default/deploy/IdentityMinder.ear/custom/emailTemplates/default/pending
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Ensure that the files are saved.

Open the email.properties file. This file is located in the following directory:
<JBoss_ HOME>/server/default/deploy/IdentityMinder.ear/config/com/netegrity/config/
Edit the following entry:

|admin.email.address:IMS

Specify the sender email address then save and close the file. For example:

|admin.email.address= cmadmin@mydomain.com

Start JBoss.
If the CA IdentityMinder Management Console is not enabled, you must enable it before proceeding.

Open the IdentityMinder Management Console by browsing to the following link:
https://localhost:18443/idmmanage

In the CA IdentityMinder™ Management Console, click Environments.

€A. Management Console el

Directories - Manage the configuration for a user store or Provisioning Server

Emvironments - Manage environments

Select ac-env.

(3.. Management Console Help

Heme » Environmen its

Name Description Version Directory
[ ac-env | ac-env | 12,0,6,395' ac-dir

[ New... ] [ Delete ] [ Import... ] [ Export...

Select Advanced Settings.
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CA. Management Censole beie
Environment Properties
Property Value
oD 1
Hame e
Description
Directory acdi
Prowsioning Server Hone) @
Version 12.06.395
Biase URL Ihtips /54 208 187 108.18]
Protected dlias B
Fushc Alas o_ac
Public User (Vaidate |
Uniqus Mame: 1
Job Timeout Vs Consals
Status Running Restan | [Stop]
Adianced Setings
Role and Task Settings
Saw |
CA. Management Console Help

Home > Envirenments > ac-eny > Advanced Settings

Advanced Settings

Auditing
Business Logic Task Handlers
E-mail

Event Listeners
Identity Policies

Logical Attribute Handlers
Miscellansous

Notification Rules
Organization Selsctor
Provisioning

Raports

User Console

Web Serices

Waork ltem Del.

Waorkdlow

Workflow Participant Resalvers

Import... Export._

The E-mail Properties window appears.
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C2). Management Console nelo

Send e-mail when the following events are completed or during workflow:

Event [ArcomPasswordResaF amewodEwert = s |

T AdGrantorOnSharedAccount RoleEvent

Select the check box next to “Events e-mail Enabled”

This enables email notifications for CA ControlMinder Enterprise Management events, including SAM
events.

The Template Directory is set to default. Do NOT change this setting.
Note: The email templates are located in the following directory:
<JBoss_Home>/server/default/deploy/IdentityMinder.ear/custom/emailTemplates/default
Specify the events for which to send email notifications.
We recommend that you only specify SAM events for email templates that have been provided.
Select the check box next to every event, except the following SAM events:

e BreakGlassCheckOutAccountEvent

e CreatePrivilegedAccountExceptionNotStartedEvent
Click Delete.

Note: You can also keep “CheckOutAccountPasswordEvent” if you want to receive a notification every
time a password is checked out.

All other notifications are deleted.

You have configured CA ControlMinder Enterprise Management to send email notifications for the
selected SAM events.

Click Save.
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The email notification properties are saved.

You are warned that there are changes that require a restart.

Click the Restart button.

, Management Console

The following waming(s) accursd

+ Changes ham baan mads that recuira & restart of the emronment to take afect [ Rastan

mail Properties

Property

Valua

Events &-mail Enablzd

@

Tasks e-mail Enatled

Tempiate Directory

default

Send e.mail when the following events ara completed or during workflow

Event AccountPasswardResetPasswordEvent = [ Add
Evant
BreakGiassChackOuAccaunt Event
CreateDrivlegedAzcountExce ptionllotStartedEvent
Deleta |
Send e.mail when the following tasks are completed or during workflow:
Select atask by performing a search and selecting fram the results:
Admin Task Hame: | EQUALS =] [Search
Search Resulls
[ Hame |
Add ]
[ Task ]
| D Forgatten Passwon |
Dalete
)

technologies

The CA IdentityMinder Management Console restarts the environment and applies your changes.

Note: For more information about email notifications, see the Enterprise Administration Guide.
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