Configuring Windows 2016 IIS Settings for CA Asset Portfolio Management 17.0

[bookmark: _GoBack]Launch Server Manager and add the following IIS Roles and Features

1. Under Add Roles and Features, Server Roles, select Web Server (IIS)
[image: ]
2. Select the following features 
Note: ‘HTTP activation’ required under the highest .NET Framework version available
[image: ]
3. Add the following Role Services – Under Common HTTP features, Health and Diagnostics, 
       and Performance
Note:  Directory browsing not required, but recommended
[image: ]
4. Under Security
Note:  Select Request Filtering, and if planning to use any other authentication, 
then select basic and/or Windows Authentication, depending on your requirements
[image: ]
5. Under Application Development
[image: ]
6. Under Management Tools
[image: ]
7. After the options are installed, reboot the server prior to starting the APM 17 installation. 
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Management Tools provide
infrastructure to manage a Web,
server that runs I1S 10. You can use
the IS user interface, command-line
tools, and scripts to manage the
Web server. You can also edit the
configuration files directly.
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Windows Communication
Foundation (WCF) Activation uses
Windows Process Activation Service
to invoke applications remotely over
the network by using protocols such
s HTTP, Message Queuing, TCP,
and named pipes, Consequently,
applications can start and stop
dynamically in response to incoming
work items, resulting in application
hosting that is more robust,
managesble, and efficient.
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Windows authentication is a low
cost authentication soluion for
internal Web sites. This
authentication scheme allows
administrators in a Windows domain
to take advantage of the domain
infrastructure for authenticating
users. Do not use Windows
authentication f users who must be
authenticated access your Web site
from behind firewalls and proxy.
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Web Server provides support for
HITML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
Web Server to host an internal or
‘external Web site or to provide an
environment for developers to
create Web-based applications.
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Application Development provides
infrastructure for developing and
hosting Web applications. Use these
features to create Web content or
extend the functionality of IS. These:
technologies typically provide a way
to perform dynamic operations that
resultin the creation of HTML
output, which IIS then sends to fulfl
client requests.
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