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The purpose of this document is to help CA RA end users to establish SSL communication between Management Servers, Execution Servers, Agent Servers and Nexus Repository Server. Below is the architecture used for configuring SSL.
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[bookmark: _Toc469581634]Chapter 2: Pre-Requisites
Verify the following prerequisites before you secure your installation:
Install the same version of Java JRE that is installed with CA Release Automation on a system from which you generate certificates.
Set your PATH environment variable to the JDK installation bin directory on the systems from which you generate the certificates.
To use certificates that are signed by a third party, you must have access to a Certificate Authority to sign the certificate. You can also use self-signed certificates.
Recommend that you have experience creating and working with certificates. This experience is useful if you deviate from the example certificate creation scenario.

[bookmark: _Toc469581635]Chapter 3: SSL Configuration
[bookmark: _GoBack]The default password used for all the Keystores, Trust stores and Nolio.jks file is changeit. A Self-Signed Certificate is created for Management Server, Execution Server, Agent Server and Nexus Repository Server.
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Current RA Version which will be used configure SSL.
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Current configuration of Execution Server 1
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Current configuration of Agent Server 1
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Current configuration of Execution Server 2
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Current configuration of Agent Server 1
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Install the same version of Java JRE that is installed with CA Release Automation on a system from which you generate certificates.
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Run the following commands to create the required certificates and stores for the Management Server. The password used to create Keystore and Truststore is changeit:

keytool -genkeypair -keyalg RSA -keysize 2048 -keystore conf/custom-keystore.jks -alias ra-ms







keytool -exportcert -alias ra-ms -file ms.crt -keystore conf/custom-keystore.jks  -v


















keytool -importcert -alias ra-ms -file ms.crt -keystore conf/custom-truststore.jks -v -rfc




Stop the management server now.





























The above steps will create 2 files:
· custom-keystore.jks
· custome-truststore.jks
















Note: All certificate, keystore, trust store, and alias names are examples that you can change.
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Import the custom certificate for the Management Server into a keystore with the name nolio.jks. The name of this keystore must be nolio.jks.

Do not perform this operation from the RA_HOME\conf folder. This action will overwrite the nolio.jks file that already exists in that location.

keytool -importcert -alias ra-ms -file ms.crt -keystore nolio.jks -v -rfc

The password used to create the certificate is changeit.
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Pack the created nolio.jks file into a JAR file named custom-truststore.jar: 

jar cvf custom-truststore.jar nolio.jks

Sign the JAR file:

jarsigner -keystore conf/custom-keystore.jks -verbose  -keypass changeit custom-truststore.jar ra-ms

Verify that the JAR is signed and contains the correct certificates:

jarsigner –verify –verbose –certs custom-truststore.jar

Move the custom-truststore.jar file to RA_HOME\webapps\nolio-app\apps\v2.0.0\lib.




	
[image: ]

	

Create a file that is named security-customization.properties at RA_HOME\conf and populate the file with the following line:

ui.trustStorePassword=changeit


The value is the password that you assign to the newly created nolio.jks file in the previous step.
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Generate an encrypted password for custom-keystore.jks by navigating to RA_HOME and running the following command:

Windows:
scripts\encrypt_password.bat changeit

Linux:
scripts\encrypt_password.sh changeit


Copy the encrypted password for use in ensuing steps.
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Open the RA_HOME\conf\catalina.properties file. 

Uncomment the following two lines. Fill in the keystorePass property with the encrypted password that you generated:

org.apache.tomcat.util.digester.PROPERTY_SOURCE=com.nolio.tomcat.utils.PropertyDecoder
keystorePass=<encrypted password>
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Locate the RA_HOME\conf\server.xml file and make a copy of the file.

Open the RA_HOME\conf\server.xml file on the Management Server. Make the following changes to the section that starts with <Connector port="8443":

Set the keyAlias element to the alias you specified when creating the custom-keystore.jks.

Set the keystoreFile element to conf/custom-keystore.jks.

Enter the string "${keystorePass}" (not the encrypted password itself) for the keystorePass element. This uses the encrypted password that you stored in the catalina.properties file

Note: Keystore password encryption in this file is only supported for version 5.5.1 and above. For previous versions, enter the password value in plain text.

<Connector port="8443" protocol="org.apache.coyote.http11.Http11NioProtocol"
     compression="on"
     compressionMinSize="102400"
       compressableMimeType="application/x-java-serialized-object"
       SSLEnabled="true"
       maxThreads="150"
       scheme="https"
       secure="true"
       clientAuth="false"
       sslEnabledProtocols="TLSv1.2,TLSv1.1,TLSv1"
       keyAlias="ra-ms"
       keystoreFile="conf/custom-keystore.jks"
       keystorePass="${keystorePass}"
       maxSwallowSize="-1">

Close all open CA Release Automation UIs.
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Restart the Nolio Release Automation Server Service.

Clear the Java WebStart cache on each computer that downloaded the UI with the old security configuration.

javaws -uninstall

Access the CA Release Automation UI using HTTPS in the URL: https://<ManagementServer>:8443
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To secure Management Server to Execution Server communication, configure the ActiveMQ connection between the two components to use SSL.


Open a command prompt on the Execution Server or on the system from which you generate certificates.

If you generate the certificates on the Execution Server, navigate to RA_HOME.

Run the following commands to create the required certificate and keystore for the Execution Server: 

keytool -genkeypair -keyalg RSA -keysize 2048 -keystore conf/custom-keystore.jks -alias ra-es1

keytool -exportcert -alias ra-es1 -file es1.crt -keystore conf/custom-keystore.jks  -v

These commands create a custom certificate and keystore for the Execution Server. These commands also add the certificate to the custom keystore, and exports the certificate to a file.
Tip: Make a note of key values, such as names and passwords.
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Locate the RA_HOME\webapps\execution\WEB-INF\jms.properties file and make a copy of the file.

Open the RA_HOME\webapps\execution\WEB-INF\jms.properties file, and make the following changes:

Set the jms.key.store property to conf/custom-keystore.jks.

Set the jms.encrypted.key.store.password property to the encrypted password that you specified for the custom-keystore.jks file.

Note: Use the same encrypted password created in the Management Server.
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Open the RA_HOME\conf\catalina.properties file.

Add the below lines at the end of the property file.

org.apache.tomcat.util.digester.
PROPERTY_SOURCE=com.nolio.
tomcat.utils.PropertyDecoder
keystorePass=<encrypted password>
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Locate the RA_HOME\conf\server.xml file and make a copy of the file.

Open the RA_HOME\conf\server.xml file on the Execution Server, and make the following changes:

Set the keyAlias element to the alias you specified when creating the custom-keystore.jks file.

Set the keystoreFile element to conf/custom-keystore.jks

Enter the string "${keystorePass}" (not the encrypted password) for the keystorePass element.
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Locate the RA_HOME\webapps\execution\WEB-INF\activemq-broker-nes.xml file and make a copy of the file.

Open the RA_HOME\webapps\execution\WEB-INF\activemq-broker-nes.xml file on the Execution Server, and make the following changes:

Make sure that the following sections are uncommented:







Restart the Execution Server service.



Repeat above Steps on all Execution Server systems, if you have multiple Execution Servers.
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Copy the es1.crt file that you generated on the Execution Server to the RA_HOME directory on the Management Server.

Open a command prompt on the Management Server. Navigate to RA_HOME, and import the Execution Server certificate into the truststore on the Management Server:

keytool -importcert -alias ra-es1 -file es1.crt -keystore conf/custom-truststore.jks

NOTE: If you have multiple Execution Servers, repeat the above steps for each Execution Server.
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Locate the RA_HOME\webapps\datamanagement\WEB-INF\jms.properties file on the Management Server and copy the file.

Open the RA_HOME\webapps\datamanagement\WEB-INF\jms.properties file on the Management Server, and make the following changes:

Set the jms.trust.store property to conf/custom-truststore.jks, or the name that you gave the custom truststore.

Set the jms.encrypted.trust.store.password property to the password you specified when creating the custom truststore.
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Open the RA_HOME\conf\security-customization.properties file that you created when securing UI communication, and add the following lines:

javax.net.ssl.trustStore=conf/custom-truststore.jks
javax.net.ssl.trustStorePassword=<plain text password for custom-truststore.jks>

Restart the Nolio Release Automation Server service on the Management Server, and ensure that all Automation Studio instances are closed.
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Clear the Java WebStart cache on the Management Server.

javaws -uninstall
Open Automation Studio and select Administration, Agent Management.




All previously connected Execution Servers should appear as Unreachable.

Remove the previous Execution Server instance or instances from the Agents pane.









Re-add the Execution Server or servers with the same host name and broker port. Use HTTPS as the protocol and 8443 as the port.

















Give the Execution Server time to connect. When the server connects, it appears as Reachable and shows the updated details that reflect the SSL connection.
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Open a command prompt on the Agent server (or the system from which you are generating certificates).

If you are on a server with multiple CA Release Automation components, and you generate the certificates on the Agent server, navigate to RA_HOME, or RA_HOME\NolioAgent. 

Run the following commands to create the required certificate and keystore for the Agent: 

keytool -genkeypair -keyalg RSA -keysize 2048 -keystore conf/custom-keystore.jks -alias ra-ag1

keytool -exportcert -alias ra-ag1 -file ag1.crt -keystore conf/custom-keystore.jks  -v -rfc

These commands create a custom certificate and keystore for the Agent. Add the certificate to the custom keystore, and export the certificate to a file.

If you have multiple Agents, repeat Steps 1-3 on all Agents.
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Copy the ag.crt file that you created for Agent to the RA_HOME directory on the Execution Server.
Open a command prompt on the Execution Server.   To create a trust store on the Execution Server and import the Agent certificate into the trust store, navigate to RA_HOME, run the following command:

keytool -importcert -alias ra-ag1 -file ag1.crt -v -rfc -keystore conf/custom-truststore.jks

Repeat the above Steps for each Agent that you want to communicate with this Execution Server.
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Run the following command to import the previously created Execution Server certificate into the newly create Execution Server trust store:

keytool -importcert -alias ra-es1 -file es1.crt -v -rfc -keystore conf/custom-truststore.jks


To encrypt the passwords for the Execution Server keystore that were created in the previous procedure and trust store, Run the following command:

Windows:
scripts/encrypt_nimi_password.bat <password>

Linux:
scripts/encrypt_nimi_password.sh <password>

Make sure that the Java instance is in a place where the encryption utility can find it. This script checks for an available Java and fails if it cannot find one.
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Locate the RA_HOME\conf\nimi_config.xml file on the Execution Server and make a copy of the file.

Open the RA_HOME\conf\nimi_config.xml file on the Execution Server, navigate to the config/nimi/network/security element, and make the following changes:

Set the enabled element to “true”.

Set the keystore element to conf/custom-keystore.jks

Set the keystore_password element to the encrypted password of the custom keystore.

Set the trust_store element to conf/custom-truststore.jks.

Set the truststore_password element to the encrypted password of the custom trust store.

<security>
     <enabled>true</enabled>
     <keystore>conf/custom-keystore.jks</keystore>
     <keystore_password>E8A1491BD9EF9F79E11C0640C0EC0BA4</keystore_password>
     <trust_store>conf/custom-truststore.jks</trust_store>
     <trustore_password>E8A1491BD9EF9F79E11C0640C0EC0BA4</trustore_password>
</security>

Repeat the above Steps on extra Execution Servers as needed.


	
	
Copy the custom-truststore.jks file from the Execution Server to the RA_HOME\conf directory on the Agent server.
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Locate the RA_HOME\conf\nimi_config.xml file on the Agent and make a copy of the file.

Open the RA_HOME\conf\nimi_config.xml file on the Agent, navigate to the config/nimi/network/security element, and make the following changes:

Set the enabled element to “true”.

Set the keystore element to conf/custom-keystore.jks

Set the keystore_password element to the encrypted password of the custom keystore.

Set the trust_store element to conf/custom-truststore.jks.

Set the truststore_password element to the encrypted password of the custom trust store.

<security>
     <enabled>true</enabled>
     <keystore>conf/custom-keystore.jks</keystore>
     <keystore_password>E8A1491BD9EF9F79E11C0640C0EC0BA4</keystore_password>
     <trust_store>conf/custom-truststore.jks</trust_store>
     <trustore_password>E8A1491BD9EF9F79E11C0640C0EC0BA4</trustore_password>
</security>

Repeat the above steps on extra Agents as needed.
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Restart all Agents and Execution Servers.




Note: When restarted, Agents automatically reconnect to the appropriate Execution Server with SSL.
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Open a command prompt on the Nexus Repository server (or the system from which you are generating certificates).

Run the following commands to create the required certificate and keystore for the Nexus Repository: 

keytool -genkeypair -keyalg RSA -keysize 2048 -keystore conf/custom-keystore.jks -alias ra-nexus














keytool -exportcert -alias ra-nexus -file ra-nexus.crt -keystore conf/custom-keystore.jks  -v -rfc

The password used for creating keystore and certificate file is changeit.





These commands create a custom certificate and keystore for the Nexus Repository. Add the certificate to the custom keystore, and export the certificate to a file.
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Open the <Nexus Installation Directory>/conf/server.xml file and make changes for values of below properties:

keyAlias – The alias name for keystore file created.

keystoreFile – The path to the newly created keystore file

keystorePass – The password used to create the keystore file.

Restart the service for Nexus Repository.

	

[image: ]

	

Copy the certificate file created in Nexus Repository Server to Management Server <RA Home Directory>.

Use the below command to import the certificate to Management Server truststore file:



keytool -importcert -alias ra-nexus1 -file /opt/repoCert/ra-nexus1.crt -keystore conf/custom-truststore.jks
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Open the <RA Management Server Home Directory>/conf/nolio-repo.properties file and make changes for values of below properties:

scheme = https
hostName = <Nexus Server Hostname/IP>
port = <Https Port>
username = <admin username>
password = <encrypted password or normal password for nexus server>
passwordEncrypted=true/false based on value for Password parameter

The password can be encrypted using <RA Home Directory>/scripts/encrypt_password.sh

Restart the Management Server post the import.
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Post the service restart the nolio repositories will be created in Nexus Artifact management server.




image5.png
Administration

& Agent Management

Manage your agents and agent groups, view agents status, add,sdit or delete groups, and manage agents to groups association.

Agents

Q- 1y

-4 srisa09-U187700:8080 - es_srisa09-U187700.ca.com (1)

1 Erisa09-U187702.ca.com (10.130.219.59),

©-£3 sris209-U187701:8080 - es_srisa09-U187701.ca.com (1)

"+ srisa09-U187699.ca.com (10.130.218.101)

0-x|2

Name.

Node ID
1P/PORT

Scheme

Broker scheme

05 Type

Reachable

Version

Connected Execution Servers
Additional Info

Srisa09-U187702.ca.com
Automatically added
Srisa09-U187702.ca.com
10.130.219.50:6600
TCPMLS

N/A

LINUX

true

6.2.0.3017





image6.png
Administration

& Agent Management

Manage your agents and agent groups, view agents status, add,sdit or delete groups, and manage agents to groups association.

Agents
0-%X7|2

2 g srisa09-U187700:8080 - es_srisa09-U187700.ca.com (1)
- §J srisa09-U187702.ca.com (10.130.219.59)
-t brisa09-U187701:8080 - es_srisa09-U187701.ca.com (1)]

1) srisa09-U187699.ca.com (10.130.218.101)

Total of 4 items, 1 selected
Details

Type
Name.

Node ID
1P/PORT
Scheme
Broker scheme
05 Type

Version
Connected Execution Servers
Additional Info





image7.png
Administration
& Agent Management
Manage your agents and agent groups, view agents status, add,editor delete roups, and manage agents to groups association

Agents.
0-x|2
a

543 srisa09-U187700:8080 - es_srisa09-U187700.ca.com (1)
) srisa09-U187702.ca.com (10.130.219.59)
&4 Srisa09-U187701:8080 - es_srisa09-U187701.ca.com (1)

1 Brisa09-U187699.ca.com (10.130.218.101),

Total of 4 items, 1 selected

Details
Type Agent
Name. Srisa09-U187699.ca.com
Description Automatically added
Node ID Srisa09-U187699.ca.com
1P/PORT 10.130.218.101:6600
Scheme TCPMLS
Broker scheme N/A
05 Type LINUX
Reachable true
Version 6.2.0.3017
Connected Execution Servers

Additional Info





image8.png
[rootBsrisas-Ula7698 ReleasebutomationServer]# alias lr='ls -lrt'*C
[roothsrisa09-U187698 ReleasshutomationServer]d pud
/opt/Releaseutonat ionServer

[rootBsrisas-Uis7698 ReleasehbutomationServer]# java —version

3ava version [}
Java(TH) SE Runtime Enviromment (build 1.8.0_72-h15)

Java HotSpot (TH) 64-Bit Server VE (huild 25.72-B1S, mixed made)
[rootisrisa05-Ul87698 ReleaselutowationServer]f cd jre/lib/
[rootBorisa0s-U187688 1ib]4 cd ../bin

[rootBorisads-U187698 binl# ./java -version

3ava version "1.8.0_72"

Java(TH) SE Runtime Enviromment (build 1.8.0_72-h15)

Java HotSpot (TH) 64-Bit Server VE (huild 25.72-B15, mixed made)
[rootBsrisans-U187698 binl# |





image9.png
[rootisrisa09-U187698 Releasshutomationserver]d pud
/opt/Releasedutonat ionServer
[rootBsrisa0s-U187698 ReleasshutomationServer]§ keytool -genkeypair -keyalg RSA -keysize 2048 -keystore conf/custom-keystore.jks -alias ra-ms
Enter keystore password:
Re-enter new password:
Uhat is your first and last name?
[Unknown] :  Sachin
Uhat is the nawe of your organizational wnit?
[Unknown] :  CATech
Uhat is the nawe of your organization?
(Unknown] : A 1
Uhat is the nawe of your City or Locality?
[Unknown] :  Chicago
Uhat is the nawe of your State or Province?
[Unnown) :  TL
Uhat is the tuo-letter country code for this wnit?
[Unknown) :  US
achin, O
yes

4Tech, 0=Ci, L=Chicago, ST=IL, C=US correct?

Enter key passvord for <ra-ms>
(RETURN if same as keystore passvord)





image10.png
e
[ro0tlsrisaDs-U187698 ReleaselutonationServer] § keytool -sxportcert -alias ra-ws -file ns.crt —keystore conf/custom-keystore.iks -v

Encer keystore passvord:
Cercificate stored in file <ms.cres
[ ST ——y




image11.png
root
raot
raot
raot
raot
raot
raot
raot
raot
raot

root
raot
raot
raot
raot
raot
raot
raot
raot
raot

4095
28
e

17
4098
4095
4095

857

ves
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

uploadictlons
actionslib
demosFolder
activeng-data
catalina.pid
upgrade. status
temp

logs

cont

22116

12:35
12:

[rootBorisads-U187698 ReleaseiutomationServer]f chl]





image12.png
[rootisrisa09-U187698 ReleasshutomationServer]§ keytool -importcert -alias ra-ms -file ms.crt -keystore

Enter keystore password:
Re-enter new password:
Ouner: C=Sachin, OU=CATech,
Issuer: Ci=Sachin, OU=CATech,
Serial number: 44c24d07
[valid from: Fri Dec 09 12:35:12 EST 2016 unti
certificate fingerprinmts:
mDS: 07:60:DD: A
SHLL: 54:47:52:E

hicago, ST=IL,

4:5F 113 1F 713
£:44:04:4D:0

4:75:75:74:F
5:0E:08:F0: 9

Signature algorithm nawe: SHAZSSWitHRSA
version: 3

Extensions:
#1: ObjectId: 2.5.29.14 Crivicality=false
SusjectReyTaentifier [

KeyTaentifier [

000D: CF FS 80 DE C8 MA 52 €S ED 1E 53 37 1C 44 B8 07
oo10: 12 59 EF 29

1

1

Trust chis cerciticate? [no): yes
Corrificare uas added to keyetore

[Storing conf/custom-truststore.jks]
[£ootier1oa09-0167698 Releasehusomasionserver]# ||

hicago, ST=IL, C=TS

Thu Nar 09 1

1:80:C8:E2:F)
SHA2S56: 61:F1:60:39:E2:39:75:DD:EG:0D:7E: 68:2F 19C: AB:29:FC:Co:51:8F 1FC:B3:DF:13:21:E2:F2:C5:88

s:12 EST 2017

i

conf/custon-truststore.iks v —rfc

t69:64:82




image13.png
[rootBsrisas-Uls7698 ReleasebutomationServer]# cd conf/
[rootBsrisa0s-Uis7698 confl§ r
toral 264

ruwxrux---. 1 root root 173514 Sep 1 bl
ruwxrwx---. 1 root root 2208 Sep 1 tomcat-users .l

ruwxrwx---. 1 root root 3902 Sep 1 nolio. 3ks

rwxrwx---. 1 root root 4523 Sep 1 logging. properties

rwxrwx---. 1 root root 7251 Sep 1 catalina.properties
ruwxrwx---. 1 root root 12624 Sep 1 catalina.policy

ru-r- 1 reot root 65 sep 1 permitted.version.properties
ruwxrwx---. 1 root root 1074 Sep 1 health.check.properties
rwxr-xr-x. 1 root root 125 Sep 1 dashboardbrand. properties
rwxr-xr-x. 1 root root 1962 Sep 1 branding. properties

ru-r- 1 reot root 80 Sep 1 version

druwxr-x---. 2 root root 4096 Dec & notificationTenplates
ruwxrwx---. 1 root root 2033 Dec 8 context.xml

ruwxrwx---. 1 root root 7810 Dec & server.xml

ruwxrwx---. 1 root root 398 Dec B nolio-repo.properties
drwxr-xr-x. 3 root root 22 Dec B Catalina

rw-r--r--. 1 root root 42 Dec B nacliodeId

ru-r--r--. 1 root root 2208 Dec S custon-keystore. Jks
ru-r--r--. 1 root root 913 Dec 3 custon-truststore. Jks

[rootier1sa09-U167656 cont]# []




image14.png
[rootisrisa0s-U187698 ReleasshutomationServer]§ keytool -importcert -alias ra-ms -file ms.crt -keystore
Enter keystore passwor
Re-enter new password:
Ouner: Cli=Sachin, OU=CATech, O=CL, L=Chicaga,
Issuer: Cl=Sachin, OU=CATech, O=CL, L=Chicaga,
Serial number: 44c24d07
valid from: Fri Dec 09 12:3
certificate fingerprinmts:

MDS: 07:60:DD:AE:B4:SF:A3:F7:35:E4:75:75:74:FC:CAISC

SHML: 50:47:52:E3:4E:44:04:AD:95:29:0E:08:F0:9C:01:80:CA:1B2: FB:3F

SHA2S56: 61:F1:60:39:E2:39:75:DD:EG:0D:7E: 68:2F 19C: AB:29:FC:Co:51:8F 1FC:B3:DF:13:21:E2:F2:C5:88

Signature algorithm nawe: SHAZSSWitHRSA

version: 3

2 EST 2016 until: Thu Har 09 12:35:12 EST 2017

Extensions:

#1: ObjectId: 2.5.29.14 Criticality=false
SusjectReyTaentifier [

KeyTaentifier [

000D: CF FS 80 DE C8 MA 52 €S ED 1E 53 37 1C 44 B8 07
oo10: 12 59 EF 29

1

1

Trust chis cerciticate? [no): yes
Corrificare uas added to Keyetore

[Storing nolio.jks]

[£ootier1oa09-0187698 Releasehusomasionserver]# ||

molic. ks -v -rfc

t69:64:82




image15.png
[roothsrisa0s-U187698 ReleasshucomationServer]§ jar ovf custom-truststore.jar nolio.jks

aded manizest
aaing: nolio.dks(in = 918) (oute 800) (deflaved 12%)
[rootier1aa09-0167698 Releasehusomasionserver]# ||





image16.png
1 root root 1251 Dec 9 12:45 custom-truststore.jar

[roothsrisa09-U187698 ReleasshutomationServer]§ chmod 755 custom-truststore.jar

[rootBsrisa09-U187698 ReleasehutonationServer]§ jarsigner —keystore conf/custom-keystors.jks -verbose -keypass changeit Custom-truststore.jar ra-ws
Enter Passphrase for keystor

upaating: META-INF/HANTFEST.HF
META- INF/RA-S . 5F
META- TNF/RA-HS . RSA
nolio. ks

jar signed.

Warning:
The signer cervificate will expire within six months.

o —coa or _teacert is provided and this jar is mot timestamped. Uithout a timestamp, users may mot be able to validate this Jar after the signer cercif
[£ootieri5a09-0167698 Releasehuomasionserver]# ||
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[rootlsrisads-U1s7698 Releasehutomationserver] f sCripts/encrypt_passvord.sh changeit
The encrypred password is: EB4501SFESDCOEFCB4S19CC2COBBSCTE

The original passvord is:

Edit vebapps/datamanagement/ UEB~INF/distr ibuted. properties
and replace the value of data.menagement.datsbase.pud property.
[rootBorisads-U187698 ReleasebutomationServer] #
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+hae L1st ot JARS Lo Scan may be over-ridden at a Lontext level Iob lhdividual
4 scan types by configuring a JarScanner with a nested JarScanFilter.
toncat.util.scan. StandardjarScankilter . jarsToScan=logdj-core®. jar, logdj-taglib®. jar, 1ogajavascript . jar

L
Comcat.util.But. St ingache . byte . ensledmtrue
oo apache. fowet . utiL. digester . PROPERTY_SOURC
ceyscoreFasa-Zp4S01STEADCOEF B4R 19CC2CORECTE

com. nolio. tancat.utils.PropertyDecader

tomcat.util.buf.StringCache.char . ensbled=true
- INSERT —-
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<i-- Define a SSL HTTP/1.1 Connector on port 5443
This comnector uses the JSSE configuration, vhen using PR, the
connector should be using the OpenSSL style configuration

deseribed in the APR documentation

<Connector port="8443" protocol="org.apache.coyote.hrtpll.KetpliNioProtocol”
compression=ron”
compressioniingize="102400"
comprassah leNineType="application/ x-java-serialized-ohject”

s=lEnabledProtocale="TLEv1.2, TLEv1. 1, TLSVL"
e —
cont/ custon-keystore. Jks"
"5 (xeystorePass)
in

</Connector>

<1-- Define an AJP 1.3 Connector on port 8009 ——>
<Connector port="s009" protocol="AJR/1.3" redirectPort=r844s” />

INSERT ——
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&

C 0 | A barS/srisa09-u187698:8443/nolio-app/

CA Release Automation

Managing enterprise application release operations

Release Operations Center

Central hub to plan, design, execute and track
deployments

s

Automation Studio

Automation Studio requires Oracle JRE™ 8.
Please download and install using following link.

Install

Download Agent Setup: [ Agent Setup (Windows) v |__Download

2016 ©CA Technologies | Help.
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[rootisrisa0s-U1s7700 ReleasshutomationServer]§ keytool -genkeypair -keyalg RSk -keysize 2048 -keystore conf/custon-keystore.Jjks -alias ra-esi
Enter keystore password:
Re-enter new password:
Uhat is your first and last name?
[Unknown] :  Sachin
Uhat is the nawe of your organizational wnit?
[Unknown] :  CATech
Uhat is the nawe of your organization?
[Uniknown) :  Ch
Uhat is the nawe of your City or Locality?
[Unknown] :  Chicago
Uhat is the nawe of your State or Province?
[Unnown) :  TL
Uhat is the tuo-letter country code for this wnit?
[Unknown) :  US
achin, OU=CLTech, 0=Ci, L=Chicaga, &
yes

L, C=US correct?

Enter key passvord for <ra-esi>
(RETURN if same as keystore passvord :
[rootBorisads-U187700 Releaseiutomationserver] cff
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(£00t0ox 12a08-U157700 Re leaseAutomat sonserver]# cd cont/
(rooc0srisa08- 167700 contlf it

-roxeve---. 1 root roor 173514 sep 1 el
-coxeus---l 1 root roor 2208 sep 1 comcat-users.unl
[cuxrue. 1 root roor 3302 sep 1 notio. ks
i roor roor 4523 Sep 1 10ging. properties
D1 oot root 1933 sep 1 concexs L
1 oot zoor 78k sen 1 i ——
© oot rost 12624 Sep 1 catalina.policy
L 1roor roor 65 sep 1 permitted.version. properties
L1 roor roor 1962 Sep 1 I ——
©roor roor o0 Sep 1 verston
D1 oot root  sa dec 8 i _contig. el
oo, 1 root zoor 7810 bee & servar el
Ccoxeweo. 1 root zoor 398 bec © nolio-repo.propertias
-ro-r--z--0 1 root roor 1330 dec © Keystore.3ke
acuxexr-x. 3 roor root 22 Dec @ 19:00 Caralina
Cuce-r-l 1 root roor 7 pec © 13:17 heaith.check.properties
-ro-cz——_ 1 roor roor 2200 bec 9 13:05 cuscom keystora.dks

(ro0c0or15a09-U187700 cont)f crl




image24.png
[roothsrisa09-U187700 ReleaseiutomationServer]§ keytool -exportcert -alias ra-esl -file esi.crt -keystore cont/custom-keystore.iks

Encer keyscore passwora:
Cersificate stored in file <esi.cre>
[£ootier:oa09-0167700 Releaserusomasionserver]# ||
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root@stisal3-UL8T700:/opt/ReleaseAutomationServer cution/

#Thu Dec 08 19:00:02 EST 2016

s

transport.port.nes=61616

hetp.to.nac=false

e
e
e
R —————
e
Ikey. storamcons/custan-keystore. kel]

s

s

trust.store=cont/nolic.jks
encrypted. key. store. passuord=EB45015FEIDCOEFCE4B19CC2 COBEECTE
encrypted. trust.store. passuord=A30BEF 1FSF7ADE456311C3 142 AEQTDTA

activate.broker=true
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4 Default list of JAR files that should be scamned that overrides the default
4 JarsToskip list sbove. This is typically used to include a specific JAR that

i has been excluded by a broad file nawe pattern in the jarsToskip list.

i The list of JARs to scan may be over-ridden at a Context level for individual

4 scan types by configuring a JarScanner with a nested JarScanFilter.

toncat.util.scan. StandardjarScankilter . jarsToScan=logdj-core®. jar, logdj-taglib®. jar, 1ogajavascript . jar

L
Comcat.util.But. St ingache . byte . ensledmtrue
oo apache. fomeat . ut L. digester . PROFERTY_SOURCE
ceyscoreFasa-Zp4S01STEADCOEF B4R 19CC2CORECTE

om.nolic. tomeat.urils. Propertybecader

ftomcat.util.buf.StringCache . char . enabled

BN
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<1-- Define a SSL HTTP/1.1 Connector on port 5443
This comnector uses the JSSE configuration, vhen using PR, the
connector should be using the OpenSSL style configuration

deseribed in the APR documentation

<Connector port="8443" protocol="org.apache.coyote.hrtpll.KetpliNioProtocol”
compression=ron” T
compressioniingize="102400"
comprassah leNineType="application/ x-java-serialized-ohject”

hetps”
secure=rtruen
clienthuch="aloe”

551Enab ledprotocols="TLSV1.2, TLVL. 1, TLEVL"
R p——

Keystorerilesreont/ custon-keyatore . JKs”
Keystorepass="$ (keyatorepass]"
axSvallousizen-17>

</Connector>

<1-- Define an AJP 1.3 Connector on port 8009 ——>
<Connector port="s009" protocol="AJR/1.3" redirectPort=r844s” />
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<pean class="fom.nolic.platforn. server.dataservices.StringDecrypter” id="sslPassuord”>
<propercy neme=moriginalScring™ velue=ns(jms.encrypted.key.store.passuord />
</peans
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= 1context> I
<ame:ss1Context>
<property name=rkeyStora” value="$(jms.key.stors)"/>
<property neme=rkeyStorsPassword” ref='sslPassword"/>
</ane: 531 Contaxt>
</anc:z31Contaxt>
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< cransportConnectora
et CrARSpOrTCanRStEr WEi=Thi0://0.0.0.01§ (TS CESRSNEEE . POFT . neS) FRSKOR=EE U SAN WAL ST SEAT e AT £V EYDUE AT 108=0"/ >
<12 Dncomrent. the ssl connector belov and comment out the opemwire comnector above to use SSL -->
Beuq: transportConnector name="ssl” uri="niotssl://0.0.0.0:3(3us. Cransport. port.nes) daswon=truesap; vireForuat . mexlnact fvityDuration=0" />
</ s ransport connecrora>
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[rootisrisa0s-U187698 ReleasshutomationServer]§ keytool -importcert -alias ra-esl -file esi.crt -keystore conf/custom-truststore.iks
Enter keystore password:
Ouner: Cli=Sachin, OU=CATech, O=CL, L=Chicaga, ST=IL, C=US
Issuer: Cl=Sachin, OU=CATech, 0=CL, L=Chicaga, ST=IL
Serial number: Shesfen?
valid from: Fri Dec 09 13:
Certificate fingerprints
MDS: CD:DE:28:69:FC:83:5B:AF:SC:C9:BS:67:CDIC3:FLFE
SHAL: 1B:F6:1F:D6:29:39:FD:DE:06:0E:DD:OC:FF: 64:34:EDEF 1361 CE: 10
SHAZS6: 72:F7:32:10:D3:42:90:C0: 7F1E31CE:2D:90:37:97: 6F:19:33:91: 0E:C3:1C3:97
Signature algorithm nawe: SHAZSSWItHRSA
version: 3

&

9:46 EST 2016 until: Thu Nar 09 13:09:46 EST 2017

7:45:FE16:19

4:97:56:5F

Extension:

#1: ObjectId: 2.5.29.14 Criticality:
SusjectReyTaentifier [
KeyTaentifier [

0000: Co 1B 59 ED B4 40 SE BE  FE CB C6 BO OF 84 7h AC ..T..0
0010: SF ES 6B Ca k.

1

1

Trust chis cerciticate? [no): yes
Coreificare uas added to keyetore
[£ootierisa09-0167658 Feleasehusomasionserver]# ||
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#7i Dec 00 19:00:27 EST 2016
s, transpore. port . nea61616
ittr. o nac-zalse

s trust . storemcont/custon-trustatore ks
e encrypted. key. store . passvord=A30BGF LFSFTAOE4SS11CT 192 4E07D7A
e |
s cransport. port . nac=61617

. sct vace. Broker-trus

e ey storemcont/ KeyStore . ks
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1. trustitorePassvord=changeit
javax.net.ssl. trustStore=cont/custon-truststore. ks
Savax.net.ssl.trustStorePassvord=changeit]
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Add Execution Server
Enter detals or the Exacation Server.

Host ame

@

[iza09-U187701
ot

B4z

roker Port

s1616

Protocol (HTTP or HTTPS)

Connefted Execution Servrs
© 4dd custom execution server

Q- Type here to fiter
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[rootBsrisa0s-Ui67702 Releaseiutomationigent]# keycool -genmkeypair -keyalg RSA —keysize 2048 -keystore conf/custom-keystore.iks -alias ra-agl

Enter keystore password:

Re-enter new password:

Uhat is your first and last name?
[Unknown] :  Sachin

Uhat is the nawe of your organizational wnit?
[Unknown] :  CATech

Uhat is the nawe of your organization?
[Uniknown) :  Ch

Uhat is the nawe of your City or Locality?
[Unknown] :  Chicago

Uhat is the nawe of your State or Province?
[Unnown) :  TL

Uhat is the tuo-letter country code for this wnit?
[Unknown) :  US

achin, OU=CLTech, 0=Ci, L=Chicaga, &
yes

L

Enter key passvord for <ra-agl:
(RETURN if seme as keystore passvord :
[root@srisa0s-U187702 Releaseiutomationigent]# J|

S correct?
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E—

[rootisrisa09-U187695 Releasshutomationigent] # keytool -exportcert -alias ra-ag? -file agZ.crt —keystore conf/custom-keystore.jks

Encer keystore passvord:
Certificate stored in file <agz.cre>
[root@srisa0s-U187699 Releaseiutomationigent]# |
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drwxr-xr-x. 2 root root 81 Dec 9 13:22 persistency
ru-r--r--. 1 root root 1229 Dec 9 13:59
[roothsrisa0s-U187700 ReleasshutomationServer]§ keytool -importcert -alias ra-agl -file agl.crt -v -rfc -keystore conf/custom-truststore.Jks
Enter keystore password:
Re-enter new password:
Ouner: Cl=Sachin, OU=CATech, O=CL,
Issuer: Cl=Sachin, OU=CATech, O=CL,
Serial number: 1824173h
[valid from: Fri Dec 09 13:57:17 EST 2016 until: Thu Nar 09 13:57:17 EST 2017
certificate fingerprinmts:
MDS: FO:D4:70:6F:28:F9:E3:D3:7A:148:29:71:94:BE:80: 16
SHAL: A0:D1:13:C0:95:9F:02:E4:65:C9:07:32:45:0B:46:15:93:78:76:DD
SHA2S6: 4M:E3:MBiDE:72:F7:38:EE:7D:7F156:74:57:9D: A8:17:B0:2B:53:79:C6:64: LB:B4:1F6:3C:27:E4: 401 64:94:FF
Signature algorithm nawe: SHAZSSWItHRSA
version: 3

hicago, ST=IL, C=US
hicago, ST=IL, C=TS

Extensions:

#1: ObjectId: 2.5.29.14 Criticality=false
SusjectReyTaentifier [

KeyTaentifier [

000D: 40 3D 2E 46 LS 42 FE 53 60 26 6D B2 33 67 79 C6 @=.F.B.5 &m.3qy.
o010: Cs F1 6E S9 ..oy

1

1

Trust this cervificate? [nol: yes
Certificate vas added to keystore

{Storing conf/custon-trustotore. ks
[rootBsrisadg-U187700 ReleasehutomationServer]# clf]
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root root 81 Dec 9 13:52
root root 1229 Dec 9 13:59 agZ.ert

arwer-xr-x.

rusr—xr-x. 3 root root 4096 Dec S 14:10

[ro0tlsrisa0s-U1S7701 ReleasehutomationServer] # sCripts/encrype_nini_passvord.sh changeit
BSE744BBBEECANCE37AER S EA33BESACA

{rootlarisa0s-1187701 Releasetutonat ionserver] §
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II <ensbled>true</ensbled>

<keystore>cont/custom-keystore. jks</keystore>
<ikeystore_password>BSE744BBS6ECB0C637AE4 66433 BESACA</ keystore_passvord>
<trust_store>cont/custon-truststore. jks</trust_store>
<trustore_password>BSE744BBSSECB0C637AEA66A33BESACAS/ trustore_passvord>
</security>
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</timeout> -
<securicys
<enabledtruss/enanlea>
<keystorescons/custan-keystore. Jka</ keystores
<keystore password>ESE7AAREOSECEOCESTAEASAIINESACAS/ keyatore password>
<trust_storescont/custon-trustetore, ke</ trust_stores
Strustore password>BSE7AABROSECEOCSS TAEAGAIINESACAS) Trustore password>
<ssecuricyll
<reverse_settings>
P
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B N
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Details
Tyoe Exeeution server
Hame Srisa09-U187700
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Reachable frue
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[root@srisa09-Ule6076 ReleasehutomationRepol# jre/bin/keytool -genkeypair —keyalg RSA —keysize 2048 —keystore conf/custom-keystore.jks -alias ra-nexus

nter keystore passwora:

[Re-enter new passwora:

imac is your first and last name?
[Unknown]:  Sachin

[imac is the name of your organizational unit?
[Unknown]: CATech

fmac is the name of your organizacion?
[Unknown]: CA

it is the name of your City or Locality?
[Unknown]:  Chicago

imac is the name of your State or Province?
[Unknown]: IL

imac is the two-letter country code for this unit?

[Unknown]:  US
Is CN=Sachin, OU=CATech, O=CA, L=Chicago, ST-IL,
[mol: ves

enter key password for <ra-nexus>
(RETURN if same as keystore password):
[oot@srisa09-U186076 ReleaseAutomationRepolf 1r

C=US correct?
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[root@srisa09-Ul86076 ReleaseAutomationRepol# jre/bin/keytool -exportcert -alias ra-nexus -file ra-nexus.crt -keystore conf/custom-keystore.jks
Enter keystore password:

cerciricate stored in file <ra-nexus.cre>
[root@srisa09-Ul86076 ReleasehutomationRepol# 1r

cocal 162

—r—-. 1 root
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2015

13:35

13135

13135

13135

13135

13:35

12148

14151

14151

15:30

15:47

15149

RUNNING. txt
RELEASE-NOTES
NOTICE
linux-shutdown.sh
LICENSE
agent.response.varfile
nolio_repo.sh
scripts

uninstall

jre

bin

110

webapps

work
sonatype-work
ra-nexusl.crt
catalina.pid
logs

temp

cont

ra-nexus.crt

[root@srisa09-Ul86076 ReleaseAutomationRepol# []

-rfc
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This connector uses the JSSE configuration, when using APR, the
connector should be using the OpenSSL style configuration
described in the APR documentation

‘org.apache. coyote . httpll.HetpliNioProtocol™
compressionlinSize="102400"
compressableMimeType="application/x-java-serialized-object”

KkeyAlias="ra-nexusi”
conf/custon-keystorel.jks"
keystorePass="changeit"
maxSwallowSize="-17>

</Connector>
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[£00tEsrisa09-U187698 ReleaseAutomationServer]# keytool -importcert -alias ra-nexus -file /opt/repoCert/ra-nexus.crt -keystore conf/custom-truststore.jks
[ncer keystore passwora:

keytool error: java.lang.Exception: Cercificate not imported, alias <ra-nexus> already exists
[root@srisa09-ULe7698 ReleasehutomationServer]# jre/bin/keytool -importcert -alias ra-nexusl -file /opt/repoCert/ra-nexusl.crt -keystore conf/custom-truststore.jks
Enter keystore password:
[oner: cN=Sachin, OU=CATech, 0=CA, L=Chicago, ST-IL, C=US
Issuer: CN=Sachin, OU=CATech, O=CA, L=Chicago, ST-IL, C=US
Serial number: 73£72337
valia from: Thu Dec 15 14:¢
cercificate fingerprints:
MDS: 25:BC:BA:70:ED:9B:91:60:6A:DAIED:10:F
SHAL: DC:FC:AB:7A:SF:OF:12:78:14:32:07 :EE
SHA256: B1:4C:1D:90:4A:F9:26:8A:10:68:54:4C:F61EE:BS1ED:D6:BE: 09:90:4C: DE:04:37:31:37:73:C3:4C:64:93: 1A
Signature algorithm name: SHA256WithRSA
Version: 3

6 EST 2016 uncil: Wed Mar 15 15:47:46 EDT 2017

£xcensions:

#1: ObjectId: 2.5.29.14 Criticality=false
subjectReyldentifier [

[evTaencirier [

0000: BC 9E BF SE 1 45 F7 66 CE A5 EB 80 E9 EF 63 31
0010: BC 62 CA A3

1

1

Trust chis cercificate? mmol: yes
cercificate was added to keystore
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[ It vou incend to use encrypvea repository password, Please use the encrypt_password.bat/sh ucility o encrypt the password.
[ —

scheme=https

hostnane=srisa09-u186076

ort=soss

cepositorypata=/nexus/content / repositories/nolio
-ctionRepositoryPatas/nexus/content  zepositories/nolio-actions
——

[asswora-seen1saaTeEsECSECOFS20m3mDRFSDES
assworaznczyprea=crus

ae1ecernonymoususer—ralse
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< C Y | A bupS//srisa09-ul86076:904:

view-repositories

£ Sonatype Nexus

Sonatype™
Nexus.

Artifact Search

Advanced Search

Views/Repositories
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In Service - Remote Automatical 5.
In Service:

In Service:

In Service:

In Service:

InService.

Repostory Path
Nips:/srisa08-u186076:9043/nexus/contentgroups/public

itps s a08-1188076:8043inexus conteireposiories hirdparty
itps s a08-1186076:9043inexus contenireposiories/apache-snapshots
itps:sris 08-1126076:904 3 nexts contentirepostoriescentral

itps:sris a08-1126076:9043nextus contentshadows centrakmt

it sris a08-1186076:043nexts contentrepositoies/codehats-snapshats
it sris a08-1126076:043nexts contentirepostories/nolo

it sris a08-1186076:9043inexs ontetireposiories/nolo-actions
itps:sris a08-1186076:9043nexts contentirepositories/nolo-manifests

it sris a08-186076:9043nextus contentreposiories/reeases

Nips:/srisa08-u186076:9043/nexus/ontentirepositories/snapshots
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Details
Type Execution Server
Name. Srisa09-U187700
Description Execution Server
Node ID es_srisa09-U187700.ca.com
1P/PORT 8080
Scheme HTTR
Broker scheme TCp
05 Type Linux
Reachable true
Version 6.2.0.3017
Connected Execution Servers i}

Additional Info




