IDENTITYPORTAL –PERMISSIONS – IM TO IP MAPPING

Summary
This document is an addition to the document “IdentityPortal-Entitlement-IP-IM-Mapping-Vnn.docx”.

This provides an example (with screen-shots) of data from IM, and how it appears in IP.

  
[bookmark: _GoBack]Data Defined in IM and IP
In this example, 2 target permissions and defined and placed in the IP Entitlement Tree.

In IM this is configured:
· Admin Role: REQUEST-SAP-EXP
· Uses Task: SIGMA Request AdminRole 
· Everyone is a member (can make requests)
· In-scope Provisioning Role: SAP-Expenses 
· Admin Role: MEMBERS-SAP-EXP
· Uses Task: SIGMA Request AdminRole No Approval
· Only specific users are members
· In-scope Provisioning Role: SAP-Expenses 
· In-Scope Admin Role: MEMBERS-SAP-EXP
· Provisioning Role: SAP-Expenses

After transformation this will become these Permissions in the IP Entitlement Tree:
· SAP Expenses – User Access
· Based on Provisioning Role: SAP-Expenses
· Can be requested by anyone – but needs approval
· Members of Admin Role MEMBERS-SAP-EXP can assign without approval
· MEMBERS-SAP-EXP
· Based Admin Role: MEMBERS-SAP-EXP
· Can be requested by anyone – but needs approval
· Members of Admin Role MEMBERS-SAP-EXP can assign without approval


EXAMPLE: Data in IM
Admin Role: REQUEST-SAP-EXP
	General
	[image: ]

IP-Info:
IPAccess-X-IPMapping=Default-X-IPPriority=900-X-IPMode=AccessRights

	Tasks
	[image: ]
NOTE: The default object-task-mapping is that these IM Tasks are used to manage the IM-Permission-type as shown in the IM Task name.

	Member Rule 
	[image: ]
NOTES: 
· Any user can request (all users are members)
· A request can be made for any user (User scope is all)
· Only those IM-Permissions with the correct data will meet the scope rules





Admin Role: MEMBERS-SAP-EXP
	General
	[image: ]

IP-Info:
IPAccess-X-IPMapping=NoApproval-X-IPPriority=100-X-IPMode=AccessRights

IP-Permission-Info:
IPName=MEMBERS-SAP-EXP-X-IPApp=IM-Permission-Management-X-IPGroup=TestPermissions

	Tasks
	[image: ]
NOTE: The NoApproval object-task-mapping is that these IM Tasks are used to manage the IM-Permission-type as shown in the IM Task name.

	Member Rule 
	[image: ]
NOTES: 
· Only members of this Admin Role can request
· A request can be made for any user (User scope is all)
· Only those IM-Permissions with the correct data will meet the scope rules





Provisioning Role: SAP-Expenses
	Profile
	[image: ]
IP-Permission-Info (CF10):
IPName=SAP-Expenses - Access as User-X-IPApp=SAP-Expenses-X-IPGroup=TestPermissions



NOTES:
This is in scope of Admin Role = REQUEST-SAP-EXP




Data in IP

Task and Form: for Provisioning Roles (with Approval)
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Task and Form: for Provisioning Roles (with NO Approval)
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Task and Form: Membership of Admin Role (with and without approval)
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Target Permission and Rules: SAP Expenses
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NOTE: all users can request – will go through approval (from Admin Role REQUEST-SAP-EXP)
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NOTE: only some users can request – no approval (from Admin Role MEMBERS-SAP-EXP)







Target Permission and Rules: MEMBERS_SAP-EXP
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NOTE: all users can request – will go through approval (from Admin Role REQUEST-SAP-EXP)
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NOTE: only some users can request – no approval (from Admin Role MEMBERS-SAP-EXP)






Entitlement Tree: Group, Applications
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Entitlement Tree: Permissions
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