[bookmark: _Toc456791936]WebSphere Servers 
[bookmark: _Toc400014648][bookmark: _Toc456791939]Performance Tuning
Follow these steps to configure the WebSphere Application Server
Open Files
On all WAS Servers, set the open files (ulimit –n) to at least 50000 for the user which runs the WebSphere process (wasadm)
Maximum User Processes
On all WAS Servers, set the User Proccess (ulimit –u) to at least 131072 for the user which runs the WebSphere process (wasadm)
[bookmark: _Toc400014649]Connection backlog
Change the following parameters when a high rate of incoming connection requests result in connection failures:

echo 3000 > /proc/sys/net/core/netdev_max_backlog
echo 3000 > /proc/sys/net/core/somaxconn
[bookmark: _Toc400014650]TCP_KEEPALIVE_INTERVAL
Description: Determines the wait time between isAlive interval probes.
How to view or set:  Issue the following command to set the value:

echo 15 > /proc/sys/net/ipv4/tcp_keepalive_intvl

Default value: 75 seconds
Recommended value: 15 second
[bookmark: _Toc400014651]TCP_KEEPALIVE_PROBES
Description: Determines the number of probes before timing out.
How to view or set: Issue the following command to set the value:

echo 5  > /proc/sys/net/ipv4/tcp_keepalive_probes

Default value: 9 seconds
Recommended value: 5 seconds
[bookmark: _Toc400014652]Allocating large pages for Java virtual machine (JVM) heap
Set the following three settings by a sysctl.conf file, typically located at /etc/sysctl.conf.
· vm.nr_hugepages = 1024
· vm.nr_hugepages_mempolicy = 1024
a. Calculation: 4096 Max Heap Size)/4 (Page Size)
· Make sure that the following setting has at least the following settings (if already set to higher number, even better):
a. kernel.shmmax = 8689934592
i. Calculation: 4394967296= 4096MB * 1048576 bytes/MB + 100000000 bytes
b. kernel.shmall = 2172483648
i. Calculation: 1098741824= 4394967296 (shmmax) )/4 (Page Size)
[bookmark: _Toc400014634]Increase Linux kernel entropy
On all CA SiteMinder servers, increase the kernel entropy by adding the following rngd daemon
1) Make sure you installed the rng-tool package on the Linux Machine

yum –y install rng-tools

2) Navigate to /etc/init.d

3) Run vi /etc/sysconfig/rngd

4) Make the following changes:

# Add extra options here
EXTRAOPTIONS="-r /dev/urandom -o /dev/random -t 1 -W 4096"
[bookmark: _Toc456791940]Java Configuration
1) In WAS console, Click on ServersServer TypesWebSphere application servers[image: ]

2) Click on the 1st CAIM JVM
[image: ]

3) Click on Server InfrastructureJava and Process ManagementProcess Definition
[image: ] 

4) Click on Java Virtual Machine
[image: ]

5) Set values in the Initial heap size and Maximum heap size fields (Note this will be determined by the amount of memory you have on the machine.  As a thumb rule, you want to have 12288MB as Minimum and 12288MB as Maximum values)
[image: ]

6) Add the following value in the Generic JVM arguments field:
7) -XX:MaxPermSize=512MB -Xgcpolicy:gencon -Dsun.reflect.inflationThreshold=0 -Xdump:none -Djava.security.egd=file:/dev/./urandom -Dcom.sun.jndi.ldap.connect.pool.maxsize=200 -Dcom.sun.jndi.ldap.connect.pool.prefsize=200 -Dcom.sun.jndi.ldap.connect.pool.timeout=3000 -Xlp -Djava.net.preferIPv4Stack=true -Dsun.net.inetaddr.ttl=0 -DdisableWSAddressCaching=true -Dcom.ibm.websphere.webservices.http.connectionKeepAlive=true -Dcom.ibm.websphere.webservices.http.maxConnection=1200 -Dcom.ibm.websphere.webservices.http.connectionIdleTimeout=6000 -Dcom.ibm.websphere.webservices.http.connectionPoolCleanUpTime=6000 -Dcom.ibm.websphere.webservices.http.connectionTimeout=0 
8) Click on OK
9) Click on OK

10) Click on Save
[image: ]

11) Wait for the changes to be synchronized and click on OK
[image: ]

12) Optional - Repeat steps 1-10 for any other JVM that is a member of the CAIM Cluster
[bookmark: _Toc456791941]Web container settings
1) In WAS console, Click on ServersServer TypesWebSphere application servers[image: ]

2) Click on the 1st CAIM JVM
[image: ]
3) Click on Container Settings Web Container SettingsWeb container
[image: ]
4) Click on Additional Properties Custom properties
[image: ]
5) Add the following properties:
a. com.ibm.ws.webcontainer.extractHostHeaderPort=true
b. trusthostheaderport=true
c. com.ibm.ws.webcontainer.invokefilterscompatibility=true
[image: ]
[image: ]
6) Click on OK
7) Click on Save
[image: ]

8) Wait for the changes to be synchronized and click on OK
[image: ]

9) Repeat the above steps for all JVMs for both the CAIM and CA Identity Portal clusters
[bookmark: _Toc456791942]Transactions service timeouts
[bookmark: _Toc456791943]Web container settings
1) In WAS console, Click on ServersServer TypesWebSphere application servers[image: ]

2) Click on the 1st CAIM JVM
[image: ]
3) Click on Container SettingsContainer Services Transactions service
[image: ]
4) Change the following settings:
a. Total transaction lifetime timeout = 3000
b. Maximum transaction timeout = 3000
[image: ]
5) Click on OK
6) Click on Save
[image: ]

7) Wait for the changes to be synchronized and click on OK
[image: ]
8) Repeat the above steps for all JVMs for both the CAIM and CA Identity Portal clusters
[bookmark: _Toc456791944]Enable HTTP Access Logs
1) In WAS console, Click on ServersServer TypesWebSphere application servers[image: ]

2) Click on the 1st CAIM JVM
[image: ]
3) Click on Troubleshooting NCSA access and HTTP error logging
[image: ]
4) Click on Enable logging service at server start-up
[image: ]
5) Click on OK
6) Click on Save
[image: ]

7) Wait for the changes to be synchronized and click on OK
[image: ]
8) Repeat the above steps for all JVMs for both the CAIM and CA Identity Portal clusters
[bookmark: _Toc456791945]Thread Pools
1) In WAS console, Click on ServersServer TypesWebSphere application servers[image: ]

2) Click on the 1st CAIM JVM
[image: ]

3) Click on Additional PropertiesThread pools
[image: ]
4) Make the following changes:
	Thread Pool
	Original Value
	New Value

	SIBJMSRAThreadPool
	Max 41
	Max 128

	WebContainer
	Max 50
	Max 120

	server.startup
	Max 3
	Max 20



[image: ]
5) Click on Save
[image: ]

6) Wait for the changes to be synchronized and click on OK
[image: ]
7) Repeat the above steps for all JVMs for both the CAIM and CA Identity Portal clusters
[bookmark: _Toc456791960]Install CA IdentityMinder 12.6 SP7 
After ensuring the WebSphere cluster is ready, CA IdentityMinder can be installed on to it. To install the CA IdentityMinder on all cluster members, conduct the following procedure and the procedures that follow it.
[bookmark: _Toc456791961]WAS Preparation
1) Copy the CAIM 12.6 SP7 installation package and copy it to the server
2) Ensure wsadmin script tools are functioning properly by navigating to the /opt/IBM/WebSphere/AppServer/profiles/Dmgr01/bin and run the following command:

./wsadmin.sh

3) You should see the following message:

WASX7209I: Connected to process "dmgr" on node wasCellManager01 using SOAP connector;  The type of process is: DeploymentManager
WASX7029I: For help, enter: "$Help help"
wsadmin>

4) Makes to write down the following information:
· WAS Cluster Name (for example: CAIM)
· WAS First JVM (for example: caim1a)
· WAS Node (for example: wasNode01 )
· WAS CELL (for example: wasCell01 )
[bookmark: _Toc402518679][bookmark: _Toc456791962](Optional) Install CA SiteMinder Policy Store Extensions
1) Make sure the SiteMinder Policy Server is stopped
2) Copy the CA IdentityMinder installer to the SiteMinder Policy Server
3) Log onto the SiteMinder Policy Server as the user who is running the WAS processes (WASADM)
4) Copy the CAIM 12.6 SP7 installation package to the server
5) Un-tar the package and run the CAIM installation by executing the following command:

./ ca-im-12.6.07-linux.bin -i console

6) Press [Enter]
7) Continue pressing [Enter] until you receive the following message:
8) Enter [Y] to accept the License Agreement
9) Enter [4] to select Extensions for SiteMinder (if SiteMinder is installed locally)
10) Enter [/opt/CA/siteminder] for the SiteMinder Installation Directory
11) Press [Enter] to accept the default location for the Destination Location
12) Press [Enter] twice to begin the installation
13) Wait for the installation to finish
14) Press [Enter] to complete the installation
[bookmark: _Toc402518680][bookmark: _Toc456791963](Optional) Importing CA IdentityMinder – SiteMinder Integration Objects
1) Stop the SiteMinder Policy Server by executing the following commands:

cd /opt/CA/siteminder
./stop all

2) Import the IdmSmObjects.xdd by executing the following commands:

cd /opt/CA/siteminder/xps/dd
./XPSDDInstall IdmSmObjects.xdd
[bookmark: _Toc456791964]Install The CAIM tools
1) Navigate to the CA IdentityMinder Installation directory
2) Run the CA IdentityMinder Installation by executing the following command:

./ ca-im-12.6.07-linux.bin -i console

3) Press the Enter key 
4) Continue pressing the Enter key until you see the following message:
DO YOU ACCEPT THE TERMS OF THIS LICENSE AGREEMENT? (Y/N):
5) Press the Y key 
6) Type 3 and press the Enter key
7) Type /opt/apps/CA/IdentityManager and press the Enter Key
8) Press the Y key and press the Enter Key
9) Press the Enter key (No)
10) Press the Enter key
11) The installation process will now commence, please be patient.
12) The installation is now complete.
===============================================================================
Install Complete
----------------

The installation wizard has finished installing CA IdentityMinder.

PRESS <ENTER> TO EXIT THE INSTALLER:

13) Start the WebSphere Deployment Manager and synchronize all nodes.
14) Do not start any of the application servers.
[bookmark: _Toc456791965]Generate a FIPS Key
1) Navigate to the /opt/apps/CA/IdentityManager /IAM_Suite/IdentityManager/tools/PasswordTool
2) Run the following commands:
export JAVA_HOME /opt/ibm/WebSphere/AppServer85/java
./pwdtools.sh -FIPSKEY -k /opt/apps/CA/IdentityManager

3) You should see the following message:
[root@was PasswordTool]# ./pwdtools.sh -FIPSKEY -k /opt/apps/CA/IdentityManager
--------------------------------------------------
Your JAVA_HOME is currently set to /opt/ibm/WebSphere/AppServer85/java/
--------------------------------------------------
Encrypting your password ...
******************************************
The key location is /opt/apps/CA/IdentityManager/FIPSkey.dat
The secret key is generated successfully.

Note: Please store FIPSKey.dat safely as this will be used in all your encryptions and decryptions in FIPS mode.
4) Make sure you copy the FIPS key file to the same location on each WAS server
[bookmark: _Toc456791966]Install Java 1.7.1
Ask the middleware team to install and configure JDK 1.7.1 on all the WAS servers and all the profiles
[bookmark: _Toc456791967]Install JCE extensions 
Ask the middleware team to install he JCE policy files on the JDK1.7.1 jre/lib/security directory. The JCE files can be found at: http://www.ibm.com/support/knowledgecenter/SS8JFY_7.5.0/com.ibm.lmt75.doc/com.ibm.license.mgmt.security.doc/lmt_scr_downloading_installing_jce_policyfiles.html 
[bookmark: _Toc456791968]Install CAIM 12.6 SP7 on the WAS ND
1) Navigate to the CA IdentityMinder Installation directory
2) Run the CA IdentityMinder Installation by executing the following command:

./ ca-im-12.6.07-linux.bin -i console

3) Press the Enter key 
4) Continue pressing the Enter key until you see the following message:
DO YOU ACCEPT THE TERMS OF THIS LICENSE AGREEMENT? (Y/N):
5) Press the Y key 
6) Press the Enter key
7) Type 1,2,3 and press the Enter key (Only Choose 2 if you want to have SiteMinder integration enabled)
8) Optional - Type 1 (FIPS 140-2) and press the Enter key (if you don’t FIPS type 2)
9) Type /opt/apps/CA/IdentityManager/FIPSkey.dat 
10) Press the Enter key
11) Type 3 (WebSphere) and press the Enter key
12) Type the location of where WAS is installed (for example: /opt/ibm/WebSphere/AppServer85) and press the Enter key
13) Type the 1st JFM Name and press the Enter key (First WebSphere Cluster JVM Name)
14) Type the DMGR profile name (for example: Dmgr01) and press the Enter key (WebSphere Deployment Manager Profile Name)
15) Type the WebSphere Cell  Name and press the Enter key
16) Type the WebSphere Node Name and press the Enter key
17) Type the CAIM WebSphere Cluster Name press the Enter key
18) Type the Full FQDN server name for Access URL and press the Enter key 
19) Press the Enter key
20) Type 2 and press the Enter key; we will not be using Key Encryption Information 
21) Type 1 and press the Enter key (Oracle 10/11g)
22) Type The DB server name and press the Enter key (CAIM Database Server Name)
23) Type The DB server port and press the Enter key (CAIM Database Port Number) 
24) Type CAIM Database Service Name and press the Enter key 
25) Type CAIM Object Store Database Username and press the Enter key 
26) Type the CAIM Object Store Database Username user password and press the Enter key 
27) Type WAS MQ Database Server Name and press the Enter key 
28) Type WAS MQ Database Server Port and press the Enter key (WAS MQ Database Port Number)
29) Type WAS MQ Database Service Name and press the Enter key 
30) Type ibmwssib press the Enter key (WAS MQ Database schema)
31) Type ibmwssib press the Enter key (WAS MQ Database Username) 
32) Type the ibmwssib user password and press the Enter key (WAS MQ Database Username Password) 
33) Optional – If you chose option 2 (SiteMinder Integration)
· Type the name of the SiteMinder and press the Enter key (SiteMinder 4.x Agent)
· Type the desired agent password and press the Enter key (SiteMinder 4.x Agent Password)
· Repeat the previous step.
· Type the SM Policy Server name and press the Enter key (SiteMinder Policy Server)
· Type the SiteMinder admin user name (default: SiteMinder) and press the Enter key (SiteMinder Policy Server Admin)
· Type the SiteMinder admin user password and press the Enter key (SiteMinder Admin Password)
· Repeat the previous step.
34) Press on the Enter key (6 times)
35) The installation process will now commence, please be patient.
36) The installation is now complete.
===============================================================================
Install Complete
----------------

The installation wizard has finished installing CA IdentityMinder.

PRESS <ENTER> TO EXIT THE INSTALLER:

37) Start the WebSphere Deployment Manager and synchronize all nodes.
38) Do not start any of the application servers.
[bookmark: _Verify_CA_IdentityMinder][bookmark: _Toc402518519][bookmark: _Toc456791969]Verify CA IdentityMinder Installation
Post installation prior to proceeding further, check that the installed components and resources can be found from within the WebSphere Console.
Within the WebSphere Console check for the following:
1) Start the WAS Network deployment server
2) Under WebSphere Enterprise Applications the following items should be listed:
· iam_im.ear
· castylesr5.1.1
3) Under Service Integration  Buses, the following should be listed:
· iam_im-IMSBus
4) Under Resources  JMS, Queue connection factories and Queues objects should exist.
5) If the either the IMS Bus or Queue objects do not exist, see Troubleshooting section – Create Primary IdentityMinder Resources
[bookmark: _Toc456791970][bookmark: _Toc363118570]Enable WAS Security support
1) Login to the WAS console with an Admin user
[image: ]
2) In WAS console, Click on SecurityGlobal Security
[image: ]
3) Click on Administrative user roles
[image: ]
4) Click on Add
5) Type IMWP and click Search. Select the user, assign the configurator Role and click on OK
[image: ]
6) Click on the Global Security  link on the ant trail
[image: ]
7) On the right-side menu, click on RMI/IIOP securityCSIv2 inbound communications
[image: ]
8) Change the Transport option to SSL-supported and click on OK
[image: ]
9) Repeat steps 26-27 for the CSIv2 outbound communication
10) On the left-side menu, click on EnvironmentNamingCORBA naming service users
11) Click on Add
12) Type IMWP and click Search. Select the user, assign all available roles and click on OK
[image: ]
13) On the left-side menu click on Service integrationBuses
[image: ]
14) Click on iam_im-IMSBus
[image: ]
15) Click on Additional PropertiesSecurity
[image: ]
16) Make sure the Enable bus security option is not selected
[image: ]
17) Click on Save
[image: ]
18) Wait for the changes to be synchronized and click on OK
[image: ]
19) Restart the Network Deployment Server
[bookmark: _Toc456791971]Post Configuration
[bookmark: _Toc400014656][bookmark: _Toc456791972]Configure JDBC data sources
Make the following changes to the JDBC connections pools for the CAIM application

1) On the WebSphere console, click on ResourcesJDBCData sources
[image: ]
2) Click on CAIM.000.iam_im IMSBus Data Source
[image: ]
3) Check the Select a data store helper class and make sure the Oracle11g data store helper option is selected
[image: ]
4) Click on Apply
5) Click on Custom properties
[image: ]
6) Click on User
[image: ]
7) Enter the specific user for the schema and click on OK
[image: ]
8) Here is a sample of a list of user divided per connection

	Connection Name
	username

	iam_im Object Store Data Source
	imobjects

	iam_im Audit Data Source
	imaudit

	iam_im Report Snapshot Data Source
	imreport

	iam_im Task Persistence Archive Data Source
	imarchive

	iam_im Task Persistence Data Source
	imtask

	iam_im Workflow Data Source
	imworkflow



9) Click on Password
[image: ]
10) Type the password for that specific user and click on OK
[image: ]
11) Click on OK
12) Click on Save
[image: ]

13) Wait for the changes to be synchronized and click on OK
[image: ]

14) [bookmark: _Toc400014657]Repeat the above steps for all the other CAIM JDBC connection. 

[bookmark: _Toc456791973]Change the WebSphere Application Server data source properties for the task persistence data sources
Make the following changes to the iam_im Task Persistence Archive Data Source and iam_im Task Persistence Data Source data sources.
1) On the WebSphere console, click on ResourcesJDBCData sources
[image: ]
2) Click on iam_im Task Persistence Archive Data Source
3) Click on Additional PropertiesWebSphere Application Server data source properties 
[image: ]
4) Select the Non-transactional data source check box and click on OK
[image: ]
5) Click on Save
[image: ]

6) Wait for the changes to be synchronized and click on OK
[image: ]

7) Repeat the above steps for the iam_im Task Persistence Data Source data source
[bookmark: _Toc400014658][bookmark: _Toc456791975]Change the maximum connections for the JMS Queue connection factories 
Change the maximum connection settings to 200 on the following JMS Queue
1) On the WebSphere console, click on ResourcesJMS Queue connection factories
[image: ]
2) Click on iam_im-neteQCF
[image: ]
3) Click on Additional PropertiesConnection pool properties
[image: ]
4) Change the value of the Maximum connections filed to 200 and click on OK
[image: ]
5) Click on Save
[image: ]

6) Wait for the changes to be synchronized and click on OK
[image: ]
7) Repeat the above steps for iam_im-wpConnectionFactory
Modify the CAIM BUS settings
1) In WAS console, click on ServersCore GroupsCore group settings
[image: ]
2) Click on DefaultCoreGroup  
[image: ]
3) Click on Additional PropertiesPolicies
[image: ]
4) Select the IMSPolicy object
5) Click on Additional PropertiesPreferred servers
6) Add all the other CAIM Cluster JVMs 
7) Click on Save
[image: ]

1) Wait for the changes to be synchronized and click on OK
[image: ] Login to the WAS console
2) Make sure that all the CAIM cluster JVMs are stopped
3) Navigate to Services integrationBuses
[image: ]
4) Click on iam_im-IMSBus
5) Under Topology, click as Bus members
[image: ]
6) Click on CAIM
7) Select CAIM.000-iam_im-IMSBus and click on the Remove messaging engine button
[image: ]
8) Click on the OK button
9) Click on the Enable Policy Assistance button
10) Select the Scalability option and click on Next
[image: ]
11) Click on the Finish button
12) Under Additional Properties, click on Messaging engines
[image: ]
13) Click on the Add messaging engine button
14) Click on the Next button
15) Fill-in the following properties
a. Log directory path: /opt/apps/CA/IDM-SRV01-P1
b. Permanent store directory path: /opt/apps/CA/IDM-SRV01-P1
16) Click on the Next button
17) Click on the Finish button
18) Click on the Add messaging engine button
19) Click on the Next button
20) Fill-in the following properties
a. Log directory path: /opt/apps/CA/IDM-SRV01-P2
b. Permanent store directory path: /opt/apps/CA/IDM-SRV01-P2
21) Click on the Next button
22) Click on the Finish button
23) Click on the Add messaging engine button
24) Click on the Next button
25) Fill-in the following properties
a. Log directory path: /opt/apps/CA/IDM-SRV01-P3
b. Permanent store directory path: /opt/apps/CA/IDM-SRV01-P3
26) Click on the Next button
27) Click on the Finish button
28) Click on the Add messaging engine button
29) Click on the Next button
30) Fill-in the following properties
a. Log directory path: /opt/apps/CA/IDM-SRV01-P4
b. Permanent store directory path: /opt/apps/CA/IDM-SRV01-P4
31) Click on the Next button
32) Click on the Finish button
33) Save and sync the changes to the nodes
34) Navigate to ServersCore GroupsCore group settings
[image: ]
35) Click on DefaultCoreGroup
36) Under Additional Properties click on Policies
[image: ]
37) Select IMSPolicy and click on the Delete button
38) Click on the first CAIM policy (for example: CAIM.000-iam_im-IMSBus-9615FE35A14665EDPolicy)
39) Under Additional Properties click on Preferred servers
[image: ]
40) Remove the server on the preferred servers list and add the 1st JVM (IDM-SRV01-P1)
[image: ]
41) Click on the OK button
42) Click on the OK button
43) Click on the 2nd CAIM policy (for example: CAIM.001-iam_im-IMSBus-9615FE35A14665EDPolicy)
44) Under Additional Properties click on Preferred servers
[image: ]
45) Remove the server on the preferred servers list and add the 2nd JVM (IDM-SRV01-P2)
46) Click on the OK button
47) Click on the OK button
48) Click on the 3nd CAIM policy (for example: CAIM.002-iam_im-IMSBus-9615FE35A14665EDPolicy)
49) Under Additional Properties click on Preferred servers
[image: ]
50) Remove the server on the preferred servers list and add the 3rd JVM (IDM-SRV01-P3)
51) Click on the OK button
52) Click on the OK button
53) Click on the 4th CAIM policy (for example: CAIM.003-iam_im-IMSBus-9615FE35A14665EDPolicy)
54) Under Additional Properties click on Preferred servers
[image: ]
55) Remove the server on the preferred servers list and add the 4th JVM (IDM-SRV01-P4)
56) Click on the OK button
57) Click on the OK button
58) Save and sync the changes to the nodes
59) Navigate to ResourcesJSMQueues
[image: ]
60) Click on iam_im-IMSEvents
61) Open the Queue name drop down and select the Create Service Integration Bus destination option
62) Type iam_im-IMSEvents in the Identifier field and click on the Next button
63) Click on the Next button
64) Click on the Finish button
65) Click on the OK button
66) Click on iam_im-RuntimeStatusDetailQueue
67) Open the Queue name drop down and select the Create Service Integration Bus destination option
[image: ]
68) Type iam_im-RuntimeStatusDetailQueue in the Identifier field and click on the Next button
69) Click on the Next button
70) Click on the Finish button
71) Click on the OK button
72) Click on iam_im-wpEventQueue
73) Open the Queue name drop down and select the Create Service Integration Bus destination option
[image: ]
74) Type iam_im-wpEventQueue in the Identifier field and click on the Next button
75) Click on the Next button
76) Click on the Finish button
77) Click on the OK button
78) Click on iam_im-wpServAutoActQueue
79) Open the Queue name drop down and select the Create Service Integration Bus destination option
[image: ]
80) Type iam_im-wpServAutoActQueue in the Identifier field and click on the Next button
81) Click on the Next button
82) Click on the Finish button
83) Click on the OK button
84) Click on iam_im-wpUtilQueue
85) Open the Queue name drop down and select the Create Service Integration Bus destination option
[image: ]
86) Type iam_im-wpUtilQueue in the Identifier field and click on the Next button
87) Click on the Next button
88) Click on the Finish button
89) Click on the OK button
90) Start the CAIM cluster JVMS one-by-one
[bookmark: _Toc456791977]Add CORBA Users for WP
1) Login to the WAS console using an administrator user
2) On the left-side menu, click on EnvironmentNamingCORBA naming service users
3) Click on the Add button
4) Select all options in the Role(s) field

5) Type IMWP in the Search string field and click on the Search button
6) Select the user and move it to the Mapped in role section
7) Click on ok
8) Click on the Save button
9) Synchronize changes to all nodes
[bookmark: _Toc456791978]Changes to the CAIM message bus:
1) Stop all of the CAIM cluster JVMs
2) Navigate to Service integrationBuses
3) Click on iam_im-IMBus
4) Change the Default messaging engine high message threshold to 200,000
[image: ]
5) Click on Apply
6) Click on TopologyMessaging Engine
[image: ]
7) Click on CAIM.000-iam_im-IMSBus
8) Click on Message pointsQueue points
[image: ]
9) Click on the first queue point
10) Change the High message threshold to 200,000
[image: ]
11) Click on OK
12) Repeat the above steps for the other queue points
13) Save and synchronize all changes
14) Start all JVMs
Redeploy the EAR file
In WebSphere, you have to re-deploy the full ear file in order to make changes to the application .The following procedure is used to update the EAR file for use in any particular environment. The update includes enablement of FIPS support as well as configuration for the WF engine 
[bookmark: _Toc363118549][bookmark: _Toc456791979]Export IAM_IM Application EAR
1) In WAS console, Click on ApplicationsApplication TypesWebSphere enterprise Applications 
[image: ]
2) Click the checkbox next to iam_im application and click on Export
[image: ]
3) Once done, click on iam_im.ear and save the file 
[image: ]
[bookmark: _Toc363118550][bookmark: _Toc456791980]Unpack IAM_IM EAR File
1) SCP the iam_im.ear file to your WebSphere machine and put it under /opt/IBM/WebSphere/AppServer/WebSphere-tools
2) Navigate to the /opt/IBM/WebSphere/AppServer/WebSphere-tools directory
3) Edit the unpack.xml file and replace the content with these lines:
<?xml version="1.0" encoding="UTF-8" ?>
<project name="Unpackage IDM EAR" default="unpackage" basedir=".">

    <property name="root.dir" value="${basedir}/.." />
    <property name="application.name" value="iam_im"/>
    <property name="build.output.dir" value="${outputdir}/WebSphere-ear/${application.name}.ear"/>
    <property name="temp.dir" value="${application.name}.ear_temp" />


    <!-- build an EAR file for WebSphere deployment -->
    <target name="unpackage">
        <mkdir dir="${temp.dir}"/>
        <mkdir dir="${build.output.dir}"/>

	<echo message="Earpath: ${earpath}"/>
        <unjar src="${earpath}" dest="${temp.dir}"/>
    	
    	<!-- rename compressed modules -->
    	<move file="${temp.dir}/user_console.war" tofile="${temp.dir}/user_console.temp.war"/>
    	<move file="${temp.dir}/management_console.war" tofile="${temp.dir}/management_console.temp.war"/>
        <move file="${temp.dir}/policyserver.rar" tofile="${temp.dir}/policyserver.temp.rar"/>
        <move file="${temp.dir}/workflow.rar" tofile="${temp.dir}/workflow.temp.rar"/>
        <move file="${temp.dir}/identityminder_ejb.jar" tofile="${temp.dir}/identityminder_ejb.temp.jar"/>    	
       	<move file="${temp.dir}/ca-nim-sm.war" tofile="${temp.dir}/ca-nim-sm.temp.war"/>

		<!-- unpack compressed modules -->
        <unjar src="${temp.dir}/user_console.temp.war" dest="${temp.dir}/user_console.war"/>
        <unjar src="${temp.dir}/management_console.temp.war" dest="${temp.dir}/management_console.war"/>
        <unjar src="${temp.dir}/policyserver.temp.rar" dest="${temp.dir}/policyserver.rar"/>
        <unjar src="${temp.dir}/workflow.temp.rar" dest="${temp.dir}/workflow.rar"/>
        <unjar src="${temp.dir}/identityminder_ejb.temp.jar" dest="${temp.dir}/identityminder_ejb.jar"/>
       	<unjar src="${temp.dir}/ca-nim-sm.temp.war" dest="${temp.dir}/ca-nim-sm.war"/>

    	<!-- remove compressed modules -->
        <delete file="${temp.dir}/user_console.temp.war"/>
        <delete file="${temp.dir}/management_console.temp.war"/>
        <delete file="${temp.dir}/policyserver.temp.rar"/>
        <delete file="${temp.dir}/workflow.temp.rar"/>
        <delete file="${temp.dir}/identityminder_ejb.temp.jar"/>
      	<delete file="${temp.dir}/ca-nim-sm.temp.war"/>

        <copy todir="${build.output.dir}">
            <fileset dir="${temp.dir}"/>
        </copy>
        <delete dir="${temp.dir}"/>

    </target>

</project>

4) Save and close the file
5) Edit the package.xml file and replace the content with these lines:
<?xml version="1.0" encoding="UTF-8" ?>
<project name="Package IDM EAR" default="package" basedir=".">

    <property name="root.dir" value="${basedir}/.." />
    <property name="application.name" value="iam_im"/>
    <property name="build.output.dir" value="${root.dir}/WebSphere-ear/${application.name}.ear"/>
    <property name="temp.dir" value="${application.name}.ear_temp" />


    <!-- build an EAR file for WebSphere deployment -->
    <target name="package">
        <mkdir dir="${temp.dir}"/>
        <copy todir="${temp.dir}">
            <fileset dir="${build.output.dir}"/>
        </copy>

        <!-- war up user_console.war -->
        <war destfile="${temp.dir}/user_console.temp.war"
             webxml="${temp.dir}/user_console.war/WEB-INF/web.xml"
             manifest="${temp.dir}/user_console.war/META-INF/MANIFEST.MF"
             basedir="${temp.dir}/user_console.war"
             includes="**"
        />

        <!-- war up management_console.war -->
        <war destfile="${temp.dir}/management_console.temp.war"
             webxml="${temp.dir}/management_console.war/WEB-INF/web.xml"
             basedir="${temp.dir}/management_console.war"
             manifest="${temp.dir}/management_console.war/META-INF/MANIFEST.MF"
             includes="**"
        />

        <!-- jar up policyserver.rar -->
        <jar destfile="${temp.dir}/policyserver.temp.rar"
             basedir="${temp.dir}/policyserver.rar"
             manifest="${temp.dir}/policyserver.rar/META-INF/MANIFEST.MF"
             includes="**"
        />

        <!-- jar up workflow.rar -->
        <jar destfile="${temp.dir}/workflow.temp.rar"
             basedir="${temp.dir}/workflow.rar"
             manifest="${temp.dir}/workflow.rar/META-INF/MANIFEST.MF"
             includes="**"
        />

        <!-- jar up identityminder_ejb.jar -->
        <jar destfile="${temp.dir}/identityminder_ejb.temp.jar"
             basedir="${temp.dir}/identityminder_ejb.jar"
             manifest="${temp.dir}/identityminder_ejb.jar/META-INF/MANIFEST.MF"
             includes="**"
        />
    	
       <!-- war up ca-nim-sm.war -->
       <war destfile="${temp.dir}/ca-nim-sm.temp.war"
             webxml="${temp.dir}/ca-nim-sm.war/WEB-INF/web.xml"
             basedir="${temp.dir}/ca-nim-sm.war"
             manifest="${temp.dir}/ca-nim-sm.war/META-INF/MANIFEST.MF"
             includes="**"
	
	/>
    	<!-- remove exploded versions -->
        <delete dir="${temp.dir}/user_console.war"/>
        <delete dir="${temp.dir}/management_console.war"/>
        <delete dir="${temp.dir}/policyserver.rar"/>
        <delete dir="${temp.dir}/workflow.rar"/>
        <delete dir="${temp.dir}/identityminder_ejb.jar"/>
        <delete dir="${temp.dir}/ca-nim-sm.war"/>
    	
    	<!-- give created archives correct names -->
    	<move file="${temp.dir}/user_console.temp.war" tofile="${temp.dir}/user_console.war"/>
    	<move file="${temp.dir}/management_console.temp.war" tofile="${temp.dir}/management_console.war"/>
    	<move file="${temp.dir}/policyserver.temp.rar" tofile="${temp.dir}/policyserver.rar"/>
    	<move file="${temp.dir}/workflow.temp.rar" tofile="${temp.dir}/workflow.rar"/>
    	<move file="${temp.dir}/identityminder_ejb.temp.jar" tofile="${temp.dir}/identityminder_ejb.jar"/>
    	<move file="${temp.dir}/ca-nim-sm.temp.war" tofile="${temp.dir}/ca-nim-sm.war"/>

        <ear destfile="${basedir}/was_im.ear"
             appxml="${temp.dir}/META-INF/application.xml"
             basedir="${temp.dir}"
             includes="**"
            >
<!--            <fileset dir="${temp.dir}/config/" includes="**" /> -->
        </ear>

        <delete dir="${temp.dir}"/>

    </target>

</project>
6) Save and close the file
7) Run the following command:

dos2unix *

8) Run the following command to unpack the ear
export JAVA_HOME=/opt/IBM/WebSphere/AppServer/java
./unpackage.sh iam_im.ear /opt/IBM/WebSphere/AppServer

[bookmark: _Toc363118551]You should see the following output:
---------------------------------------------------------------------
Before you can run IDM WebSphere unpackaging tool, please, specify the location of the
Sun's JDK 1.3 or higher installed on your system.
The JDK you specify here will be used to drive the EAR packaging
./unpackage.sh: line 5: ehco: command not found
------------------------------------------------------------------------------
Your JAVA_HOME is currently set to /opt/IBM/WebSphere/AppServer/java. Please make sure it is correct.
------------------------------------------------------------------------------
---------------------------------------------------------------------
Set the proper class path
---------------------------------------------------------------------
Buildfile: /opt/IBM/WebSphere/AppServer/WebSphere-tools/unpack.xml

unpackage:
    [mkdir] Created dir: /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp
    [mkdir] Created dir: /opt/IBM/WebSphere/AppServer/WebSphere-ear/iam_im.ear
     [echo] Earpath: iam_im.ear
    [unjar] Expanding: /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear into /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp
     [move] Moving 1 file to /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp
     [move] Moving 1 file to /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp
     [move] Moving 1 file to /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp
     [move] Moving 1 file to /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp
     [move] Moving 1 file to /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp
     [move] Moving 1 file to /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp
    [unjar] Expanding: /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/user_console.temp.war into /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/user_console.war
    [unjar] Expanding: /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/management_console.temp.war into /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/management_console.war
    [unjar] Expanding: /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/policyserver.temp.rar into /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/policyserver.rar
    [unjar] Expanding: /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/workflow.temp.rar into /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/workflow.rar
    [unjar] Expanding: /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/identityminder_ejb.temp.jar into /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/identityminder_ejb.jar
    [unjar] Expanding: /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/ca-nim-sm.temp.war into /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/ca-nim-sm.war
   [delete] Deleting: /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/user_console.temp.war
   [delete] Deleting: /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/management_console.temp.war
   [delete] Deleting: /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/policyserver.temp.rar
   [delete] Deleting: /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/workflow.temp.rar
   [delete] Deleting: /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/identityminder_ejb.temp.jar
   [delete] Deleting: /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/ca-nim-sm.temp.war
     [copy] Copying 6961 files to /opt/IBM/WebSphere/AppServer/WebSphere-ear/iam_im.ear
   [delete] Deleting directory /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp
[bookmark: _Toc456791981]Configure Workflow for Cluster Members
1) Navigate to the /opt/IBM/WebSphere/AppServer/WebSphere-ear/iam_im.ear/config directory
2) Within the above directory, edit the workpoint-client.properties file.
3) Locate the WebSphere section in this file. 
4) Replace the java.naming.provider.url=iiop://localhost:2809 string to the following sample (actual server name and port can change)
java.naming.provider.url=corbaloc::was:2809,:was:2811
5) Save and close the file
Important! The bootstrap port in this reference is the one used for this lab; in order to get the bootstrap port, click on the JVM in the WAS console, click on Ports and lookup the bootstrap port
[image: ]
[bookmark: _Toc363118554][bookmark: _Toc456791985]Enable CAIM Management Console Security
1. Navigate to the /opt/IBM/WebSphere/AppServer/WebSphere-ear/iam_im.ear/management_console.war/WEB-INF directory
1. Edit the web.xml  file
1. Locate the following line:

<filter-name>ManagementConsoleAuthFilter</filter-name>
<param-value>false</param-value>

Change to:

<filter-name>ManagementConsoleAuthFilter</filter-name>
<param-value>true</param-value>

1. Save and Close file
[bookmark: _Toc456791986]Update the email.properties files
1) Navigate to the /opt/IBM/WebSphere/AppServer/WebSphere-ear/iam_im.ear/config/com/netegrity/config directory
2) Edit the email.properties file
3) Change the admin.email.address=IMS to 

admin.email.address=<the email address you want to send internal CAIM email from)

for example:

admin.email.address=<the “from” email address”

4) Save and close the file
[bookmark: _Toc456791987]Enable FIPS within RA.XML File
1) Navigate to the /opt/IBM/WebSphere/AppServer/WebSphere-ear/iam_im.ear/policyserver.rar/META-INF directory
2) Within the above directory, edit the ra.xml file.
3) Locate the WebSphere section in this file. 
4) Locate the following line:
· <config-property-name>FIPSMode</config-property-name>
5) Located two lines below, replace the string ‘false’ with:
· true
6) Save and close the file.
[bookmark: _Toc363118556][bookmark: _Toc456791988]Remove Duplicate Application.xml files
1) Navigate to the /opt/IBM/WebSphere/AppServer/WebSphere-ear/iam_im.ear/META-INF directory
2) Within the above directory, remove the application.xml.backup file.
[bookmark: _Toc363118557][bookmark: _Toc456791989]Update Deployment XML
1) Navigate to the /opt/IBM/WebSphere/AppServer/WebSphere-ear/iam_im.ear/META-INF/ibmconfig/cells/defaultCell/applications/defaultApp/deployments/defaultApp directory
2) edit the deployment.xml file
3) look for any line that have the following string in it

name="FIPSMode" type="java.lang.String" value="false"/>

4) change the line to:

name="FIPSMode" type="java.lang.String" value="true"/>

5) look for any line that have the following string in it:

<resourceProperties xmi:id="J2EEResourceProperty_1427384879250" name="UserName" type="java.lang.String" value="IDM"/>
<configProperties xmi:id="ConfigProperty_1427384879238" name="Password" type="java.lang.String" value="{xor}xxxxx"/>

6) change the line to:

<configProperties xmi:id="ConfigProperty_1427384879237" name="UserName" type="java.lang.String" value="="IMWP"/>
<configProperties xmi:id="ConfigProperty_1427384879238" name="Password" type="java.lang.String" value="<The CAIM WP User password>"/>


for example:

<resourceProperties xmi:id="J2EEResourceProperty_1427384879250" name="UserName" type="java.lang.String" value="imwp"/>
<configProperties xmi:id="ConfigProperty_1427384879238" name="Password" type="java.lang.String" value="password"/>

7) Save and close the file
[bookmark: _Toc363118555][bookmark: _Toc456791990]Re-package the EAR file
1) Navigate to the /opt/IBM/WebSphere/AppServer/WebSphere-tools directory
Run the following commands:

export JAVA_HOME=/opt/IBM/WebSphere/AppServer/java
./package.sh

2) You should see the following message:
---------------------------------------------------------------------
Before you can run IDM WebSphere packaging tool, please, specify the location of the
Sun's JDK 1.3 or higher installed on your system.
The JDK you specify here will be used to drive the EAR packaging
---------------------------------------------------------------------
------------------------------------------------------------------------------
Your JAVA_HOME is currently set to /opt/IBM/WebSphere/AppServer/java. Please make sure it is correct.
------------------------------------------------------------------------------
---------------------------------------------------------------------
Set the proper class path
---------------------------------------------------------------------
Buildfile: /opt/IBM/WebSphere/AppServer/WebSphere-tools/package.xml

package:
    [mkdir] Created dir: /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp
     [copy] Copying 6961 files to /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp
      [war] Building war: /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/user_console.temp.war
      [war] Building war: /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/management_console.temp.war
      [jar] Building jar: /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/policyserver.temp.rar
      [jar] Building jar: /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/workflow.temp.rar
      [jar] Building jar: /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/identityminder_ejb.temp.jar
      [war] Building war: /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/ca-nim-sm.temp.war
   [delete] Deleting directory /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/user_console.war
   [delete] Deleting directory /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/management_console.war
   [delete] Deleting directory /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/policyserver.rar
   [delete] Deleting directory /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/workflow.rar
   [delete] Deleting directory /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/identityminder_ejb.jar
   [delete] Deleting directory /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp/ca-nim-sm.war
     [move] Moving 1 file to /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp
     [move] Moving 1 file to /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp
     [move] Moving 1 file to /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp
     [move] Moving 1 file to /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp
     [move] Moving 1 file to /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp
     [move] Moving 1 file to /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp
      [ear] Building ear: /opt/IBM/WebSphere/AppServer/WebSphere-tools/was_im.ear
      [ear] Warning: selected ear files include a META-INF/application.xml which will be ignored (please use appxml attribute to ear task)
   [delete] Deleting directory /opt/IBM/WebSphere/AppServer/WebSphere-tools/iam_im.ear_temp

BUILD SUCCESSFUL
Total time: 17 seconds
[bookmark: _Update_the_EAR][bookmark: _Toc363118558][bookmark: _Toc456791991]Update the EAR file in WebSphere
1) In WAS console, Click on ApplicationsApplication TypesWebSphere enterprise Applications 
[image: ]
2) Click the checkbox next to iam_im application and click on update
[image: ]
3) Select the Remote file system option and click on Browse
[image: ]

4) Navigate to the /opt/IBM/WebSphere/AppServer/WebSphere-tools, select the was_im.ear file and clock on OK
[image: ]
5) Click on Next
[image: ]
6) Click on Next
[image: ]
7) Click on Next
[image: ]
8) Select the Cluster and click on Apply, once done, click on Next
[image: ]
9) Click on Finish
[image: ]
10) The application update will now start
[image: ]
11) Click on Save
[image: ]
12) Wait for the changes to be synchronized and click on OK
[image: ]
[bookmark: _Toc456791992]Update the Workpoint setting in the CAIM application
1) In the WebSphere Console, click on ApplicationsApplication TypeswebSphere enterprise application
[image: ]
2) Click on the iam_im application 
[image: ]
3) Click on Manage Modules
[image: ]
4) Click on WorkflowRA
[image: ]
5) Click on Resource Adapter
[image: ]
6) Click on J2C connection factories
[image: ]
7) Click on com.netegrity.ra.workflow.IWorkflowConnectionFactory
[image: ]
8) Click on Custom properties
[image: ]
9) Click on Password
[image: ]
10) Type the CAIM WP User password and click on OK
[image: ]
11) On The Ant Trail, Click on J2C connection factories
[image: ]
12) Click on iam_im-Workflow
[image: ]
13) Repeat steps 8-10
14) Click on Save
[image: ]

15) Wait for the changes to be synchronized and click on OK
[image: ]
[bookmark: _Toc456791993]Generate the plugin file
1) In the WebSphere Console, click on EnvironmentUpdate global web server plug-in configuration
[image: ]
2) Click on Overwrite
[image: ]
3) Once done, copy the plugin file from the Network Deployment server to the IHS servers and 
Restart the IHS server
cd /opt/IBM/HTTPServer/bin
./apachectl -k stop
./apachectl -k start
[bookmark: _Toc456792027][bookmark: _Toc400014636]Install CA Identity Portal
[bookmark: _Toc456792028]Network Deployment Heap Size
Make sure you configure the WAS Network Deployment heap size to be at least 2GB of memory
[bookmark: _Toc456792029]Create a Data source (Oracle)
1) On the Management Console click on ResourcesJDBCData sources
2) Select the CA Identity Portal cluster
[image: ]

3) Click on new
[image: ]

4) Fill-in the following details and click on next:
a. Data source name:  CA Identity Portal DB
b. JNDI name: jdbc/sigmadb

[image: ]

5) Select the following options and click on next:
a. Database type: Oracle
b. Provider type: Oracle JDBC Driver
c. Implementation type: XA data source
d. Name: Oracle JDBC Driver (XA)
[image: ]

6) Type the location of the ojdbc6.jar file (for example: /opt/ibm/WebSphere/AppServer85/lib/ojdbc6.jar ) and click Next
[image: ]
7) Type the Data source URL (for example: jdbc:oracle:thin:@//dbserver:1521/IDMDEV), select the Oracle 11g data store helper and click next
[image: ]
8) Click on Next
[image: ]
9) Click On finish
[image: ]

10) Click on the newly created data source

11) Change the description to CA Identity Portal DB Data source and click apply
[image: ]

12) Click on Custom Properties
[image: ]

13) Add/modify the following parameters:
user: <The DB users used by CA Identity Portal>
password: <the DB User Password>

[image: ]

14) Save and synchronize the changes to the nodes

15) Test the Data source
[image: ]
[bookmark: _Toc456792030]JVM Parameters
1) In the WAS management Console, navigate to ServersServer TypesWebSphere application servers
2) Click on the 1st CA Identity Portal JVMS
[image: ]
3) Under the Server Infrastructure section, expand Java and Process Management and click on Process definition
[image: ]
4) Click on Java Virtual Machine
[image: ]
5) Add the following parameters in the Generic JVM argument section
-Xgcpolicy:gencon -Xlp -Djava.net.preferIPv4Stack=true -Dsun.net.inetaddr.ttl=0 -DdisableWSAddressCaching=true -Dcom.ibm.websphere.webservices.http.connectionKeepAlive=true -Dcom.ibm.websphere.webservices.http.maxConnection=1200 -Dcom.ibm.websphere.webservices.http.connectionIdleTimeout=6000 -Dcom.ibm.websphere.webservices.http.connectionPoolCleanUpTime=6000 -Dcom.ibm.websphere.webservices.http.connectionTimeout=0 -Dsigma.persistance.xml.location=file:/opt/smuser/SIGMA/persistence-files/sigma-persistence-oracle.xml -Dsigma.spring.jpa.context=file:/opt/smuser/SIGMA/persistence-files/sigma-jpa-context.xml -XX:MaxPermSize=256M -Dlog4j.logpath=/opt/smuser/SIGMA/logging -Dorg.apache.cxf.Logger=org.apache.cxf.common.logging.Log4jLogger -Dsigma.resources.dir=/opt/smuser/SIGMA/resources -Dcom.ibm.websphere.webservices.DisableIBMJAXWSEngine=true -Djava.endorsed.dirs=/opt/smuser/SIGMA/endorsed -Dsigma.encryption.keystoreLocation=/opt/smuser/SIGMA/conf/sigma.keystore -Dsigma.encryption.keystorePassword=password -Dsigma.encryption.keyPassword=password -Dsigma.encryption.keyName=password -Dsun.reflect.inflationThreshold=0 -Djava.security.egd=file:/dev/./urandom -Xdump:none -Dcom.ibm.websphere.persistence.ApplicationsExcludedFromJpaProcessing=sigma -Dsigma.infinispan.configuration.location=file:/opt/smuser/SIGMA/persistence-files/infinispan-config.xml -Djgroups.tcpping.initial_hosts=serverA[7800],serverB[7800],lserverA[7900],serverB[7900]   
6) Add the following parameters and click  OK
a. Initial heap size: 1024MB
b. Maximum heap size: 2536MB
7) Click on Save
[image: ]

8) Wait for the changes to be synchronized and click on OK
[image: ]

9) Repeat the above steps for all JVMs in the CA Identity Portal cluster
[bookmark: _Toc456792031]Install the CA Identity Portal WAR Application:
1) Open the CAIP war file using WinRAR
2) Navigate to WEB-INF\lib
3) Delete the xml-apis-xxxxx.jar file
4) Add the following file: msv-core-2011.1.jar (download if needed)
5) Navigate to WEB-INF
6) Close the file.
7) In the WAS Management Console Navigate, to ApplicationsApplication TypesWebSphere enterprise applications
[image: ]
8) Click on Install
[image: ]
9) Click on the Browse button, select the sigma.war file and click on Next

10) This can take a while, please be patient 

11) Click on Next
[image: ]

12) Make sure the application name is CA Identity Portal and click next
[image: ]

13) Select the CA Identity Portal Web Application, mark the WAS Cluster you want CA Identity Portal to be installed on, click on the Apply button, make sure the cluster name is shown on the Server tab and click on Next
[image: ]
14) Type jdbc/CA Identity Portaldb under the Target Resource JNDI Name field and click on Next
[image: ]
15) Click on Next
[image: ]

16) [bookmark: _GoBack]Change the context to /sigma and click on Next
[image: ]

17) Click on Next
[image: ]

18) Click on Finish

[image: ]

19) The application deployment will start, this can take some time so please be patient 

20) Click Save
[image: ]

21) Save and synchronize the changes to all the nodes.
[bookmark: _Toc456792032]Generate the plugin file
1) In the WebSphere Console, click on EnvironmentUpdate global web server plug-in configuration
[image: ]
2) Click on Overwrite
[image: ]
3) Once done, copy the plugin file from the Network Deployment server to the IHS servers and 
Restart the IHS server
cd /opt/IBM/HTTPServer/bin
./apachectl -k stop
./apachectl -k start
[bookmark: _Toc456792033]Set CA Identity Portal Application module Class Loader
1) On the WAS management console, navigate to ApplicationsApplication typesWebSphere enterprise applications

2) Click on the CA Identity Portal application
[image: ]

3) Click on Managed Modules
[image: ]

4) Click on CA Identity Portal Web Application
[image: ]

5) Change the Class loader order to “Classes loaded with local class loader first (parent last” and click ok
[image: ]
6) Navigate to ServersServer TypesApplication server
[image: ]
7) Click on the 1st CA Identity Portal JVM
[image: ]
8) Click on Installed applications
[image: ]
9) Click on CA Identity Portal_war
[image: ]
10) Click on Class loading and update detection
[image: ]
11) Select the Classes loaded with local class loader first (parent last) option and click on OK
[image: ]
12) Save and synchronize the changes to the nodes
13) Repeat steps  6-12 for the other CA Identity Portal JVM(s)
[bookmark: _Toc456792034]Create and copy files to the WAS servers
1) Create the following directories on each of the WebSphere application servers
a. /opt/smuser/SIGMA/persistence-files
b. /opt/smuser/SIGMA/conf
c. /opt/smuser/SIGMA/logging
d. /opt/smuser/SIGMA/endorsed
e. /opt/smuser/SIGMA/CA Identity Portal-keystore-tool
f. /opt/smuser/SIGMA/wp
[bookmark: _Toc456792035]Prepare the persistence files
1) Copy the appropriate persistence resource files to the directory as well as the sigma-jpa-context.xml file
2) Make sure the OS user who runs the WAS process has permissions to read/write to these files
3) Edit the infinispanconfig.xml file
4) Change the following:

<property name="configurationFile" value="/opt/smuser/SIGMA/persistence-files/jgroups-tcp.xml"/>

5) Save and Close the file
6) Edit the jgroups-tcp.xml file
7) Locate the following lines (QA Environment is used in this sample, each server should have its own name in this file):
bind_addr="${jgroups.tcp.address:ServerA}"
bind_port="${jgroups.tcp.port:7800}"

8) Note that on each server, you will need to write the server name the file reside on.
9) Change them to the following (QA Environment is used in this sample):
<TCPPING
timeout="3000" 
initial_hosts="ServerA[7800],ServerB[7800]"
port_range="5"
num_initial_members="2"
ergonomics="false"/>

10) Save and close the file
[bookmark: _Toc456792036]Generate a CA Identity Portal Java Keystore (Using an IBM JDK)
1) Navigate to the /opt/smuser/SIGMA/sigma-keystore-tool directory
2) Run the following command to generate the keystore
/opt/IBM/WebSphere/AppServer/java/bin/java -jar CreateCA Identity PortalKeystore.jar CA Identity Portal.keystore <Key Name> <Keystore Passowrd> <Key Password> 

Note that the location of the WebSphere directory might be different
[bookmark: _Toc456792037]Start the Application
1) In WAS console, Click on ServersServer TypesWebSphere application servers[image: ]

2) Select the 1st CAIM JVM and click on Start
[image: ]

3) Once the application starts, try to get to the CAIM management console using this URL:

http://<server name>/CA Identity Portal/admin
for example:

http://was.caim.lab/sigma/admin/ 

4) You should see the following screen:
[image: ]
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