[image: ]
[bookmark: _GoBack]
8/14/2018

To:          CA API Gateway Customers
From:     The CA Technologies API Gateway Product Team
Subject:  General Availability Announcement for CA API Gateway 9.3.00 Cumulative Release 03 (CR03)

On behalf of CA Technologies, we appreciate your business and the opportunity to provide you with high-quality, innovative software and services.  As part of our ongoing commitment to customer success, we regularly announce updated releases and maintenance for our products.

Today, we are pleased to announce the availability of CA API Gateway 9.3.00 CR03.  This cumulative release corrects Gateway-specific issues discovered since version 9.3.00 was released.  By installing this Cumulative Release, you ensure that your systems are current on resolved issues for version 9.3.00 of the CA API Gateway.  

Important notes about this Cumulative Release:
· 9.3.00 CR03 must be installed on any of the following Gateway versions:
· 9.3.00
· 9.3.00 CR01
· 9.3.00 CR02
Ensure a proper snapshot or backup of the Gateway is taken prior to    upgrade. 
· 9.3.00 CR03 only updates the Gateway. It does not include a platform upgrade or the monthly patch. Those must still be applied separately.
· Future cumulative releases, service packs, and full releases for version 9.3.00 will contain all the fixes contained in CR03.
· This cumulative release includes an upgrade to JDK 1.8.0_181. 




Issues Addressed: CA API Gateway
	DE288689
	Enhanced the Gateway patcher so that errors are reported, with more detailed logging added to the sspc logs.

	DE343053
	Added a new "Skip Validation" option to the Access Resource Protected by Oracle Access Manager Assertion, to help prevent certain failures.

	DE347516
	Corrected the Evaluate JSON Path Expression V2 Assertion to prevent a "NullPointerException" error from occurring.

	DE353852
	Corrected an issue that caused slowness in signing JSON Web Tokens.

	DE356626
	Updated the Create JSON Web Key Assertion so that it uses the correct Base64 encoding for the "x5t" attribute.

	DE360516
	Corrected an issue that prevented the Gateway from starting after upgrading from version 9.2 to 9.3.

	DE361031
	Corrected an issue that caused excessive latency on the Gateway.

	DE361214
	Updated the Evaluate JSON Path Expression V2 Assertion so that is no longer appends unexpected "=" characters to the output.

	DE361245
	Corrected errors that occurred when version 9.3 CR1 is installed.

	DE361445
	Introduced the following assertions:
· - Change CA SSO User Password Assertion
· - Enable CA SSO User Assertion

	DE362150
	Updated the Validate Against Swagger Document Assertion to add the "<prefix>.path" context variable. 

	DE362814
	Resolved a handshake issue that impacted certain ciphers.

	DE363154
	Corrected an issue that caused a performance impact on the Gateway.

	DE363569
	Corrected an issue that caused slowdowns with Cassandra connections.

	DE364175
	Improved the output logs from the Container Gateway to match those produced by the standard Appliance Gateway.

	DE364397
	Corrected an issue that produced an error when switching paths in a WebSocket connection.

	DE364424
DE365643
	Added the new pkix.crl.invalidateCrlCacheOnNextUpdate cluster property. This property invalidates the CRL on the next update time that is embedded in the CRL. The default value of this CWP is false. Set this property to true if you do not intend to use the cached value when stale.

	DE365432
	Corrected the Route via SSH2 Assertion to close SCP sessions after use.

	DE366357
	Corrected an issue that caused the default HTTP port to be created, even though custom ports are specified in a bootstrap bundle (when auto-provisioning a migration bundle).

	DE366529
	Corrected an issue that caused Java exceptions when using a Route via HTTP(S) Assertion that contains multiple URLs.

	DE367210
	Corrected an error that occurred when an OAuth callback URL exceeded 200 characters.

	DE369411
	Corrected an issue that caused the Container Gateway to ignore user parameters specified in the JDBC URL (through the SSG_DATABASE_JDBC_URL environment variable).

	DE369448
	Addressed several issues to improve the performance and stability of the Gateway.

	DE372677
	Corrected an issue that caused a mismatch between the number of log items displayed in the log viewer versus the actual number of items when viewing the log file directly.

	DE375497
	Enhanced the SSG_DATABASE_PASSWORD environment variable to accept special characters.

	DE376725
	Added the new json.evalJsonPathAcceptEmptyArray cluster property for Evaluate JSON Path Expression Assertion.

	F58412
	Major enhancements to the Send Email Alert Assertion. Changes include the ability to:

	US531573
	Updated the JDK version to JDK 1.8.0_181.



You can download your copy of CA API Gateway 9.3.00 CR03 from CA API Management Support Online: https://www.ca.com/us/services-support/ca-support/ca-support-online/product-content/recommended-reading/technical-document-index/ca-api-management-solutions-and-patches.html.
 
· CA_API_Gateway_v9.3.00_CR03.zip
 
You can also call CA Customer Care at +1-800-225-5224 in North America or see http://www.ca.com/phone for the local number in your country. 

Should you need any assistance, our CA Services experts can help.  For more information on CA Services and how you can leverage our experience, please visit www.ca.com/services.

Your success is very important to us, and we look forward to continuing our successful partnership with you.
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