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Installing and Configuring .NET Agent 
Extensions for WCF

This document contains the contents of CA Wily Support Knowledge Base article 
#1617: https://support.wilytech.com/cgi-bin/wilytech.cfg/php/enduser/
std_adp.php?p_faqid=1617.

This article covers the following topics:

WCF background

Installing .NET Agent extensions for WCF

Configuring .NET Agent extensions for WCF

Uninstalling the .NET Agent extension for WCF
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Windows Communication Foundation (WCF) 
background

Windows Communication Foundation (WCF) is a distributed communication 
technology that is included in .NET Framework 3.0. WCF provides nine types of 
bindings to configure a WCF service:

BasicHttpBinding

WSHttpBinding

WSDualHttpBinding

WSFederationHttpBinding

NetTcpBinding

NetNamedPipeBinding

NetMsmqBinding

NetPeerTcpBinding

MsmqIntegrationBinding

Web Services Manager 7.2 supports only these two bindings: 

BasicHttpBinding

WSHttpBinding

Only WCF services that are built using these two bindings can be monitored by 
the Web Services Manager 7.2 .NET Agent extension for WCF. 

Web Services Manager 7.2 requires installation and configuration of an additional 
Agent extension to monitor WCF services and WCF clients calling WCF services.

Installing .NET Agent extensions for WCF
» Important Only .NET Framework 3.0 is supported.

Prerequisites

NET Framework 3.0 must be installed.

Introscope .NET Agent version 7.2.1.0 or later must be installed and 
configured. See the Introscope .NET Agent Guide.

If you upgraded your .NET Agent, you need to do additional configuration. See 
the section on Reconfiguring after upgrading the Introscope .NET Agent 
version in the Web Services Manager Implementation Guide.

Web Services Manager 7.2 for .NET must be installed and deployed. See the 
section on Installing and configuring .NET Agent extensions in the Web 
Services Manager Implementation Guide.
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To install the .NET Agent extension for WCF

1 If needed, download Web Services Manager Agent extension installation archive 
file WilyWebServicesManagerv7.2.0.0DotNet.zip from the Software 
Download Site. Otherwise, find the location to which 
WilyWebServicesManagerv7.2.0.0DotNet.zip was downloaded. See the 
section on Installing and configuring .NET Agent extensions in the Web 
Services Manager Implementation Guide.

2 Use WinZip to extract all files in the 
WilyWebServicesManagerv7.2.0.0Agent.windows.wcf.zip installation 
archive file to <Agent_Home>, which contains the Agent configuration and is 
typically called wily.

The installation archive contains these files:

The .NET Agent extension for WCF is installed. 

File Description

wilyregtool20.exe Tool used to register the 
WCFServices.Observer.dll file.

During the extraction process, the 
wilyregtool20.exe file is copied to the 
<Agent_Home>\bin directory.

wily.WCFServicesAgent.ext.dll Contains the .NET WCF-specific Web 
Services Manager Agent extension classes. 

During the extraction process, the 
wily.WCFServicesAgent.ext.dll file 
is copied to the <Agent_Home>\ext 
directory.

WCFServices.Observer.dll Contains the classes related to identifying 
.NET WCF-specific web services.

During the extraction process, the 
WCFServices.Observer.dll file is 
copied to the <Agent_Home>\bin 
directory.
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Configuring .NET Agent extensions for WCF
Several files need to configured before you can monitor and view WCF-specific 
web services using the .NET Agent extension for WCF. Configuring the .NET Agent 
extension for WCF includes these high-level steps:

Step 1 Registering the WCFServices.dll

Step 2 Defining WebServicesObserver as the endpoint behavior

Step 3 Adding WebServicesObserver as the behavior extention

Step 4 Adding WebServicesObserver as a common behavior

Step 5 Adding the behavior configuration to the WCF services endpoints

Step 6 Modifying the webservices.pbd file

Registering the WCFServices.dll

Use wilyregtool20.exe to register the WCFServices.Observer.dll file.

1 Open a command prompt.

2 Go to <Agent_Home>\bin.

3 Use this wilyregtool20.exe command to register the 
WCFServices.Observer.dll:

Wilyregtool20.exe “WCFServices.Observer.dll”

Defining WebServicesObserver as the endpoint behavior

1 Back up to a secure location the machine.config file, which is located under 
.NET Framework version 2.0. Typically machine.config is found here:

%WINDIR%\Microsoft.NET\Framework\v2.0.50727\CONFIG

2 Open the machine.config file.

3 Check for <system.serviceModel> | <behaviors> | 
<endpointBehaviors>.

» Note CA Wily uses the pipe character (|) to denote node or resource levels. In 
this case, <endpointBehaviors> to the right of <behaviors> indicates 
that the <endpointBehaviors> node is located underneath the 
<behaviors> node.

4 Add the appropriate code below depending on the node names you found in 
step 3 above.
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This code is required to monitor the WCF clients and WCF services.

a If <endpointBehaviors> is present, add this code under 
<endpointBehaviors>: 

<behavior name="WebServicesObserverBehavior">
<WebServicesObserver />
</behavior>

b If <endpointBehaviors> is not present, add this code under <behaviors>:

<endpointBehaviors>
<behavior name="WebServicesObserverBehavior">

<WebServicesObserver />
</behavior>

</endpointBehaviors>

c If <behaviors> is not present, add this code under 
<system.serviceModel>:

<behaviors>

      <endpointBehaviors>

        <behavior name="WebServicesObserverBehavior">

          <WebServicesObserver />

        </behavior>

      </endpointBehaviors>

    </behaviors>

When you are finished adding the code, the endpoint behaviors code in the 
machine.config file looks like this:

<behaviors>

      <endpointBehaviors>

        <behavior name="WebServicesObserverBehavior">

          <WebServicesObserver />

        </behavior>

If you found that Then go to this sub-step 
below

<endpointBehaviors> is present step a on page 5

<endpointBehaviors> is not present step b on page 5

<behaviors> is not present step c on page 5

<system.serviceModel> is not present step d on page 6
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………..other endpoint behaviors……. 

     </endpointBehaviors>

    </behaviors>

d If <system.serviceModel> is not present, add this code at end of the 
machine.config file just above </configuration>:

<system.serviceModel>

<behaviors>
<endpointBehaviors>
<behavior name="WebServicesObserverBehavior">
<WebServicesObserver />
</behavior>
</endpointBehaviors>

</behaviors>

</system.serviceModel>

Adding WebServicesObserver as the behavior extension

1 In the machine.config file, find <system.serviceModel> | <extensions> | 
<behaviorExtensions>.

2 Add this code under <behaviorExtensions>:

<add name="WebServicesObserver" 
type="com.wily.powerpack.webservices.extension.MessageInspectorE
xtensionElement, WCFServices.Observer, Version=7.2.0.0, 
Culture=neutral, PublicKeyToken=99330fac7173009e" /> 

When you are finished adding the code, the behavior extension code in the 
machine.config file looks like this:

   <extensions>

      <behaviorExtensions>

        <add name="WebServicesObserver" 
type="com.wily.powerpack.webservices.extension.MessageInspectorE
xtensionElement, WCFServices.Observer, Version=7.2.0.0, 
Culture=neutral, PublicKeyToken=99330fac7173009e" />

………..other behavior extensions….

</behaviorExtensions>

………..other extensions….

</extensions>
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Adding WebServicesObserver as a common behavior

WebServicesObserver is automatically applied to all the WCF clients running on 
the system.

1 In the machine.config file, find <system.serviceModel> |  
<commonBehaviors> |  <endpointBehaviors>. 

2 Add <WebServicesObserver /> under <endpointBehaviors>.

When you are finished adding the code, the common behavior code in the 
machine.config file looks like this:

<commonBehaviors>

      <endpointBehaviors>

        <WebServicesObserver />

      </endpointBehaviors>

    </commonBehaviors>

Now the Web Services Manager WCF-related code in the the machine.config file 
looks like this:

<system.serviceModel>

    <behaviors>

      <endpointBehaviors>

        <behavior name="WebServicesObserverBehavior">

          <WebServicesObserver />

        </behavior>

      </endpointBehaviors>

    </behaviors>

    <extensions>

      <behaviorExtensions>

        <add name="WebServicesObserver" 
type="com.wily.powerpack.webservices.extension.MessageInspectorE
xtensionElement, WCFServices.Observer, Version=7.2.0.0, 
Culture=neutral, PublicKeyToken=99330fac7173009e" />
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      </behaviorExtensions>

    </extensions>

    <commonBehaviors>

      <endpointBehaviors>

        <WebServicesObserver />

      </endpointBehaviors>

    </commonBehaviors>

  </system.serviceModel>

Adding the behavior configuration to the WCF services endpoints

1 Open the web.config file of the WCF service that needs to be monitored.

2 Add this code to the endpoints that implement wsHttpBinding and 
basicHttpBindings:

behaviorConfiguration="WebServicesObserverBehavior" 

When you are finished adding the code, the web.config file looks like this:

For basicHttpBinding

<endpoint address="" binding="basicHttpBinding" 
contract=" Com.Wily.ServiceModel.Samples.ICalculator" 
behaviorConfiguration="WebServicesObserverBehavior"/>

For wsHttpBinding

      <endpoint address="" binding="wsHttpBinding" 
bindingConfiguration="Binding1" contract=" 
Com.Wily.ServiceModel.Samples.ICalculator" 
behaviorConfiguration="WebServicesObserverBehavior"/>
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» Note Note: If behaviorConfiguration has already been defined in the 
endpoints, add <WebServicesObserver/> under the behavior name, as 
shown in bold in the code sample below. 

For example if behaviorConfiguration  is defined as follows

behaviorConfiguration="TestBehavior", then the configuration looks like 
this:

<endpointBehaviors>
<behavior name="TestBehavior" >
.....other behavior....
<WebServicesObserver/>

</behavior>
</endpointBehaviors>

Modifying the webservices.pbd file 

1 Open the webservices.pbd located in the <Agent_Home> directory.

2 Search for WCF Services Tracing and follow the instructions written there. 

If the service contract interface is for example,  
Com.Wily.ServiceModel.Samples.ICalculator, then the webservices.pbd 
code should look like this:

SetFlag: WCFServerTracing
TurnOn: WCFServerTracing

IdentifyInheritedAs: Com.Wily.ServiceModel.Samples.ICalculator 
WCFServerTracing

TraceAllMethodsIfFlagged: WCFServerTracing 
WebServicesProducerAggregatedTracer 
"WebServices|Server|{namespace}"
TraceAllMethodsIfFlagged: WCFServerTracing 
WebServicesProducerTracer 
"WebServices|Server|{namespace}|{method}"
TraceAllMethodsIfFlagged: WCFServerTracing 
WebServicesProducerErrorTracer 
"WebServices|Server|{namespace}:Errors Per Interval"
TraceAllMethodsIfFlagged: WCFServerTracing 
WebServicesProducerErrorTracer 
"WebServices|Server|{namespace}|{method}:Errors Per Interval"
TraceAllMethodsIfFlagged: WCFServerTracing 
WebServicesCrossProcessTracer "WebServices|Server"
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3 Search for WCF Client Tracing and follow the instructions written there. 

If the WCF client proxy class is for example 
Com.Wily.ServiceModel.Clients.CalculatorClient the 
webservices.pbd code should look like this:

SetTracerClassMapping: WebServicesWCFClientTracer 
com.wily.introscope.agent.trace.BlamePointTracer 
com.wily.introscope.probebuilder.validate.ResourceNameValidator

SetTracerParameter: WebServicesWCFClientTracer nameformatter 
com.wily.powerpack.webservices.extension.agent.trace.nameformatter.dotn
et.WCFClientNameFormatter

SetTracerClassMapping: WebServicesWCFBackendTracer 
com.wily.introscope.agent.trace.BackendTracer 
com.wily.introscope.probebuilder.validate.ResourceNameValidator

SetTracerParameter: WebServicesWCFBackendTracer nameformatter 
com.wily.powerpack.webservices.extension.agent.trace.nameformatter.dotn
et.WCFClientNameFormatter

SetTracerOrdering: WebServicesWCFBackendTracer -1000

SetTracerClassMapping: WebServicesWCFClientErrorTracer 
com.wily.powerpack.webservices.extension.agent.trace.fault.dotnet.Error
ReportingTracer 
com.wily.introscope.probebuilder.validate.MetricNameValidator

SetTracerParameter: WebServicesWCFClientErrorTracer nameformatter 
com.wily.powerpack.webservices.extension.agent.trace.nameformatter.dotn
et.WCFClientNameFormatter

SetFlag: WCFClientTracing
TurnOn: WCFClientTracing

IdentifyClassAs: Com.Wily.ServiceModel.Clients.CalculatorClient 
WCFClientTracing

TraceAllMethodsIfFlagged: WCFClientTracing WebServicesWCFBackendTracer 
"WebService at {namespace}"

TraceAllMethodsIfFlagged: WCFClientTracing WebServicesWCFClientTracer 
"WebServices|Client|{namespace}"

TraceAllMethodsIfFlagged: WCFClientTracing WebServicesWCFClientTracer 
"WebServices|Client|{namespace}|{method}"

TraceAllMethodsIfFlagged: WCFClientTracing WebServicesWCFClientErrorTracer 
"WebServices|Client|{namespace}:Errors Per Interval"

TraceAllMethodsIfFlagged: WCFClientTracing WebServicesWCFClientErrorTracer 
"WebServices|Client|{namespace}|{method}:Errors Per Interval"

TraceAllMethodsIfFlagged: WCFClientTracing WebServicesCrossProcessTracer 
"WebServices|Client"

4 Restart the IIS application server.

The Web Services Manager .NET Agent extension is configured for WCF.
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Uninstalling the .NET Agent extension for WCF
To uninstall the .NET Agent extension for WCF

1 Stop the IIS application server.

2 Use wilyregtool20.exe to unregister the WCFServices.Observer.dll file.

a Open a command prompt.

b Go to <Agent_Home>\bin.

c Use this wilyregtool20.exe command to register the 
WCFServices.Observer.dll.

Wilyregtool20.exe –u “WCFServices.Observer.dll”

3 Remove code from the machine.config file.

a Locate and open the machine.config file.

» Note The machine.config file is typically located in the 
C:\WINDOWS\Microsoft.NET\Framework\vx.x\CONFIG directory, 
where vx.x is the .NET version. For example, the directory for .NET 1.1 
might be v1.1.4322 and the directory for .NET 2.0 might be v2.0.50727.

b Remove this code under <endpointBehaviors>: 

<behavior name="WebServicesObserverBehavior"> 
<WebServicesObserver /> 

c Remove WebServicesObserver as the behavior extension by removing this 
code under <behaviorExtensions>:

<add name="WebServicesObserver" 
type="com.wily.powerpack.webservices.extension.MessageInspectorE
xtensionElement, WCFServices.Observer, Version=7.2.0.0, 
Culture=neutral, PublicKeyToken=99330fac7173009e" />

4 Remove WebServicesObserver as a common behavior by removing 
<WebServicesObserver /> under <endpointBehaviors>.

WebServicesObserver is automatically removed from all the WCF clients running 
on the system.
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5 Remove the behavior configuration from the WCF services endpoints.

a Open the web.config file of the WCF service that is being monitored.

b Remove this code from the endpoints that implement wsHttpBinding and 
basicHttpBindings:

behaviorConfiguration="WebServicesObserverBehavior" 

When you are finished removing the code, the web.config file looks like this:

For basicHttpBinding

      <endpoint address="" binding="basicHttpBinding"                      

contract=" Com.Wily.ServiceModel.Samples.ICalculator"/>

For wsHttpBinding

      <endpoint address=""

            binding="wsHttpBinding"

            bindingConfiguration="Binding1" 

            contract=" Com.Wily.ServiceModel.Samples.ICalculator"/>

6 Unmodify the webservices.pbd file located in the <Agent_Home> directory.

a Search for WCF Services Tracing and reverse the instructions written there.

b Search for WCF Client Tracing and reverse the instructions written there.

7 Delete the .NET Agent extension for WCF files.

a Delete WCFServices.Observer.dll from the <Agent_Home>\bin directory.

b Delete wily.WCFServicesAgent.ext.dll from the <Agent_Home>\ext 
directory.

c Delete wilyregtool20.exe from the <Agent_Home>\bin directory.

8 Start the IIS application server.

The .NET Agent extension is uninstalled.


	Installing and Configuring .NET Agent Extensions for WCF
	Windows Communication Foundation (WCF) background
	Installing .NET Agent extensions for WCF
	Configuring .NET Agent extensions for WCF
	Registering the WCFServices.dll
	Defining WebServicesObserver as the endpoint behavior
	Adding WebServicesObserver as the behavior extension
	Adding WebServicesObserver as a common behavior
	Adding the behavior configuration to the WCF services endpoints
	Modifying the webservices.pbd file

	Uninstalling the .NET Agent extension for WCF



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


