Office Hours for Network Flow Analysis – January 6, 2015

Melanie Giuliani to Everyone:	Hi everyone! Welcome to our NFA Office Hours! We will be getting started around 10am.
Melanie Giuliani to Everyone: Let's get started! You can start asking questions now. Please make sure that you chat to "everyone."
Terry Brewer to Everyone: What CA products are covered in this session?
Melissa Potvin to Everyone: @Terry: Hi  Terry, Today's office hours event is covering Network Flow Analysis. 
Terry Brewer to Everyone: @mel thank you
Bob Wilcox to Everyone: is there a date for NFA 9.3 yet
[PM] : @Bob: NFA 9.3 is scheduled to go GA on 1/29/15.
David James to Everyone: by default how long does NFA keep a record of flows and how can I change that time
Michael Kristofic to Everyone:	I'd like to ask what is the best practice on backing up NFA Harvesters 15min data (ReaperArchive15 stored in flat files) !without! stopping the Harvester service. And of course to be sure that the backup integrity is 100%. Please don't tell me to use dbtoolv3 because that's for backing up MySQL DB only...
Mark van Linder to Everyone: Are there plans to integrate NFA and CACP so the NFA console functionality becomes available in CAPC?
Christopher Walsh to Everyone:  @Bob we don't have an exact date on NFA 9.3 yet, but it is hopefully do out within the next 2 months
[PM]: @Christopher NFA 9.3.0 is scheduled to go GA on 1/29/15
Justin Signa to Everyone: @David, we keep 15 minute interval data for 13 months.  1 minute data for 30 days, and raw netflow for 24 hours.  This can be adjusted via this tech doc: http://www.ca.com/us/support/ca-support-online/product-content/knowledgebase-articles/tec594705.aspx
Simon Sage to Everyone: Are there any plans to extend the Tenanct awareness of CAPC down into NFA completely?
[PM]: @Simon - We do have plans on extended multi-tenant awareness from CAPC to NFA.  Currently the limitations are for Enterprise Overview Views, Custom Reports Menu, Analysis Reports Menu, and Flow Forensics.  There is currently a sql update to hide Enterprise Overviews but the others require code change.  The team is working on Custom Reports/Analysis first and then Flow Forensics.  This work is tentatively scheduled to occur in the 1H of CY2015. 
Christopher Walsh to Everyone: @mark I have not seen any plans for this at this time, but sounds like a great Idea, you can submit the Idea on the user communties https://communities.ca.com/community/ca-infrastructure-management
Mark van Linder to Everyone: +1 for multi tenancy support. We need to support multiple customers and would like to separate their access both in CAPC as well as in NFA.
Justin Signa to Everyone: @Mike, we still use use DBtoolv3 to backup the NQRPTR but for the ReaperArchive15 we see users using XCOPY scripts to copy the directories.  We do not have an officially supported backup method but if you contact me at Justin.Signa@CA.com.. I can help you set up a really good script.
Barry Cole to Everyone:	 Does a How-To exist for establilshing Trending in NFA?
Brenda Hamby to Everyone: We're still on RA 9.0.161.1 until we migrate our servers to Win2008.  Are there fixes in newer releases for interfaces that show utilization greater than 100%?  Because it doesn't appear to be a netflow config issue.
David James to Everyone: Is there any better way to send out email/alerts showing utilization than sending traps to Spectrum? I'd like to be able to send out an alert showing utilization, top talkers, etc
massoud shamsian to Everyone: Would like to see the tier consolidation trend to continue. i.e. we eliminated NFM a few years ago but maintaining 3 or four servers in a single location is cumbersome. Would like an option to consolidate DSA and Console.  Also separation of NPC and Console in 9.2.1 adds yet another server making legacy 3 tier system into 4 tier. 
Christopher Walsh to Everyone: @Simon there are plans in the Roadmap to extend tenant awareness I don't have an ETA as to when that will be rolled out
[PM]: @Christopher  We do have plans on extended multi-tenant awareness from CAPC to NFA.  Currently the limitations are for Enterprise Overview Views, Custom Reports Menu, Analysis Reports Menu, and Flow Forensics.  There is currently a sql update to hide Enterprise Overviews but the others require code change.  The team is working on Custom Reports/Analysis first and then Flow Forensics.  This work is tentatively scheduled to occur in the 1H of CY2015. 
Michael Kristofic to Everyone: @Justin Thanks I'll sure contact you and have a private chat about that matter
Justin Signa to Everyone: @Barry, can you clarify what you mean by trending?
Barry Cole to Everyone: "Based on the last 3 months of data, what traffic is expected next month" sort of thing. One of our network engineers would like to use the trending capability in NFA.

Christopher Walsh to Everyone: @brenda usually when seeing over 100% utilization it is usually due to a netflow config issue.  There are no specific fixes to my knowledge for over 100% utilization, but there are lots of fixes available in 9.1.4 which was just released, which you can upgrade to even if you are on Windows 2003
Justin Signa to Everyone: @David, Good question.  We are goign to have to give that some thought.
Christopher Walsh to Everyone: @Brenda 9.1.4 includes many of the fixes in 9.2.1 but without having to be on Windows 2008
Klaus Lintz to Everyone: Any roadmap regarding direct integration with Spectrum and SOI
[PM]: @Klaus  There is no direct integration planned between NFA and Spectrum, the integration today would be done through CAPC or NPC.  You also have the ability to send SNMP traps directly from NFA to Spectrum.
Kahlil Thomas to Everyone: About Tier consolidation: It has always been possible to do a "Standalone" install with all components on one box.
Kahlil Thomas to Everyone: (Not including Performance Center in 9.2.1, however)
[bookmark: _GoBack]Bob Wilcox to Everyone: I have heard that "Path Latency" was being added back to the roadmap, any idea what release that will be in?
[PM]: @Bob - Path latency is something we are targeting, but it does not have a defined time frame as of yet.  The implementation we are targeting is not the same as what was presented in the past.
Justin Signa to Everyone: @Massoud, We support Standalone installations of NFA 9.2.1 where we can use NPC and NFA Standalone which will make that 2 servers.
Simon Sage to Everyone: We use a lot of ADSL type Tech in our environment, NFA doesnt handle this very well Upstream/Downstream comes to mind is their any plans to improve on this like has been done recently within ehealth? you can now show utilisation against available bandwidth, something that would be really useful in NFA
Josh Bovee to Everyone: Is there any work on making NFA a multi-tenant solution?  Specifically in regards to having separated access to custom reports and such.
Christopher Walsh to Everyone: @David you can also use notifications in CAPC and/or NPC to send NFA alerts
David James to Everyone: any possibility in a future release of NFA that it will have the ability to send an alert as an HTML so that the email has all the relative netfow information contained in the body of the email and not a link that they have to click on?  Is would be useful when you are not on the corp. network
massoud shamsian to Everyone: Correct. Although Harvester function would likely always need to remain separate for Global enterprises.  So may be a two tier solution?  i.e. "Harvester"+"AllOthers" 
Mark van Linder to Everyone: It looks like there are a lot of people interested in integrating the functionality of the NFA console and CAPC, so basically having the Harvesters as a data collector for CAPC directly. Is that something you are considering?
David James to Everyone: how well does NFA handle netflows from Palo Alto firewalls?  It seems we don't always get all the flows
Christopher Walsh to Everyone: @david that is a great Idea, which I believe was just submitted as an enhancement by another customer just recently
Barry Cole to Everyone:	 You know, Trend Analysis in NFA??
Justin Signa to Everyone: @Barry, There is information in the user guide for use on our Trending Graphs.  If you can please email me at Justin.Signa@CA.com later on so we can help provide you with more information on this.
Christopher Walsh to Everyone: @david https://communities.ca.com/ideas/235714586 here is the idea
Brenda Hamby to Everyone: @mark I would certainly prefer to have less servers to manage!
David James to Everyone: will CA ever start publishing more how-to videos on NFA?
Christopher Walsh to Everyone: @simon we would have to check with product management on your question about ADSL
Justin Signa to Everyone: @Josh, we have a multi-tenant release coming out.  I do not have a release date now but we can contact you later after we speak with Product Management.
[PM]:  @Justin - We do have plans on extended multi-tenant awareness from CAPC to NFA.  Currently the limitations are for Enterprise Overview Views, Custom Reports Menu, Analysis Reports Menu, and Flow Forensics.  There is currently a sql update to hide Enterprise Overviews but the others require code change.  The team is working on Custom Reports/Analysis first and then Flow Forensics.  This work is tentatively scheduled to occur in the 1H of CY2015. 
David James to Everyone: what new features will be in NFA 9.3?
[PM]: @David The marquee features of 9.3 include: 
· MySQL 5.6
· Site to Site Reporting
· Performance Improvements for large scale deployments


Simon Sage to Everyone: @Justin is that the next release which will be fully Tenant aware?
Justin Signa to Everyone: @ David, with NFA 9.2.1 we fully support Palo Alto Firewalls.  Using Palo Alto's with any version below will result in some issues.
Melanie Giuliani to Everyone:	@David - regarding your question on how-to videos for NFA, we are currently posting tech tips, and plan to move towards creating more in video form in the near future. 
Justin Signa to Everyone: @Massoud, we also have a 2-Tier system. Where it is just Harvester Servers + a Console Server.  The DSA and Harvester components are joined in a 2-Tier enviornment.
Mike D. Osborne to Everyone:	I know there is a field-developed perl script for searching the NFA databases for an IP address.   That's one of our pain points is my team and some of my customers want to start with an IP address and quickly get dataflow, timeframe, protocol, conversation details.    Is there any additional usage information or examples that could be provided?  
Simon Sage to Everyone: there was quite a long delay between 9.2 and 9.2.1 around a year? supposedly due to the ASA fix? what release schedule are you aiming for in the future? am assuming it was a one off that it took so long to get 9.2.1 out of the door?
[PM]: @Simon - The long delay had nothing to do with the ASA fix, it was due to a re-organization across the entire CA development organization. We follow an Agile methodology and release on a quarterly cadence.  
Melissa Potvin to Everyone: @Klaus: regarding your question on roadmap regarding direct integration with Spectrum and SOI. I will check in with product management and will get back to you.  Please standby…
[PM]: @Melissa - There is no direct integration planned between NFA and Spectrum, the integration today would be done through CAPC or NPC.  You also have the ability to send SNMP traps directly from NFA to Spectrum.
David James to Everyone: is there any way that NFA can use the internal DNS servers to show the FQDN of an internal user instead of just the IP address? 
Justin Signa to Everyone: @Simon, I can't tell you for sure right now if the next version will be the multi tenant release, however as soon as I get in touch with product management I will be able to get that answer for you.  You can contact me at Justin.Signa@CA.com later on and I can work on getting that response back from Product Management.
[PM]: @Justin - We do have plans on extended multi-tenant awareness from CAPC to NFA.  Currently the limitations are for Enterprise Overview Views, Custom Reports Menu, Analysis Reports Menu, and Flow Forensics.  There is currently a sql update to hide Enterprise Overviews but the others require code change.  The team is working on Custom Reports/Analysis first and then Flow Forensics.  This work is tentatively scheduled to occur in the 1H of CY2015. 
Simon Sage to Everyone: @Justin Thanks :)
Christopher Walsh to Everyone: @Mike D. CA Services could help out with custom mysql queries to pull data from NFA, you can use mysql query logging while pulling a report to see an example of how the product queries the various databases to pull information
David James to Everyone:  we are on NFA 9.2.1 but it seems to only show netfow traffic from the external interface and not the internal. We can see where the traffic is going but not where it is from
Klaus Lintz to Everyone: @Melissa Thanks
Christopher Walsh to Everyone: @Simon I don't believe we will see such a gap between releases as we did waiting for 9.2.1
Mike D. Osborne to Everyone: @Chris  Thanks!
Simon Sage to Everyone: @Chris Thanks :)
David James to Everyone: are there any best practice guides for getting the most from NFA?
massoud shamsian to Everyone: Is there an option to migrate an existing 3-tier system  into a 2-tier system? 
Christopher Walsh to Everyone: @mike d. I will try to post something to the user communites on how to set the specific mysql query logging in the next day or so
Justin Signa to Everyone: @David, we use DNS to resolve hostnames in the current versions of NFA.  If you are having an issue with that pelase open a support ticket.
Mark van Linder to Everyone: Is there any way to export data about active routers/intefaces? We would like to report on who is pushing data to NFA as a basis for internal charging.
Christopher Walsh to Everyone: @massoud No there is no migration path for moving from a 3 tier to a 2 tier installation, it would have to be setup as a new environment, you could leverage flow cloner to forward flows over to the new environment, and allow flows to collect for a while before switching over
Jorge Correa to Everyone: May be possible that CA deliver some tools for work with NFA like old NetQoS Support Tools ,that was great  for test and solve common troubles and update of Commander Thanks !!
Klaus Lintz to Everyone:  Currently only pdf reports can be mailed out. Is there a way to include csv files? 
Barry Cole to Everyone: What is the easiest method of determining which devices are actually able to transfer flow data into NFA? I know we have some devices that are sending flow but are currently getting blocked. 
Michael Momberg to Everyone: Are there any customizable fields available on a device/interface basis in NFA? To automatically enrich data using REST services. Example: CI-ID, Customer Name etc from a CMDB
Christopher Walsh to Everyone: @Mark if you are just looking for a way to export a list of active routers and interfaces we can help you out with a mysql query that can be exported to text or csv, if you open an issue, or post it as a question on the user communties i can follow up with some example queries for you after this session
Klaus Lintz to Everyone: My question is related to consation reports
Kahlil Thomas to Everyone: @Jorge The Communities page contains a "living" document that takes the place of NQCommander https://communities.ca.com/docs/DOC-1061
Justin Signa to Everyone: @Jorge, we have a lot of new router configuration discussions for NFA in the User Communities now.  We have some tools available as well that may be able to help you out.  Contact me at Justin.Signa@CA.com to discuss what kind of tools you are looking for.
Mark van Linder to Everyone: @Christopher: Thanks, I will.
Mike D. Osborne to Everyone: Are there any use case and configuration examples for the new Cisco ART / NBAR2 reporting features?
Christopher Walsh to Everyone: @Klaus currently only PDF's can be emails, you can export some reports like Flow Forensics reports to csv, and email it after the fact.  However that does sound like a great enhancement Idea which you can submit on the User Communties https://communities.ca.com/community/ca-infrastructure-management
Jorge Correa to Everyone: Thanks Justin!
Christopher Walsh to Everyone: @Mark if you post the question https://communities.ca.com/community/ca-infrastructure-management I can follow up with some example queries
massoud shamsian to Everyone: @chris so in migrating from an existing 3-tier system to a 2-tier system  can the configuration files be restored from the old to the new console? (less DSA, as flow cloner will take care of that) 
Justin Signa to Everyone: @Barry, Pre 9.2.1 we had issues with Firewall data.  9.2.1 and forward we can report on that data with no issue.  We support layer 3 Netflow (v5, v7, v9, v10).  Here is more information on that. http://www.ca.com/us/support/ca-support-online/product-content/knowledgebase-articles/tec597610.aspx
Klaus Lintz to Everyone: @Christopher. I currently using that feature but like automate that. I will post the idea.
Christopher Walsh to Everyone: @Michael Momberg we don't have any type of customizable fields in NFA at this time, it sounds like a great enhancement idea. You can submit that as an Enhancement by posting an Idea here https://communities.ca.com/community/ca-infrastructure-management
Mike D. Osborne to Everyone:	Are you aware of anyone getting Blue Coat SG Proxy NetFlow (or other traditional proxy flows) combined to see both the original source and actual destination IP address of the flows?
Barry Cole to Everyone:	 @Justin, thanks.
Christopher Walsh to Everyone: @mike D we don't specifically have NBAR2 configurations on the Cisco side but we do have a few tech tips posted on how to verify NBAR2 data using Wireshark and where to find it in NFA https://communities.ca.com/docs/DOC-231149648    https://communities.ca.com/docs/DOC-231149649
Mike D. Osborne to Everyone: @Chris, thank you!
Christopher Walsh to Everyone: @mike D. I am not specifically aware of any use cases about anyone getting Blue Coat SG Proxy NetFlow I would recommend checking with the rest of the user community by posting your question here https://communities.ca.com/community/ca-infrastructure-management  you may find other users out there that are doing this
Mike D. Osborne to Everyone:	Thank you
Melanie Giuliani to Everyone:	Hi everyone - we have 15 minutes left in this session. Now is the time to ask any last minute or follow-up questions. Thanks!
Mark van Linder to Everyone: Are there plans to make the NFA console and/or DSA functionality available on Linux?
Josh Bovee to Everyone: Any thoughts on giving us the ability to automatically enable interfaces based on some regular expressions?  Similar to the way we enable monitoring for interfaces in NetVoyant and now PM
Mark van Linder to Everyone:	(DSA as stand alone, not part of a harvester)
Daniel Brzoska to Everyone:  @Mike osborne - Cisco NBAR2 config example headed your way
Kahlil Thomas to Everyone: @Mark in a 2-Tiered install with a Linux Harvester, the Harvester acts as its own DSA
Mike D. Osborne to Everyone:	@Dan - thank you!
Simon Sage to Everyone: is 2012R2 on the roadmap for supported OS?
[PM]: @Simon - Yes it is under consideration for 2HCY15.
Christopher Walsh to Everyone: @Mark van Linder at this time there are no plans for a Linux bases console or DSA, but there an Idea already open for that for the console at least https://communities.ca.com/ideas/102996261 perhaps just add a comment about the DSA as well
Justin Signa to Everyone: @Josh, that sounds like a good idea!  You should definitely post that in the Enhancement Idea Wall. https://communities.ca.com/ideas/
Bob Wilcox to Everyone: are there plans to make the linux based harvester more efficient so it could handle the same load as a windows harvester
Brenda Hamby to Everyone: Didn't see an answer to question from David James about new features in NFA 9.3.
[PM]: @Brenda -  Answered above.
Christopher Walsh to Everyone: @simon we would have to check with product management on a time frame for 2012 support there is no ETA that I have seen yet
[PM]: @Christopher – this question was answered above
Michael Momberg to Everyone: Is there any released NFA roadmap document available or do we need to retrieve it from our local CA agent?
[PM]: @Michael - Please reach out to your local sales rep to schedule a roadmap session.  
Melissa Potvin to Everyone: @Brenda:  We noticed there are many product management / roadmap related questions here today! We will check in with product management on all of these and come back to the community with answers.   Be sure to check the transcripts. 
Brenda Hamby to Everyone: @Melissa Thanks!
Christopher Walsh to Everyone: @brenda we don't have a finished list of new feature in NFA 9.3 yet we should have that soon and will post the release notes and tips about 9.3 as we get closer to when it is released.  If you have not already I would check out the 9.2.1 release notes to see all of the 9.2.1 features if you are not familiar with them yet  https://support.ca.com/cadocs/0/CA%20Network%20Flow%20Analysis%209%202%201-ENU/Bookshelf_Files/PDF/NFA_Release_Notes_en_US.pdf
Simon Sage to Everyone: @Chris @Justin Thanks
Brenda Hamby to Everyone: @Chris Thank you!
Melissa Potvin to Everyone: Also (to everyone): given such a high volume of interest in roadmap, new features, etc. for NFA  I will recommend to product management that we consider a community webcast to address.. 

Simon Sage to Everyone: it does seem that the roadmap for NFA is not as clear as some other products Spectrum is the best example of this. or should i say as well advertised
[PM]: @Simon - We do have a clear roadmap for NFA.  Please work with your local CA Sales Rep to schedule a session and we can go through the details.
Mark van Linder to Everyone:	@Chris: I posted the question on exporting the NFA data and also the idea for NFA/CAPC console integration. Thanks for the suggestions.
Melanie Giuliani to Everyone:	2 minute warning everyone! Get your final questions in now!
Melissa Potvin to Everyone: @simon: point taken, and we appreciate your feedback! will definitely will get with the team on this. right away.
Simon Sage to Everyone: Thank you for today it’s been very useful :)
Mark van Linder to Everyone: @ the CA team: thank you for setting up this session
Mike D. Osborne to Everyone: Definitely, thanks CA team!   
Brenda Hamby to Everyone: I concur... well done!
Justin Signa to Everyone: Thank you guys!
Christopher Walsh to Everyone: Thank you everyone for your questions.
Melanie Giuliani to Everyone: We will post the transcript for this session in the IM community. Thanks for joining!

