CA API Portal 4.2 (offline & Online)
Prerequisite 
1. Network configuration (Static IP recommended)
2. Docker installation 
a. Offline installation (without access to internet)
b. Online installation (with access to internet)
3. Documentation for both type of docker Installation: https://docs.docker.com/install/linux/docker-ce/centos/
4. A user with sudo privileges to deploy and run API Portal 
5. All user must pe part of docker group.
6. URL for adding a group and user to docker group refer document @ https://docs.docker.com/install/linux/linux-postinstall/#manage-docker-as-a-non-root-user
7. For production systems, Docker should start on boot and should be configured with the following options for maximum system stability.
a. Storage Driver   -   overlay2
b. Log Driver   -   journald
More information about storage drivers can be found at https://docs.docker.com/storage/storagedriver/select-storage-driver/
Information about log drivers can be found at https://docs.docker.com/config/containers/logging/configure/
More information about starting Docker on boot can be found at https://docs.docker.com/install/linux/linux-postinstall/#configure-docker-to-start-on-boot
System Requirement: 
1. Hardware Requirements: To deploy the CA API Developer Portal application, you must have at least one compute node (virtual or physical) with the following hardware requirements.
a. CPU     --   4+ Cores
b. Memory --- 32+ GB	
c. Hard-disk -- 200+ GB
2. Software Requirements: The Docker version that needs to be installed will depend on your operating system.
Operating System    Docker Version
CentOS 7.4	         Docker CE 17.06 to 17.12
RHEL 7.4	         Docker EE 17.06
Information on installing Docker EE on RHEL and Docker CE on CentOS can be found at https://docs.docker.com/install/linux/docker-ee/rhel/
https://docs.docker.com/install/linux/docker-ce/centos/
Installation API Portal
Offline
File required - download from CA support portal 
1. GEN500000000000688.ova (for installing the OS i.e CENTOS)
2. GEN500000000000730.tar.gz (offline package for entire content of API Portal 4.2) 
3. API Portal 4.x License is required 

· Copy file (2,3) using winscp to “/home/portal”
· Once VM is powered on Login with username and password (user - portal, Password - 7layer)
· Password change is necessary on first login to the portal user.
· Logged in change root user with command “sudo -s”, Enter password for “portal” user
· Move “GEN500000000000730.tar.gz” from “/home/portal to /opt” directory.
· mv /home/portal/ GEN500000000000730.tar.gz /opt/
· Change the working directory to the /opt directory
· cd /opt
· Extract GEN500000000000730.tar.gz there.
· tar zxvf GEN500000000000730.tar.gz
· Edit host file
· Vi /etc/hosts
· Add following line in the /etc/hosts file on your portal machine
· 127.0.0.1 localhost localhost.localdomain localhost4 localhost4.localdomain4 jarvis.packages.ca.com apim-portal.packages.ca.com (New package to add in the etc hosts file)
· Change the working directory to the portal installation directory i.e apim-portal-4.2.0.0-final
· cd /opt/apim-portal-4.2.0.0-final
· Execute the `config.sh` script to generate the required configuration.
· ./config.sh
· Enter details is required for portal configuration.
· Tenant ID when prompted or press enter the accept the default of apim (recommended).
· Portal subdomain when prompted or press enter the accept the default of example.com (not recommended).
· Path to license file when prompted. (initially copied in /home/portal/licence_filename.xml)
· Enroll notification email address or press enter the accept the default value of noreply@email.example.com (not recommended).
· Enable Portal Analytics or not (you can press y to accept the default value of yes).  This will enable CA Jarvis as part of the installation
· After answering all questions, you will be prompted with a confirmation message.  Please review the values you have entered. If a mistake is made, enter N to repeat the process.  If you are satisfied with the values, enter Y to accept and continue.
· Once you have accepted the configuration, you will need to run portal.sh to start deploying the CA API Developer Portal application
· /portal.sh
· Wait for the portal to start. This might take long time as there are various service of portal which need to be extracted and enabled.
· Once Portal finish executing the command , following message will appear in the screen,
APIM Portal services are currently being orchestrated in the background.
To check the status of the services please run ./status.sh
After all services are up and running, please navigate to apim.example.com
For additional information on advanced setup of APIM Portal please check documentation at
https://docops.ca.com/ca-api-developer-portal-enhanced-experience/4-2/en
· You can see a summarized view of the startup status by executing the following command
· ./status.sh
Note:
1. If all the command is not being executed from root or being executed from “portal” user or other user then prepend all the command with “sudo” to initialization of the script.
2. All files are already available in offline package thus to do installation edit the host file (vi /etc/hosts) and add additional parameter as “127.0.0.1 localhost localhost.localdomain localhost4 localhost4.localdomain4 jarvis.packages.ca.com apim-portal.packages.ca.com”
3. Some occasion SSH terminal will be timed-out during installation, thus change sshd timeout using below steps
a. Edit sshd_config file using below command
i. vi /etc/ssh/sshd_config
b. change value of parameter 
i. ClientAliveInterval 30000 (in sec)
ii. ClientAliveCountMax 0
c. Restart the sshd service using below command 
i. /bin/systemctl restart sshd.service
d. Check Status of SSHD_Status using below command 
i. service sshd status
e. It will show “active running time” 
4. If portal files are downloaded from CA API Management solution and patches then file name will be different and all the command for execution will be changed as per filename.
a. apim-portal-4.2.0-final-offline.tar.gz         GEN500000000000730.tar.gz
b. API Developer Portal Virtual CentOS 4.2.0.ova       GEN500000000000688.ova
5. SMTP will not be configured in offline installation thus password related change for portal is not possible for any user.
6. We may configure Intranet SMTP as per client requirement. 
online installation
File required - download from CA support portal 
1. GEN500000000000688.ova (for installing the OS i.e CENTOS)
2. GEN500000000000703.tar.gz (online package for entire content of API Portal 4.2) 
3. API Portal 4.x License is required 

· Copy file (2,3) using winscp to “/home/portal”
· Once VM is powered on Login with username and password (user - portal, Password - 7layer)
· Password change is necessary on first login to the portal user.
· Logged in change root user with command “sudo -s”, Enter password for “portal” user
· Move “GEN500000000000703.tar.gz” from “/home/portal to /opt” directory.
· mv /home/portal/ GEN500000000000703.tar.gz /opt/
· Change the working directory to the /opt directory
· cd /opt
· Extract GEN500000000000703.tar.gz there.
· tar zxvf GEN500000000000703.tar.gz
· Change the working directory to the portal installation directory i.e apim-portal-4.2.0.0-final
· cd /opt/apim-portal-4.2.0.0-final
· Execute the `config.sh` script to generate the required configuration.
· ./config.sh
· Enter details is required for portal configuration.
· Tenant ID when prompted or press enter the accept the default of apim (recommended).
· Portal subdomain when prompted or press enter the accept the default of example.com (not recommended).
· Path to license file when prompted. (initially copied in /home/portal/licence_filename.xml)
· Enroll notification email address or press enter the accept the default value of noreply@email.example.com (not recommended).
· Enable Portal Analytics or not (you can press y to accept the default value of yes).  This will enable CA Jarvis as part of the installation
· After answering all questions, you will be prompted with a confirmation message.  Please review the values you have entered. If a mistake is made, enter N to repeat the process.  If you are satisfied with the values, enter Y to accept and continue.
· Once you have accepted the configuration, you will need to run portal.sh to start deploying the CA API Developer Portal application
· /portal.sh
· Wait for the portal to start. The first time the “portal.sh” script is run in an online installation, the Docker images will need to be downloaded from the Docker registry before the services can be started.  This process can take a while depending on the speed of your network connection..
· Once Portal finish executing the command , following message will appear in the screen,
APIM Portal services are currently being orchestrated in the background.
To check the status of the services please run ./status.sh
After all services are up and running, please navigate to apim.example.com
For additional information on advanced setup of APIM Portal please check documentation at
https://docops.ca.com/ca-api-developer-portal-enhanced-experience/4-2/en
· You can see a summarized view of the startup status by executing the following command
· ./status.sh
Note:
1. If all the command is not being executed from root or being executed from “portal” user or other user then prepend all the command with “sudo” to initialization of the script.
2. Some occasion SSH terminal will be timed-out during installation, thus change sshd timeout using below steps
a. Edit sshd_config file using below command
i. vi /etc/ssh/sshd_config
b. change value of parameter 
i. ClientAliveInterval 30000 (in sec)
ii. ClientAliveCountMax 0
c. Restart the sshd service using below command 
i. /bin/systemctl restart sshd.service
d. Check Status of SSHD_Status using below command 
i. service sshd status
e. It will show “active running time” 
3. If portal files are downloaded from CA API Management solution and patches then file name will be different and all the command for execution will be changed as per filename.
a. apim-portal-4.2.0-final.tar.gz         GEN500000000000703.tar.gz
b. API Developer Portal Virtual CentOS 4.2.0.ova       GEN500000000000688.ova
4. SMTP will be configured in online installation but intranet SMTP need to be configured as per client Requirement
5. No changes in the host file during the online installation.
After this step all the step are same for both offline and online installation.
Configure DNS 
To access the CA API Developer Portal application, seven host names to be resolvable, and they are derived from the values you entered for Tenant ID and Portal subdomain when you ran config.sh.
The examples below assume you entered apim as the Tenant ID and example.com as the Portal subdomain
1. TENANT_ID.PORTAL_SUBDOMAIN: 	eg apim.example.com
2. TENANT_ID-ssg.PORTAL_SUBDOMAIN: 	eg apim-ssg.example.com
3. analytics.PORTAL_SUBDOMAIN:		eg analytics.example.com
4. broker.PORTAL_SUBDOMAIN: 		eg broker.example.com
5. enroll.PORTAL_SUBDOMAIN: 		eg enroll.example.com
6. sso.PORTAL_SUBDOMAIN: 		eg sso.example.com
7. sync.PORTAL_SUBDOMAIN: 		eg sync.example.com
In this case, you could add these entries to the hosts file on the workstation(s) that will be accessing the CA API Developer Portal application.
login to the portal
When all the above steps have been completed, you can access the Portal application in your web browser at https://TENANT_ID.PORTAL_SUBDOMAIN, 	eg https://apim.example.com
When presented with a login screen you can log in with the username admin and the password 7layereyal7 and accept the terms and condition of the portal.
You may have considered changing the admin password (users wish). 
create tenant record
You can use the create-tenant.sh script that is in the util directory to create a tenant on the portal database. Below are the steps
1. Change the work directory to util folder
a. Cd /opt/apim-portal-4.2.0.0-final/util
2. Run create_tenant.sh file using below command.
a. ./create-tenant.sh
3. Enter details as requested
a. Your PORTAL_SUBDOMAIN is example.com    (will be same as configured in the step of config.sh)
b. Tenant ID: apitest (Name any value)
c. Portal name: CA Test Developer Portal (Name of your new portal)
d. Admin email: mycompany@example.com (Email Id of the New admin portal)
e. 'No Reply' email: mycompany@example.com (Email id of the new portal)
f. Terms of use (EULA): Eula
g. Path to your key: ../certs/apim.pem
4. Post this Json will be formed and will be asked for confirmation. Choose Y
{
	"adminEmail": "mycompany@example.com",
	"noReplyEmail": "mycompany@example.com ",
	"portalName": " CA Test Developer Portal ",
	"subdomain": "example.com",
	"tenantId": "apitest",
	"auditLogLevel": "ERROR",
	"multiclusterEnabled": true,
	"performanceLogLevel": "ERROR",
	"portalLogLevel": "ERROR",
	"tenantType": "ON-PREM",
	"termOfUse": "EULA"
}
5. Tenant will be created and added to the Portal database.

Enrollment of the gateway
Please make sure you have gone through the steps at 'Create Tenant Record'.
Gateway should be Version 9.2 and above along with OTK 3.6, 4.0, 4.1 and above.
Port number 9443 is used for enrollment.
To enroll an external tenant Gateway, please do the following;
1. In a browser, go the new tenant URL that you defined in enroll.json (in the JSON example: https://apitest.example.com) and log in as the API Portal administrator
2. Log into the CA API Developer Portal application using the default login credentials
a. username: admin
b. password: 7layer  (password sometime different and can be ‘7layereyal7’)
3. Go to “Publish” section from the dashboard.
[image: ] 
4. Select Proxies from the top Menu
[image: ]
5. Click Add Proxy
6. Enter a name for the Proxy Name field
7. Click Create
8. You will be taken to the Complete Proxy Enrollment page
9. Click Select URL to select the enrollment URL and copy the value
10. Open CA API Gateway Policy Manager
11. Connect to your CA API Gateway
12. Once logged in, click Tasks on the top menu bar. On the menu, click Extensions and Add-Ons > Enroll with Portal.
13. Paste the enrollment URL in the Enroll with SaaS Portal window and click Apply
14. Log in to your new tenant Portal (for example, apitest.example.com) and validate that the external tenant shows up
15. You can also see new policies are added in the policy manager and New values are added in the clusterwide properties, Manage schedule tasks, Manage private keys and Manage Encapsulated assertion menu.
[image: ]
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16. Once you confirm all the values are there in these field then your portal is synced with the gateway.
17. This can also be checked in the portal whether the gateway is being synced or not.
a. Go to proxy.
b. Check the API Proxy Name (eg: apitest)
c. Click on view details .
[image: ]

Re-Enroll an external tenant Gateway
NOTE: This does not remove the tenant from the database. It only clears the gateway so you can reuse it. If you created a tenant with tenant id of "tenant2", the tenant ID still exists in the database and you should use the same tenant id to access your portal instance. Note this tenant id is not related to the proxy name you create on the portal UI.
Step 1. Clean up the tenant API Gateway:
1. In the Policy Manager, log in to the Gateway as a Gateway administrator.
2. On the Tasks menu, click Certificates, Keys and Secrets and Manage Certificates. Use the dialog to remove the PSSG and DSSG certificates. Note: Do not delete the API Gateway’s self-signed SSL certificate.
3. On the Tasks menu, click Certificates, Keys and Secrets and Manage Private Keys. Use the dialog to remove the portalman private key.
4. On the Tasks menu, click Global Settings and Manage Scheduled Tasks. Use the dialog to remove all scheduled tasks.
5. On the Tasks menu, click Global Settings and Manage Cluster-wide Properties. Use the dialog to remove all properties that begin with "portal."
6. Restart The gateway
Step 2. Enroll gateway with Portal      
1. Log in to the API Portal as an API Portal administrator.
2. Choose Publish from the menu.
3. Click on Proxies
4. On the API Proxy page, add a new proxy with a different name.
5. Go to the external gateway and enroll using the enrollment url.
6. After a successful enrollment, reboot the external tenant gateway
Step 3. Remove old Proxy      
1. Log in to the API Portal as an API Portal administrator.
2. Choose Publish from the menu.
3. Click on Proxies
4. On the API Proxy page, find the old proxy and click delete.

Reset the portal and install fresh
[bookmark: _GoBack]These steps worked but not verified by product team.
1. Stop the portal with “docker stack rm portal”
1. Wait for docker to clean up the portal
1. Type, “docker stop $(docker ps –qa)” it’s ok to get some errors here as docker may have stopped the services already
1. Type “docker rm $(docker ps –qa) it’s ok to get some errors here as docker may have stopped the services already
1. Type “docker volume rm $(docker volume ls –q)
1. Run ./config.sh
1. Run ./portal.sh
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‘See "Gateway Cluster Properties” in the Help for more information about the keys and values.
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