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This document covers the following 2 possible case scenarios:

CASE 1: Configuring EEM using the default safex xml scripts provided with the EM installer.
It will only created the default APM user and groups, for example: Admin, see Page 5

CASE2: Configuring EEM with Introscope to use your own users, groups and policies for domains
It covers a basic example where a “test” user belong to a “grouptest” group and has permission to a specific custom

domain, see page 11

Step 1: Download and install EEM: APM_EEM_9060.zip

EEA Embedded Entitlements Manager - InstallShield Wizard

Extracting Files w

e

The contents aof this package are being extracted.

‘ ety

Flease wait while the InstallShield Wizard extracts the files needed to install &
Embedded Entitlements Manager on your computer, This may take a fews moments,

Reading contents of package. ..

|

IrskallShield

< Back Mext = Zancel
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CA Embedded Entitlements Manager |

Welcome to the Install5Shield Wizard for CA

m Embedded Entitlement: Manager

The Install5hield ‘Wizard will install Ca Embedded Entitlerments
tanager on pour computer. To continue, click Mesxt,

Cancel |

< Back |

CA Embedded Entitlements Manager Ed |
Licenze Agreement
IMPORTAMT - PLEASE READ CAREFULLY! .
THIS PRODUCT MaAY COMTAIN SOFTWARE PROVIDED BY THIRD FARTIES WHO REQUIRE AGREEMEMNT TO

ADDITIONAL TERMS AND COMDITIONS PRIOR TO INSTALLATION OF THIS PRODUJCT. THESE ADDITIOMAL TERMS
&RE PRESEWTED BELOW AFTER THE Ca& END USER LICEMSE AGREEMEMT.

Contributor has been advized of the pozsibility of such damages. ;I

9. Accepting warranty or Additional Liability, ‘w'hile redistributing

the “Wark or Dervative Warks thereaf, You may choose to offer, and
charge a fee for, acceptance of support, warranty, indemnity, or

ather liability abligationz anddar nghts consistent with this Licensze.
However, in accepting such obligations, v'ou may act only on vour own
behalf and an Y'our zole responsibility, not on behalf of any ather
Contributor, and only if “'ou agree to indemnify, defend, and hold each
Contributor harmless for any liability incured by, or claims asserted
againzt, such Contributor by reason of your accepting any such warranty
or additional liability.

EMD OF TERMS AND COMDITIONS j

Do youw accept all the termz of the preceding licenze agreementz? To install CA Embedded Entitlerments b anager, pou must
read and accept the licenze agreements presented above,  You mugt scroll to the bottom of the window before you will be
able to accept the agreements.

ccept the terms in the licenze agreements.;

a
dao nat accept the terms in the license agreements.
¢ Back | Mest = I Cancel

o8
[




CA Embedded Entitlements Manager |

Choose Destination Location

Select folder where Setup will install files. m

Setup will inztall C& Embedded Entitlements Manager in the fallowing faolder.

Ta inztall ko this falder, click Mest. Tao install to a ditferent folder, click Browse and select
another folder.

C:hhCAASharedComponentshEmbedded LAk Browsze... |

|' D eshination Falder

[mztallEhield

< Back || Mewxt > I Cancel |

Enter the ElamAdmin password=@dmin123
CA Embedded Entitlements Manager |
Install iz now setting up the CA Embedded Entitlements

Manager. m

Pleaze zpecify the Eiam Admin password

Eiam&dmin password:
Confirm password: [roe]
| rztallS hield

< Back ” MHest > I Cancel




CA Embedded Entitlements Manager

Choose Java Home

Select folder where Java iz inztalled.

Fleaze enter the location af the Java Home. You may tupe a falder name ar click the
Browesze button to locate Jawa Home.

IE:'\P‘ngram Filezh)avahjdkl . 6.0_12

Browsze. .. I

InstallShield

Skip | cBack |[7
CA Embedded Entitlements Manager |

CA Embedded Entitlements Manager Installation
Complete

Setup haz finished instaling C& Embedded Entitlementz
b anager on pour computer.

Cancel |

Canzel

< Back |




CASE 1: Configuring EEM using the default safex xml scripts provided with the EM installer.
It will only created the default APM user and groups, for example: Admin

Step 2: Registering APM applications in CA EEM, page 75
Use an administrator account
Add C:\Program Files\CA\SharedComponents\iTechnology to your PATH environment variable.

Run the following command:
safex.exe -h localhost -u EiamAdmin -p @dmin123 -f
C:\Introscope9.0.6.0\examples\authentication\eem.register.app.xml

File Edit Yiew Favorites Tools  Help C:~Introscope?.8.6.Bvexanplessauthentication>safex.exe —h localhost —u Elamndmlnu
— = = ?_ = = 1—]) Bdninl23 —f C:“\Introscope?.B8.6.0%examplessauthenticationseen.register.app.xmn)
() Back - - Search |~ 3
Q = | | 2 e ‘ X Setting hack end to "localhost"
Address |5 ¢ icati
jal I_;CIIntrnscanQDE-D\examp\es\authentlcatmn Setting locale to “en_us"
Folders X | [ Mame =
PR e tected EEM Seruver on host: [localhost]
(SIS i IntroscupeQ 0.6.0 ;I [=fesm.de.g BMOK: Successfully Authenticated
SN ECR0K : action[Attach] with ApplicationInstance lahell]
2] e remnove. glol 0OK: action[Register] performed on ApplicationInstance name[APM] with label[APM]
action[Detach]l from ApplicationInstance labelll
L NIELEL IO : action[Attachl] th ApplicationInstance lahel[APM]
B0 2 action[Add] performed on ohject[Folder] name[~AFPM]
o 0OK: action[Add] performed on ohject[UserGroupl namel Adminl
EHEEUENEEEROM 0} - action [Add] perforned on ohject[UserGroupl namel-Guest]
APM plz action[Add] performed on ohject[UserGroupl name[~CEM Systen Administrator]
| ?ctiunlﬂdd] perforned on ohject[UserGroupl name[/CEH Configuration Administr
I) examples
75 authentication action[Add] performed on obhjectIUserGroupl namel~CEM Analyst]
action[Add] performed obhject[UserGroupl name[#CEM Incident Analyst]
database action[Add] performed obhject[User] name [#-APM/guest]
L action[Add] performed ohject[User] name [-APM-cemadmin]
) MOMonitarForwebsph action[Add] performed ohject[User] name [-APM~admin ]
QManitorForwebsphe action[Add] performed ohject[User] name [-APM/cemconf igadmin ]
[#H-{Z) PowerPackForOracleDB action[Add] performed ohject[User] name [#APM/cemanalyst]
- PawetPackFarsharePoir action[Add] performed ohject[User] name [“APM/cemincanalyst]
action[Add] performed ohject[Policy] namel-Policies~Domain Adminl
[H-Z) PowerPackForSiteMinde action[Add] performed object[Policyl namel Policies Domain Guest]
[l PawerPackFor'Was Dist action[Add] perforned ohject[Policy] namel/Policies/8erver Adminl
o action[Add] perforned ohject[Policy] namel-PoliciessHebService allowl
[0 PowerPackForieblogicl— action[fdd] performed ohject[Policy]l namel-Policies/UserGroup writel
[H- PowerPackForieblLogic action[Add] performed object[Policy]l namel/Policies/System Security Settil
writel
L) PowerPackFarebServ action[Add] performed obhject[Policy] namel/Policies~/System Configuration
[H- PowerPackForwebSphe Settings writel
L 0K: action[Add] performed on object[Policy] namel-Policies/System Gonfiguration
& ‘:jPD\t\'EI’PaCkFDI’WEbSDhE Settings capture comprehensive defect details]
) scripts 0K: action[Add] performed on object[Policy]l namel-Policies/System Administrative
£ SMMPCallectarForSitemi Settings weitel X . L. X
B SOAE sk ensionFor0SE 0K: action[fAdd] performed on object[Policy] namel-Policies/Report writel
xLensionior 0K: action[Add] performed on object[Policyl namel- Policies~Incident writel
[H- SOAExtensionFor TibcoE 0K - actiun[gdd]]pe}-fu}-ned on ohject[Policyl namel-Policies-Business Bervice
- i sensitive data
By SOAExtensionFor TihcoE 0K: action[Add] performed on ohject[Policy]l name[/Policies/Business Service
[H-0) SOAExtensionForwebM 1
-1 SOAExtensionForebi ON:dactinngﬁdd] performed on ohject[Policyl namel/Policies/Business Seruvice
. and write
- SOAExtensionForWRSa 0K: action[Add] performed on ohject[Policyl namel/Policies/Business Service
[+ SOAPerformanceManag pernissions] . . - . . .
- SPManitarFarSharsPainl 0]{. atitlnn[ﬂdd] performed on object[Policy]l name[-Policies/Business Application
[Ty SYSWIEW OK actlgn[ﬂdd] performed on object[Policy]l namel-PoliciessfAccess Policy all per|
= missions
action[Detach]l from ApplicationInstance labellAPM]
- flatfiles 5 Total ohjects Added[31]
4 = == | » Total obhjects Modified[@]
Total ohjects Removed[B8]
[Type: ¥ML Document Date Modified: 1/7/2011 3:25 AM Size: 10.5 KB Total objects Skipped[A]

Lf_‘Startl @ e | 5 citinkroscapes.0.6.0tex. . || BN C:\WINDOWS  system... &1 CA Embedded Entlt\emenml ! [ g 11:54 am

NOTE: If for some reason you need to remove the default APM users, run:

safex.exe -h localhost -u EiamAdmin -p @dmin123 -f
C:\Introscope9.0.6.0\examples\authentication\eem.unregister.app.xml

C:“rsafex.exe —h localhost —u EiamAdmin -p Bdminil23 —f C:“\Introscope?.8.6.0%exam
plessauthenticationseem.unregister.app.xml
Setting back end to "localhost"

Setting locale to “en_us"

Detected EEM Server on host: [localhost]
Successfully Authenticated

action[Attach] with ApplicationInstance labell]
actionlUnRegister] performed on ApplicationInstance name[APM] with labellAFH

Total objects Added[B]

Total obhjects Modifiedld
Total ohjects Removed[li]
Total obhjects Skipped[@]
Total obhjects Exportedld




Step 3: Creating APM users in CA EEM, page 77

Run the following command:
safex.exe -h localhost -u EiamAdmin -p @dmin123 -f
C:\Introscope9.0.6.0\examples\authentication\eem.add.global.identities.xml

cation
File Edit Wiew Favorites Tools  Help ) ) ) ) !
C:~Introscope?.8.6.Bvexanplessauthentication>safex.exe —h localhost —u EiamAdmin
-;:) Back - - ¥ | Search | “ Folders ‘ o x KJ —-p Bdninl23 -f C:\Introscope?.ﬁ.ﬁ.B\examples\authentication\een.add.gluhal.idenl
= = = tities.xml
Agdress|_'; \Introscoped. 0.6, Diexamplesiauthentication Setting back end to "localhost"
Falders X || Mame = fetting locale to “en_us"
YNSRI EEEE /Y 1 (o ted EEM Server on host: [localhost]

EWNER 0K : Successfully Authenticated
eem.remove.glal 0OK: action[Attachl with ApplicationInstance lahbhell]

= ! - action[Add] performed on obhject[GlobalFolder] name[ APM]

(=] eem unregister.: action[Add] performed on ohject[Globalllser] name[/APM/admninl
e lOk : action[Add] performed on ohject[GloballUser] name[/APM/guest]

= 0OK: action[Add] performed on obhject[GloballUser] name[/APM/cemadminl
ENEEUEREEER N 0} - action[Add] performned on ohject[GlobalUser] name [#APM/cenconfigadmin]
@APM.plz : action[Add] performed on ohject[Globallser] name[/APM- cemanalyst]
action[Add] performed on object[GlobalUser] name [ APM-cemincanalyst]
action[Detach]l from ApplicationInstance labelll

PowerPackForWebSphe
PowerPackFarWebsphe
scripts
SMMPCollectarForSiterm
) SOAExtensionFardsE
SOAExtensionFor TibcoE
SOAExtensionFor TibcoE
SOAExtensionForwebt
SOAExtensionForwebt
SOAExtensionFarWPSal
SoapetformanceManag
H-{ ) SPMonitarForSharePaint
SYSWIEW

s ol oty gt

¥+ database Total ohjects Removed[B]
installer Total ohjects Skipped[8]

B MQMonitotFarwebsphe Total objects Exported[B]
[#-[5) PowerPackForOracleDB C:<Introscope?.B.6.B\exanplessauthentication_
[+ PowerPackForSharePoir
[+ PowerPackForSiteMinde
[ PowerPackForaas_Dist
-2 PowerPackForWeblogich—
[+ PowerPackForweblogic
[#H-Z) PowerPackForWebSerw
[+
[H-{

Bl b - - B

& - -

ext

Flatfiles =
Jd | Ll_l

|Ty'pe: ¥ML Document Date Modified: 1)7/2011 3:25 AM Size: 10.5 KB

ff_‘Startl lex | 5 Cibinkroscope.0.6.0tex... || BN C\WINDOWS  system... &) Ci Embedded Entit\emanm| & (DS s an

NOTE: If for some reason you need remove the default users, run:

safex.exe -h localhost -u EiamAdmin -p @dmin123 -f
C:\Introscope9.0.6.0\examples\authentication\eem.remove.global.identities.xml

Detected EEM Server on host: [localhost]
Successfully Authenticated
actionlAttachl] with ApplicationInstance labell]
action[Removel performed ohject [Globalllser] name [#APH- admin 1
action[Removel performed ohject[Globallser] name[~APM- guest]
action[Removel performed ohject [Globalllzer] name [APM-/cemadmin]
action[Removel performed ohject [Globalllzer] name [-APM- cemconf igadmin]
action[Removel performed ohject[Globalllzer] name [#APM cemanalyst]
action[Removel] performed object [Globalllser] name [#APM/cemincanalyst]
action[Removel] performed on obhject[GlohalFolder]l namel~APM]
Total obhjects Added[@]
Total obhjects Modified[B]
Total obhjects Removed[l7?1
Total obhjects SkippedlB]
Total obhjects Exported[B]



Step 4: Verify application and created users and groups.

Connect to the EEM Ul: http://<EEM HostName>:5250/spin/eiam/eiam.csp

CA Embedded Entitlements Manager

Application:

W Activate dco sibility

W rermember rmy settings

G

Copyright @ 2010 Ca, All rights reserved.

Application = ‘APM’
User Name = ‘EiamAdmin’
Password = @dmin123

(2. CA Embedded Entitlements Manager

Backend: localhost Application: APM Welcome: EiamAdmin (Log Out)

Home I Manage Identities l Manage Access Policies l Manage Reports l Configure

*Users F Groups

Search Users E
{+ Global Users

Attribute: |[{1HZ

Operator:ILIKE ;I
Yalue: |

" application User Details

I shaw empty folders

Users

Use 'Search Users' option above to display a list
of existing users,

%E"E Users

Click the Manage Identities Tab, click ‘Go’ in the Search Users box



You will get the list of default users that were added with the sample scripts

€A CA Embedded Entitlements Manager

Backend: localhost Application: APM Welcome: EiamAdmin (Log Out)

Home I Manage Identities l Manage Access Policies I Manage Reports l Configure

* Users F Groups

Search Users E
* Global Users

Attribute: IJDI:u Title ;I

Cperator: | LIKE ;I

Value: |

{ Application User Details

[ show empty folders

Users

E%E‘%_L;ers

‘& APM

%.ﬁ.dmin
Sacemadmin
%cemanalyst
wgcermnconfigadmin
Wgcemincanalyst

%cemsysadmin
WaGuest

Step 5: Configure Introscope Enterprise Manger to connect to EEM
Stop the Enterprise Manger if it is running.

Locate the example file
<EnterpriseManagerHome>\examples\authentication\realms.eem.xml

Edit the realms.eem.xml file with a text editor and enter the correct password



10.130.113.86 - Remote Desktop =& x|

(5]
J File Edit Search Wew Tools Macros Configure  Window  Help
InzdlagenEl i mel oz D DY LR TR e .
realms.eem.xml * I - X
<tuml version="1 0" encoding="UTF-8" standalone="ye=s"7:>
<realms =mlns zsi="http: - Ywww. w3 org-2001 HMLSchema—instance" version="0.1" x=i:ncoNamespaceSchemalocation="realns0.1.x=d"> =
¢realm descriptor="EEHM Realn" id="EEH" active="trus":
¢l-—— Set the hostname of the EEM server ——:»
¢l— Thi= property is optional ——:3
¢l—— Default is localhost —>
<property name="host":»
<waluerlocalhost<rvalues
{sproperty:
¢l— Set the name of the EEM application to attach to —:>
¢l—— Thi=s property is required unless the "enableduthorization" property is false —3
¢l-— and the uszersz and groups are global ——:
<property name="appname" >
<walusrAPH<s value»
{/property:
¢l—— 5=t the user name to connect to the EEH server ——3
¢l-— Thi=z property i=z optional ——>
<!—— Default i=s Eiambdmin —:>
<property namne="ussrnamns" >
<{walusrEiamddnin< valus>
{/property:
¢l—-— Set to true if the password i=s plain text ——>
¢l—— If plainTextPasswords iz set to true, the Enterprize Manager overwrites this file, —-3
¢l— encrypting the passvord and setting plainTextPasswords to false ——:>
¢l— Thi= property is required ——:»
<property namns="plainTeztPassvords":
<walusrtrued /valus:
<sproperty:>
¢l—— Set the password to connect to the EEM server ——:
¢l— Thi= property is required ——:»
<property nanse="password":
<value)m</value>
<sproperty:>
<!—— Enable authorization in the EEM server —>
¢l—— If set to false., the EEM server is used for authentication only ——:
¢l—— Thi=s property is optional ——»
¢l—— Default is trus ——>
<property name="enableiuthorization":
<walusrtruecsvalus>
{sproperty:
<srealmns -
o Fvman I
KA _>l_I

lﬁytes selected | 36 | 20 Read W Block  |[Sync ’E (Caps
Bistart| | (& @ | 53 Cimroscapes.0.e.,.. | B Ciwmoowsisystem, . | £ Embedded Entitlem. ., | BT Tentpad - ciIntros... | | (B |DEEE zozem

In case the EEM installation is on a different machine than the Introscope EM, also edit the <host> property above.

<property name="host">
<value>LODVMEEMSERVER.ca.com</value>
</property>

Copy the realms.eem.xml file to the <EnterpriseManagerHome>\config directory.
Rename the existing realms.xml to realms.xml.backup

Rename the realms.eem.xml to realms.xml

Restart Enterprise Manager, try to login using admin, password=admin



#'%10.130.113.86 - Remote Desktop =& x|

& Console - Introscope Workstation [admin@LDDAPMZK3X32WLAD.ca.com:5001] | _ 3]

EjErs
Mo 5 reepres [ s 93 S )

Wiorkstation Dashboard  Properties  iewer Favorites  Help

Dashboard: g

WELCOME TO

Introscope®

SYSTEM OVERVIEW

m il : For more details, double-click on the alert
wily

ICopyrlgh‘t () 2011 CA. Al Rights Reserved. I Feb 11, 2011 12:10:34 PM EST

Ejstartl J & a J Eac:llntroscopag....l B CWINDOWS)s. ., I 7 onEmbedded E.., | (3 Introscape_EnE... | Console - Intr... J J J J SR 1z0pm

Connection successful

In the EM log:
2/11/11 12:10:20.498 PM EST [INFO] [PO:main Mailman 6] [Manager] User "admin" logged in successfully from host
"Node=Workstation_0, Address=LODAPM2K3X32WLAO.ca.com/10.130.113.86:1597, Type=socket"



CASE2: Configuring EEM with Introscope to use your own users, groups and policies for domains

For example:, you have a test user that belong to a “grouptest” group and the “test” user has only access to a specific
“DummyAgentDomain” domain:

-In users.xml:

users.xmi | IntroscopeEnterpriseManager. log |

<?Eml wversion="1.0" encoding="UTF-3" =tandalone="yes"7:
{principals ZEmlns ®¥=si="http: wwyw . w3 org-2001-EMLSchema-instance" pl
{users:
{uzer password="dbbb3eb2t3chl4edbbb240e3def3618" name="cemad
{u=er passvord="" name="Admin". >
{uzer password="adbf83la?idd8iddlelaifce?591di{8" name="Guest
] {u=er passvord="' namne='test'r 7
{FUEETE r
<groups>
{group description="CEM Configuration Administrator Group' n
¢group description="CEM Sy=tem Administrator Group' name="CE
{uzer namne="cemadmin"-»
{uzer namne="Admin".
LASgroupr
{group description="Administrator Group" name="Admin":
{uzer namne="cemnadmin”
suzer namne="Admin"-»
{Sgroup
¢group description="CEM Analwv=t Group" name="CEM Analwv=st".:
¢group description="CEHM Incident Analvst Group" name="CEM In

¢group description="groutest" name="grouptest|':
{uzer namne="test". >
LSgroup
LAgroups s
< principals:

-In server.xml:

server.xml ¥ Iusers.xml I IntroscopeEnterprisefanager. log I

¢?Em]l wversion="1.0" encoding="UTF-8"7:
¢ =Erver Hmlns:xsi="http:ffwww:w3.Drg/2DDI/KHLSDhema—instance" Hs

=" " 1 ion="fnll"

¢grant group="testgroup" permission="full"~:| j

-In domains.xml:
domains.xml * | server.xml | users,xml | IntroscopeEnterpriseManager. log

¢TEml wersion="1.0" encoding="UTF-3"7:
¢domainzs Z=mnlhs: =®si="http: - wwww. vl org 2001 -EMLSchema—instance" ==i1:noNamespaceSche

¢domain namne="lDunnyvigentsDomain" description="DumnvhAgent=Domnain" >
<agent mapping="1{.*®)~|{. %)~ |Tnnanedigent "~
¢grant user="Test" permnission="full]'->

¢-domain:

¢SuperDomain >
fagent mapping="i{.®)" >
<{grant group="Admnin" permnission="full".:
{grant u=er="Gue=st" permnizsion="read" >
<~ SuperDomain:
¢odomalns s

Connecting as “test” user, you have only access to dummyagent domain:



B Investigator - Introscope Workstation [test:

Workstation  Edit  Manager  Propeties  Viewve

[ E=T] " Browse \".

G Custom Metric Host (Virtual)
E}ﬁ LODAPMZKINIANLAD
=& UnknowenProcess
EHE} Unnamedgent
5 Etd Host
EM Port
Java Wersion

Launch Time

Wirtwal Machine
Agert Stats

ZPU

G Heap
Heuristics

Host

LeakHurter
ProbecdHeloiorld

How to implement this with EEM?
Step 1: Registering APM applications in CA EEM, page 75

Make sure to use an administrator account and add C:\Program Files\CA\SharedComponents\iTechnology to your PATH
environment variable.

Update the C:\Introscope9.0.6.0\examples\authentication\eem.register.app.xml as below:

Add the group “testsgroup” and user “test”

eem.register.app.sml | domains, xml | server,xml | users.xml | IntroscopeEnterpriseManager.log |

{Description:>CEM Analvst<-Description:
¢/ T=erGroup:

{TzerGroup hame="CEM Incident Analy=t" folder="-":
¢Description:CEM Incident Analvyst<-Description:
¢/ T=erGroups

ri(UserGrDup nam=="testgroup" folder="-":
{Description:Test Group<-Description:
¢/ T=erGroup:

{|l—— add users to groups ——>
¢I=zer folder="-APH" nams="te=t":
¢Groupenbership: testgrougk ~Groupenbership:

¢/ T=er >
"

Add the policy for the domain:



eem.register.app.xml *

(T=er folder="~APM" name="cemnincanalvyst":»
{GroupMemnbership:CEM Incident Analw=t<-GrouplHembership:
<o U=er >

{l—— add policies ——>

Folicy mame="Tumnyigents Donain — [older= 7Folici=
¢Description:Test group has full permission for only dumygents Homains<-Description:
<Identityrug: testgroup< - Identitv>
¢hotionsfull<sdctions
¢Re=zourceClassNane :Donain< ~RezsourceClassHame:
¢Reszource >Dunnvigent=Donain< “REescurce:

=1 o =

¥

o s

Run the following command:
safex.exe -h localhost -u EiamAdmin -p @dmin123 -f
C:\Introscope9.0.6.0\examples\authentication\eem.register.app.xml

Detected EEM Server on host: [localhost]
Successfully Authenticated
OK: action[Attachl with ApplicationInstance labell]
0K: action[Register] performed on ApplicationInstance name [APM] with label[APM]
0K: action[Detachl from Applicationlnstance labe
action[Attachl with ApplicationInstance labellAPM]
0] actionl[Add] performed obhject [Folder]l name [-APH]
0K: action[Add] performed ohject [UserGroup]l name[/Adnin]
0K: action[Add] performed object [UserGroup]l name[/Guest]
0K: action[Add] performed ohject [UserGroup]l name [#CEM System Administrator]
0K: action[Add] performed ohject [UserGroup]l name [#CEM Configuration Adniniste|

performed object [UserGroup] name[/CEM Analyst]
performed object [UserGroup] name[CEM Incident Analyst]
performed ohject [UserGroup] namel testgroupl
K: action[fAdd] performed ohject[User] name [-APM-test]
K: action[fAdd] performed ohject[User] name [~APM-guest]
OK: actlun[ﬂdd] performed ohject[User] name [ APM-cemadmin]
performed ohject[User] name [#APM-admin ]
performed ohject[User] name [#APM-cencon admin]
OK: action[Add] performed ohject[User] name [#APM/cenanalyst]
0K: action[Add] performed ohject [Use name [ APH cenincanalyst]
0K: action[Add] performed ohject[Policy] namel/Policies/Dummyfigents Domainl
action[Add] performed ohject[Policy]l namelsPoliciessDomain Adminl
action[fidd] performed ohject[Policy] namelsPoliciessDomain Guest]
0] action[Add] performed object[Policy] namel Policies/Server Adminl
0K: action[Add] performed object[Policyl name[/Pnllcled/UehSerulce allowl
OK: action[Add] performed object[Policy] namel~ Poli s/lserGroup writel
OK: actiuq[ﬂdd] performed object[Policy] namel[+Policies-System Security Setti]
ngs write
0K: action[Add] performed obhject[Policy]l namel/Policies-System Configuration
Settings writel
0K: action[Add] performed on obhject[Policy] namel-Policies~-System Configuration
Settings capture comprehensive defect details]
0K: action[Add] performed on ohject[Policyl namel-Policies-Bystem Administrative
Settings writel
: actionlfdd] performed ohject[Policy] namelsPolicies/Report writel
0K: action[Add] performed ohject[Policy]l namel/PoliciessIncident tel
0K: action[Add] performed object[Policy] namel/Policies/Business Service
sensitive datal
OK: action[Add] performed on object[Policy]l namel- Policies/Business Service

OK: dactmn[ﬂdd] performed on object[Policy]l namel[/Policies<Business Service read|
and uwrite

OK: qct}un[ﬂdd] performed on object[Policy]l name[/Policies<Business Service all

permissions

0] action[fdd] performed on object[Policy]l namel-Policies~Business Application

te
0 action[Add] performed on object[Policyl namel/PoliciesrAccess Policy all per
missions

action[Detach]l from ApplicationInstance labellAPH]

Total ohjects Added[34]

Total ohjects ModifiedIB]

Total ohjects RemovedIB]

Total ohjects Skipped[@]

Total ohjects Exported[Bd]
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NOTE: If for some reason you need to remove the default APM users, run:

safex.exe -h localhost -u EiamAdmin -p @dmin123 -f
C:\Introscope9.0.6.0\examples\authentication\eem.unregister.app.xml



WINDOWS'\ system32' . cd.exe

ples~authentication~eem.unregister.app.xnl
Setting back end to "localhost"

GC:srsafex.exe —h localhost —u EiamAdmin —-p @dmini23 —f C:\Intruscnpe‘}.ﬂ.ﬁ.E\exami

Setting locale to “en_us"

Detected EEM Serwver on host: [localhost]
Successfully Authenticated
action[Attach] with ApplicationInstance labhell]
actionlUnRegister] performed on ApplicationInstance name[APM] with labellAPHM

Total objects Added[A]

Total objects Modified[B]
Total obhjects Removedll]
Total ohjects Skipped[B]
Total ohjects ExportedlB]

Step 3: Creating APM users in CA EEM, page 77

Update the C:\Introscope9.0.6.0\examples\authentication\ eem.add.global.identities.xml as below as per our example:

eem.add.global.identities.xml * ]eem.register.app.xml ] domains, xrl ] seryer, xml ] users, =ml ] IntroscopeEnterpriseianager . log ]

¢lobalFolder name="~AFM"

¢Globallzer name="te=st" folder="- AFM":
¢OTzerHamne:test (s TzerlHans:
<DisplayHamnertest<-DisplavHans>
¢Passvord:testk ~Passvord:
¢FirstHame:rtest<-FirstHamn=:
¢LaztName:te=st < LaztNamns»
¢WorkPhoneHumnber 1 888 GET WILY (1-888-438-9459) < WVorkPhoneNunber:
<Emailiddres=sr=upport@vilvtech. con< ~Enailiddress:
¢sGloballzer:»

<GlImhalll=Ar name="adnin" fralder="-AFN">

Run the following command:
safex.exe -h localhost -u EiamAdmin -p @dmin123 -f
C:\Introscope9.0.6.0\examples\authentication\eem.add.global.identities.xml



C:\>safex.exe —h localhost —u Eiamfdmin —p Bdmini23 —f C:\Intrnscnpe?.B.E.B\examl’
plessauthentication“eem.add.global.identities.xml
Settlng back end to "localhost"

Setting locale to “en_us"

Detected EEM Server on host: [localhost]
OK: Successfully Authenticated

: action[Attachl with ApplicationInstance labell]

: action[Add] performed on object[GlobalFolder] name[ APM]

: actionlfAdd] performed on ohject[Globallser] name[-APM-/test]

: action[fidd] performed on ebject[GlohallUser] name [-APM-admin]

: actionlfAdd] performed on ohject[Globallser] name [#APM-/guest]

: actionlfidd] performed on obhject[GlobalUser] name [ APM/cemadminl

: action[Add] performed on object[GlobalUser] name [ APM/cemconfigadmin]

: action[Add] performed on object[GlobalUser] name [~ APM/cemanalyst]

: action[Add] performed on object[GlobalUser] name [AAPM/cemincanalyst]

: action[Detachl from ApplicationInstance labell]

: Total objects Added[81]

: Total objects ModifiedIB]

: Total objects Removed[@]

: Total objects Skipped[d]

: Total objects Exported[B]

c&start| jer- =T -|[Ea wi. - Bconre... | @21t o] B texte... | @ ntros.., | [£)Tomeat | [£)2 32,

NOTE: If for some reason you need remove the default users, run:

safex.exe -h localhost -u EiamAdmin -p @dmin123 -f
C:\Introscope9.0.6.0\examples\authentication\eem.remove.global.identities.xml

:nrszafex.exe —h localhost —u EiamAdmin —p Bdmini23 —f C:\Introscope?.ﬂ.ﬁ.B\exam.
jplessauthentication~eem.remove .global.identities.xml
[Fetting back end to "localhost"

[Fetting locale to “en_us"

Detected EEM Server on host: [localhost]

Successfully Authenticated
action[Attach] with ApplicationInstance labell]
action[Removel performed ohject[Globallser] name [-APM-admin ]
action[Removel performed ohject[Globallser] name [-APM guest ]
action[Removel performed ohject[Globallser] name [#-APM. cemadminl
action[Removel performed ohject[Globallser] name [ APM cemconf igadmin]
action[Removel performed ohject[Globallser] name [#APM cemanalyst]
action[Removel performed ohject[Globallser] name [-APM cemincanalyst]
action[Removel performed ohject[GlobalFolder] namel~AFM]

ohjects Added[B8]

ohjects Modified[@]

ohjects Remouved[7?]

ohjects Skippedl@l

ohjects Exported[B]

Step 4: Verify application and created users and groups.

Connect to the EEM Ul: http://<EEM HostName>:5250/spin/eiam/eiam.csp




CA Embedded Entitlements Manager

User Marme: |[SEE:Tlll]

Application

MW Activate fccessibil ity

W rermember m v settings

G

Copyright @ 2010 CA, All rights reserved,

Application = ‘APM’
User Name = ‘EiamAdmin’
Password = @dmin123

€. CA Embedded Entitlemnents Manager

Backend: localhost Application: APM Welcome: EiamAdmin (Log Out)

Home l Manage Identities l Manage Access Policies l Manage Reports l Configure

* Users F Groups

Search Users E
{* Global Users

Attribute; |[{1HE

Operatu:ur:ILIKE ;I

WValue: |

{ application User Details

I shaw empty folders

Users

Use 'Search Users' option above ta display a list
of existing users.

%E"E Users

Click the Manage Identities Tab, click ‘Go’ in the Search Users box
You will get the list of default users that were added with the sample scripts



File  Edit Wiew Favorites Tools  Help

3 cA Embedded Entitlements Manager - Microsoft Internet Explorer

QBack » ) ~ [=] [A] .fb | ) Search <+ Favorites 421 | ehd e

Address IE https:{flocalhost:5250/spin/eiam{ifr_eiam.csp

(). CA Embedded Entitternents Manager

Backend: localhost Application: <Global> Welcome: EiamAdmin {Log Out}

Updated: Wwednesday, February

Home I Manage Identities l Manage Access Policies l Manage Reports ] Configure

Help | Abo

¥ Users ! Groups

User

Folder: /apm

Name: test

[~ Global User Details

General

First Name: [test Middle Name:

Last Name: [test

Display Name: Itest

Alias: l—

JobTitle: [

Company: l—
Department:

Office: l—

Work Phone: lm

Fax: l—

Mobile: l—

Home phone: l—

Email address: |support@wilytech.com

Address: l—
l—
l—

City: l—

State: l—
Postal Code: l—
Country: l—
Mail stop: l—

- - 5l

Search Users
Glohal Users
Attrlhute:ll_lser Marne ;I
Operator: | LIKE 'I
Value:
I show empty folders
Users
% Users
S ARM 4
&Admin
%cemadmm
cernanalyst
cernconfigadmin
cernincanalyst
Suest
test
4
|@ Done

Hystart| jer-

| | @i | Beoe. |[@2me. - B Teap.. | @ros. | [&fToncat | (233 -] | | (B D& 10:4eam

Step 5: Configure Introscope Enterprise Manger to connect to EEM

RN —

Stop the Enterprise Manger if it is running.

Locate the example file

<EnterpriseManagerHome>\examples\authentication\realms.eem.xml

Edit the realms.eem.xml file with a text editor and enter the correct password



10.130.113.86 - Remote Desktop =& x|

(5]
J File Edit Search Wew Tools Macros Configure  Window  Help
InzdlagenEl i mel oz D DY LR TR e .
realms.eem.xml * I - X
<tuml version="1 0" encoding="UTF-8" standalone="ye=s"7:>
<realms =mlns zsi="http: - Ywww. w3 org-2001 HMLSchema—instance" version="0.1" x=i:ncoNamespaceSchemalocation="realns0.1.x=d"> =
¢realm descriptor="EEHM Realn" id="EEH" active="trus":
¢l-—— Set the hostname of the EEM server ——:»
¢l— Thi= property is optional ——:3
¢l—— Default is localhost —>
<property name="host":»
<waluerlocalhost<rvalues
{sproperty:
¢l— Set the name of the EEM application to attach to —:>
¢l—— Thi=s property is required unless the "enableduthorization" property is false —3
¢l-— and the uszersz and groups are global ——:
<property name="appname" >
<walusrAPH<s value»
{/property:
¢l—— 5=t the user name to connect to the EEH server ——3
¢l-— Thi=z property i=z optional ——>
<!—— Default i=s Eiambdmin —:>
<property namne="ussrnamns" >
<{walusrEiamddnin< valus>
{/property:
¢l—-— Set to true if the password i=s plain text ——>
¢l—— If plainTextPasswords iz set to true, the Enterprize Manager overwrites this file, —-3
¢l— encrypting the passvord and setting plainTextPasswords to false ——:>
¢l— Thi= property is required ——:»
<property namns="plainTeztPassvords":
<walusrtrued /valus:
<sproperty:>
¢l—— Set the password to connect to the EEM server ——:
¢l— Thi= property is required ——:»
<property nanse="password":
<value)m</value>
<sproperty:>
<!—— Enable authorization in the EEM server —>
¢l—— If set to false., the EEM server is used for authentication only ——:
¢l—— Thi=s property is optional ——»
¢l—— Default is trus ——>
<property name="enableiuthorization":
<walusrtruecsvalus>
{sproperty:
<srealmns -
o Fvman I
KA _>l_I

lﬁytes selected | 36 | 20 Read W Block  |[Sync ’E (Caps
Bistart| | (& @ | 53 Cimroscapes.0.e.,.. | B Ciwmoowsisystem, . | £ Embedded Entitlem. ., | BT Tentpad - ciIntros... | | (B |DEEE zozem

In case the EEM installation is on a different machine than the Introscope EM, also edit the <host> property above.

<property name="host">
<value>LODVMEEMSERVER.ca.com</value>
</property>

Copy the realms.eem.xml file to the <EnterpriseManagerHome>\config directory.
Rename the existing realms.xml to realms.xml.backup

Rename the realms.eem.xml to realms.xml

Restart Enterprise Manager, login using test user, password=test



. ———————————————————————ee
[B Investigator - Introscope Workstation [test@LODAPMZKIX32WLAD.ca.com:5001] 17 1=]

| HEBE  weppoe R el 3 @ s

Map " Browss \

ﬁ Custom Metric Host (virtual)
Bl LoDapmziaaRALAC
E=| E\j UnknownProcess
=@ Unnamedagent
[ Er Haat
[ EM Port
[ﬁ Java Version
E Launch Time
E ProcessiD
[@ Wirtual Maching
By agert Stats
-Egycru
= F@ 3G Heap
- % Heuristics
- B Host
F@ LeakHurter
- B3 ProkedHelovaria

YWorkstetion  Edit  Manager  Properties  Wiewer  Help

a

distat| | (3 & | Dawi | @awi. | Beome. | @zie. o e | (Gt | Quwos. [[Hza. - | | | | B[EEE wesan

Connection successful
In the EM log:

2/16/11 11:21:19.235 AM EST [INFO] [btpool0-2] [Manager.EemRealm] "EEM" realm attached to application "APM" in
EEM server at "localhost"

2/16/11 11:21:21.548 AM EST [INFO] [PO:main Mailman 6] [Manager] User "test" logged in successfully from host
"Node=Workstation_0, Address=LODAPM2K3X32WLAO.ca.com/10.130.113.86:2609, Type=socket"



