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Overview — CA API Gateway 9.1

Available now (GA release April 22, 2016)

— New Docker-based Gateway

= Docker form factor for Gateway, Silent install and configuration enhancements
— Developer Workstation

= Developer workstation form factor, CentOS based virtual appliance
— Developer UX enhancements

= Publish Swagger services in Policy Manager, Policy Manager task menu re-
organization, improved audit functionality

— Gateway performance improvements

= Policy Manager login speed improvements, CA Siteminder auth cache, replay
protection functionality enhancements

— Other enhancements

= Support for cloud-init, re-introduction of Thales HSM support
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CA API Gateway - Docker Container

Overview of Docker

What is Docker? Why use Docker?

“Docker containers wrap up a piece = Lightweight

of software in a complete filesystem
= Portable: build once, run

that contains everything it needs to
anywhere

run: code, runtime, system tools,
system libraries —anything you can " |mprove Development

install on a server” Velocity

= Burgeoning Eco system

-https://www.docker.com/what-docker

© 2015 CA. All rights reserved.
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CA API Gateway - Docker Container

Docker Deployment Model
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CA API Gateway - Docker Container

Gateway Docker Deployment Model
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CA APl Gateway - Docker Container

What does CA provide?

Docker Container, via DockerHub

User Story Sample [l DockerPaidContainers

Explore Help

PUBLIC REPOSITORY

caapim/gateway vy

Repo Info

Short Description

CA AP| Gateway

Full Description

Supported tags

« latest, 9.1.00-6342

65 Keyboard Shortct 03 CA Webmail TestDoubles [l Cake [l 1dM 12.8 Project [l Layer 7 Internal

Q, caapim Sign up

Docker Pull Command

docker pull caapim/gateway

Owner

caapim

What is the CA API| Gateway?

The CAAPI Gateway is an XML firewall and service gateway that controls how web services are exposed to
and accessed by external client applications. The Gateway provides runtime control over service-level
authentication, authorization, key management, credentialing, integrity, confidentiality, schema validation,
content inspection, data transformation, threat protection (including integration with external virus scanners for

© 2015 CA. All rights reserved.
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CA API Gateway - Docker Container

What does CA provide?

Getting Started Guide

Sample docker-compose.yml files, for
easy deployment

CA API Gateway - 9.1

Documentation powered by DacOps

for Q [PDF < EPUB  pVersionsw @ Language v

. KSW‘G the Gateway Docker = Contents | & Home | Install and Configure the Gateway | Using the Gateway Docker Appliance
ppliance

Docker: Deployment Model

Docker: Deployment Model

Set Up Local Environment for
Docker Last update April 21, 2016

Verify that Docker Image can
be Pulled
This topic describes a sample deployment of the CA API Gateway using Docker CLI tools. Other deployments may be possible using
Prepare Docker Compose other tools and schedulers in the Docker ecosystem (for example, Kubernetes or Openshift 3).
Run the Gateway in Docker
v The following diagram ilustrates the example Docker deployment:
Connect to a Docker

Gateway using the Policy
Manager M H

. Appendixes: Gateway Docker —_—
Appliance
Dosker Host Dosker Hub o ocal Dosker Regity

) N - MySQL]
—
‘

Install the Policy Manager

Configure Security 2
‘%

Publish Services and Configure
Policies

Policy Assertions

Context Variables

h_lta‘

echnologies

Cluster Properties

Upgrade, Migrate, Patch, Back Up,
Restore

Administer the Gateway

© 2015 CA. All rights reserved.

[=] docker-compose yml E3

1 L——_|aag:

2 image: czapim/gateway:3.1.00-8342
3 mem limit: Z04Em

4 —| expose:

5 - ma77

€ —| porta:

7 - ™8080:8080™

8 - "E443:85443™

9 B - "9443:5443"

10 EH enviromment:

11 S55CG_CLUSTER COMMAND: "create"
1z 55G_CLUSTER _HOST: "localhost™
13 55G_CLUSTER_PASSWORD: "7layer™
14 S5C_DATABASE TYPE: "mysgl™

5 S5G_DATABASE HOST: "mysgl™

& S5CG_DATABASE PORT: "330&™

17 55G_DATABASE MNAME: "ssg"

18 55C_DATABASE USER: "gateway"

13 55G_DATABASE PASSWORD: "7layer™
20 S5C_DATABASE ADMIN USER: "rocot™
21 S5G_DATABASE ADMTIN PASS: "Tlayer"™
2z S5CG_ADMIN USER: "pmadmin™

23 S5G_ADMIN PASS: "Tlayer™

24 55G_LICENSE:

25 B 55G_INTERMAL SERVICES: "restman wsman"
2 [—E linka:

27 - mysgl

28 [l myagl:

Z3 image: mysgl:5.5

30 mem limit: S51Zm

31 § volumes:

2 t - _/mysqlonnf/snn/mvsgl/song-d
33 # - /root/mysgldakadiz: /yss/lib/myagl
34 = environment:

35 - MYSQL ROCT_PASSWORD=Tlayer

36
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CA APl Gateway - Docker Container

Customer Collaboration

Alpha Release on
validate.ca.com

& [« B B O hitps//validate.ca.com/pr
i Apps 4 Sarek [B Shell Cheat Sheet % FiinOps Team - Laye CakeSaaS [ L7Lucid Chart  User Story Sample [ DockerPaidContainers || 65 Keyboard Shortcr

m Customer Validation Community

technologies

d={B6F6DAE6-6

V/item.htm|?cap=59EDA46CFB

Centercode Support

Home CA APIM Alpha Releases API Gateway 9.1 Docker Alpha

Project Management

API Gateway 9.1 Dock

Tools

If you have reached this page, thank you for interest in the API Gateway Docker Container. In the
spirit of collaboration, we would like to share an early version of our Container with you to get
[ susmIT ]| feedback on our new offering.

[ suBmIT | Pre Requisites

» ADocker Hub Account:

& You will need this to pull our Docker Container from our Docker Hub Repository

« Somewhere to run Docker

o A machine of some sort will do. You can even use your laptop! The attached "Getting Started
Guide" will help you setup the Docker Tools.

1gs) .
: Getting Started

1. Download the artifacts listed in the "Downloads" Section

R (record
| Alpha Releases

2. Contact Hirbod (Rod) Moshfeghi (hirbod.moshfeghi@ca.com) and give him your Docker
Hub username. He will share the Docker container referenced by the docker-compose.yml
file with you.

3. Follow the Getting Started Guide to set up your Docker Container Deployment

4. Interact with the Gateway Docker Container in the same way as you would with any other
Gateway

w

. Tell us about your experiences. You can either email Rod directly or post comments in the
"API Gateway" User Forum

Documentation Notes

Please take these into account as you work through the documentation. We will address these
very soon.

1. "Add Certificate for Local Registry" Section:
1. There is not need to Verify that the Docker Image can be pulled from a Local Registry for

d

© 2015 CA. All rights reserved. technologies



Silent Install and configuration

= The Problem:

The Gateway can only be configured using an interactive text based menu.
This makes it difficult to integrate the Gateway with configuration
management and DevOps tools such as Chef, Puppet, and Ansible

=  Solution:

Create a means to silently configure the Gateway which allows it to be

configured over SSH.

CGa
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Silent Install and configuration
Functionality

= Create Gateway Container Cluster

= Join Existing Gateway Docker Cluster

developer

o~

$ cat create-node.properties | ssh ssgconfigligatewayhost /opt/SecureSpan/Gateway/config/bin/ssgconfig-headless create

MOROR R R R

EI create-node properties [x]

###%# Headless gopfig create template properties file ####

### Node Configuration ###

## Node Enabled State
node.enable=true

## Configure the node.properties
configure.node=true

##4 Cluster Configuration ###
## Cluster Hgaknams
cluster.host=10.242.14.118
## Cluster Paasphrase

cluster.pass=Tlayer

##% Database Connection ###

## Creates the datzbase

configure.db=true

## The database type, either "myagl' or '"embedded'
database.type=mysgl

## Database Hognname

database.host=localhoat

## Database Port

database.port=3308

© 2015 CA. All rights reserved.
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Developer License for Gateway

Developer Workstation License

developer

E.A Able to provide individual use Gateways
for development purposes

non-production license VS. workstation licenses

developer developer developer
@ (] (]

M ‘-_I ‘-_I * Low cost for individual licenses, takes
A A A advantage of new deployment model.

* Easy to setup, deploy, manage. Allows
individual developers to have individual
development environments for Policy
and API’s

Running on new CentOS based virtual

¢ ¢ ¢ appliance
api api api
12 The only controlled versions of QMS documents are online. Copyright © 2015 CA. All rights reserved. CA confidential and proprietary information for CA internal use only. ’

No unauthorized copying or distribution permitted. Issue date: July 8, 2015. Issued by: ORLMI01. technologies



Publish Swagger based API’s

Allow Gateway administrators, developers, and policy authors to publish APl endpoints
using Swagger documents.

e Tr

]

e 3
What is Swagger? “paths™: {
. " tll :
Popular representation syntax for RESTful API’s HE;ugt“‘F (
and services “tags": [
"pet"
* Can be represented both in JSON or XML 1,
"summary”: "Add a new pet to the store”,
* Declarative resource specification, no need for "description”: "",
knowledge of server implementation or access "operationId”: "addPet”,
to server code "consumes™: [
"application/json",
* Allows developers to quickly interact with a “"application/xml™
remote service, within minimal 1,
"produces™: |

implementation logic
"application/xml™,

"application/json”

1,
"parameters": [
{
"in": “body",
"name”: "body™,

"description": "Pet object that needs t
"reguired”: true,
"schema": {

"$ref”: "#/definitions/Pet”

} CGa
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Publish Swagger based API’s

_ Invoke publishing wizard via tasks
Steps Swagger Document Location: m e n u

http://petstore, swagger iofv 2/swagger. json|

1. Swagger Document

2. Configure Swagger Service HTTP Options

Enter location of Swagger document
e Used to define validation
parameters in published service
Specify the location of the Swagger spedfication .
document * Used for routing
* Not permanently stored on
Gateway with service

-

Enter information about the API for
the Gateway to use Service Name: |Swagger Petstore

Routing URI:  http(s):/f10.7.33.200:[port] |fv2f*

1. Swagger Document

2. Configure Swagger Service AP Host: petstore. swagger.io
Optional validation options: Azwasepiﬂﬂl;d ha_'vzo ,,.
wagger Validation Options
* Gateway can use information from 7] valdate Path

the swagger document to va..dmsmeme
validate/filter requests and

responses, before they go to the
backend service

[ Require Security Credentials to be Present

Specify the Name and Routing URI for the Swagger service being published.

Back Mext [ Finish ][ Cancel ][ Help ]




Publish Swagger based API’s

J Set Context Variable swagger.host as String to: petstore.swagger.io
J Set Context Variable swagger baselri as String to: fu2
J Set Context Variable swagger.dodrl as String to: http://petstore. swagaer.iofv 2 fswagger . json
=g QAt least one assertion must evaluate to true
w S{swaggerDoc}: Look Up in Cache [swaggerCache]
E} < All assertions must evaluate to true
----- W Add Audit Details: "Obtaining Swagger document from: ${swagger.docUrl}™
----- ﬁ Route via HTTP to ${swagger.docUrl}
----- N @ S{swaggerDock: Store to Cache [swaggerCache]
=- ﬂ At least one assertion must evaluate to true
E} ﬂ All assertions must evaluate to true
----- +El S{request.http.uri}: Evaluate Regular Expression - Swagger Document Request
V" Compare Variable: ${request.http.method} is equal to GET; If Multivalued all values must pass
----- %, Return Template Response to Requestor
E} ﬂ All assertions must evaluate to true
----- 'm- Validate Against Swagger Document
----- ﬁ Route via HTTP to ${request.url.protocol}:/ [${swagger.host}${swagger.baselri}${sw.apilri}${ request.url.query }

| €A Validate Against Swagger Document Pr.., u

Invoke publishing wizard via tasks ' Swagger Document: = |gaggerDoc
menu @ ox
Service Base:
Validation Options

Enter location of Swagger document [] Validate Path
* Used to define validation [7] Validate Method

parameters in published service ] Validate Scheme
e Used for routing | Require Security Credentials to be Present
* Not permanently stored on Variable Prefc: = [sm

Gateway with service @ ox

[ ok | [ cancel | ca
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Policy Manager Task menu
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Create Identity Prowvider
Create Internal User
Create Internal Group
Manage Account Policies

Search Identity Prowider

Publish SOAP Web Service

Create WS5DL

Create Policy

Publish Web API

Publish RESTful Service Proxy With WaADL
Publish Internal Service

Publish Reverse Web Proxy

Manage Certificates

Manage Private Keys

Manage Stored Passwords
Rewvoke User Certificates
Manage Global Resources
Manage Cluster-Wide Properties
Manage Listen Ports

Manage Data Socurces

Manage JMS Destinations
Manage Kerberocs Configuration
Manage Roles

Manage Scheduled Tasks
Manage Security fones
Configure Audit Alert Options
Manage Log/Audit Sinks
Manage Email Listeners
Configure FTP Audit Archiver
Manage ESM User Mappings
Manage UDDI Registries
Manage HT TP Opticns

Manage Service Resclution
Manage Encapsulated Asserticons
Manage CA Single Sign-O0n Configurations
Manage Server Module Files
Manage Solution Kits
Additional Actions

r

9.1

[Tasl:s View Help

Services and APIs

Transports

Data Sources

Global Settings

L A R Y

Identity Providers

Uszers and Authentication

Certificates, Keys and Secrets

Extensions and Add-Ons
Legging and Auditing

3 Ef Preferences

. | Canrmmnne Nndotoen Tl dF 1 et 01

Publish SOAP Web Service
Publish Web API

Publish Internal Service
Publish Reverse Web Proxy
Publish W5DL Query Handler

Publish Swagger Service

Policy Logic
Threat Protection
Internal Assertions
Palicy Templates

UL k

7.33.200
Swagger Petstore [v2/*]

Create WS5DL

Create Policy

Publish RESTful Service Proxy With WADL

d

lic

Policy Validation Messages

Assertion: All assertions must evaluate to true Warning: Policy

CGa

technologies



Policy Manager speed improvements

The Problem:

Connecting the Policy Manager to geographically
distant Gateways resulted in very slow login times,

and slow refresh times when connected

Solution:

Changes to the way the Policy Manager loads
information from the Gateway, and refreshes that

information while a session is active.

Resulted in anywhere from 33% to 75% faster login

times.

CGa
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CA Single Sign On (Siteminder) request/response cache

@ R ==
Configuration Mame: * |CA Single Sign On (production)
|| Agent Configuration
Secret: ¥ Iy
Address: 127.0.0.1 [] check 1P
Host Name: * prodmand1.ca.com
FIPS Mode: = COMPAT -
Cluster Threshald: = 50+ []Enable Failover Update 550 Token

Cluster Settings

Mame Value Add
authenticationCache. maxAge 360000 Edit
authenticationCache. size 1000
autharizationCache. maxAge 360000 Remove
authorizationCache. maxSize 1000
server.0.0.address 10.7.42.11

[ Disable

Added per-agent request and response
caching functionality to the Gateway

* Allows users to configure caches
for authentication/authorization
requests and responses

* Sizes and lifespans of cache values
are entirely user configurable, and
can be optionally disabled

*  When enabled, significant
performance improvements for CA
SSO authN/authZ via the Gateway

e Supports multiple agents, can
configure cache properties for each
agent separately.

CGa
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Audit Subsystem Improvements

Configure the Gateway to bypass auditing subsystem when database is full

In previous versions, Gateway would stop processing traffic when the database filled up with audits

Introduce a new cluster property in Musket:

audit.managementStrategy STOP/BYPASS

STOP: default behaviour, Gateway will stop processing traffic until space is made available in database
BYPASS: Gateway will continue processing traffic, and will bypass the audit subsystem

Functionality gives users options on how to configure their Gateway to behave when the
database is full, allows them to avoid unexpected data processing suspensions.

CGa
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Other Improvements

=  Replay protection in clustered environments
=  Thales HSM — compatibility with JDK8
=  Support for RHEL 7 in software form factor

" |ncreased support for cloud-init in Gateway AMI form factor

CGa
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