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September 10th, 2018

To:          CA Privileged Access Manager Server Control (PAM SC) Customers
From:     The CA Privileged Access Management Product Team
Subject:  Announcing the Release of CA PAM Server Control v14.1

On behalf of CA Technologies, we appreciate your business and the opportunity to provide you with high-quality, innovative software and services. As part of our ongoing commitment to customer success, we regularly release updated versions of our products. Today, we are pleased to announce the release CA Privileged Access Manager Server Control (CA PAM SC) v14.1.   This release includes significant new capabilities and architecture upgrades designed to increase scalability, enhance security and improve the user experience. 

New features for CA PAM v14.1 include:
· Docker Protection 
CA Privileged Access Manager Server Control can now manage users who are allowed to run docker commands on a host (e.g. docker build, docker run). As the Docker daemon uses named domain sockets, we have added the ability to restrict local IPC which uses UNIX (or LOCAL) named domain sockets. The product can now intercepts processes, such as the Docker daemon, which attempts to connect to a socket using the named socket path. You can write CA Privileged Access Manager Server Control rules to authorize connections to the Docker daemon using the UNIX_SOCKET class and connect (c) access.

· Windows Services Protection
This release supports protecting Windows services for Microsoft® Windows 2012 R2 and Windows 2016 operating systems. 
Note: Japanese and Korean translated are not yet available for this feature.  

· Ptrace Interception for Unix/Linux
CA PAM Server Control now offers protection against Ptrace system calls for Unix operating systems. 

· SHA-2 Hashing on the endpoint
CA PAM Server Control’s Unix Authentication Bridge (UNAB) module now supports SHA-2 signatures for protected files (SECFILE), protected programs (PROGRAM), Active MQ messages, and certificates.
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· Component Upgrades
· Upgrade of JBOSS component to Wildfly 8.2.1
· Upgrade of cryptographic module to CAPKI 5.2.0 (Unix) and CAPKI 5.2.1 (Windows)
· Support for Microsoft Visual C++ 2010 Redistributable package
We encourage you to visit the CA Privileged Access Management product information page on the CA Support Online website at https://support.ca.com/ for more information. 
If you have any questions or require assistance contact CA Customer Care online at http://www.ca.com/us/customer-care.aspx where you can submit an online request using the Customer Care web form: https://support.ca.com/irj/portal/anonymous/customercare. You can also call CA Customer Care at +1-800-225-5224 in North America or seehttp://www.ca.com/phone for the local number in your country.
To learn about the new features offered in CA PAM 3.1.1, refer to the product documentation at docops.ca.com. Should you need further assistance in understanding these new features, or implementing this latest release, our CA Services experts can help.  For more information on CA Services and how you can leverage our expertise, please visit www.ca.com/services. To connect, learn and share with other customers, join and participate in our CA Privileged Access Manager CA Community at https://communities.ca.com/.
To review CA Support lifecycle policies, please review the CA Support Policy and Terms located at: https://support.ca.com/.  

Thank you again for your business.
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