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Pre-Steps: openssl cert check

CA SiteMinder uses SSLv3 protocol for non-FIPS communication & TLSv1.x for FIPS
communication

* Ensure the IMCD userstore is configured for SSL/TLS communication prior to configuration in
Siteminder.

* Use openssl to validate remote connection is available with a public CA root cert & SSLv3 protocol
is available. IMCD_HOSTNAME=user store hostname

* openssls_client -connect SIMCD_HOSTNAME:SIMCD_PORT —showcerts
» openssls_client -connect SIMCD_HOSTNAME:SIMCD_PORT -ssl3

* Only the IMCD’s CA Public Certificate is required for IM:SM integration for IMCD over SSL
» Servers / Personalities Certificates are not required for standard userid/password authentication.

* If authenticate is to be changed from standard userid/password to SSL client authentication; then copy ONLY the
public section of the personalities PEM files to siteminder. Do not copy the personalities AS-IS.


im:SM

Pre-Steps: CA Directory dxsearch check

@ dsa@sandbox(

LDAP tools; including CA Directory search tool (dxsearch),
requires the CN of a server SSL certificate to MATCH the

hostname.

1. Update the local host file entry with a host alias that matches the DSA name.
This is a temporary test; and the host alias does NOT need to be retained for

SiteMinder.

2. CA Directory CLI commands use the DXHOME/config/ssld/dxIdap.conf file
for pathing to its keystore. Ensure this file is pointing to trusted.|oem or
other file used by IMCD DSA, to ensure the CA Public Cert is available to

validate SSL communication.

NON-SSL QUERY:
dxsearch -L -H Idap://sandbox01-imcd:41389 -c -D 'cn=diradmin,ou=serviceaccount,ou=cam,o=ca' -w Password01 -b 'ou=cam,o=ca' 'uid=diradmin' sn uid”

SSL QUERY
dxsearch -Z -L -H Idaps://sandbox01-imcd:41389 -c -D 'cn=diradmin,ou=serviceaccount,ou=cam,o=ca' -w Password01 -b 'ou=cam,o=ca' 'uid=diradmin' sn uid“

Note: Only —H Idaps is required, but the —Z switch ensure a viewable message that SSL is enabled and used. Ignore ERROR MESSAGE: Idap_start_tls: Operations error (1)

Monitor the WARN log of the IMCD DSA. If SSLv3 protocol or the

hostname does NOT match the CN of the certificate

Idap_start_tls: Can't contact LDAP server (-1)
# additional info: TLS: hostname does not match CN in peer certificate




Revised Steps to Create SM NSS cert8.db files with IMCD Public CA Cert

Step 1. Validate that IMCD is available to be access over SSL. (Presteps)

- Use either openssl, dxsearch, Jxplorer, Apache Directory Studio, SoftTerra LDAPBrowser, etc.

Step 2: Copy the IMCD’s CA Public Certificate from the CA Directory Server to the CA SiteMinder Policy Server

- May use openssl s_client -connect hostname:port -showcerts & copy the 2"? cert from BEGIN to END markers

- Or copy the trusted.pem file from DXHOME/config/ssld/trusted.pem {validate this file is reference in the DXI file for IMCD for SSL via default.dxc or custom DSANAME.dxc}

Step 3: Update or check DXHOME/config/ssld/default.dxc {or custom DSANAME.dxc} [Assumes CA Directory is used]

- Ensure this file allows for SSLv3 protocol to be used for SiteMinder with the update of: protocol=ssl

- Validate with openssl s_client —connect hostname:port —ssli3

Step 4: Create the NSS Certificate Keystore files to be used by SiteMinder

- Make a new folder under siteminder, e.g. /opt/CA/siteminder/Idap_tls (or certs, etc.)

- Under that folder issue the following command, as smuser: certutil - N -d /opt/CA/siteminder/ldap_tls

- Enter a password twice

Step 5: Add the IMCD’s CA Public Certificate to the NSS keystore

- Execute: certutil -A -n "IMCD_TRUSTED_CA_PUBLIC_CERT" -t "C,," -i trusted.pem —d /opt/CA/siteminder/Idap_tls

Step 6: Validate the IMCD’s CA Public Certificate is loaded fine in the NSS keystore

- Execute: certutil -L -d /opt/CA/siteminder/Idap_tls  or certutil -L -a -n IMCD_TRUSTED_CA_PUBLIC_CERT —d /opt/CA/siteminder/Idap_tls

Step 7: Update SiteMinder to use the new NSS keystore file of cert8.db

- Use either SMCONSOLE GUI & Update Data Tab for Netscape Certificate Database File Entry

- Alternative: Use SM CLI XPSConfig, select SM, and # for LdapObjCertDbPath OR directly edit/sed of the sm.registry file for CertDbPath under
HKEY_LOCAL_MACHINE\SOFTWARE\Netegrity\SiteMinder\CurrentVersion\LdapPolicyStore

Step 8: Bounce SiteMinder for the smpolicy service:  stop-ps & start-ps

Step9: Validate SiteMinder is able to communicate with IMCD userstore over Secure Connection (SSL)

- Open SM User Interface of SMWAMUI or SMFSSUI and select the user store & update the connection to use Secure Connection; ensure that Contents are returned.

- Open CA Directory IMCD warn log; and monitor for any failed SSL connections.

Step 10: Done. Will be able to update the CA Identity Manager IMCD entry from non-SSL to SSL communications.

- Perform similar steps for the IME’s IMPS/IMPD using the impd_trusted.pem as the IMPD’s CA Public Certificate to be added to the NSS keystore.

- IMPS service uses the same CA Public Cert as IMPD. This CA Public cert may be changed via the IMPS\data\tls folder & batch processes.



Revised Steps used in a shell script

bash-4.2$ cat step001_-smuser-_create_ssl_certs_db.sh
#!/bin/bash

# Add IMCD SSL CERT to SiteMinder to enable TLS
# Only need CA Public Cert

# No need to copy the Server Certs (personalities)
# SM will use userid/password for authentication

IMCD_HOSTNAME=sandbox01
IMCD_PORT=41389
SMHOME=/opt/CA/siteminder
LDAP_TLS=$SMHOME/Idap_tls
DXHOME=/opt/CA/Directory/dxserver/config/ssld
PATH=SSMHOME/bin:SPATH
PASSWORD=Password01

USER=smuser

GROUP=smuser

echo ™"

echo "Step00: Clean up Prior NSS DB files under SLDAP_TLS"

mkdir -p SLDAP_TLS

cd SLDAP_TLS

rm -rf *.db

rm -rf trusted-root-ca-public-for-imcd.*

# Note: pem format may includes cer (public format) + ascii + optional (private key)
echo ™"

echo "# Step01: Check if the CA Public Cert exists AND that SSLv3 protocol is available"

echo "# Siteminder uses SSLv3 protocol for non-FIPS encryption & TLS for FIPS encryption"

echo ™"

echo "The CA Public Cert should display as the 2nd cert in this list with -showcerts"

echo "openssl s_client -connect SIMCD_HOSTNAME:SIMCD_PORT -showcerts"

echo "The communication will report failure, if SSLv3 protoocl is not enabled."

echo "openssl s_client -connect SIMCD_HOSTNAME:SIMCD_PORT -ssl3"

echo "Run the above lines as a prestep, they are commented out to avoid impacting readablity of the other lines"
#openssl| s_client -connect SIMCD_HOSTNAME:SIMCD_PORT -showcerts

#openssl s_client -connect SIMCD_HOSTNAME:SIMCD_PORT -ssl3

echo ™"

echo ™"

echo "# Step02: Copy IMCD CA Public Cert Only [Not DSA Server Certs (Personalities)]"

echo "# Ensure that the user of this script has access to the CA Directory SSLD folder"

cd SLDAP_TLS

echo "cp -r -p SDXHOME/trusted.pem SLDAP_TLS/trusted.pem"

cp -r -p SDXHOME/trusted.pem SLDAP_TLS/trusted.pem

echo "Strip any extra commentary from CA Directory PEM Format. Keep BEGIN CERTIFICATE / END CERTIFICATE markers"
echo ™"

echo "openssl| x509 -outform der -in trusted.pem -out trusted-root-ca-public-for-imcd.der"

openssl x509 -outform der -in trusted.pem -out trusted-root-ca-public-for-imcd.der

echo "Strip any extra commentary from CA Directory PEM Format. Keep BEING / END"

echo "openssl x509 -inform der -in trusted-root-ca-public-for-imcd.der -out trusted-root-ca-public-for-imcd.cer"

openssl x509 -inform der -in trusted-root-ca-public-for-imcd.der -out trusted-root-ca-public-for-imcd.cer

echo ™"

echo "# Step03: Create a NSS keystore for Siteminder with CertUtil (cert8.db, key3.db, secmod.db)"

echo " NSS = Netscape Network Security Services & ensure SM version of certutil is being used in the path"

echo ™"

echo "( echo SPASSWORD ) > SLDAP_TLS/pwdfile.txt"

( echo $PASSWORD ) > SLDAP_TLS/pwdfile.txt

echo "( echo "SPASSWORD"; echo "SPASSWORD" ) | $SMHOME/bin/certutil -N -d SLDAP_TLS -f SLDAP_TLS/pwdfile.txt"
( echo "SPASSWORD"; echo "SPASSWORD" ) | $SMHOME/bin/certutil -N -d SLDAP_TLS -f SLDAP_TLS/pwdfile.txt

e

echo
echo "# Step04: Store the IMCD ROOT CA Certificate from CA Directory 'clean version' of IMCD trusted-root-ca-public-for-
imcd.pem"

echo "$SMHOME/bin/certutil -A -n "IMCD_TRUSTED_CA_PUBLIC_CERT" -t "C,," -i SLDAP_TLS/trusted-root-ca-public-for-
imcd.cer -d SLDAP_TLS"

SSMHOME/bin/certutil -A -n "IMCD_TRUSTED_CA_PUBLIC_CERT" -t "C,," -i SLDAP_TLS/trusted-root-ca-public-for-imcd.cer -d
SLDAP_TLS

echo ™"

echo "# Step05: Store IMCD DSA Server Public Cert from IMCD personalities IMCD_DSA_HOSTNAME.pem"

echo "$SMHOME/bin/certutil -A -n "IMCD_DSA_HOSTNAME_PUBLIC_CERT" -t "P,," -i SLDAP_TLS/SIMCD_HOSTNAME-imcd-
public.cer -d SLDAP_TLS"

echo "### Confirmed this step from bookshelf is NOT required for standard userid/password authentication over SSL/TLS"
echo "### Confirmed this step from bookshelf is NOT required for standard userid/password authentication over SSL/TLS"
echo "### Confirmed this step from bookshelf is NOT required for standard userid/password authentication over SSL/TLS"
echo ™"

echo ™"

echo "# Step06: List all CA and Server Public Certs in NLS Keystore"
echo "$SMHOME/bin/certutil -L -d SLDAP_TLS"
$SMHOME/bin/certutil -L -d SLDAP_TLS

echo™"

echo "# Step06b: Update ownership of the DB files of SLDAP_TLS/cert8.db"
chown -R SUSER:SGROUP SLDAP_TLS

chmod -R 640 SLDAP_TLS/*.db

echo""

echo "# Step07: Use XPSConfig to update the SM:LdapObjCertDbPath to SLDAP_TLS/cert8.db"

echo "# su - smuser ; XPSConfig ; Select SM ; Select # for LdapObjCertDbPath Likely #83"

echo ™"

echo "# Alternatives: Use SMCONSOLE on the Data Tab for Netscape certificate file or"

echo "# edit the SMHOME/registry/smregistry.xml file & update CertDbPath under "

echo "# HKEY_LOCAL_MACHINE\SOFTWARE\Netegrity\SiteMinder\CurrentVersion\LdapPolicyStore"
echo ™"

echo ™"

echo "# Step08: Start / Stop SM Policy Server"

echo "# Shown below for manual step AFTER the above update is done"
echo "$SMHOME/stop-ps"

echo "$SMHOME/start-ps"

echo""
echo"
echo""

echo "Validate NON-SSL/TLS to directory"

echo " if running this script as root, it will have access to run dxsearch as dsa"

echo " if running this script as smuser, you will need to type the password for dsa account"

echo""

echo "dxsearch -L -H Idap://sandbox01:41389 -c -D 'cn=diradmin,ou=serviceaccount,ou=cam,o=ca' -w Password01 -b
'ou=cam,o=ca' 'uid=diradmin' sn uid"

echo""

su - dsa -c "dxsearch -L -H Idap://sandbox01:41389 -c -D 'cn=diradmin,ou=serviceaccount,ou=cam,o=ca' -w SPASSWORD -b
'‘ou=cam,o=ca' 'uid=diradmin' sn uid"

e

echo
echo "Validate SSL/TLS to directory"

echo "Update /etc/hosts to have alias where DSA_NAME = HOSTNAME"

echo "Example: 192.168.92.129 sandbox01 sandbox01.im.dom sandbox01-imcd"

echo "Note: CA Directory CLI commands use DXHOME\config\ssld\dxIdap.conf file"

echo""

echo " if running this script as root, it will have access to run dxsearch as dsa"

echo " if running this script as smuser, you will need to type the password for dsa account”

echo™"

echo "dxsearch -Z -L -H Idaps://sandbox01-imcd:41389 -c -D 'cn=diradmin,ou=serviceaccount,ou=cam,o=ca' -w
Password01 -b 'ou=cam,o=ca' 'uid=diradmin' sn uid"

echo™"

#su - dsa -c "dxsearch -d 1 -Z -L -H Idaps://sandbox01-imcd:41389 -c -D
'cn=diradmin,ou=serviceaccount,ou=cam,o=ca' -w Password01 -b 'ou=cam,o=ca' 'uid=diradmin’' sn uid"

su - dsa -c "dxsearch -Z -L -H Idaps://sandbox01-imcd:41389 -c -D 'cn=diradmin,ou=serviceaccount,ou=cam,o=ca' -w
SPASSWORD -b 'ou=cam,o=ca' 'uid=diradmin’' sn uid"

#1gnore ERROR MESSAGE: Idap_start_tls: Operations error (1)

# This message occurs when using both the -Z switch & -H Idaps://hostname:port URI

# This script uses both to confirm that SSL/TLS is being used; and can be seen visually without the need of debug
switches.

# Note: If error returned is:

#dxsearch -Z -H Idaps://sandbox01:41389 -c -x -D 'cn=diradmin,ou=serviceaccount,ou=cam,o=ca' -w Password01 -b
'ou=cam,o=ca'

#ldap_start_tls: Can't contact LDAP server (-1)

# additional info: TLS: hostname does not match CN in peer certificate

# Add the DSA_HOSTNAME as an alias to the local host file to ensure the CN matches the HOSTNAME=DSA_NAME
#dxsearch -Z -H Idaps://sandbox01-imcd:41389 -c -x -D 'cn=diradmin,ou=serviceaccount,ou=cam,o=ca' -w
Password01 -b 'ou=cam,o=ca’

echo ™
echo "# View certs in cert8.db file for CA PUBLIC CERT"

echo ™

echo "$SMHOME/bin/certutil -L -a -n IMCD_TRUSTED_CA_PUBLIC_CERT -d SLDAP_TLS"
echo ™

SSMHOME/bin/certutil -L -a -n IMCD_TRUSTED_CA_PUBLIC_CERT -d SLDAP_TLS
echo™"

# As a test to ensure the CA cert was added correctly

#SSMHOME/bin/certutil -L -a -n IMCD_TRUSTED_CA_PUBLIC_CERT -d SLDAP_TLS > test_ca.cer
echo™"

# diff test_ca.cer trusted-root-ca-public-for-imed.cer

H\
smuser- create ssl




Option 1: Update SM Policy Server to use certificate database via

smconsole GUI; Data Tab; Netscape Certificate Database File Checkbox

X Policy Server Management Console

File

Status | Settings DA | Super User | Keys | Logs | Profiler | Advanced |

Database: Policy Store Storage: LDAP _||

LDAP Policy Store

LDAP IP Address: Admin Username: ch=diradmin,i

localhost: 22389
Password:

Root DN:  o=smps

_IUse S5L

Metscape Certificate Database File

'fl:-m,.'CA_.fsitem inder/ldap_tlsfcert8.db

Confirm Password: e

—

Test LDAP Connection |

Browse ...

X Additional parameters iy PuUTTY Configuration 2
Specify parameter settings Category:
Enter dipboard, remote font server, and all other parameters. —|-Session QOption: L HX11 forwarding
‘ - +Logging X11 forwarding
+- Terminal
5 Window [v]Enable X11 forwarding
—————————————————— =-C i Yadeolay boaton
V| Clpboard (VIR Access Control i M TR TEE
Start the integrated dipboard manager Disable Server Access Control L Proxy Remote X11 authentication protacol
L. Telnet (®) MIT-Magic-Cookie-1 () XDM-Authorization-1
Remote font server (if any) Rlogin X authority file for local display
H Browse
Kex
Auth
Additional parameters for Xming TTY
Tunnels

For remote use of the SM smconsole GUI
1. Download & use open Source Xming on workstation & No Access Control is checked.
2. Ensure smuser has DISPLAY variable populated with workstation’s IP address

DISPLAY=192.168.92.1:0.0
3. Ensure putty profile for connection uses X11 Forwarding Feature (checked)



Option 2: Update SM Policy Server to use certificate database via

use SM CLI Process: /opt/CA/siteminder/XPSConfig

S XPSConfig
[XPSConfig - XPS Version 12.52.0001.154]
Log output: XPSConfig.2015-12-13_070918.log

PRODUCTS MENU*************************************************************CA

CDS - CertificateDataStore 12 Parameters
EPM - Enterprise Policy Management 3 Parameters
FED - Federation 3 Parameters
SM - SiteMinder 162 Parameters
XPS - Extensible Policy Store 25 Parameters
X - xTrace
Q- Quit

Enter Option (id or X or Q):SM

Enter Option (D, V, F, #or Q): 83

PARAMETER MENU*************************************CA.SM::$Ldap0bjCeI’tDbPath

Name: LdapObjCertDbPath [CA.SM::SLdapObjCertDbPath]
Type: String

Scope: Managed

Export? yes

Report? no

Remote Access:  None

Description: The certificate used by the LDAP stores' SSL connections.
License Type:  None

Default Value: (not set)

Current Value:  "/opt/CA/siteminder/ldap_tls/cert8.db"

C - Change value
Q - Quit

Enter Option (C, or Q):C

Enter Option (id or X or Q): SM

1-AccTcpPort Type: Numeric Scope: Managed
Desc: The TCP port used by the SiteMinder Policy Server's Accounting service.
Current Value:"0“

<REMOVED SECTION FOR CLARITY>
83-LdapObjCertDbPath Type: String Scope: Managed

Desc: The certificate used by the LDAP stores' SSL connections.
Current Value:"/opt/CA/siteminder/Idap_tls/cert8.db"

<REMOVED SECTION FOR CLARITY>
162-WorkerThreadPriorityRatio Type: Numeric Scope: Managed

Desc: The worker thread priority ratio, from -100 to 100.
Current Value:"0"

D - Hide Descriptions

V - Hide Values

F - Filter (currently none)
Q- Quit

Enter Option (D, V, F, #or Q):83




Option 3: Update SM Policy Server to use certificate database via

directly update SMHOME/registry/sm.registry file

HKEY_LOCAL_MACHINE\SOFTWARE\Netegrity\SiteMinder\CurrentVersion\LdapPolicyStore=857188358
AdminDN= cn=diradmin,ou=serviceaccount,ou=SiteMinder,ou=Netegrity,o=smps; REG_SZ
AdminPW= {RC2}BZINO6X8IKUFFUAMKQCYhOmBXACYyAmIS; REG_SZ

AppSdk= 0; REG_DWORD

CertDbPath= Jopt/CA/siteminder/Idap_tls/cert8.db; REG_SZ

Enabled= Ox1; REG_DWORD

PSRootDN= o=smps; REG_SZ

Server= localhost:22389; REG_SZ

Use SSL= 0; REG_DWORD

Version= 5.0; REG_SZ




Option 4: Update SM Policy Server to use certificate database via

Unix/Linux sed command to update SMHOME/registry/sm.registry file

Update the string that manages the connection path to the NSS cert8.db file

FROM:

CertDbPath= ; REG_SZ

TO:

CertDbPath= Jopt/CA/siteminder/ldap_tls/cert8.db; REG_SZ

grep "ACertDbPath= " sm.registry [Check search criteria for sed. Eleven spaces?]

grep '*CertDbPath=.*REG_SZS' sm.registry

grep '"CertDbPath= K. ¥REG_SZS' sm.registry  [If entry is not populated, this will display the line; assumes a space prior to ;]
sed -i 's|*CertDbPath= *. ;. *REG_SZS|CertDbPath=  /opt/CA/siteminder/ldap_tls/cert8.db; REG_SZ|g' sm.registry

Note: The path of the cert8.db file has no space that separates the semi-colon (;) from the file name.
& number of spaces has no impact prior to path.




A view of IMCD’s CA Public Certificate (SMPS certutil versus DSA trusted.pem)

IMCD CA Public Cert pulled via certutil from cert8.db file
Note: Only the BEGIN CERTIFICATE / END CERTIFICATE section is
retained/stored.

bash-4.23% pwd
/opt/CA/siteminder/ldap tls
bash-4.2$ certutil -L -a —n IMCD TRUSTED CA PUBLIC CERT -d

BEGIN CERTIFICATE
MITDEJCCAfgqgAWIBAgIBATANBgkghkiGOwOBAQUFADAGMQsWwCQYDVQQGEWIBVTEV
MBMGA1UECgwMRFhDZXJORZ2VuUEL IMROQWEgGYDVQQDDAEEWEN]1 cnRHZWSDQTAeFw0Ox
NTEWMDMwMzUzZNTRaFwOyNTASMzAWMzUZzZNTRaMDoxCzAJBgNVBAYTAKFVMRUWEWYD
VQOKDAXEWEN]1cnRHZWS5QS0kxFDASBgNVBAMMCORYQ2VydEd1bkNBMITIBI JANBgkqg
hkiGO9wOBAQEFAAOCAQS8AMIIBCgKCAQEAhdcYABHaiAg/GWZ5aapLzF8Zsp8HkPLO
PA+NEQEzu+YhquhQwXR91ghHYSOY01P/na3C7+U0VAveOx2+QM1gRgnc62xvCLEH
XWBg2gBwOnGYWewFEUDQV2sk847 JmPTf5zN35RAelixgn9pUxXNBTKjfxClsa0OR3Kc
DHcvVS5MAWNiP639HPjwyS8Wx08H3pEGPVOMCNGDACj1ilrAiKcfJHIVUaC6RBV/oOF
FQ4cAJMRVOF9tGPpOwe0/gS0Y4idojvng+I51AhjDpXOMBISNQ2J4TEV1O3ivil+
z13QTZ4ETLc87CS08KD]JrbFo3gACDHJ0CB29TeOaeDoFd8eoB0BewIDAQABOYMW
TTAOBgNVHQB8BATSEBAMCAQYWDWYDVROTAQH/BAUWAWEB/ zZANBgkghkiG9wOBAQUF
AROCAQEAV1d+SREAF1BG])zYOEKZgYM20ChzMLvOb6VYYido+MI3Bt10/+P0jyuex
7Zf420a0y2i05kJ65XgXjYArfyD/48jeB9VbRs4xdSXfvgeyU4JCeHX3zsHet 4 fNT
zyl1BYvMSreD/RO9QXZZuGheAFH3u2ThrGlpCxaSa02/61j6BC9eAdh3HoV5xtyaSH
uxinhbY7tdGe8iwj3ggW02BbFa/fejLICHfR1J13wbMAOkK9IMjIB7LL7S21g/Bz2
Tkwunm5c+w9P1pt8HT7IEiALekk6agtDWKUR7Qb+W699NJgHhHIZ9n78NLYYx1Ly7
E5/Y3Pbn/talVpUdXGOAcHeVBX/eYw==

END CERTIFICATE
bash-4.25 |}

IMCD CA Public Cert from DXHOME/ssld/trusted.pem
The PEM file contains the ASCII text header, as well as the BEGIN
CERTIFICATE / END CERTIFICATE section.

BEGIN CERTIFICATE
MIIDEJCCAfgqgAWIBAgIBATANBgkghkiGI9wOBAQUFADAGMOsWCQYDVQQGEWIBVTEV
MBMGA1UECgWMRFhDZXJORZ2VUUELIMRQWEgYDVQQDDATLEWENIcnRHZWSDQTAeFwix
NTEWMDMwMzUZNTRaFwOyNTASMzZAWMzUzNTRaMDoxCzAJBgNVBAYTAKFVMRUWEWYD
VQOKDAXEWEN1cnRHZWSQS0kxFDASBgNVBAMMCORYQ2VydEdIbkNBMIIBI JANBgkg
hkiG9wOBAQEFAAOCAQSAMIIBCgKCAQEAhdcYABHaliAg /GWZSaapLzF8Z2sp8HKPbO
PA+NEQEzu+YhquhQwXR91ghHYSOY01P/na3C7+U0VAVe0x2+QM1gRgnc62xvCL8H
XW8g2gB8wOnGYWewFEUDQV2sk847 jmPf5zN3SAelixgn9pUxXNBTK ] fxClsa0OR3Kc
DHcvV5MAWNiP639HPjwyBWX08H3pEGPVOMCNgDAC)1ilrAiKcfJHIVUaC6RBV/oF
FQ4cAjMRVOF9tGPpOwe0/gS0Y4idojvng+I51AhjDpXOMBISNQ2J4TEV103iviL+
z13QTZ4ETLcB87CS08KD]JrbFo3gACDH]0CB29TeOaeDoFd8eoB0BewIDAQABOYMW
ITAOBgNVHQS8BAfSEBAMCAQYWDWYDVROTAQH/BAUWAWEB/ zANBgkghkiG9wOBAQUF
AAOCAQEAVI1dA+SREAF1BG]zYOEKZgYM2 0CbzMLVOb6VYYido+MI3Bt10/+P0jyuex
72£420a0y2i05kJ65XgXjYArfyD/487eB9VbRs4xdSKXfvgeyU4JCeHX3zsHet 4fNT
zy1BYvM9reD/RIQXZZuGheAFH3u2ThrGlpCxasal02/61j6BC9eAdh3HoV5xtyasSH
uxinhbY7tdGe8iwj3ggW02BbFa/fejLICHfR1J13wbMAQk9IMjIB7LL7S21g/Bz2
Tkwunm5c+wO9P1lpt8H7IEiALekk6aqtDWKUR7Qb+W699NIJgHhHIZ9n78NLYYx1TL.y7/
E5/Y3Pbn/talVpUdXGOAcHeVBX/eYw==

END CERTIFICATE
[dsal@sandbox01 ssld]$ pwd
/opt/CA/Directory/dxserver/config/ssld
[dsal@sandbox01l ssld]s$ cat trusted.peml




USE SM Ul (WAMUI/FSSUI) To Validate Query over SSL (Secure Connection)

& SiteMinder FSS Admlnlstratlvi & SiteMinder FSS Administrative Ul - 0
Session Edit View Tools Help Session Edit Viev Help
B 5 X T BEEXT
System | Domains | Global Policies User Di System | Domains | Global Policies User Directory List
% System Confauration @ System Configuraton
-k Agents LDAP sandbox01:41389 Lok Agents sandbox01:41389 DO NOT REMOVE - For use by Identit
-3F Agent Conf Objects B AuthenticationDirectory 0DBC £ Agent Conf Objects @ AuthenticationDirectory 0ODBC DO NOT REMOVE - For use by Identity Manager
| Host Conf Objects B FederationWSCustomUser... Custom smdspropc s Host Conf Objects Bl FederationwSCustomUser... Custom smdspropc list of all the affiliates exposed as an user store
§l User Directories B SAML2FederationCustomUs... Custom smdspropc 8 User Directories # samL2FederationCustomus... Custom smdsprope list of all the service providers
& Domains Bl FedBCCustomUserStore Custom smdspropcfed € Domains B FedBCCustomUserStore Custom smdspropefed Custom user store for Federation BackChannel communications
@ Administrators Bl FedBCCertUserDirectory Custom FedBCCertlserDirg @ Administrators Bl FedBCCertUserDirectory Customn FedBCCertUserDirectory
P s dbhambinmtine O mbosmm - F Akl membimmbimm ol
& SiteMinder User Directory Dialog & SiteMinder User Directory Dialog
User Directory Properties HELP User Directory Properties HELP
*Name: Description: *Mame:

CAM Unified User (UUJ)

Directory Setup

Directory Setup

*MNameSpace:

*Semner

LDAF Search

[DO NOT REMOVE - For use by Identity Manager

Credentials and Connection | User Atiributes | gy SiteMinder Direct
Listing all m
LDAP:

sandbox01:41389 Marme

@ cn=idmadmin,ou=serviceaccount ou=ca
@ cn=idmpublic, ou=sericeaccount ou=ca

LDAF User D % cn=idmembedded,ou=sericeaccount,n
@ cn=diradmin ou=serviceaccount ou=ca
Roat Start: @45 vid=hob02 ou=people,ou=cam,0=ca
% cn=test001,0u=people,nu=cam,o=ca
ou=cam,o=ca |(&(uid=
Scope: Subtree W End:  |)objec
Max time: 30 seconds Example:
Max results: 0 {&(uid=ID-From-

1.6 of 6 from uid="

User Directory CAM Unified User (UL}

oK
View Contents...

Ok | Cancel| »\ppl].r|

Listing all members.

Description:

|CAI'u1 Unified User (UU) |DO NOT REMOVE - For use by Identity Manager

Directary Setup  Credentials and Connection | User Afttibutes

Administrator Credentials

v Require Credentials *Username: |Cn=diradmin.ou:sewiceaccount.ou:

s R R e T 2]

*Password:

s R R e T 2]

*Confirm Password:

[ Run in Authenticated User's Security Context

v Secure Connection

& SiteMinder Directory List Dialog
Listing all members. HELP
Name | user class
% cn=idmadmin,ou=serviceaccount,ou=cam,o0=ca camUser
% cn=idmpublic,ou=serviceaccount,ou=cam,o=ca camUser
% cn=idmembedded, ou=serviceaccount,ou=cam,n=ca camUser
% cn=diradmin,ou=serviceaccount,ou=cam,o=ca camUser [y
% uid=hoh02 ou=people,0u=cam,0=ca camUser =
% cn=testD01,0u=people,au=cam,o=ca camUser

t6of6romuig= <« | » | an| A

View Contents...

OK | Cancel| Appl].r|

User Directory CAM Unified User (LIL)

o]

Listing all members.




A view of the CA IMCD DSA Use of SSLv3 Protocol & SM able to communicate to

ndbox01:ssld
CA Directory i g ﬁ CA Directory - DXserver/config/ssld

This is a re - iteMinder User D \ y # This is a read-only default configuration file. If you need to make changes,
copy this f£fi ¥ copy this file and reference the new file from servers/<dsa>.dzi
#
& SiteMinder Directory List Dialog
default CA Dj|H ! # default CA Directory ssl configuration

Listing all members.

- 'dxcertgen virectory Setup  Credentials and Co # - 'dxcertgen certs' can be used to create a basic set of certificates

set ssl = { ] set ssl = {
# folder co : ots ‘ o ; analun # folder containing DSA personality certs
cert-dir = - cert-dir = "config/ssld/personalities™
[¥ Require Credentials

# trusted 1 # trusted root CA that signed DSA certificates
ca-file = "config/ssld/trusted.pem"

# SSL options

# ip FJRumin fuhenicaled Use syntax on C# cipher = "ALL:!EXPORT40:!ADH:!SSLv2:!EXP:!LOW" # default ciphers - syntax on OpenSSL website

prctccolzssl Iv Secure Connection - prctocclzssl
# protocol = — # protocol = tls f enable TLS only (default of fips set)
t fips = true Listing all members. ti # fips = true } enables FIPS 140-2 compliant encryption

# HSM optiong View Contents_| # HSM options

pin = "<str>' OK | Cancal | Apply pin = "<str>" HSM pin
ID RS - Aok o | Saved CAM Unified User (UU) pli ) lib = "<str>" path to PKCS11 library supplied by HSM vendor
slot = <num> i encryption I slot = <num> t slot to use for HSM based encryption

"default.dxzc" [readonly] 281, "default.dxc" [readonly] 28L, 989C




X Policy Server Management Console -

File

Status | Settings | Data | SuperUser | Keys | Logs Profiler | agvanced | TrO U b | eS h OOt P rOCeSSGS :
B SM Trace Log for LDAP

Configuration File:

foptfCA fsiteminderfconfigfsmtracedefault.txt

—I| Browse... . . . . n
: : X Policy Server Profiler - eTrust SiteMinder by CA
Configure Settings |
File
Cutput
Components | para | Filters
]
v Cutput to File: Available Components Selected Companents
Jopt/CA/siteminder/log/smtracedefault.log Browse... AgentFunc Send_Eesponse -
Trace Logfile Rollover; 3"?' “-:'r o . REEE.I‘-FE_RE‘IJUEET
Login_Logout sauthorized
W vhen the server is restarted Directory_ACcess Tunnel_Service
W When Trace logfile reaches: |10 MEB UDB[T ) J_EI.W-EL*—:H
IdentityMinder QODBC

_ITime Based THM — sgl_Statement_Begin_Ehi

D, | Hours (Start time taken from 0:00 (12:00AM}) red_server - Connection_Managemen

B DLP Sql_Errors
i ‘D Days At ‘ {24 hour clockd A Connection Maonitgr
LD AP
Retain up to: |10 old Trace Logfile(s) Ldap_Call_Begin_End
srnal OBars
Select output format; |['IT.*_'T nal_Operation
Connection_Managemen
(" SiteMinder Default[] (Required by Customer Support) _FixedWidth Fields Performance_Measurem
XML Tags Field Delimiter: Ldap_Error_Messages |w
. d R

If there is a need to trace communication or view
details on the error message from SiteMinder, enable

the LDAP component for the SM “profiler”, then Template:
monitor the SMHOME/log/smtracedefault.log

OK | Cancell |

OK | Cancel| Apply | Profiler Configuration File "joptfCA/siteminder/config/smtracedefault. txt"



Troubleshoot Processes:

Ensure File Permission & Ownership for Certs db files are correct for smuser

X SmConsole

*
& Metscape Certificate Database File iz not readable ChmOd —R 644 db
chown —R smuser:smuser *.db

oK/
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