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Abstract
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If you are new to CA Unified Infrastructure Management
(formerly known as CA Nimsoft Monitor), please join us
for this introductory session to learn more about this
comprehensive monitoring solution. This session will
cover the “basics” of CA Unified Infrastructure
Management to help you build your knowledge on the
general concepts, components and features that CA UIM
offers. We will also cover the major features that are now
available within our recent 8.0 release, including new
analytics (“time to threshold” and “time over threshold”),
reporting improvements (TopN and “At A Glance” reports)
and more.
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MODULE 1: DESCRIBE CA UNIFIED INFRASTRUCTURE MANAGEMENT

MODULE 2: CONFIGURE BASIC DATA MONITORING

MODULE 3: EXAMINE MONITORED DATA

MODULE 4: ADVANCED CONFIGURATIONS
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Class Question

Show of hands — how do you classify your business?

P
A SMB
o
4
B Large Enterprise
o
p

C Communication provider
-

-

D Managed Service Provider

-
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Class Question

Show of hands — who is currently using UIM for monitoring, or other tools?

p
A UM
.
4
B Other
N

[ C None
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Module 1:
Describe CA Unified Infrastructure
Management



Module Objectives

After completing this module, you will be able to:

=  Consider monitoring governance to fulfill
your monitoring requirements

= |dentify the key components of CA Unified Infrastructure Management
=  Perform a network discovery
Why you need to know:

= By understanding the application of monitoring governance, you can
optimally configure CA Unified Infrastructure Management to meet your
specific business monitoring requirements.

= By identifying the key components, you will gain a high-level
understanding of how the CA Unified Infrastructure Management logical
and technical architecture is implemented, and then be enabled to
quickly begin to collect performance data and events—QoS and
alarms—from your environment
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Monitoring Governance

By understanding the application of monitoring governance, you can

optimally configure CA Unified Infrastructure Management to meet your
specific business monitoring requirements.

Any monitoring deployment solution presents a number of challenges.

What Do | What Is Alarm What Data do |
Monitor? Worthy? Collect?

— Notification — Frequency

How Do |
Manage All This?

— Escalation — Retention

— Remediation

*?
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Monitoring Governance Approach

Monitoring governance is a disciplined approach to what has all too often been an un-disciplined activity.

— Start to think of monitoring as a service, whether it be for internal customers or the external customers of a service provider.

—  Stop relying on the out-of-the-box (OOTB) approach of simply turning on all thresholds and hoping to capture something
meaningful.

—  Follow an intentional workshop-driven process to consider and plan the service that will be offered by monitoring.

— The resultant monitoring should be specific, focused, and discrete.

Prioritize customer value.

— Align your approach with a service offering and service catalog.
—  Make it simple and easy to understand.

= Good, better, best

=  Basic, advanced

=  Bronze, silver, gold

Focus on the value the customer gets from what you are monitoring, and not simply on what you are monitoring.

CAWorld’14
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Monitoring Governance Approach continued

11

Monitoring governance specifies the:

Resources that need to be monitored

Probes to use

Individual checkpoints to enable, and which metrics you will collect for that checkpoint
Alarm thresholds

Alarm management rules to enforce, if any

2014 CA. ALL RIGHTS RESERVED.

CAWorld’14



Monitoring Best Practices

Do not “boil the ocean” by drifting into an unnecessarily difficult approach.

Avoid the temptation to use the full capabilities available if you do not need them.

Instead:
— Take an iterative product-release approach

- Increase customer value

— Focus on what is actionable

— Use a baseline approach to monitoring instead of randomly-determined thresholds

Adherence to the principles of monitoring governance will help to mitigate disastrous long-term effects, such as:

—  Large databases
— Alarm floods
—  Users losing trust

—  Overall unmanageability of the system

CAWorld’14
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Stakeholders

There are a number of roles with a stake in the monitoring governance framework:

Each role benefits when you apply best practices.

Stakeholder Benefits Provided

CA UIM administrators — Reduced overall effort required to maintain the solution

Service providers Increased product confidence

Scalable service catalog-based monitoring infrastructure

Quicker time to market

Infrastructure owner Quality information regarding their infrastructure

Timely notices about issues and outages

CAWorld’14
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Logical Architecture

Hierarchy of Business Requirements and Inputs
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Technical Architecture

System Architecture for an On-site Deployment

The following diagram represents the implementation of the CA Unified Infrastructure Management system
architecture to meet your on-site monitoring requirements.
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Technical Architecture

Probes

A probe is software that performs a dedicated task at the bottom of the hierarchy.

— A probe must be deployed to a robot.
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Technical Architecture

Robots

A robot is installed on each computer you want to monitor and manages probes.

18

A robot is known in other monitoring solutions as an agent.
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Technical Architecture

Hubs

A hub is a robot that has additional responsibilities, which includes managing its robots.
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Technical Architecture

Domain

The domain is a logical set into which all infrastructure components are grouped.

20

— In CA Unified Infrastructure Management, there is typically only one domain.
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Technical Architecture

System Architecture for On-site and Remote Deployments

The following diagram represents the implementation of the CA Unified Infrastructure Management system
architecture to meet your enterprise monitoring requirements.

L _ U M P Infrastructure

1 Alarms, Dashboarcs, Hepaorts, SLas Manager

-
|

: QO | S

|

l ' u

UIM Message Bus

_________________________.__gj

7

] |

|
o
Remote deployrment g Remaore deplaoyment
____________ 1 | T T T T T T T T T T T

| h |
Customer ||| D O Remote/ | | O O
el Robot Probss u el Robot Prohas
Hulb : o O O : Ralay Hub : _O O O :
e | e e e [
T T T T T T T I T T T T T T I
. 0! . =)
I [ Robot Frona— | "1 [ Rebet Fronas— |
i O @ ! S @
___________ Domain I

CAWorld’14

21 © 2014 CA. ALL RIGHTS RESERVED.



Message Flow

Message Bus

The message bus provides a set of services to robots, hubs, database, and management consoles.
The message flow on the bus is managed using routing and naming schemes based on request/response and
publish/subscribe models:

Request/response is the standard way of communicating over the network. A client issues a request to a server

and the server responds to the request.

Publish/subscribe enables clients to send data—such as alerts, performance data, or messages targeted for

gateway servers—without a designated receiver. It also enables clients to select messages based on subject.

The subscribe mechanism enables probes and robots to select messages based on subject rather than on sender
address.

A client that is configured to receive messages sends a subscribe request to the hub.

The client then receives messages matching the subscribed subjects from the hub.

-9
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Message Flow

Message Queues

Message queues transfer messages to and from hubs.

Permanent queues are stored in the local hub database and survive a hub restart.

This type of queue ensures that messages are delivered even if the receiver is down when a message is
generated.

Temporary queues are used for less-critical communication paths.

Queues are set up in two ways:
Automatically

Queues are often a transparent part of the infrastructure.

Permanent queues are set up between hubs during installation while temporary queues are created as
needed.

Manually
You can create queues with Infrastructure Manager.

For example, if you have multiple secondary hubs, you need to create queues to send data to the
primary hub.

y caWorld’14
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CA Unified Infrastructure Management Management
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Key Components of
CA Unified Infrastructure Management

By identifying the key components, you will gain a high-level understanding of

how the logical and technical architecture is implemented.

CA Unified Infrastructure Management consists of the following interfaces:

27

Admin Console: A web-based interface to distribute and configure probes
Infrastructure Manager: The traditional CA Unified Infrastructure Management interface

UMP (Unified Management Portal): A web interface providing a variety of portlets, reports, and dashboards
for consuming data, including:

*  Unified Services Manager (USM)
* List Views and Performance Reports

e NetFlow

Unified Reporter: A full-featured, embedded business intelligence (BI) tool with advanced reporting
capabilities

¥
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The Admin Console

Primary interface for the management of your system.

Admin Console administratar = | P
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Unified Monitoring Portal

Overview

UMP is the web interface for displaying and viewing data in your system. The portal is customizable and
presents users with the information that is appropriate for their role.
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UMP

Available Portlets

Portlets are individual modular applications that are organized in the portal to present a custom view.
UMP enables you to add many collaboration and monitoring portlets and other tools.

= @3 Add w +~~ Manage ¥

Drag a portlet from the Portlet list, such as List Viewer, and

place it in the desired location on the UMP page.

Design Configuration

"
Search applications (searches as you type).
I Collaboration ]
I Monitoring =
|1 Accountidmin Add
1 AdminConsole Add
1 ChangePassword Add
1 Dashboard Add
11 ListDesigner
|1 Listwiewer Add
1 MyTickets Add
.1 PerformanceReportsDesigner Add
|1 RelationshipViewer Add
.1 ReportScheduler Add
1 Reports Add
1 SLAReports Add
o SLMm Add
11 UnifiedReports Add
.1 UnifiedServiceManager Add
[ Monitoring (Deprecated) [+
H Tools [+
g«;’ Drag a portlet to place it on the page.

T

Strator (Sign Out) &)

Dashboards . A Reports My PRD Page MyCustomPage
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UMP

Available Portlets continued

In UMP, you can configure, minimize, maximize, and remove portlets.

32
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Benefits of Discovery

CA Unified Infrastructure Management enables you to quickly begin to collect

performance data and events—QoS and alarms—from your environment.

Discovery is the primary method to reduce manual effort while maintaining an inventory of devices in your
managed domain.
— In CA Unified Infrastructure Management, you can enable device monitoring and management on
these devices as required, engaging the broad array of probes that gather QoS data from the
monitored devices and generate alarms in response to threshold breaches.

— Components in the CA Unified Infrastructure Management Server automate the discovery of hosts
and devices throughout your network, recording any device within a discovery range that responds to
a request on any configured protocol, including SSH, WMI, SNMP, and even a simple ICMP ping.

CAWorld’14
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Discovery Wizard

Overview

Use the Discovery Wizard to set up the automated discovery of network devices.

ed Dashboards Reports
rviceManager
£S  =:8 L Actinns w
- H

A2 Discovery Wizard: primary /fnmserver

oups (2 m WMI Linux/fUnix SMNMP Ranges Schedule ?

»
’ _ - _
Discovery Wizard Quick Start Sta
» This wizard helps you set up autormated discovery of network devices and servers,
» Zlick here to view a wideo that will guide yvou through the discovery configuration.
[ ]

WHMI, Linux /fUnix, and SMMP - These tabs give vou the option of entering authentication credentials for one or more discovery protocols. The credentials vou
enter are used to access the dewices and servers on vour network and obtain management data. Otherwise, only IP discovery is used, and information about
discavered systems is limited.

Ranges - range specifies the network addresses, ranges, or masks where devices and servers are to be discovered. The discovery process scans the portionds)

of your networlk you define, Discovery records any devices that respond to a reguest on any protocol, including & simmple ICMP ping. At least one network range
must be entered for discowery to run.

Schedule - vou can run discovery immediately andsor in the future. vou can also schedule recurring discovery so that new devices that are added to vour
network are discovered,

7
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Discovery Wizard

Authentication page

The Authentication tabs enable you to create, edit, view, and delete authentication profiles (credentials) for
discovery.

An authentication profile contains credentials necessary for the discovery_agent probe to access and gather
information about computer systems and devices in your network.

You can define authentication profiles for the following protocols by:

— Clicking on of the protocol tabs and

clicking “New Credentials” on the left To display online documentation about a feature or
D : o 0

—  Defining the credentials fields function in a particular screen, click its Help (?) icon.

Discovery YWizard: primary/nmserver

Discovery WHI Linux/fUnix SHMP Ranges Schedule

| Filter |

WHI (windows Management Interface) discovery scans servers running Wwindows to gather system information. Click on New
o Mew credentials credentials to add a WMI authentication profile, or click on an existing authentication profile to make changes.

& Lab

Credential name ic

[Lab | |

User FPassword

|administrat0r | I*********** I o

; oy
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Discovery Wizard

Ranges page

The ranges page enables you to create or edit ranges.

A range specifies the portions of the network where you want to discover devices.

You can also assign credentials to a range for use in discovery.

Ranges can be defined for specific discovery_agent probes.

A2 Discovery Wizard: primary/nmserver

Discovery

wMI Linux/Unix

IUse the Ranges tab to define network addresses, ranges, or masks where devices are to be discovered. Click on Mew range
° Mew range

to add a range. Click on an existing range to make changes, The check boxes next to authentication profiles allow you to
assign any cormbination of SMMP, Linux/Unixz, and wrI authentication profiles to a range.

Fanges name
Lab

Foange definition

Credentials
o‘ da Select: Aall None
[ Single | w ][ ] || Hide unused credentials
Mask
Range
Li Uni
Sinale [ Linusx/Unix
B SMMP
B W MI

39
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Discovery Wizard

Schedule page

The Schedule page enables you to schedule a single discovery or recurring discoveries and to perform the run

immediately, in the future, or both.

A scheduled discovery does not interrupt a discovery that is already running.

— If at the time a discovery run is scheduled another discovery run is in progress, the scheduled discovery is

ignored.

— If you select Run discovery now and a discovery is in progress, the current discovery run is terminated

and the new run is executed.

) Discovery YWizard: primary/nmserver

Discovery WHI Linux /fUnix SHMMP

' Run discovery now
terminated and the new run is executed,

| Schedule discovery

Starting on 01/03/2014 B

At oo || a0 (24 hour)

¥| Recurring every 2 : hours

40 © 2014 CA. ALL RIGHTS RESERVED.
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Discovery Results

The Inventory node in the tree view of USM enables you to view computers and devices that have been

discovered on your network

The Inventory section of the tree contains discovery agents, with network ranges under each discovery agent.

(¥ UnifiedSerdceManager F— + X
BR i 2 actions v D 7
v @ T Groups (2) Inventory
& PP retwork Printers (03 [ Device Type I v] Recent tlast day) o
(] — Metworlk Routers (00 B Host (2) Recent (last week) z
Cperating Systermns (2
v 0 rFa " s =y t2d Mo response (one week) i}
v i@ PP windows (2}
& & nmserver
e_ﬂ‘ UMpsEryer
a — Unix Servers (0) ‘*‘ Mo discowery scheduled
- 0 — Windows Servers (23 NMame IP Address Type Changed L Domain 0s Name Origin
6@ Geo View #‘ UmMpserver 19z.168.1.12 Host 01506 10:30 AM windows. .. primary -
v 3 o) Inwentary (2) 2 nmserver 192.168.1.11 Host 01506 10:30 AM windows,., prirary

) L primary/nmserver (0}
Qé.ﬂ.utnmatic [z

=] g External {0}
e — Search Results (0O)
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Lab 1 Exercise

In the following lab exercise, you will:
Discover the local subnet using the Discovery Wizard
See lab 1-1 Discover the Local Subnet Using the Discovery Wizard.

42 © 2014 CA. ALL RIGHTS RESERVED.
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Automatic Robot Deployment

As a CA Unified Infrastructure Management administrator, you can use USM to deploy robots
automatically to an individual system or group of systems.

Specifically, you can:
— Deploy robots to all or selected members of a group
— Deploy a robot to a specific system
— Do a basic or advanced search for systems to deploy robots to

— Import an XML file listing systems to deploy robots to

After you select the systems and start a deployment job,
robots are automatically installed on the selected systems.

-
-3

¥

X{<<

)
CAWorld’14
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Lab 1 Exercise

In the following lab exercise, you will:
Deploy a robot using the ADE
See lab 1-2 Deploy a Robot Using the ADE.

44 © 2014 CA. ALL RIGHTS RESERVED.
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Module 1 Summary

You should now be able to:

—  Apply monitoring governance to fulfill your monitoring requirements
— Identify the key components of CA Unified Infrastructure Management

—  Perform a network discovery

In the next module, you will:

Configure basic data monitoring

CAWorld’14
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Module 2:
Configure Basic Data Monitoring



Module Objectives

After completing this module, you will be able to:

= |dentify the types of data to monitor

=  Complete basic probe deployment and configuration tasks
=  Create USM groups

Why you need to know:

= By identifying the types of data you can monitor, you will gain a
high-level understanding of the data monitoring scope of the
product.

=  You must deploy and configure probes to enable event and
performance monitoring on robots.

=  You can use groups to organize your infrastructure by location,
technology, or even a service

a7 © 2014 CA. ALL RIGHTS RESERVED.
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Types of Data to Monitor

By identifying the types of data you can monitor, you will gain a high-level

understanding of the data monitoring scope of the product.

You can monitor the following types of data with CA UIM:

— Performance and trend data

* Many probes are capable of sending performance and trend data on a periodic basis in messages
that are formatted and known as QoS messages.

* These messages normally contain data—response times, network availability, CPU usage, memory
usage, bandwidth utilization, and so on—used for service-level monitoring and reporting.
— Events and alarms

* Aneventis a known or existing issue or the result of a failure or error in the IT object or device
that causes, or might cause, an interruption or a reduction of the quality of the service.

* You can configure events to trigger an alarm.

. caworld’14
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Class Question

A router failure has been fixed and you are now using CA UIM to track bandwidth
utilization. What are you monitoring?

p
A Events
\
4
B Alarms
.
p

C Router failure

D Performance and trend data

CAWorld’14
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Package Archive

You must deploy and configure probes to enable event and performance

monitoring on robots.

The Package Archive encompasses the Local Archive and the Web Archive, from which you deploy probes
to robots.

— Local Archive

* This archive resides on the hub, therefore the list will be the same for all robots connected to the
hub.

e There can be more than one version of a package on the local archive.

— Web Archive
* Displays the list of probe packages on the CA UIM support archive.
* You must have a valid login and password for the CA UIM support site to download any package.

. caworld’14
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Package Archive

The Local Archive shows all of the probe packages that have been downloaded to the local hub archive.

You can deploy probes to robots from the local archive.

Admin Console

Infrastructure

hd
-G MMS (1)
< [ @ o primary (2)
[T €% &= nrserver

[ €@ =& urnpserver
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data_esngine

discovery _agent
discovery_server

dlistsry

fault_correlation_engine

packages selected

Distribution Activity

L _ NS,

WErsion Categary
3.10 Service
¥.10 Service
1.24 Service
1.2z Service
1.24 Service
1.10 SLM
4.76 System
¥.0o Service
¥.10 Service
7.10 Service
F.az SLM
710 Service
F.10 Service
5.30 Infrastructure
1.66 Service

Description

Automatic Configuration Engine

Service Host Admin Console

Ascet Management Probe

Mairtain data structures for Robot auditing
Cross-platform Robot Distribution

EBaseline Engine

CPU, Disk and Memory performance probe
M Data Immport Service

Data access and collection probe
Dashboard engine

Marages Quality of Service Data

Mirnsoft Discovery Agent

Himsoft Discovery Server

Distribution Server

Fault Correlation Engine
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Package Archive

The Web Archive shows all of the probe packages that can be downloaded from the CA UIM Support Site.

If you deploy a package from the Web Archive, it is first automatically downloaded to the Local Archive before it

is deployed to the robot.

Admin Console

Infrastructure Archive

hd
- NMS (1)
[T1€% g, primary (2)
53

Local Archive

=
Ll

Package =
adayl

adogtw
ad_pesponse
ad_server
apache
applogic _rmon
applogic_ws
ARCsarve_ D20
ARCsarve_RHA
aws

azure

EE GEroup

m Distribution Activity

A
WErsion Category DiEscription

1.60 Application  Active Directory Events probe
271 Gateway ADO Database Gateway

1.60 Systam  Active Directory Responss Probe
1.50 Application  Active Directory Server Monitor
1.55 Application  Maonitor for Apache HTTP servers
1.01 application  appLogic application Monitoring
1.01 Application  ApplLogic Grid Manitoring

1.00 Application  ARCserve D2ZD Probe

1.00 Application  ARCserve RHA Probe

1.10 Application  Amazon AWS probe

1.01 Application  Azure probe
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Package Archive

The Distribution Activity tab displays a log of your probe package distributions along with the status of each

distribution.

Packages can be deployed individually or in groups.

Admin Console

Y Local Archive web Archive Distribution Activity

“ @ NS (1) Select - C ] ==
1@ ghy primary (2) = 2l
I:IQ Instaling wasp_unified_reports to [MNMS forinnary furnpserver
> I:IQ Instaling 22 packages to fMNMSSprimary fumpseryer
I:IQ Instaling cdm to JRMSprimary fumpserver

4 DQ Instaling 33 packages to JMMS/ primary fnmserver
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Start Time

Thu Jan 2 2014 12:57:49 PM
Thu Jan 2 2014 12:22:02 PM
Thu Jan 2 2014 12:21:00 PM

Thu Jan 2 2014 11:40:25 AM

administratar = | P

Settings -

hd

Stop Time

Thu Jan 2 2014 12:58:43 PM
Thu Jan 2 2014 1203006 PM
Thu Jan 2 2014 12:21:03 PM

Thu Jan 2 2014 11:46:46 AM
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Probe Deployment

Deploy probes by dragging the probe from the archive to a robot.

— The target can be an individual robot, a hub, the domain, or an Infrastructure Manager group (shown in a
later module).

— When a probe is dropped on a hub, domain, or group, the probe is deployed to applicable subordinate
robots.

Admin Console

Y Fiter Hubs/Robot | web Archive Distribution
-
B s () a Moot | (Ecoun W O
“F e sk primary (2] 'l} Package - Wersion
1@ & nmserver = = 3.10

7.10
1.24

You drag a probe from autemated_deployment_en.. . and drop it onto

bzseline_sngine

1@ &2 umpse €1 row selected

[
w
w
[}

the local archive....

cdm

“the target.

cm_data_mport 7.00
dap 7.10

; o9
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Probe Configuration

Once a probe has been deployed, it will need to be configured.

When a object node is selected in the left-hand pane, you can configure thresholds, severity, and enable the

Publishing of QoS data on the right-hand pane.

Probe Configuration - /MMS/primary/nmserver fodm

- @‘\ cdm
a § MMSERWVER Total CPU System
2 [ Disks =
a= o = Q0S5 Mame QOS_CPU_USAGE

B Disk Usage Description Total CPIU System
@ Disk Usage Change Units pereent

Pl e miory Metric Type Id 1.5:3

& Memory Paging Publish Data v

@ Physical Memory
B Swap Memory

B Total Memory Total CPU Usage
= [ Processor

G Individual CPU Q05 Mame QOS_CPU_USAGE
B Total CPU Description Total CPU Usage
Llnits percent
Metric Type Id 1.5:1
Publish Data v
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USM Groups

You can use groups to organize your infrastructure by location, technology, or even a

service.

Administrators can create groups—Ilists of computer systems—to logically manage and to assign report
templates to multiple computer systems.

There are three types of groups:
— Container
* Is a parent to other groups

— Dynamic

Contains the computer systems that meet a specified set of criteria
— Static

Contains a specified list of computer systems

57
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USM Tree

The USM tree view displays groups in a hierarchical tree in the navigation pane on the left.

— A status icon indicates the highest severity alarm for each node in the tree.

— The number of systems in each group is indicated in parentheses after the group name.

Detailed information about groups, alarms, or systems is displayed in the pane on the right.

|H| UnifiedServiceManager

For more information about how to visualize and organize your

infrastructure and to configure monitoring, click the ? icon.

l__-:Searc:h Actions w
w @ I'Fa Sroups (23 m Alarms
v a |f'— Servers (2] windows Mermbers (27
| Mame | IP aAddress Domain Caption Description Dedicated 0Ss Type
gaNMSERUER o MNMZERWER 19z.165.1.11 L=ED U windows
& 2F UMPSERVER @) UMPSERVER | 192.165.1.12 USEDU windows
w {3 S Discovery (4)
w C} p primarysSnmserver (<)
O%Lab o As you mouseover a tree item, an icon appears that
External (0
& PP scarch Resuls (0) enables you to add, edit, or delete groups.
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Lab 2 Exercises

In the following lab exercises, you will:

— Deploy and Configure the CDM Probe
See lab 2-1 Deploy and Configure the CDM Probe.

— Create USM groups
See lab 2-2 Create USM Groups.

— Add a USM report template
See lab 2-3 Add a USM Report Template.
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Module 2 Summary

This module showed you how to:

— ldentify the types of data to monitor

L
um““"

— Complete basic probe deployment and configuration tasks N /:'

130 gt i 1]
i l\l\l\l i
3

n\\vm\hlllll\lll\l\

—  Create USM groups

In the next module, you will:

— Examine monitored data

CAWorld’14
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Module 3:
Examine Monitored Data




Module Objectives

After completing this module, you will be able to:
— View monitored data

— Examine monitored data in a PRD chart

Why you need to know:

— By examining monitored data in the USM and
Unified Dashboards, you can understand how
to view information on infrastructure objects.

— By examining monitored data in PRD charts,
you can see a visual representation of QoS
data.

CAWorld’14
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Viewing Monitored Data

By examining monitored data in the USM and Unified Dashboards, you can understand

how to view information on infrastructure objects.

CA Unified Infrastructure Management offers built-in and easily customizable views to
help you spot trends, optimize resource utilization, and more.

To provide some examples of data in the UMP, you will view data in the following portlets:

— Device, alarm, metric, and group data in the USM

— Servers in the Unified Dashboards

¥
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Viewing Monitored Data

When you select a device in the navigation pane, you can view a variety of QoS data.

To view the alarm for a
device, you can click the State;

[H UnifiedSendiceManager

=+ x|

=3 == =

# 2

ﬂrl‘inn: b 4

]

Ll — ] I'Fﬁ Sroups (2] Alarms Metrics Groups Monitoring Reports I
v i@ I'Fa Servers (27 ; il bl l bl
v o) po windows (2} ‘9 NMSERYER ?DDTotal CPU Load W
o MM=ERVER Marme MMSERWVER an
& &F UMPSERVER IF address:  192.168.1.11
v {3} O Discovery (4) Domain: USEDU - =0
v {) J primarys/nmserver (4) OS Type: windows 0
;‘g Lab (4} OS Mame: windows Server 2008 R2 Standard Edition, 20

3 . External (03
e — Search Results {0}

05 Wersion:

05 Description:
Drigin:

DMS Marme:

l" MetBIOS Mame:
MetBIOS Domain:
Mac Address:
CUI Organization:
Mirmsoft Tyvpe:

Alarms icon or the Alarms

tab.
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&< -bit

&.1.7600

Build 7a00

primmary
MMZSERWER
MMZSERWER

USEDU
O0-50-5&6-02-07-53

WMwares, Inc,

&:0o 11:00 d1&:00 Zi:00 Z:0o0

& Processor Queue...
1

E:00 10:00 14:00 18:00 2Z:00 2Z:00

& Total Memory Used
100

=0
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Viewing Monitored Data

The Alarms tab enables you to view the details, history, and metrics of an alarm for a device or groups of
devices.

[ Unified ServiceManager & - 4 X ]

@:==:= o0 2 (seareh ) actions v Q2
- IFaGroups )] System m Metrics Groups Reports =«

-
> PP MyUSMGroup (4)
-
v

'~ rFﬁ Operating Systems (4) Current active alarms for vmO1llinux by Severity Total: 1

8 hiwvare Guests (1) 2 The Actions menu
P provides available
Seo View
b O O Inventary (5) . alarm actions.
& PP search Results (0) Critical Major Minar W arning
vaﬁn wvmO1llinux CFPLU - primary - Mon Jul 21 2014 11:07:47 P.Ml Clear Filters ||
= Awverage (3 samples) processor gqueue length is 0.00, which is == 0. Select All
Il 2,824 since 2 days ago -5 L more Clear Selected
Scocept
Assign...
To view details, history, and A
metrics about an alarm, you Launch URL Acticn...
Set Custom...
click the More button. Set visible
Set Inwisible
Hide Inwisible

World’14
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Viewing Monitored Data

The Alarm View The alarm view displays all current alarms, including those that are not associated with a group
or a system.

|| Unified ServiceManager P . |
i @ e Actions ~ O 2
Alarm Wiew
Current active alarms by Severity - Total: 1 -
1
[u}
Critical Major Minar W arming Info Clear
® @i acuons -
.ﬁ. vmOllinux <FU -  primary - Maon Jul 21 2014 10:53:48 AM
Average (3 samples) processor queue lenagth is 0.00, which is == 0. Last walue is 0.00.
— 2,810 since 2 davs ago MO RE

CAWorld’14
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Viewing Monitored Data

You can view additional information from the Metrics and Groups tabs.

7| UnifiedServiceManager -+ x|
t S G
] Iﬁ Groups (23 System Alarms Groups Reports
v Servers (2]
e i ¥ System & CPU Usage: NMSERVER
Ll —] — Windows (23 — ge:
100
(1] MMSERWER
» Disl =0
o) B UMPSERVER S
v (:} K Discovery (4] 2 o
v O KL prifmary/nmserver (4] +0
o Lab (<) z0
s R

O g External (0} a

& PP zcarch Results (D) ¥:00 10:00 16:00 19:00 =2:00 1:00 4:00 F:00
7 UnifiedServiceManager £ — + m |
&= ELRECREEP acoons =2
v & I'Fa Groups (2] System Alarms Metrics m Monitoring Reports -
L — ] Servers (2]
I‘& . HName - Type Priority State
Ll —] ' windows (2] - - -
primary/mmserver Discowvery a Active
(1] MNMSERWER
windows Dynarmic a Active
o) E UMPSERVER
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Viewing Monitored Data

The Unified Dashboards portlets displays a variety of metrics.

&= X J || Server Load 1 hour average (Top 20)

&= + x|

|5} Server Laad L8 2 ] @

| 1hi- Avg CPU Us ¥ | 1hr Awg Proc Queus

|| Current Server Performance (Top 20}

[} server Performance | 5 @ 0 @

| CPU Usage & | CPU Usage | Memory Usage

Host

UMPSERVER e e il e —— e
Y W — HMPSERVER S —

MMZSERWER.

Host

To view the drilldown report for a

server for a particular metric, you
click its name.

Showing 2/2 rows.

F = + x|

|1 Server Disk Space Usage

| i) S=rver Disk Usage LB 2 @
Host Disk | Percent Used A
HMSERYWER Ty
UMPSERVER Ty
To view the drilldown report
for a metric, you double-click
Showing 272 rows. Showing 272 raws. |ts met”C.
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Viewing Monitored Data

The following screenshots are examples of drilldown reports you can generate:

Server Performance Last 24 Hours
CPU - Total Memory Percent Used
1z
10 =68
= =
g % 6.2
a
= ° 5 =s5.e
(=
4 2
=5
z
ol AN =4.4
F:00 10:00  13:00 1&:00  19:00 2200 1:00 4:00 Fi00 10:00 13:00 16:00 zz:00 ;o0 4:00
Server Load
@ urpsERVER |~ T
CPU and Processor Queue Length
1.7 0.5
1.e
a4
1.5
1.4 oz
£ w
g 13 E
a
a1,z oz
1.1
4 a1
a.a
a
|
F:00 2:00 11:00 1z:00 15:00 17:00 13:00 z1:00 Z3:00 1:00 ;o0 ;00
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Lab 3 Exercise

In the following lab exercise, you will:

— Examine monitored data
See lab 3-1 Examine Monitored Data.
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PRD Chart

By examining monitored data in PRD charts, you can see a visual

representation of QoS data.

With a PRD chart, you can display multiple measurements on a single chart and can view multiple charts at a
time.

To begin creating a PRD chart, you click Design P> Performance Reports Designer.

2 & Add ¥ + Manage ¥

& Goto ¥ administrator ¢ Sian 0wty &)

Linified Dashboards Reports Design X Configuration

— Performance Heports Designer
[ Current Server Performance (Top 20} . . 1 hour average {(Top 20)
List Designer

&= + x|

La Server Load L‘g%q_j @

1hr Awg CPU Us; ¥ 1hr Awvg Proc Queuse

|_3 T = Dashboard Designer

Host

CPU Usage CPU Usawv Menory Usan

Host

MMSERVER ———1 BEE MMSERWER |
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Creating a PRD Chart

To create a PRD chart, you include the host, QoS measurement, target, and time range.

72

[ PerformanceReportsDesigner

£ =+ x|
QoS Selection by Host Oo% Selection by Target Filters
Host a Qos 4 || Target -
MMSERWER

UMPSERWVER

GOS_MEMORY_PERC_IISASE

QoS _PROC_GQUEJE_LEN

To include a metric for a
T particular target, you drag
its target into the lower
pane.
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. , e OWERPaTIE,

1.
a
=
@
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1.
o 1
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Lab 3 Exercise

In the following lab exercise, you will:

— Create a PRD chart
See lab 3-2 Create a PRD Chart.
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Module 3 Summary

This module showed you how to:

— View monitored data

— Examine monitored data in a PRD chart

In the next module, you will:

—  Perform advanced configurations: secondary hub

CAWorld’14
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Module 4:
Advanced Configurations:
Secondary Hub



Module Objectives

After completing this module, you will be able to:
— Plan hub-to-hub communications

— Implement hub-to-hub communications

Why you need to know:

— You need to properly plan hub-to-hub
communication to ensure that it fulfills
the objective.

— To properly scale CA Unified Infrastructure
Management, you need to deploy additional
hubs and implement hub-to-hub
communications.

. caworld’14
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Plan Hub-to-Hub Communications

You need to properly plan hub-to-hub communication to ensure that it fulfills the

objective.

To plan hub-to-hub communications:

1. Decide on a network communication method:
* Basic: Broadcast, simple network connection, no problems or block
* Minimal: Static hubs, for traversing subnet breaks

* Advanced: Hub-to-hub tunnels, firewalls, WAN, DMZ, and so on

2. Decide on a queue method:
* Post: Less setup, fast and efficient, but no acknowledgment of delivery

» Get/attach: Additional overhead, greater efficacy

CAWorld’14
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Purpose of Secondary Hubs

To properly scale CA UIM, you need to deploy additional hubs and implement

hub-to-hub communications.

Secondary hubs can be used to group robots according to function, geographical location, departmental code, or
other criteria.

— Although secondary hubs are optional, almost all deployments have them.

: >,
(= Irvine Data Center Secondary
| _Hub o
S
Robo't-to-hub e 5
Primary
Robot-to-hub  ___________ -
Secondary
Hub-to?hul? — iy
g Servers with Robots Primary Hub Repository e
4
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Advanced deployment

Hub limits for tunnels/subscribers

— We recommended 25 to 50 for Windows-based systems and 50 to 100 for UNIX- based systems

* Subscriber limits will depend on your combination of queues and tunnels.

When you mix and match, you can exceed the number of queues but you need to reduce the
number of tunnels, or the reverse.

* In practice, the limits on the tunnels are most important.
Redundancy concerns
— Make sure a failover does not exceed the recommended number of subscribers.
Queue subjects/bulk sizing
— Match queue needs, whether split or combined, with subscriber limits.

— Leave bulk sizing at the default configuration until you are presented with a problem such as a queue that
is not clearing.
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Lab 4 Exercises

In the following lab exercises, you will:

— Deploy a secondary hub
See lab 4-1 Deploy a Secondary Hub.
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Module 4 Summary

This module showed you how to:

—  Plan hub-to-hub communications

P

. . e . Y | “‘II‘E
— Implement hub-to-hub communications : %:"“'
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For More Information

To learn more about DevOps, please visit:

http://bit.ly/1wbjjgX

World’14
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