2/8/2016

CA Mobile App Services

Accelerate lIoT and Mobile App Development
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Alignment: Expectations are Changing

UNPRECEDENTED SPEED EXCEPTIONAL CUSTOMER EXPERIENCE

.4

. of executives face 3 offusers will abandon a web
9 40/ pressure to release 2 5 0/ application after just three
0 apps/services more quickly 0 seconds of delay

Reaching the Top of the Web Performance Mountain



http://aberdeen.com/Aberdeen-Library/8491/AI-web-performance-management.aspx
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To Win In the App Economy

SPEED & QUALITY BUSINESS INNOVATION

Improve Create
Evolution

Competitive Advantage New Business Channels ...
Customer Loyalty

Customer Acquisition ... Even New Business Models
Delivery Costs

Through DIGITAL TRANSEORMATION
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Mobile Apps become Strategic Assets

Strategic initiatives for growth, innovation & service delivery

As companies embrace mobile technologies development
organizations must provide:

-More apps
-More features Faster ... Cheaper

-More integrations

Copyright © 2015 CA Inc. All Rights Reserved. No unauthorized use, copying or distribution
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CA Mobile App Services

* CA Mobile App Services accelerates the development of mobile apps
with mobile SDKs and APIs. These are essential mobile services made
simple and secure for the enterprise developer.

* Product was made GA on Jan 22" 2016
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Mobile App Services at recent events

CA World Nov ‘15

* High-level of interest amongst
customers

* Live demo showcasing key
features

* Tech talk session by Product
Manager

* Theater session on loT and
home security by Scott
Morrison

Gartner AADI Dec ‘15

* Good number of overall leads
with scans crossing 200+

e Session on loT and Mobile apps
by Scott Morrison

* MBaas transforming to Mobile
Application Services

“I absolutely think you guys have
differentiators ...

Gartner there’s lots to like here.”

Van Baker, VP & Research Director,
Mobile and Client Computing Services




451 Research on Mobile App Services

CA Technologies’ Mobile App Services combine API
Management and MBaa$s

“CA Technologies has been bullish in its acquisitive
stretch away from its core product territory and into
the software-development lifecycle. With its new
Mobile App Services, it is following the trend of
cloud-based back-end application services and
integration connectors that was originated by pure
plays such as StackMob and Parse, followed by a raft
of enterprise-focused MBaa$S (mobile-back-end-as-a-
service) vendors, and since copied by other vendors
as a core part of how to execute modern mobile app
back ends. By integrating the new services into its
APl Management product, and with synergies across
its capabilities, it should have a ready market of
existing interested customers, and a good chance to
apply pressure on the long tail of vendors with
competing offerings. The competition is growing,
and these releases should be seen as a necessary
part of CA staying relevant in the emerging market of
mobile infrastructure services.”

REPORT REPRINT

CA Technologies' Mobile
App Services combine API
Management and MBaa$S

CHRIS MARSH
18 NoV, 2015

ableinfrastructure stackfor apps.

SECTORS

@ Research’

©2015 451 Research, LLC | WWW.451RESEARCH.COM
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Why Mobile App Services?

All enterprise mobile apps require standard backend functions to be implemented

Mobile apps use APIs
Developer Experience (DX) is critical for boosting productivity

Reduced backend development effort for the developer means more time for sophisticated UX development

Developers do not like vendor lock-in

Need strong mobile security capabilities as well
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Use Cases
= ©

Address Book <20, Messaging to users (chat application)
Collaborative Applications 00T o e Messaging to groups
Onboarding Application B B

Messaging based on conditions
Collaborative applications

Ad-Hoc groups for social apps lg| |Q|
O 0O :

e )
Publish @

Consumption of loT data ‘IrT

Smart homes becribe MAS

Healthcare application Applications that handle confidential data
rrr

Travel & Hospitality Application/user data backup
Retail

Applications that share data and sessions across devices
Automotive /\ L) Personalization of app for accessible from any device

Notifications and Event based applications
CR = Rin

[
observe, get notified, react : = K m
i fitbit @




Outside the Enterprise

Internet of Things

B

Mobile
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SaaS/Cloud Solutions
AWS, Google, SFDC ...

Partner Ecosystems

v

External Developers < /

CA APl Management

Building Blocks of Digital Transformation

Integrate and Create

Instantly connect SOA, ESB, and legacy applications
Aggregate data including NoSQL up to 10x faster

Build scalable connections to cloud solutions like Salesforce
Easily create live REST APIs with valuable business logic

Secure the Open Enterprise

Protect against threats and OWASP vulnerabilities
Control access with SSO and identity management
Provide end-to-end security for apps, mobile, and loT

o—[Fo
=

Accelerate Mobile/IoT Development

Simplify and control developer access to data
Build a wider partner or public developer ecosystem
Leverage tools that reduce mobile app delivery time

Unlock the Value of Data

Monetize APIs to generate revenue
Build digital ecosystems to enhance business value
Create efficiencies through analytics and optimization

2/8/2016

Within the Enterprise

Secure Data

oo Application Portfolio
oo

/223\1' ID/Authentication

Reporting & Analytics

O a Internal Teams

10
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eeee0 Bell LTE v W) 4 eeeec Bell LTE 7 )4 eeeeo Bell LTE 4:25 PM 7 ) ¢

® < Sascha Preibisch K

Join the Mobile App Services (MAS) il e
demo for CA World 2015.
'

Connecting to Gateway
Requesting Client Credentials

Authenticating User

... or use our social login API!!

° CA Technologies
8+

o
Rahim
I n - Las Vegas, Nevada

IoT Stages

11



Sample enterprise mobile app — Customer Service

SERVICE APPLICATION FORM

mer Informatior

Backend functions —

* User management

* Chat with supervisor /
customer

* Send service policy update
to regional customers

* Download training
documentation locally

* Connect / test customer
devices from mobile app

Security functions —

* Authentication / Authorization
* Single sign-on with CRM app

* Protect customer data

Data functions —
¢ Access customer database
* Lookup product details

CA Mobile App
Services

CA Mobile API
Gateway

CA Live API
Creator

2/8/2016
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Download these assets

www.ca.com/mobileapps




Datasheet for CA Mobile App Services

roduct data sheet (2-pager)

Key Benefits

Key Features
Business Challenges
Solution Overview

Critical Differentiators

Features (in detail)

Related Products / Solutions

DATA SHEET

CA Mabile App Services

At a Glance

Ente in the

App developers are un

of constant developrment, enterpr

technologies

lot of time on buildin:

he

el

cure for the enterp

Key Benefits/Results

Accalerated App Devalopmant.
Develop mobile app backend services
quickly with open APIs and SDKs.
End-to-End Securlty. Out-of-the-box
standards based scurity weaved into

the app & API fabric.

Common App Bullding Blocks. Quickly
build collaborative apps using advanced
usar, group, messaging and storade sarvices
integrated to enterprise infrastructure.

Usar Management. Retrieval and management
of usars via SCIM 2.0 APIs & ative mobile SDKs.
Group Management. Manadement of
enterprise and achoc groups via SCIM 2.0 APIs
& native mobila SOKs.

Publish/Subseribe. Mossaging based delivery
of events and datawith MQIT 3.1.1 support,
MQTT APIS and SDKs

Messaging, User messading across the
Enterpriss via messaging APIs & SDKs with
buitt-in security

Enterprises are facing challenges In the abillty to 9o to market faster with mobile apps to
feach out to employees, partners and customers, Customer apps require an Immersive user
experience (UX). but developers spend a lot of time on bullding a strong backend for such
customer apps to offer strong security, access control, rellable messaging and local storage.
Hence, they have a poor developer experlence (DX) Leading to low productivity levels.

10T Part of App Economy: Today's enterprises are not just bullding mabile apps; they are
Integrating IoT devices, events and data as well. Developers need SDKs that can span across
devices for messaging and management while retalning control of the data flow.

Lack of AvallablLity of an Open Toolkit: Developers need an open SDK that can simplify
redundant app development tasks. A standards-based open SDK cuts down development
time by a significant time as well as avolds vendor lock-In.

Difficulty In Collaboration: Enterprise apps require user messaging with data security.
Developers need SDKs that can quickly bulld them out to boost productivity.

Bullding Reactive Apps: Businesses need to Ltllize near real-time propagation of events
and data via publish/subscribe.

Accelerate App Development
CA Mobile App Services offers common backend services in the form of SDK/APIS that can be
used shared across muttiple mobile/IoT apps and can enable an enterprise to develop, deploy.
and manage multiple mobile/ 0T apps rapidly, reducing the go-to-market tme as well as
reducl time In creating repetitive, common functicns through Its APTs.

€asy touse
datastore for

Essent

APIs 8 SDKs
End-to-end Security. Standards based mabile
security using OAUEN 20, OpeniD Connect & PHI
for mutual authentication and S50

Open SDK and APLs. Mabile SDKs for
developer convenience. RESTRul APL endpoints
and SDKs for 105 providing extensibility
through Open Source

1 for the enterprise developer made simple and secure
CAMoblle App Services extends CA API Management product capabilitles, further supporting
the needs of the developer, The open SDK that Is part of CA Moblle App Services enables:

« User and group management through SCIM 2.0 Interfaces

« Publish/subscribe management and message cantrol with MQTT Interfaces

« User messaging

« Local and cloud storage with data encryption

The SDK uses key standards Like OAuth, OpeniD Connect and PKI to leverade the underlying
securlty In moblle operating systems, making It simple for developers to add S50, mutwal
authentication and encrypted local storage to thelr 3pps.
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eBook — Selling to VP of App Dev

* Key messages
* Why Developer Experience (DX) is
important

* Challenges for developers during
app development

e Business growth impacting app Accelera.ting the. Development of
developmen t Enterprise Maobile and IoT Apps

* Introducing Mobile App Services
and why it matters

e Solution details and benefits

ESSENTIAL APIS AND TOOLS DEVELOPERS NEED TO BUILD FIVE-STAR APPS

15
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CA Mobile App Services

A detailed look




