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Custom Application Discovery

After this course, you will be able to:

Understand Application Discovery architecture

Describe technical details of the Application
Discovery feature

Create custom Application Discovery scripts
and group based on published attributes

Troubleshoot MCS and the Attribute Publisher
Plugin as it relates to Custom Application
Discovery
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Application Discovery
Architecture

= High level overview
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Application Discovery

= General Troubleshooting
— Problem: Devices fail to show up in Application Groups

= Check your interval in the Application Discovery Scripts profile

— Default is 1 day; it is customizable
= Check to ensure the application process is started

— Only running applications are discovered; if checking for processes specifically
= Check that all necessary packages are deployed to the device

— Robot 7.90+, Attribute Publisher Plugin, Application Discovery Scripts

= Security check, make sure you haven’t modified package manually or on file edit, it
will make the security check invalid

= Documentation Links
— Using Application Discovery

— Custom Application Discovery Scripts
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Workflow Use Case: Docker and Kubernetes

= Problem: As a customer you have both Docker and Kubernetes installed

and running somewhere in your environment, you need to be able to

detect and monitor those applications.

= Solution: Create Custom Application Discovery Scripts, Custom Groups

with customized monitoring.

= After this use case, you will be able to:

Create a custom application discovery script
Deploy that script via a UIM package

Create groups based on published attributes
Monitor via MCS from Custom Groups

View Results in CABI
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1. Creating a Script

Tech Notes:

You can write in any language that your robot supports
Recommend using Batch and Shell for multi platform coverage

Needs to echo key=value pairs to stdout, these are the attributes that will
be used to identify Applications

Structure of script:
If condition and echo out results of desired meta tag:

JserPropNY.nyscript.Name=Apn

Keys are published as properties that you can filter on Lo create and manage groups n USM. If a script echoas out more than one value for
the same key, then it becomes & multivelue property. So, If a script echoes out:

echo Name=Apn
echo Name=Apache

The plug-in publisnes the proparty as one multi-value proderty:

UserPropNY.nyscript.Name=Apn, Apache

Review the Examples

Batch Script Example
The batch script example shows how you €an use 3 Soript to discover systems that are basad on whether a system Is a 32-it or 64-bit
systom.

@echo OFF

reg Query “HRLM\Hardware\Description\Systen\CentralProcessor\0* | find /i “x86" > NUL & set sys_arch=32BIT

if Ssys_archA==32B1T echo Sys_arch=32bit ' a
Lf Ssys_arch%=——64BIT echo Sys_arch=b4bit
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3. Creating a Script

= Example Script for Kubernetes
— Evaluating the process, setting application flag “Roles=kubernetes”

— Retrieving version; echo “S {VERSION} “

& C:\Program Files (x86)\app_disco_kubernetes.sh - Notepad++ [Administrator]
File Edit Search VYiew Encoding Language Settings Macro Run Plugins Window 7?

J cHHEHE 3 | LMD |2 | i 2 zEBE =1

B change.log I B ohotcfa = app_disco_kubernetes.sh l
1 #!/bin/gh

3 if ps -ef | grep kubectl | grep -v grep > fdev/null
4 then

echo Roles=kubernetes

VERSION="% (kuheshl version) "
7 echo "§{VERSICHN}"

£
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2. Creating an attribute publisher .cfx file

=  Use this .cfx as a template
— Change Filename to reflect your new filename
— Change XML section that wraps filename to your new filename

— If using Batch and Shell, file extension not required

Q{ C:\Users\meaja07\Downloads\attr_publisher.cfx - Notepad++ [Administrator] G
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ?

cHHB LB shkhoeayg BRI I1IEEFHL® CEDNNE Eav =
Enew 2 dl = README d' [ CMakeLists bt d' [& test_probe_unix.cfg .3] [ test_probe_win.cfg dl B cutest log d' & buildoutput bt d' |5 app_disco_kubemetessh £3 [H attr_publisher.cfx E3 I

1 <variables>

2 custom_scripts_dir=plugins/attr_publisher/custom scripts
3 <scripts>

4 <app_disco_kubernetes>

5 filename=app disco_kubernetes

6 </app_disco_kubernetes>

7 </scripts>

8 </variables>
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3. Creating a Package

= Using Infrastructure Manager
— Go to the Archive where you will deploy scripts from, right click and Click

New...
& jvm_monitor JVM_Monitor probe No
& |dap_response Nimsoft LDAP response watcher No
& log_forwarder Log Forwarder No
|og monitoring_servic . - 0
- - »
ﬁ logmon s No
ﬁ lync_monitor Refresh No
% maintenance_mode OK
& MCS Utilities Tool New... % Ne
e mgr Edit... No
& mon_config_service OK
ﬁ mon_config_service Delete oK
ﬁ mon_config_service Copy oK
ﬁ mon_config_service_te es oK
# mon_config_service_u Rename... [:ch 0K
& ranan ~anfin cancirae 1 +rh Nk
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3. Creating a Package (Cont.)

= Fill in the Name, Description, and Group of the archive folder for the

Script
NewPackage g
— Properties
Name |app_disco_kubemetes Author |meaia0?
Description I to discover Kubermetes on a system  Date |S."5)‘201 7
Copyright  |(C) Copyright 2017 Vesion [10 Nodiectingtal |
Group Ilnfraslruclure LI Build l1— License required [

OStype | ~| os | ~|

Files I Probe definitions | Environment variables | Dependenciesl Miscellaneous I

Name [ Type | Mode | Path |

Ok | Cancel | Help

G
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3. Creating a Package (Cont.)

= Right click the tab, and select Add Section...

dMI
‘ — Properties
Name |app_disco_kubemetes Author ImeaiaU?
Description | to discover Kubemetes on a system  Date I9£52201 7
Copyright  |(C) Copyright 2017 Version  [10 No direct install [~
Group |Infrastructure LI Build l1— License required |

Rename current section...

1| OSt vI

Delete current section

Filg Add section... I Dependenciesl Miscellaneousl
—N Move section left Dath I
Ok Cancel Help
oo ey

G
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3. Creating a Package (Cont.)

=  @Give the section a Name, and click OK.
— Recommend OS or OS Type

—

Section name =)

Section name  |Linud ‘ m 0K I
fi

Section type : Configuration of existing probe |
= Cancel ‘ =
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3. Creating a Package (Cont.)

= Change the Ostype and OS to fit the current section

This information defines the OS on which the Section will be deployed

If you select just OSType, it will attempt to install on all operating systems for

that specific OSType

Linux I

OStype Iunix

b4

0s |

Alx_5_64

Files I Probe definitions | Environ 45400

Name

Type

HPUX_11
HPUX_11_64

HPUX_11_ia64

LINLX_23g4
LINUX_23_ppcb4

K

:NCi
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3. Creating a Package (Cont.)

= Right Click in the empty space and click Add file...

tNewPackage @

— Properties
:
Name |app_disco_kubemetes Author |meaia0?
Description | to discover Kubernetes on a system  Date |9!5/2EI1 7
Copyright |[C] Copyright 2017 Version |1-0 No direct install [
Group |Infrastructure LI Build |1 License required [
Y Linux I
1| OStype |unix >| 05 |UNUX_23 v
Files | Probe definitions | Environment variables | Dependenciesl Miscellaneousl
Name | Type | Moge | path |
Add filg,..
File prc%erties...
Remove file -
View file contents... i

Edit file...
Ok | Help
— Save file as... —
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3. Creating a Package (Cont.)

Browse to the location of the script file on disk, and select the file
File properties E
Name | oK
Type |ascii j Cancel
Mode  |0644 v| I CheckCRC
Path |probesfinfrastructurea"app_disco_kubemetes 3
Browse files )
I = J; Z| oK
£3CA -
&3 Users 3 Cancel

£ meajal?
= Downloads
(1 app_disco_apache (12) -

app_disco_apache.zip -

app_disco_mysql [2).zip

app_disco_mysql (3).zip

app_disco_mysql.zip

app_disco_oracle [1).zip

app_disco_oracle.zip

app_disco_sqlserver (1).zip %

o
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3. Creating a Package (Cont.)

Update the Path, then Click OK.

— By default Scripts are located in
NIM_INSTALL_DIR/plugins/attr_publisher/custom_scripts/

— NIM_INSTALL _DIR is implied

Name
Type
Mode
Path

|app_disco_kubemetes.sh

Browse

script

=

0755

v| I Check CRC




3. Creating a Package (Cont.)

= Right Click in the empty space and click Add file...

) — Properties
' MName Iapp_disco_kubemetes Author |meaial]?

Description | to discover Kubemetes on a system  Date |9J5/2El17

Copyright  |(C) Copyright 2017 Version |1-0— No direct install |~

Group |Infrastructure ﬂ Buid |1— License required [
Y Linux I
1| OStype |unix ~| 08 |UNUX_23 |

Files IProbe deﬁnitionsl Environment variablesl Dependenciesl Miscellaneousl
Name Type Mode Path
app_disco_kube... script 0755 plugins/attr_publisher/custom_scripts
Add file...

J File properties... -
i Remove file B

View file contents...

Ok |_‘ Edit file... Help |

Save file as... A ——
7 21:15:59  Informati...

G
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3. Creating a Package (Cont.)

Browse to your newly created *.cfx file

Type
{ Mode
| Path

M

Name

0K

el j Cancel
0544 v| I” Check CRC
Iprobesx‘infraslructure/app_disco_kubernetes v |
M
| = J.} Z| oK
QA Cancel

£ Users B

£ meajal?

= Downloads

() app_disco_apache (12) -
attr_publisher [5).zip -

attr publlsher [8] 2|p

[

audacnty Win- 2 1.2.exe
big_sur_sunset-wallpaper-5120x3200.jpg
billy-argel_santos-dumaont.zip

Capture [1].PNG

Capture. PNG

G
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3. Creating a Package (Cont.)

Change the path, and Click OK.

This path is to the attr_publisher directory and Not the scripts directory

The default is “ plugins/attr_publisher “ and is ok to insert

[” Check CRC

oK

Cancel

File properties
Name attr_publisher.cfx
Type config i)
Mode 0644 =21
Path plugins/attr_publisher
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3. Creating a Package (Cont.)

=  (Click on the Dependencies tab

m

~ Properties
MName |app_disco_kubemetes Author |meaia[l?
Description |Script to discover Kubemetes onas  Date |9)‘8£201 7
Copyright I[C] Copyright 2017 Version |1-0 Mo direct install [
Group |Infrasttucture LI Build l2— License required |
Linux I
OStype  |unix v| 08 |LNUX_23 |
Files | Probe definitions | Environment variables Depe%encies | Miscellaneous |
Name I Version ] Build I Type ] On upd... |
attr_publisher 7.90 ge

i G

Ok | Cancel | Help technologies




3. Creating a Package (Cont.)

=  Right click, and click Add Dependency...

Files | Probe definitions | Environment variables Dependencies I Miscellan

Name

Version

Build

Type

On upd...

Addrdependency...

Dependency properties...

Remove dependency
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3. Creating a Package (Cont.)

= Add a dependency on attribute publisher (attr_publisher) with your

minimum plugin version.
— As of 8.5.1 the version is 7.90

=  IMPORTANT! Scripts will not be verified otherwise.

" Dependency properties &)
| Name |attr_publisher ﬂ 05 I
J Version I?.SU
Cancel
Build |
i
Type — 1
* ige e " eq
" at It " Any
Restart if dependency is updated [

Files | Probe definitions | Environment variables ~Dependencies | Miscellaneous |

attr_publisher
Ga

technologies



4a. Script Package One-Time Deployment

= Simple method for testing or known one-time deployments
— Not preferred method for complex or long-time deployments

= (Click and drag to a robot, or use other deployment methods
— (i.e.) Deploy to a hub, to deploy to all robots on that hub

. SUIM_hub
E]D! qa-l‘kms

, SUIM_hub

Licenses
iplications
\Ls

ﬁ ad_response

ﬁ ad_server

ﬁ ada_inventory

ﬁ adevl

ﬁ admin_console_redirect
5 adminconsoleapp

& adogtw

G alarm_routing_service
ﬁ apache

iz apmgtw

@ app_disco_apache

ﬁ app_disco_iis_server

| " app_disco_kubernetes
Fr app_disco_mysq|

@ app disco oracle

Active Directory Response Probe
Active Directory Server Monitor
ADA Inventory

Active Directory Events probe
Service Host Admin Console red
adminconscle webapp (wasp)
ADO Database Gateway

Selects alarm destinations based
Monitor for Apache HTTP server
APM Gateway Probe

Apache Discovery Scripts for Atti
IS Server Discovery Scripts for At
Script to discover Kubernetes on
MySql Discovery Scripts for Attril
Oracle Discovery Scripts for Attri



4b. Script Package MCS Deployment

= Recommended Method for dynamic deployments

= Create or Choose a group that contains devices that have robots

(minimum version 7.90) on which you wish to run app discovery.
— Using existing “Setup Application Discovery” , Operating Systems or other
custom Groups

QO l’f" Operating Systems (6)
Y UNIX(2)
Oﬂdemo_test

(=" @ demo_test

A LA . ... '

CGa
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4b. Script Package MCS Deployment

= Go To the Monitoring Tab

vQ f?’ Groups (7)
v® ff’a Application Discovery (0)
6 ffﬁ Discovered Application Systems (0)
(v ff’— Setup Application Discovery (0)

v & PP Docker (1)
(v E demo_test
v 0 (ra Operating Systems (6)
v ) PP unIX (2)
0@ demo_test

(= & demo_test
v Windows (4)

Details
Active Directory Events E
Active Directory Events Ir
Active Directory Responst
Active Directory Server
Apache

Application Discovery Scr
CPU Monitor

Default Disk(s)

Disk IO Monitors

Disk(s)

—
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4b. Script Package MCS Deployment

Click the Add Profile button for the Application Discovery Script template

Details

Active Directory Events E

Application Discovery Scr

Jirectory Events Ir
Jirectory Responst

Directory Server

CPU Monitor

Default Disk(s)

-

v~ sa

0

S

Appli

= G

Grou

= S«
Pack

Sorin
Add profile

e
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4b. Script Package MCS Deployment

= Fill in the profile to match the package name and script name you are
deploying to the system

= You can leave off the file extension if it’s a bash or shell script

Application Discovery Scripts Configuration

= Group Profile Settings

Group Profile Priority 100

= Script Package Profile

Package Name app_disco_kubernetes

Script Filename app_disco_kubernetes

Interval [ Every 15 minutes | v]

CGa
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4b. Script Package MCS Deployment

= (Create the profile.

Cre{a’te Cancel

= The script will now be run on all 7.90+ robots in the group.

= Additional systems that are added to the group will automatically deploy
and run the Custom Script specified in the profile.

CGa
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5. Create A Group

= There are two methods for creating groups for Custom Application

Discovery scripts
— Method 1: Using advanced attributes

= |n order to use this method, the attribute publisher must have published at least one
attribute with the name you are intending to group on.

— (e.g.) if you are publishing the attribute “app_disco_docker” at least one system
with that attribute must be discovered before grouping with this method.

— Method 2: SQL Criteria: Advanced users can define SQL criteria to search for
custom attributes they care about.

= select distinct cs.cs_id from CM_COMPUTER_SYSTEM cs join
CM_COMPUTER_SYSTEM_ATTR a on a.cs_id=cs.cs_id where a.cs_attr_key like
'‘UserProp%.Roles' and a.cs_attr_value="YOURATTRIBUTENAME'

CGa
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Create a group : Method 1

= Login to UMP, navigate to groups, create a new group

Wl S WO SR
v Groups (6) @ m
v & T Application Discovery (0) Groups

0 I'P' Discovered Application Systems (0)
e ff" Setup Application Discovery (0) 6 App
QO l'?' Operating Systems (6)

o 0 Ope

CGa
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5. Create a group : Method 1

= Go to the Filters, and navigate to Advanced... on the Drop Down.

Filters

[ |vJ[Name |v][is |vJ null
User Tag 2 —
Vendor
Virtualization
sSQL
Advanced... v |

=  (Click the Edit button to select an advanced attribute.

Filters

[ Advanced... | v]

RS (is | v ] null
&

Select advanced attribute




5. Create a group : Method 1

= Choose the User Property you wish to use
— If you don’t see the property, no systems currently have that propety

= May need to troubleshoot

RobotName

typeName
UserPropMV.a pp_ct§oo_dock

G
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5. Create a group : Method 1

= Click Apply Filters. You should now see devices that match criteria

Name Alias A IP Address Caption Description Dedicated 0S Type 0S Name 0S Version  0S Descriptior Origin MAC Address User Tag 1 User Tag 2 Removed
demo_test demo_test Device SUIM_hub false

CGa
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5. Create a group : Method 1

= Click OK to create the Group.

KN E53

= The new group appears with associated devices

0 fr, Discovered Application Systems (0) Name Alias -
6 ff" Setup Application Discovery (0)

v  Docker (1)

(v E demo_test

& demo_test demo_test

CGa
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Monitoring using MCS

= Method 1: Using current application probes (Docker)
— Use Docker Probe and other templates for monitoring

= Method 2: Create your own (Kubernetes)
— Use other templates (Memory, CPU, Processes, Disk, etc)

v @ T Groups (6) Details Alarms 0G0 Main

9 ff" Application Discovery (5) CPU Monitor
v$® ff" Discovered Application Systems (1) v Default Disk(s)
v  Custom Docker Group (1) Default Disk(s)
@ﬂdemo_test ¥ Memeory Monitor
& PP Ms sQL Server (0) Memory Monitor
v @ T Setup Application Discovery (5) Active Directory Events Exclud

CGa
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Viewing Custom Application Groups

= CABI automatic groups

A Custom Docker Group 1

UIM Group Open Alarms

Open Alarms B © " Top10 Devices by Alarm B © . Probes by Alarm B © ™ | Devices by Role BO .

125
N Device Primary Role Total Alarms Probe Name Total Alarms
A demo_test Host 1 A cdm 1

w075
£
H
3
Y os

025

Critical Major Minor
Severity

View Open Alarms

M Host
View All Devices

Metrics B © | Devices B © | Components B © | Metric Detail BO.

Custom Docker Group Disk Usage demo_test A Disk Usage > demo_test
Disk Usage
A Percent A demo_test A /boot
Disk Usage (%) 0 30
!
CPU Usage
O E’ersem 0 Idev 2 -1
CPU Usage — Iboot
Q Disk Usage o fdavishin Z liovistm
—Irun
Eﬂfgillytes O Jrun = Irunjuser/0
10 Isyslfsicgroup
— Wvarllibidocker/containers
o g\:rdczr:{sage 0 Irun/user/0 — Narllib/dockeridevicemapper
Inods Usage (%)
0 Isyslfsicgroup 0
load average 16 min 13:45 14:00 14:15
Ivarllib/docker/contai
0 Lt,fTﬂsm 15 minute o varibidockericontainers 5.84% 25.60 % 0.00% View Alarm(s)

G
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Things To Note

=  When using the monitoring tab (as in steps 4b) to deploy a custom script
profile, all 7.90+ systems that are added to the group will automatically be

included in application discovery for that profile.

=  MSPs can utilize custom scripts as a streamlined way to provide customized

application discovery to their customers.

= Application Discovery, despite the name, is not limited only to applications —

it can be used to group systems by any local attribute publishable by a script.

= Grace Period: Enables you to keep a device in a App group for specified
amount of time, if App is no longer discovered after the grace period the

attribute will be removed and device will be removed from group.
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Application Discovery
Attribute Publisher Troubleshooting

= Log Location for Plugins
— Nimsoft/robot/controller_ext.log

= Log level will be the same as controller log level

=  Configuration Location
— Nimsoft/plugins/attr_publisher/attr_publisher.cfg

= Note: Config files should not be modified on disk. They are securely protected files.
Configuration modifications should be made through MCS.

= Scripts Default Location
— Nimsoft/plugins/attr_publisher/custom_scripts/script_name.ext

= Note: Script files should not be modified on disk. They are securely protected files.
Script modifications should be made by creating and deploying a custom package.
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Thank You

=  What topics do you want us to cover? Send ideas to
— Umairkhan@ca.com
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