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Who we are FUﬁTSU

Japan’s largest IT services provider and
No. 5 in the world.

(based on vendor revenue 2015)*

We do everythingin ICT. We use our experience and the power of ICT to

shape the future of society with our customers.
156,000 Fujitsu people support customers in more than 100 countries.

FORTUNE named Fujitsu as one of ‘the World's Most Admired Companies’ for

the fourth consecutive year. Y ot

* Source: Gartner, " Market Share: IT Services, 2015"06 April 2016 (GJ16139)
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Our products and services
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Technology §olutions

~

Vs

Services
Solution / SI Infrastructure Services
- Systems Integration - Qutsourcing services
(system construction, (datacenters, ICT operation/management, SaaS, application
business applications) operation/management, business process outsourcing, etc.)
- Consulting - Network services
- Front-end technologies (business networks, distribution of Internet/mobile content)
(ATMs, POS systems etc.) - System support services
(maintenance and surveillance services for information systems and
networks)
- Security solutions (installation of information systems and networks) 3

Vs

Systems platform

-

(.

System Product
- Full range of servers
(mainframe, UNIX, mission-critical x86 servers and other x86 servers)
- Storage systems
- Software (operating system, middleware)

Network Products

- Network management systems
- Optical transmission systems

- Mobile phone base stations
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Medical and Pharmaceutical Device Company

Ca

technologies
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Mission Is to manufacture products to improve the quality of patient care
while also helping healthcare professionals bring time and cost efficiencies
to their practice.

Sharing expertise across hospitals is helping to set the highest standards
for enhancing patient and healthcare professional in:

e Safety

* Reducing medication errors
* Protecting the environment
* Providing quality clinical training, best practices and information
support for healthcare professionals
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WLC Management is Essential for Success

Q -

Manage autonomous delivery vehlcle
.\ /1

Manage production processes

FIeX|bIe iInformation delivery
e Y AN WA\

Manage Ioglstlc processes

w ‘ b -
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It's All in the Numbers G
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e8]
FUJITSU

» 25 wireless LAN controllers (WLC) —
each manage up to 557 access points —
> Total of 1286 APs are managed /)
> Over 1400 alarms in first 7 days Iy
> 60 alarms being suppressed | [ ‘
» 135 million events In 45 days -y
> 60 million events from 8 alarm types ¥

|
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Analyze Alarm Types in Pre-Production a FUﬁTSU

technologies

B = E F
Type Alarm Title Abschalten Anmerkung
o

:'EF"EU[]H] ACCESS POINT INTERFACE DOWN EXCEEDED CONFIGURED THRESHOLD |a :

6760002 ACCESS POINTS DISASSOCIATED FROM CONTROLLER EXCEEDED THRESHOLD ja !

1210e0c AP ASSOCIATED SUCCESSFULLY AFTER REBOOT ja |

210e14 AP CLIENT RADIO THRESHOLD EXCEEDED ja !

:@10913 AP INTERFACE DOWN ja '

14b6005e BSM RADAR CHAMNMEL DETECTED ja '

tETGDUUE DOWMNLOAD VOLUME FOR CLIENT EXCEEDED CRITICAL THRESHOLD ja l.;lber Schwellwerte abgeklemmt. Braucht als Alarm nicht ausgeschaltet weren E

;'ETGDUUQ DOWMNLOAD VOLUME FOR CLIENT EXCEEDED MAJOR THRESHOLD IE Uber Schwellwerte abgeklemmt. Braucht als Alarm nicht ausgeschaltet weren !
) 121054 KTS VOIP CALL FAILURE IE H
| | 4b6000T LRAD DISASSOCIATED |a !
' 14b6000c LRADIF_INTERFERENCE PROFILE_FAILED ja |
| 14b6000a LRADIF_LOAD PROFILE_FAILED ja }
| EdbEDDUb LRADIF_MNOISE_PROFILE_FAILED ja N
) 1Cat38:cStack OSPF INTERFACE STATE CHANGE ja ;:
 1210d26 RADIUS REQUEST TIMEOUT IE '
"1210d23 RADIUS SERVER GLOBAL DEACTIVATED IE !
1 1210d25 RADIUS SERVER WLAN DEACTIVATED ja ]
) |4b60003 STATION ASSOCIATE_FAIL |a . !
) |676000b UPLOAD VOLUME FOR CLIENT EXCEEDED CRITICAL THRESHOLD ja Uber Schwellwerte abgeklemmt. Braucht als Alarm nicht ausgeschaltet weren !
| \676000c UPLOAD VOLUME FOR CLIENT EXCEEDED MAJOR THRESHOLD JE Uber Schwellwerte abgeklemmt. Braucht als Alarm nicht ausgeschaltet weren ]
i :J'ETEDD[]E UPLOAD VOLUME FOR CLIENT EXCEEDED MINOR THRESHOLD IE Uber Schwellwerte abgeklemmt. Braucht als Alarm nicht ausgeschaltet weren '
} 14b6002e STATION_ASSOCIATE ja no his '
| t?ﬂ]e?c CISCO LWAPP DOT11 CLIENT ASSOC TRAP ja no his E
) 1210e27 CISCO LWAPP DOT11 CLIENT MOVED TO RUN STATE ja no his !
1 1210e2b CISCO LWAPP DOT11 CLIENT SESSION TRAP ja no his !
" 1210e2e CISCO LWAPP DOT11 CLIENT MOVED TO RUN STATE NEW TRAP ja no his !
 1210e2d CISCO LWAPP DOT11 CLIENT DE AUTHEMTICATED TRAP ja no his !
) 14b60001 STATION DEAUTHENTICATE ja no his !
] EdbEUUUU STATION_DISASSOCIATE ja no his '
| 1210e5b RRM RF GROUF MEMBER REMOVWED ja '
s L21095:a RRM RF GROUF MEMBER. ADDED ja E
i 1210208 RADIUS ACCT SERVER UMNAVAILABLE ja '
11210638 ____________ MOBILITY_ANCHOR CONTRQL PATHDOWN, __ il B e e e e :
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DHCP Addresses for AP | FuﬁTSU
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Eile View Tools Help P v > Q | % o) B G ] " Device Search: Go by IP Address
Navigation Y| contents: Cisco of type WLCVendor cxg 9
Explorer Alarms |"._". og I ListI Events I I.nformaﬁon|

MName v v Y

[g = @ ‘7 HF Show Displaying 4 of 4

[ 1P Routing Manager - (|
] MPLS Transport Manager Filtered By: Severity Available Filters: LI
[ Policy Manager (2) Severity 4 |Date/Time MName Mot Address Secure Domain Type v |Alarm Tite & Landscape

Service Performance Manager (2) i ith 26.04.2017 23:58:12 MESZ A
[ vPLS Manager 27.04.2017 12:00:33 MESZ DE13-WLC-01 160.230 Directly Managed Cisco 8500 WLC An authenticationFailure trap received 9337 (0x3f00000)
21.04,2017 01:29:37 MESZ DED&-WLC-01 347,119 Directly Managed Cisco 5500 WLC Device has been rebooted or SNMP Agent has been initialized bbmag337 (0x3f00000)
L] VPN Manager (2) 21.04.201701:11:10MESZ ~ DEOG-WLC-D1 172.29.247.119 Directly Managed  Cisco 5500 WLC SCHEDULED RESET NOTIFICATION bbmag337 (0x3f00000)
£l % bbmag337 (0x3f00000) 2 2 74

[] Chassis Manager (2) 1 62 il
[ Enterprise VPN Manager (4)
) NOC@FUIITSU (47) 1 2 74
[ QoS Manager (15)
[} Service Manager (3)
@ TopOrg
[ vPC Manager (1)
= [ WLC Manager (2)
| Cisco (25)

] BE01-WLC-01 (5)
[} DE01-WLC-01 (25)
] DEO3L-WLC-01 (5) -
[] DEO3M-WLC-01 (29) Severity W Critical 0 Symptoms Device has stopped responding to palls.
[0 DE03S-wLC-01 (21) Impact 1 Probable Cause 1) Device Hardware Failure.
[} DEOG-WLC-01 (55) 2 et :
DEO8-WLC-01 (55 1 — 2) Cable between this and upstream device broken.
- (57) Clearable Mo
B DE08-WLC-02 (174) : 3) Power Failure
[] DE13-WLC-01 (173) 1 Trouble Ticket 1D set : '
[ DE17-wLC-01 (4) Assignment set 4) Incorrect Network Address.
[ DE20-WLC-01 (32) Landscape bbmag337 (0x3f00000) :
[ DE22-WLC-01 (4) Status st 5) Device Firmware Failure,
[0 DE25K-wLC-01 (72) BT, : Actions 1) Check power to device,
[ DE28-WLC-01 (31) ebtLo :
[] DE28N-WLC-01 (3) Source SPECTRUM : 2) Verify status lights on device.
0 DE29-wiLC-01 (20) (Chianne Qames) EECTRIN 3) Verify reception of packets.
[0 DEX1-wLC-01 (49) Alarm Modified Time 27.04.2017 08:31:05 MESZ .
[ mLo1-wrc-01 (12) UIM Alarm Id : 4) Verify network address in device and SPECTRUM,
B 172.29.160.233 :
172.29.245.55 5) Cyde power on device and recheck.
_ 172.28.247.116 6) If above fails, call repair,
172.29.247.16
© 172.30.245.208
™ 172.30.245.213
DEQSP-WLC-Test-01
Fujitsu 0 =% D W
ia You are logged in as MHMAZAEH on noc-insight.ts.fujitsu.com Change Password g/_
Eesssss—— = = = — = ————— ——
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Wireless Information at WLC and AP | FUﬁTSU
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| - o
File Vi=w Tools Help q o > -t 2 (i - El £yl E, Devios Search: Go ¥ | by TP Address

Havigation W conents:DE-WLC-01 of type Cscn 5500 WLC g 9
Explorer | Lpcater | Lisers) slams | | Ligt | Bverits [ mfermation

lame -+ v |7 [% | X oW W ¢ @ ¥ F b ~| Displaying 0 of I
+ O] DEBIM-WLLC-01 {25) -
# [ pEm3s-wic-o1 {21) Filtered By: Severty ) i Avalatie Fiters: =]
% ] DED&-WLC-01 (55 2 Smventy & |Bu:!ﬁ|me = |"l.!r|! He=bwork Address |Sen.reDnmr| Type |1)' |.!|hrm'|'|lie r |L.!1:|5|:q:e |
+ O DEOB-WLC-01 [557] 1 = : L
T [ DEGB-WLC-02 (174)

% [ DELI-WLC-01 (178 i

1 [ perz-wic-on 4 | Infermaton | | | anterfaces | Ferformance | reeighinars | aiarms | dieared alanms History | Events | Atinbutes [ |

+ O DE20-WLC-01 (32] B LS LML SR ERNIL SSLUESS FUINL IO

+ O pE22-wWLC-01 (4] .

T B DERSKWIC (7 £ Wireless Tnfarmation A |

+ O DE2B-WLC-01 (31) = Access Poanbs 9

1 L) DEZRM-WLC-D1 {"I:I =

= B DERS-WLC.O1 Gl et 00 -+ | GetAd | Update | Ston | Edit | Print | Export | Show = | Dizplaying 0 0f 0 fomm
B ap-oE39-01 AP name [1p Address |Location [Ethernet MAC Address [Aase Radio MAC Adress [Mumber of Radio Tterfaces [Maizor Qnly Moda [aperation Staha [software version Bicat Viersian Primary Mwar Mg
O appE29-02
B appe2903
L appE29-04
[ ap-DE2S-05
O ap-pEz3-05 a4 m b
B ap-pE2-07 {More dats avalsble.. )

O sp-peze0a = Access Points Interface Table = 9

B appE29-09

O AP-DEZS-10 Gat Mext 100 = | Get Al |Update | Stao |Print | Export | [Show = S s —

S AP-DETT-11 Fase Rado MAC Addreas B [interface Type [Humber of actve WiLANS |operazen Stahs [Homber of Users acmin Stahs
AP-DEX-12

B arps23-13

2 ApDE29-14

O appE25-15

B appE29-15

g BP-DEDS-17 (More dats svalsbls, )
AP-OEIS-13

B ArIEB-19 = Maobile Stations A |
B ap-pE29-20 Get Mt 100 = | Get Al |update | Seop | Edit | Prine | Export | Show | Displaying 0 of 0 -

@ B DEX1-WLC-01 (%] Clent Nam= IF Addrasz E=n] [Mac Address | aF Mar address [ap 1 shot o0 |zss rdes [ a1 o Reason Code [Motsity stazus ncher Address o= Palabi= [F Palir:
+ O WLOL-WLC-01 (12}
B 172.29.150.233
72,29.246.55
72,29 247116
72,25. 247,15
#2.30.245. 208

Component Detall: DEIS-WLC-01 of type Osoo 5500 WL @ q

1 m ¥
(Mgre dala avalads,,.)

72.30.245.213 | | - -

Fufira f SE==Re I Y
You are logged in 2s MHMAZAEH on noc-insighi.is fujiss com Thange Fpsssorg | i
E  e— - —
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AP and WLC Container Ga FuﬁTSU
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7 oo

| = = T
file View Jools Help D v . . Q = - W 1. N Device Saarch: c V by 17 Address

Navigation U] contents:DESA of type LA < N
] Pdarre [Locater [ Users Alarms | Topoiegy [ List | Events | nformation

fiame 4 | L2 T2
=) NOCEFUIITSU (47) 3 2 7
(i @ Argentina (1)
[+ 0 Australia (1)
1+ () Austna (6]
(i 5 Belgim (1) 1
i+ ) Brazil (1)
(i £ Bulgarta (1)
i @ China (2)
[+ (2 Colombia (7)
i &3 CzechRepublic (1)
i+ () Denmark (1)

@ & Fmland (1)

+ 170 France (2) |

= @ Germany (17) 1 L 70
711 DEO1-BadArolsen (19) it 5

+ D DEO3-Berhn (3)
i1 DEOG-Glandorf (27)
- & DEOB-Mebungen (17)
(1) DEO8-RZ (41)
I= ) DEOS-WLAN (737)
1 172.30.245. 208
= 142,30,245.213
o ~BG01-01 od
ol A7 CEceAS8I101
O] AP LECEAHEGOL
O A DEceAHEG02
) APDECGA+HHalke-01
O Ao-0toea+i-tale-02
) AP DECRAH Halle-03
0 A°CECEAH-0G0L
3 a-pecea+-0602
T AP CESAHHEder-01
O aP-Decea+4-£der-02
£ A7 DE0SA-HHEder-03 ‘ )
T3 A9DERA+HHEder-04 | Information | | ] _ | Aarms | Clearad Alams Hatory | Events | Atmbuses |-
o A7 DECSA HHEG01 I
0 APCECSA+HHEG02
& serecea+HEG-03
U] AP DECEAHHEG-04
O A2DECSA+HLEG05
) AP DECEAHHEG 06

W o

Component Detail: DECEA of type LAN

o)
FujiTsy
You ore logged 0 @3 MHMAZAZH on noc-inzight ts fujitsy com Change Passweond
SS—

-
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Light Reporting

7. Console - NOC@FUJITSU Managed Monitoring
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File View Tools Help

(o) W W

%)

Device Search:

Go by IP Address

Navigation

Explorer | Locater | Users

Contents: WLC Manager->All WLCs

Results

% N

. SLAs
. SPM
SucheName
. System & Application Monitoring
. Telco EMS Manager
UIM Manager
. User defined Management
. Virtual Host Management
. VLAN
. vPC Manager
. VPLS Manager
. VPN
. whoDELmyFolder
. WLC Manager
. Access Points associated

# ToWLCIP

# To WLC Name
# Al aPs
-

FujiTsu

You are logged in as MHMAZAEH on noc-insight.ts.fujitsu.com Change Password

m

A B “; X F & show | Displaying 25 of 25 Thursday, April 27, 2017 12:06:13PM CEST [ | ]
Mame - Condition |Name |I\ ] Secure Domain Manufacturer Model Class MAC Address Type Landscape
Enterprise VPN - W MNormal DED1-WLC-01 1 Directly Managed Cisco Systems, Inc. |Wireless LAN Co... [38:9d:21:03:a6:64 |Cisco 5500 ... |bbmag337 (0x3f00000) -
T Global Collecti W Mormal BED1-WLC-01 1 Directly Managed Cisco Systems, Inc. Wireless LAN Co... [c0:8c:60:c7:06:84 Cisco AirCt ... bbmag337 (0x3f00000) r
i oflections W Normal DE2SK-WLE. .. |1 i Directly Managed Cisco Systems, Inc. Wireless LAN Co... |30:f7:0d:30: cU a4  |Cisco 5500 ... bbmag337 (0x3f00000)
. Integrations %/ Minor DEOG-WLC-01 1 3 Directly Managed Cisco Systems, Inc. |Wireless LAN Co... Cisco 5500 ... bbmag337 (0x3f00000)
. Models W Normal 172.29.160....1 3 Directly Managed Wireless LAN Co... : IP Device bbmag337 (0x3f00000)
. MPLS Transport Manager W Mormal DEOS-WLC-02 1 3 Directly Managed Cisco Systems, Inc, |Wireless LAN Co... (28:6f:7f:55:03:22  Cisco 8540 ... bbmag337 (0x3f00000)
Multicast W Normal DED3-WLC-01 |1 ) Directly Managed Cisco Systems, Inc. Wireless LAN Co... |10:05:ca:bf:36:a6  |Cisco 8500 ... |bbmag337 (0x3f00000)
. W Mormal DEQ3L-WLC-011 T Directly Managed Cisco Systems, Inc.  Wireless LAN Co... |54:7c:69:9b:e3:c4  |Cisco AirCt ... bbmag337 (0x3f00000)
NAME W MNormal DE17-WLC-01 |1 L Directly Managed Cisco Systems, Inc. Wireless LAN Co... |54:7c:69:9b:d8:04 |Cisco AirCt ... |bbmag337 (0x3f00000)
. Network Configuration Manager W Mormal DE20-WLC-01 |1 3 Directly Managed Cisco Systems, Inc, |Wireless LAN Co... 84:80:2d:f8:38:c4 |Cisco AirCt ... bbmag337 (0x3f00000) =
. NPC W Normal 172.30.245....1 3 Directly Managed Wireless LAN Co... IP Device bbmag337 (0x3f00000) 1
Policy Manager ||| Maintenance DEDSP-WLC... |1 ) Directly Managed Cisco Systems, Inc.  Wireless LAN Co... |24:29:b3:47:90:84 Cisco AirCt ... bbmag337 (0x3f00000)
] Ports W MNormal DE03MJ\'\1'LC. 1 Directly Managed Cisco Systems, Inc. Wireless LAN Co... [38:9d:21:03:91:44 |Cisco 5500 ... |bbmag337 (0x3f00000)
e W Mormal DE28-WLC-01 |1 Directly Managed Cisco Systems, Inc. Wireless LAN Co... Cisco 5500 ... bbmag337 (0x3f00000)
. Privilege Roles . m Directly Managed Cisco Systems, Inc. |Wireless LAN Co. .. Cisco AirCt ... |bbmag337 (0x3f00000)
. Qua rvice MNormal 172.29.246.56|1 Directly Manage Wireless LAN Co... &8:9d:21:03:a%:af |IP Device mag337 (0x3f00000
Quality of Servi 7 I ctl d ] d £ bb (0x3f00000)
| Remote Operations W MNormal 172.30.245.... /1 { Directly Managed Wireless LAM Co... IP Device bbmag337 (0x3f00000)
Router Redundancy W Mormal DED35-WLC... |1 Directly Managed Cisco Systems, Inc.  Wireless LAN Co... f4:cfie2:94:68:04  Cisco 5500 ... bbmag337 (0x3f00000)
| SANM 57 Minor DE13-WLC-01 |1 ) Directly Managed Cisco Systems, Inc, |Wireless LAN Co... Cisco 8500 ... |bbmag337 (0x3f00000) =
J 7 Initial 172.29.247.16 1 Directly Managed Wireless LAM Co... IP Device bbmag337 (0x3f00000)
. Schedules W MNormal DE29-WLC-01 |1 Directly Managed Cisco Systems, Inc. Wireless LAN Co... [e0:2f:6d: Sd 5 04 |Cisco 5500 ... bbmag337 (0x3f00000)
. SDN Manager DEX1-WLC-01 1 Directly Managed Cisco Systems, Inc. Wireless LAN Co... f4:cfie2:84:87:e4  Cisco 5500 ... bbmag337 (0x3f00000)
. Secure Domain Manager
| Services Component Detail: DE28N-WLC-01 of type Cisco AirCt 2504K9

Information

I Interfaces | Performance I Meighbors I Alarms I Cleared Alarms History I Events | Attributes

Cisco License Management
= Cisco Light Weight Access Point Protocol
AAA Server
LDAF Server
802.11
Mesh Node Statistics
'WLAN Configuration
Access Control List

Thresholds

Wireless Information

A |

| Q 1<%

12
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Open Topics G FUﬁTSU

<> Customer reports must be customized

» Placement of AP in the universe needs to be adjusted
» Authentication trap alarm must be customized
» Update to CA Spectrum 10.2.1

P —————
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Fujitsu Data Center Management and Automation c
Global Demo Center - Frankfurt/Germany el
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Discover the Fujitsu DCMA portfolio live —and experience what we can
do for your enterprise.

B Based on comprehensive CA portfolio in the area of plan, deploy, build, test, operate&
secure

Data Center Automation with process automation technology
Service Quality Management
Unified IT infrastructure management

Data denter infrastructure management

Fujitsu ServerView

B Request your demo onsite or remote at http://www.fujitsu.com/fts/solutions/business-
technology/data-center-management-automation/demo-center/form.htmi
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